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Pabouast mporpamma muctmminabl «MHQOpManmonHas Ge3omacHocThy. Hanpasienue moaro-
ToBKH 09.03.03 Ipukiaanas uHpopMarrka, HAPABIEHHOCTH (Tpoduib): «AHanmu3 naHHbIX» / A.A. 1lle-
cremupoB — M.: UMIID um. A.C. I'puboenosa. — 26 c.

PaGouas mporpamma AMCHMIUIMHBI COCTABICHA HA OCHOBaHMH (eJepaTbHOIO TOCYIapCTBEHHO-
ro 00pa3oBaTeIbHOIO CTaHAApTa BICIIEr0 00pa3oBaHus — OakalaBpHaT MO HAIMIPABJICHUIO MOJATOTOBKU
09.03.03 IpuknagHas nHPOpMATHKA, YTBEPKICHHOTO MPUKa30M MUHHCTEPCTBA 00pa30BaHUS U HAYKU
Poccutickoit ®eneparuu ot «19» centsadops 2017 Ne 922 (c u3MeHeHHsIMHU U JonojaHeHussMu) U [1po-
(deccuonanpHOro cranmapra «lIporpaMMucT», yTBEpKIEHHOTO MPUKa30M MUHHCTEPCTBA TPyJa U CO-
nuansHOM 3ammThl Poccuiickoit ®eneparuu ot 18 HosOps 2013 1. Ne 6791 (3apeructpupoBan MuHu-
crepctBoM toctuiuu Poccuiickoit denepanuu 18 nexabps 2013 r., peructpaunonnsiit Ne 30635), ¢
M3MEHEHUEM, BHECEHHBIM ITPUKa30M MUHHCTEPCTBA TPyAa U coUManbHOM 3amuThl Poccuiickoit Dene-
pauuu ot 12 nexadpst 2016 r. Ne 727u (3apeructpupoBad MunuctepctBoM octuimu Poccuiickoit ®e-
nepauuu 13 saBaps 2017 r., peructpanuonusiii Ne 45230), [Ipodeccuonansuoro crannapra «Crenna-
JUCT TI0 UH-(POPMAIIMOHHBIM CHCTEMaM», YTBEPKICHHBIN MprKa3oM MUHHCTEPCTBA TPYAa U COIHAITb-
HOM 3ammThl Poccuiickoit @eneparuu ot 18 HosOps 2014 r. Ne 896H (3apeructpupoBan Munucrep-
cTBoM toctuniuu Poccuiickoit denepanuu 24 nexadpst 2014 r., peructpannonuasii Ne 35361), ¢ uzme-
HEHUEM, BHECEHHBIM IIPUKa30M MUHHCTEPCTBA TPy/ila U COIMaNIbHOM 3amuThl Poccuiickoii deneparumn
ot 12 nexabps 2016 r. Ne 7271 (3apeructpupoBad MunucrepcTBoM toctuninu Poccuiickoit deneparm
13 suBaps 2017 r., peructparmonnsliit Ne 45230)

Pazpabotunku: K.a.H. A.A. lllectemupos
Hazaposa H.A., k.3.H., JIOLIEHT, 3aMECTHTEIIb PYKOBOIUTE-
OTBETCTBEHHBIN PCLUCH3CHT: JIid germapTaMeHTa HaJIOTOB U HAJIOTOBOI'O aAMUHUCTPUPO-

BaHusa OUHAHCOBOTO yHUBEpcUTeTa npu [IpaButennpcTBe
Poccuiickoit denepanun
(D.U.0., yu. cmenens, yu. 36anue, 00JIHCHOCHb)

Pabouas mporpamMma JUCHMIUIMHBI pacCMOTpPEeHa W 0J00peHa Ha 3acefaHuu Kadeapbl HHHOBA-
LIMOHHOTO MEHE/DKMEHTA U npennpunuMarenbersa 06.06.2023r., nmpotokon Neb

3aBenyroumii kadeapoit / /k.3.H. A.A. Hlecremupos/

(moamuce)

CoriacoBano ot bubnuorexku /O.E. Crenkuna/

(moamuce)



PA3AEJ 1. LHIEJIN U 3AJTAYA OCBOEHUS TUCIUILIAHBI

Llens kypca «MH(popMmarionHast 0€301MaCHOCTb» COCTOUT B OCBOCHHME OOYYaIOIIMMUCS OCHOB-
HBIX IPUHIMIIOB, MOJENIEH U METOAOB 3allUThl HHPOPMALIUY; OBJIAZICHUE METOAAMU OpraHU3alluOHHO-
ro U MpaBoOBOro obecredeHus: 0e30MacHOCTH MH()OPMAIIMOHHBIX CHCTEM M JAaHHBIX; MPHOOpEeTeHne
HaBBIKOB M OCHOBHBIX IPHEMOB 3aLUTHI HHOPMALIUU OT YT€UYKH U HECAHKIIMOHMPOBAHHOI'O JOCTYIIA,
AHTUBUPYCHON OOpHOBI; MPUMEHEHNE KPUTITOIPAQUIECKUX METOIOB 3aIUTHI.

3ara4y JUCLUIUINHBIL:

CYHICCTBYIOUC HAITPABJICHUA 3allIUTHI;

LIMOHHOM 0€30IMacHOCTH;

M3Y4YUTh XapaKTepHbIE CBOMCTBA 3aIIMIAeMOi HH(OpMaIK, OCHOBHbIE HH(OPMAIIMOHHBIE YTPO3HI,

IOJIYYHUThb TCOPCTUUCCKUC 3HAHUS B obnacTu 3alIUThI HH(bOpMaL[I/II/I;
O3HAaKOMMUTBCA C Tpe6OBaHI/I$IMI/I pOCCHﬁCKHX U MCXKIAYHAPOAHBIX CTaAHAAPTOB B obnactu I/IH(l)OpMa-

HAay4YUTBHCA NPUMCHATH COBPEMCHHBIC IMTPOTpaAMMHO-AIIapaTHBIC CPEACTBA 3allIUThI HA ITPAKTUKC.

PA3JEJ 2. IINIAHUPYEMBIE PE3YJIbTAThI OBYUEHMS 11O JUCHUIIJIMHE, COOTHECEHHBIE C IIVIAHUPYE-
MBIMU PE3YJIBTATAMM OCBOEHHSA OBPA3OBATEJBHOM ITPOT'PAMMBI

Karero-
Kon NuaukaTophl 1OCTHKEHNS] KOMIIETEHIUM (JI71s 1J1a-
(rpr;l;:;a) KOMITe- DopMyJIHPOBKA HHPOBAHMUS PE3y/ILTATOB 00yd4eHus 1o 3JIeMeHTaM obpa-
KOMIIETEHIIN U 30BaTEIbHOM MPOrPaMMbl U COOTBETCTBYIOLIUX OLle-
KOMIle- | TeHI UM
. HOYHBIX CPEJICTB)
TeHIU I
YHuBepcajbHble KOMIIETEHINH
I'pax- VYK-10 | Crmocob6en ¢popMHupOBaTH NYK-10.1 3naTh MpHU3HAKK KOPPYNIUOHHOTO ITOBE/IE-
JaHCKas HETEPIHMMOE OTHOLICHUE K | HUSA
MO3ULIUS koppynuuoHHomy noseae- | UYK-10.2 YMeTs nposBIATh HETEPIUMOE OTHOLIEHUE K
HUIO KOpPYNLXOHHOMY MOBEIEHUIO HAa OCHOBE MTPABOBBIX
HOPM U METOJIOB OOPBOBI C KOppYIIHEH
NYK-10.3 Bnaners cioco0amMu OCyIIECTBIEHUS TIPO-
(eccHoHaNBbHYIO eI TEBHOCTh, OCHOBBIBASICH HA Tpa-
BOBBIX HOPMaXx, B TOM YHCJI€ aHTUKOPPYIIIMOHHOM 3a-
KOHOZAATEJILCTBE
Oo6menpodeccuoHaIbHbIE KOMIIETCHIIAN
O0me- OIIK-3 | CnocobeH periarh cTaH- OI1K-3.1 OGnanaer 3HaHUAMH B 00JIACTH IPOTPAMMHPO-
npodec- JapTHBIE 3a7a4u IPO)eCcCh- | BaHUS, TEXHOJIOTUI CO3JJaHMUS U SKCILTyaTaI[|H TIPO-
CHOHAJIb- OHAJILHOM AEATEIBHOCTH Ha | TPAMMHBIX IPOJAYKTOB U IPOrPAMMHBIX KOMITJIEKCOB
Hasd ocHoBe nHdopmanmonnoit u | OIIK-3.2 Ymeer perats cranaapTHbIE 3a1a4u podec-

OubMorpadhuIecKo KyJib-
TYpHI C IPUMEHEHNEM UH-
(hopmanmoHHO-
KOMMYHUKAIIMOHHBIX TEX-
HOJIOTHH U ¢ yY4ETOM OCHOB-
HBIX TpeOOBaHMH HHOpPMa-

CHOHAJILHOM JIEATEILHOCTH B 00JIaCTH MPOrpaMMHUPOBa-
HUS, pa3pabOTKU M AKCILTyaTalluy IPOTPaMMHBIX TIPO-
JIYKTOB U TIPOTPAMMHBIX KOMIUIEKCOB

OIIK-3.3 Ymeer pemiars cTaHAapTHEIE 3a1a4H Ipodec-
CHOHAJILHOM JIEATEBHOCTH C TPUMEHEHHEM HH(pOpMa-
IUOHHBIX TEXHOJIOTUH 1 TpeOoBaHUH HH()OPMAIIMOHHOM

[IMOHHOM 0€30ITaCHOCTH,

0€e30I1acHOCTH

PA3IEJ 3. MECTO IUCHUATIIAHBI B CTPYKTYPE OBPA3OBATEJBLHOM ITPOT'PAMMBI

Huctummuna «HpopManrionHas 6e30MacHOCThY W3y4aeTcsl B MIECTOM cemecTpe, oTHocutes kK b1.0.1
O0s13aTenbHOM YacTu yueOHoro miaHa biioka 1 «lucuuminabl (MOLYIIH)».

O011as TPyI0EeMKOCTb AUCIUIUIMHBI COCTABIIAET 3 3.€.

3HaHUs, YMEHUsI, HABBIKH, OIBIT MPAKTUYSCKUI JeITeITbHOCTH, TPHUOOPETEHHEIE TTPH OCBOSHUH HACTOS-
¥ TUCIMILINHBI, HEOOXOIUMBI JJIs YCIICITHOI'O OCBOCHHMS CCAYIOIINX AUCIUIUIMH: «[IpoekTHpoBaHue CUCTEM
YHpaBJICHUSA B3aUMOOTHOIICHUAMMU C KIIMCHTAMMN)), «KOMHBIOTepHBIe OKCIICPTHBIE CUCTEMBI».

PA3JEJ 4. OBBEM (TPYJOEMKOCTbD) JUCLUILITAHBI

(OE[IIAH , IO BUJIAM YYEBHOM PABOTHI, BUJJAM ITPOMEKYTOYHOM ATTECTAI_[I/II/I)



TpynoeMKOCTh IMCHUIJIMHBI U BUAbI y4e0HOI padoThI

(ounas ¢opma oGyueHus)

KonrakTtHas paborta
Konrakr- | Yacer CP
3aHATHA CEMHUHAPCKOr0 THUIA . -
Je. Bcero| 3ansatus p Has pabo- | Ha NOAro Hnast CP |KoHTpos
4acoB | ICKI[UOH- Ta 10 TOBKY
Horo tuma| Jladoparop- | Ilpakruaeckue/ | gypcopoii | Kyp.pad.
HbIE Cemunapckue pabore
6 cemecTp
3| 108 | 24 32 . : . 50 2
3a4eT
Bcero no gucuurinze
3] 18] 24 | 3 | - | - [ - ] s | 2
CTPYKTYPA U COAEP KAHUE JUCLHUIIJINHDBI
Ne HaumenoBanmue pazaesoB u | Coxep:kaHue TeMbl
n/m_ | TeM AMCUMMJIHHBI
Paznen Nel «3akoHoaaTenbHbIi, NPOUEyPHBIH U AIMUHUCTPATUBHBINA YPOBHU HH(OPMAIINOHHOIH
0e30MmacHOCTH»
1 Tewma 1.1 Beenenue B un- N3yuaeMble BOIPOCHI:

(hopMaroHHyr0 Oe3o0mac-
HOCTb

1. I[lonsiTre MHpOPMAIIOHHON 6€30MTACHOCTH.

2. OCHOBHBIE COCTABJIAIONINEC HHOOPMALIMOHHOMN 0€30MaCHOCTH
JIOCTYITHOCTb, EIOCTHOCTh U KOH(PUICHIINATBHOCTD.

3. YTpo3s! nHPOPMATMOHHOH 0€30MTaCHOCTH.

4. 3ajmaum cucTeMbl HHPOPMAIIMOHHON 0€30MaCHOCTH.

5. Mepbl IPOTUBOACHCTBHSI yTpo3aM Oe30MacHOCTH.

6. OCHOBHbIE IPUHLIUIIBI TOCTPOeHUs cucTteM 3amuTbl AVIC.
Bomnpock! i1t caMOCTOATENEHOTO N3YUYESHUSI:

1. UudopmarimonHast 6€301acHOCTh Ha ypOBHE rocynapctsa. Kon-
nenuusa 6e3onacHoctu PO.

2. BaxxHocTh mipo6nemMbl nHGOpMaIOHHON O6e3omacHocTH. [Iprme-
pBI HapylIeHU# HHPOPMAITMOHHON 0€30MaCHOCTH.

Tema 1.2 3akoHOIATENE-
HBIH YPOBEHb HHPOPMAITH-
OHHOM 0€30macHOCTH

N3yuaemble BONPOCHI:
1. IloHsiTHE M BaXXHOCTbh 3aKOHOAATENLHOTO YPOBHS HHPOpMa-
UOHHOHN 0€30MacHOCTH.
2. O0630p pOCCHICKOTO 3aKOHOIATENILCTBA B 00JacTH HH(pOpMa-
LUMOHHOH Oe3omacHoCcTH. [IpaBoBbIe akThI 00LIET0 HA3HAYEHNS,
3aTparuBaroLIre BONPOCH HHHOPMAIIMOHHOW O€3011aCHOCTH.
3. 3akon "O06 nHbDOpMaIMU, THPOPMALIMOHHBIX TEXHOJIOTHSX U O
3amuTe HHQOpMAaLuy .
4. 3axkoH "O0 3EKTPOHHON HOAIHNCH .
5. 3akon 'O mepcoOHAIBHBIX JaHHBIX .
6. 3amumTa aBTOPCKOTO MpaBa Ha MPOTPaMMHBIE TIPOTYKTHI.
Bomnpock! 11t caMoCTOATENEHOTO U3YUEHUSI:
1. OG30p MEXAYHAPOAHOTO 3aKOHOAATENBCTBA B 00IaCTH HUH-
dhopmarmonHoi 6€30MacHOCTH.
2. ®enepanpHblil 3ak0H O rocynapcTBEHHOH TaiiHe .

Tema 1.3 CrannapTsl H clie-
uUKaldy B 00JaCTH UH-
(dhopMaIMoHHO Oe30MmacHo-
CTH

Nzy4aembie BOIIPOCHI:

1. OrieHOYHBIE CTaHAAPTHI U TEXHUUECKUE CIeIU(UKALINH.

2. Ouenounsiii crangapt 'OCT P UCO/MBK 15408 "O6uue kpu-
TEPHUH OIIEHKH 0€301MacCHOCTH MH(POPMAIIMOHHBIX TEXHOJIOTUH .
Beenenue u o6mas mogens. OyHKIIMOHATBHBIE KOMIIOHSHTHI 0€3-
onacHocTH. KOMIIOHEHTHI JIOBepHs K O€30MacHOCTH.

3. ConyTCTBYIOIIUE TOKYMEHTHI. Y IPaBICHUECKUE CTAHAPThI UH-
(hopmarmonHnoit 6e3omacuoctu. 'OCT P UCO/MBK 17799 "Un-
(dhopmanmoHHbIe TEXHOIOTHH. [IpaKkTHUECKIE IPaBUIIA YIPABICHUS




n/n

HanMeHoBaHue pa3iesioB u
TeM M CUUNIHHBI

Conep:xaHue TeMbl

uHpopMalnonHoi 6ezonacuocteio’. TOCT P MCO/MBK 27001
‘Uudopmannonnsie TexHomoruu. Metopl 0ezomacHocTr. CrcremMa
ympasieHus 6e30nacHocThI0 HHpopManmu. TpeGoBaHus .
Bormpocs! 1711 caMOCTOATETBHOTO U3YIEHHS:

1. PykoBogsmue nokymentsl I'ocrexkomuccun Poccun.

Tema 1.4 AAMUHUCTpPATUB-
HBI ypOBEHD WH(OPMAINOH-
HOM 0€30I1aCHOCTH

NzyuaemMbie BOIIPOCHI:

1. OcHOBHBIE HOHSATHSL.

2. INonutuka 0€30MacHOCTH.

3. [Iporpamma 6e30MaCHOCTH.

4. CUHXpOHU3AIHS POTPAMMBbI 0E30TTACHOCTH C KU3HCHHBIM ITUK-
JIOM CHCTEM

Bormpocs 1y1s caMOCTOSITEIBHOTO U3yUEHUS:

1. [TpuMepsI TUIIOBBIX OJUTHK 0€30MaCHOCTH OpraHHU3aIINY.

Tema 1.5 ITpouenypHsiii ypo-
BEHb HHPOPMAIIHOHHON 0e3-
OTaCHOCTH

N3yuaeMblie BOPOCHI:

1. OcHOBHBIE KJIacChl MEp MPOLELYPHOTO YPOBHSL.

2. YpaBieHue epcoHaIoM.

3. ®uznyeckas 3aluTa.

4. lloxneprxka pabOTOCTIOCOOHOCTH

5. PearupoBaHue Ha HapylIeHHE peKuMa O€30IaCHOCTH.
6. [InanupoBaHNe BOCCTAHOBUTEIBHBIX padoT.
Bomnpock! 1151 caMOCTOATENBHOTO U3YUIEHUS:

1. Ilman BocCTaHOBUTETHHBIX PabOT.

Pasnesn Ne2 «IIporpaMMHO-TeXHMYeCKHIl YPOBeHb HH(OPMALMOHHOI 0e30aCHOCTH»

6

Tema 2.1 Unentudukaius u
ayTeHTUUKAIUS

M3yuaeMble BONIPOCHI:

1. Onpenenenue naeHTUPUKALUN U Ay TCHTU(PHUKALINH.

2. [MaponpHas ayrenTHUKaIUA. TpeOOBaHUS K TApPOIISIM.

3. OgHOpPAa30BbIE MAPOITH.

4. Cepsep ayrentuduranuu Kerberos.

5. Unentndukanus/ayreHTUGUKALINS C TIOMOIIBI0 OMOMeTprYe-
CKUX JaHHBIX.

Bomnpock! i1t caMOCTOATENEHOTO N3YUYESHUSI:

1. AIropuTMBI CO3aHUSL OTHOPA3OBBIX HapoJIeil.

2. ConManbHbI WHXUHAPHHT.

Tewma 2.2 YnpasieHue 10CTy-
noM. [IpoTokonupoBanue u
ayauT

N3yuaemble BONPOCHI:

1. ITonsiTHE ynipaBIEHUS JOCTYIIOM.

2. Mogenu 6e30MacHOCTH: MOAEb AUCKPEIMOHHOTO AOCTYIIA; MO-
nens bemna-Jlallamyisl; poneBas MOJEb YIIPABIEHUS JOCTYIIOM.
3. IloHATHE IPOTOKOIMPOBAHUS U AyIUTA.

4. AKTUBHBIN ayJuT.

Bompocsr 11 caMoCTOSITETFHOTO U3yUEHHS:

1. Cucremsbl pa3rpaHHUeHUs JOCTYTIA.

2. OyHKIMOHAJIbHBIE KOMITOHEHTHI apPXUTEKTYPBHI.

Tema 2.3 Kpunrorpaguue-
CKH€ METOIBI 3aIUThI

Uzyuaemble BOIPOCHL:

1. Beenenue B kpunrorpaguio. OCHOBHbIE TEPMUHBI M TTOHSATHS
kpunrorpaduu. THITBI KPUNITO-TPAPUUECKIX CHCTEM.

2. udpsl oACTaHOBKH U MEPECTAHOBKH.

3. bnounsre mmgpsl. Cetp Deftrens.

4. CummeTtpuuHble anropuT™Mel mppoBanus. AnroputMsl DES,
I'OCT 34.12-2015, AES.

5. AcuMMeTpHUUHBIE aIropuTMBI KppoBanus. Anroputm RSA.
Bomnpock! i1t caMOCTOATENLHOTO N3YUYESHUS:

1. Pexumb! mmppoBanns 6J109HBIX MH(GPOB

2. [ToTokoBbIE WHU(PEL

3. Oomen kmouamu Juddu-Xenmana.

4. Mudpocucrema Dimb-I"amans.

5. Crangapt 'OCT P 34.10-2012.

Tema 2.4 KoHTponb 1IENOCT-

I/I3yqaeMl>Ie BOINPOCHI:




Ne HaumenoBanme pasgesioB u | Conep:kaHue TeMbl
n/m_ | TeM AMCUMNJIHHBI
HOCTH 1. Onpenenenne GyHKIKUN XeuupoBaHus. TpeboBaHus K Xel-
¢yxanmsaM. OyHKIMKM XemnpoBa-HHusl.
2. DnextpoHHast nudposas noanuck. L{nppossie cepTudmkarol.
Bompocsr 1t caMoCTOSITETbHOTO U3ydeHUS:
1. JlesITensHOCTh YAOCTOBEPSIOUINX [IEHTPOB.
2. @ysknus xemuposanus MDS.
10 Tewma 2.5 DxpanupoBanue. Nzyvaemble BOTIPOCHI:
TynenupoBaHue 1. ITonsTre 3xpanupoBanus. MexceTeBbie dKpanbl. Kimaccnduka-

LUl MEKCETEBBIX 3KpaHOB. BBl MeXCETEBBIX 3KPAHOB.
2. [lonstue TyHenupoBaHus. BupTyanbHble YacTHBIE CETH.
Bomnpock! 1151 caMOCTOATEIBHOIO U3YUIEHUS:

1. VPN IPsec, PPTP.
2. PazpaboTka KOH(HIypaliy MEXCETEeBOr0 SKpaHa.

11 Tema 2.6 Ananus 3alnIcH-
HOCTH

N3yuaeMblie BOPOCHI:

1. IlonaTne aHanm3a 3alMIICHHOCTH.

2. CeTteBble CKaHEPHI.

3. ArtuBupycHas 3amura. Knaccudukanus Bupycos. [Ipusnaku
MIPUCYTCTBHS HA KOMIBIOTEPE BPEIOHOCHBIX IIPOTPaMM.

4. MeTo/ibl 3alIUTHI OT BPEAOHOCHBIX TporpaMM. OCHOBBI paObOTHI
AHTUBHUPYCHBIX IPOrpamMM.

Bomnpock! 1151 caMOCTOATENBHOTO U3YUIEHUS:

1. AHTHBHpYCHAs 3alIUTa KOMIOBIOTEPHOU CETH.

Ilepeyens pa3nenoB (MoxyJieii), TeM TUCHUILINHBI U pacnpeiejieHie Y4eOHOT0 BpeMeHH 1o pa3sjie-

Jam/TeMaM TUCHHUIIMHBI, BUAAM Y4eOHbIX 3aHATHI
(B T.4. KOHTAKTHO# PadoThI), BUAAM TEKYLIEero KOHTPOJIs

ouyHasi popma o0yueHust

KonrakTtHas pabora
Yacel

3ans- | 3amarus  ce- | Kon- CP Ha Kom-
Pasnersr / TeMbi THS MHHApCKOTO | Takr- | HOJI- Nnas poi Bceero

JIEK- THUIIA Has T'OTOB- CP b qaCcoB

IIUOH- pabora | Ky

HOro | Jag. | TTP3K | 1o Kyp. p.

THUIA p oot KYp-p

6 cemectp

Paznen Nel «3akoHoaaTeabHbIH,
npoueypHbIil U A IMHHHCTPATHB- 12 12 24 48
HbIil YPOBHH HH(OPMALIMOHHOM
0e30I1aCHOCTH»
Tema 1.1 Beenenue B napopmaiiu- 5 5 4
OHHYI0 0€301TaCHOCTh
Tema 1.2 3akoHODATENBHBIN ypO-
BeHb HH(OPMAIMOHHOM Oe3omac- 4 4 8
HOCTH
Tema 1.3 Crannaptsl u cienuduka-
UK B 00J1acTH HHPOPMAITHOHHOH 2 4 6 12
0e30MacHOCTH
Tema 1.4 AAMUHUCTPAaTUBHBIN YpO-
BEHb HH(OPMAIMOHHON 06e30macHo- 2 4 6 12
CTH
Tema 1.5 IpomenypHbIii YPOBEHB 5 4 6 12
nHGOPMALMOHHON 0€30MacHOCTH
Pazpes Ne2 (inOFpaMMHO- 12 20 26 58
TeXHH4YecKUil ypoBeHb uHGopMa-




KoHnrakTHas pabora
Yacsl
3ans- | 3amatus ce- | Kon- | CP Ha K
OH-

Pasnenst / Tembr THS MHHApPCKOTO | TakT- | HOJA- Nnas Tpo Bcero

JIeK- TUIIA Has T'OTOB- CP b qacoB

IUOH- pabora | Ky

Horo | jag. | 1TP3X | o Kyp. p.

THIA - KYD.

P /ceM. PP
IMOHHOI 0e30MacHOCTH
Tema 2.1 Unentudukanus u ayTeH-
2 2 4
TUQUKAIHS
Tewma 2.2 YnpaBneHue JOCTYIIOM.
2 4 5 11

[IpoTOKOIMPOBAHKE U AYIUT
Tewma 2.3: Kpunrorpapuueckue me- 2 4 5 11
TOJIBI 3AIIUTHI
Tema 2.4 KOHTpOJIb LIEIOCTHOCTH 2 4 5 171
Tema 2.5 DkpanupoBanue. TyHenu- 5 4 5 11
poBaHUe
Tema 2.6 Ananu3 3aUIIICHHOCTH 2 4 4 10
3auer 2 2
Hroro 3a 6 cemectp 24 32 50 2 108

SAHATUA CEMUHAPCKOI'O TUIIA
AJIs1 04HO¥M hopMBbI 00yUeHUs

Cemunapckue 3anamus

OO6mue peKkOMEeHJAIMH 110 MTOATOTOBKE K CEMHUHAPCKUM 3aHATHAM. [Ipu moarotroBke k pabore BO Bpems
MPOBEIEHHs 3aHATHH CEMHUHAPCKOIO THUIA CIEAYeT OOpaTUTh BHUMAaHHE Ha CJIEAYIOIINE MOMEHTBI: Ha IPOoLece
NpeaBapUTENIbHOM MOATOTOBKY, Ha paboTy BO BpeMs 3aHATHs, 00pabOTKy MOIyUYEHHBIX PE3YIbTaTOB, UCIIpaBIie-
HUC IIOJYYCHHBIX 3aMeUaHui. HpeILBapI/ITeJ]BHaSI IOATOTOBKA K yqe6H0My 3aHATUIO CEMHHApPCKOI'0 THU-
I1a 3aKJII0YAeTCs] B U3YUYEHHH TEOPETUUECKOr0 MaTepHaa B OTBEACHHOE ISl CAMOCTOSATEILHOM paboThl BpeMms,
03HAKOMJICHHE C MHCTPYKTHBHBIMU MaTepHajaMi C LIEIbI0 OCO3HAHU 3a1a4 3aHsATHsA. PaboTa Bo Bpems npose-
JIEHHs 3aHATUS CEMHUHApPCKOrO THIA BKIIIOYAET HECKOJbKO MOMEHTOB: a) KOHCYJIbTUPOBAaHHE OOydYarolIuXcs
MPETo/IaBaTeNsIMU C LEJBI0 TPEAOCTaBICHUS HCUYEPNbIBAIOIIEH HH(POpMAIMU, HEOOXOIUMOHN Ui CaMOCTOS-
TEJNBHOTO BBINOJHEHHUS TPEUIOKEHHBIX IperojaBaTeneM 3ajad, 0) caMOCTOSTEIbHOE BBIOJIHEHHE 3aa-
HUI coriacHO 0003HaUYEHHOH yueOHOH porpaMMol TEMaTHKH.

6 cemecTp

Paznen Nel «3akoHoAaTeILHBIH, MPONEAYPHBIH 1 AIMAHUCTPATUBHBIH YPOBHH HH()POPMATIMOHHOI 0€3-
OMACHOCTH
Jlabopamopnas paboma 1. 0630pa poccuiickozo 3aKo0H00ame1bcmea é 0oaacmu UHGOPMayuonHoll oe3-
onacnocmu (4 u.).
Jlureparypa:
OcHoBHas
lanarenko, B. A. OcHoBBI HHPOPMAITMOHHOH Oe3omacHoCTH : yueOHoe nmocodue / B. A. Tanatenko. - 3-e us. -
Mocksa : MaTepHet-YHuBepcuter Madopmanmonnsix Texnonoruit (MHTYUT), Aii [Tu Ap Menwua, 2020. - 266
C. - ISBN 978-5-4497-0675-1. - Tekcr : anekrpoHHsblii // Lludposoit obpazoBarenbhsbiii pecypc IPR SMART :
[caiiT]. - URL: https://www.IPRsmart hop.ru/97562.html
JononHuTenbHast
Hecrepor C.A., OcHoBbI nH(DOpMaMOHHO# Oe30macHoCTH : yuebHoe mocooue / Hectepor C.A.. — CaHkT-
[etepOypr : Cankr-IlerepOyprekuit monutexundeckuii yausepcuret [letpa Benukoro, 2014. — 322 ¢. —
ISBN 978-5-7422-4331-1. — Texkcr : anekrponHslil // Lludpooii oOpazoBatensublii pecypc IPR SMART :
[caiiT]. — URL: https://www.IPRsmart hop.ru/43960.html

Jlabopamopnas paboma 2. Pazpabomka noarumuxu ée3onacnocmu opzanuzayuu (4 4.).



Jlurepatypa:
OcHoBHad
l'anarenxo, B. A. OcHoBBI HHPOPMALIMOHHOH Oe30macHOCTH : yueOHoe nmocodue / B. A. I'anatenko. - 3-e u3. -
Mockgsa : ntepHeT-YHuBepcutet Mudopmanmonnsix Texnonoruiit (MHTYUT), Aii [Iu Ap Menaua, 2020. - 266
C. - ISBN 978-5-4497-0675-1. - Tekcr : anekrpoHHslii // Lludposoii oOpazoBarenshsiii pecypc IPR SMART :
[caitT]. - URL: https://www.IPRsmart hop.ru/97562.html
JononHuTtensHas
Hecrepor C.A., OcHoBBI HH()OpMaIMOHHOI Oe30omacHOCTH : yuebHoe mocobue / Hectepos C.A.. — CaHKT-
[etepOypr : Cankr-TlerepOyprekuit monmutexundeckuii yauepcureT [letpa Bemkoro, 2014. — 322 ¢. —
ISBN 978-5-7422-4331-1. — Tekcr : anektponnsiit // Lludpooit oOpazosatenshblil pecypc IPR SMART :
[caitr]. — URL: https://www.IPRsmart hop.ru/43960.html

Jlabopamopnas paboma 3. Ananu3 puckoe ungopmayuonnoi dezonacnocmu opzanuzayuu (4 4.).
Jluteparypa:
OcHoBHad
l'anarenko, B. A. OcHOBBI HHPOPMALIMOHHOH Oe30macHoCTH : yueOHoe nmocodue / B. A. I'anatenko. - 3-e u3. -
Mockasa : ntepHeT-YHuBepcutet Mudopmannonnsix Texnonoruit (MHTYUT), At [Iu Ap Menua, 2020. - 266
C. - ISBN 978-5-4497-0675-1. - Tekcr : anekrpoHHsblii // Lludposoii oOpazoBarenbhsbiii pecypc IPR SMART :
[caitr]. - URL: https://www.IPRsmart hop.ru/97562.html
JlomonHuTENbHAS
Hectepor C.A., OcHoBbI HH)OpMAaIMOHHOH Oe30macHOCTH : yueOHoe nocobue / Hectepor C.A.. — CaHkT-
[letepOypr : Cankr-IlerepOyprekuii nonurexunueckuii yausepeuteT [lerpa Bemukoro, 2014, — 322 ¢. —
ISBN 978-5-7422-4331-1. — Texkcr : anextponusrii // Lludposoii oO6pazosarensHsrii pecypc IPR SMART :
[caitr]. — URL.: https://www.IPRsmart hop.ru/43960.html

Paszpen Ne2 «IIporpaMMHO-TeXHHYECKU YPOBeHb HHGOPMALMOHHOMH 0€30aCHOCTID)
Jlabopamopnasn paboma 4. 3awguma ungopmayuu 6 KOMRLIOMEPHOI cucmeme om cayuaiinvix yepo3s. Cozoa-
HUe u ynpaeienue yuemuplmMu 3anucamu noav3oeamenei (4 u.).
Jluteparypa:
OcHoBHad

lanarenko, B. A. OcHOBBI HHPOPMAITMOHHOH Oe30macHoCTH : yueOHoe nmocodue / B. A. Tanatenko. - 3-e u3. -
Mockga : aTepHeT-YHuBepcuter Madopmanmonnsix Texnonoruit (MHTYUT), Aii [Tu Ap Menua, 2020. - 266
C. - ISBN 978-5-4497-0675-1. - Tekcr : anekrpoHHsbIit // Lludpooit oOpazoBarensusblii pecypc IPR SMART :
[caitr]. - URL: https://www.IPRsmart hop.ru/97562.html

JlomonHuTENbHAS
Hecrepor C.A., OcHoBbI nH()OpMAaLIMOHHOI Oe30macHoCTH : yueOHoe nmocooue / Hectepor C.A.. — CaHkr-
[etepOypr : Cankr-IlerepOyprekuit nonutexundeckuil yausepeuret [lerpa Benukoro, 2014. — 322 ¢. —
ISBN 978-5-7422-4331-1. — Texkcr : anexkrponHbli // Lludpooii oOpazoBatensublil pecypc IPR SMART :
[caitr]. — URL.: https://www.IPRsmart hop.ru/43960.html

Jabopamopnan paboma 5. Obecneuenue 6e3onacnocmu pecypcos ¢ ROMOWbIO pazpeutenuil Qaiiogoi cu-
cmemwvt NTFS. Ayoum pecypcoe u codvimuii cucmemoi 3augumot (4 4.).
Jluteparypa:
OcHoBHas
lanarenko, B. A. OcHoBBI HHPOPMAITMOHHOH Oe30macHoCTH : yueOHoe nmocodue / B. A. Tanarenko. - 3-e us. -
Mocksa : MaTepHet-YHuBepcuter Madopmanmonnsix Texunonoruit (MHTYUT), Al [Tu Ap Menwua, 2020. - 266
C. - ISBN 978-5-4497-0675-1. - Tekcr : anekrpoHuslii // Lludposoit obpazoBarenbhsbiii pecypc [IPR SMART :
[caitr]. - URL: https://www.IPRsmart hop.ru/97562.html
JlomonHUTENbHAS
Hectepor C.A., OcHoBbl HH)OpPMALIMOHHON Oe30macHOCTH : yueOHoe nmocobue / Hectepor C.A.. — CaHkr-
[etepOypr : Cankr-IlerepOyprekuit monutexundeckuii yausepcuret [lerpa Benukoro, 2014. — 322 ¢. —
ISBN 978-5-7422-4331-1. — Texkcr : anekrponHbli // Lludpooii oOpazoBatensublii pecypc IPR SMART :
[caiiT]. — URL: https://www.IPRsmart hop.ru/43960.html

Jabdopamopnas paboma 6. Hacmpoiika cucmemnuix napamempog de3onacnocmu (4 u.).
Jlureparypa:
OcHoBHad
l'anarenxo, B. A. OcHOBBI HHPOPMALIMOHHOH Oe30macHoCTH : yueOHoe nmocodue / B. A. I'anatenko. - 3-e u3. -
Mockga : Mareprer-YHusepcurer Mudpopmanmonnsix Texuonoruit (MHTYUT), At [Tu Ap Meaua, 2020. - 266
C. - ISBN 978-5-4497-0675-1. - Tekcr : anextponuslii // L{udposoit odOpasoparensHbiii pecypc IPR SMART :
[caitr]. - URL: https://www.IPRsmart hop.ru/97562.html
JlomoHUTEIbHAS



Hectepor C.A., OcHoBEI HH(OpMaNIMOHHOH Oe30macHOCTH : yuebHoe mocooue / Hectepor C.A.. — CaHkT-
[etepOypr : Cankr-IlerepOyprekuit monutexundeckuii yausepcuret [letpa Benukoro, 2014. — 322 ¢. —
ISBN 978-5-7422-4331-1. — Texkcr : anexktponHbli // Lludpooii oOpazoBatensHblil pecypc IPR SMART :
[caiiT]. — URL: https://www.IPRsmart hop.ru/43960.html

Jlabopamopunasa paboma 7. Hacmpoiika napamempoe 6e3onacnocmu nooxknwovenus Kk Hnmepuem(4 u.).
JIureparypa:
OcHoBHas
lanarenko, B. A. OcHOBBI HHPOPMAITMOHHOHN Oe30macHoCTH : yueOHoe mocodue / B. A. T'anarenko. - 3-e us. -
Mockga : Mureprer-Yuusepcurer Mudpopmanmonnsix Texuonoruit (MHTYUT), At [Iu Ap Meaua, 2020. - 266
C. - ISBN 978-5-4497-0675-1. - Tekcr : anekrpoHHsblii // Lludposoit ob6pazoarenbhbiii pecypc IPR SMART :
[caitr]. - URL.: https://www.IPRsmart hop.ru/97562.html
JlomorHUTEIbHAS
Hecrepor C.A., OcHoBBI HH()OpMaIMOHHOI Oe30macHOCTH : yuebHoe mocobue / Hectepor C.A.. — CaHKT-
[etepOypr : Cankr-IlerepOyprckuii nonurexanueckuii yausepeutet [lerpa Bemukoro, 2014, — 322 ¢. —
ISBN 978-5-7422-4331-1. — Texkcr : anexkrponHsii // Lludpooii oOpazoBatensublil pecypc IPR SMART :
[caitt]. — URL: https://www.IPRsmart hop.ru/43960.html

Jlabopamopnas paboma 8. Pazpabomxka anzopummoe kpunmozpaguueckoii 3aujumaol (4 u.).
Jluteparypa:
OcHoBHad
lanarenko, B. A. OcHOBBI HHPOPMAIIMOHHOHK Oe30macHOCTH : yueOHoe nmocodue / B. A. 'anatenko. - 3-e u3. -
Mockga : UaTeprer-YHusepcuretr Uapopmanmonnsix Texaonoruii (MHTYUT), Ait [Inu Ap Menna, 2020. - 266
c. - ISBN 978-5-4497-0675-1. - Tekcr : anexrponHsIii // Lludposoit obpazosarensHslit pecypc IPR SMART :
[caitr]. - URL: https://www.IPRsmart hop.ru/97562.htmi
JlomoHUTEIbHAS
Hecrepor C.A., OcHoBHI nH(OpMaIMOHHO Oe30macHOCTH : yuebHoe mocobue / Hectepor C.A.. — CaHKT-
[letepOypr : Cankr-llerepOyprckuii nonurexamdeckuii yausepeuteT [lerpa Bemkoro, 2014. — 322 ¢. —
ISBN 978-5-7422-4331-1. — Texkcr : anextponusIii // Lludposoii oOpazosarensHbril pecypc IPR SMART :
[caitr]. — URL: https://www.IPRsmart hop.ru/43960.html

PA3JEJ 5. OFPABOBATEJBHBIE TEXHOJIOI' MU

HNHTepakTHBHBIE 00pa3oBaTe/IbHbIEe TEXHOJOTHUM,
HCNOJIb3yeMble HA Ay AU TOPHBIX JIA00PATOPHBIX 3aHATHAX

Ounas ¢popma o0yueHus

Hcnoan3yembie 00-

HaumenoBanue pa3aesioB, TeM pa3oBaTejbHbIE Yacel
TeXHOJIOTHH

Pasnges Nel «3akoHoAaTe/ILHBIH, IPOLEAYPHBII M AIMUHHCTPA- Ob6cy>xneHue perie- 2
THBHBIH YPOBHHM MH(OPMAIMOHHOI 0€30MaCHOCTH» HU IpodeccuoHalb-
Tema 1.1 Benenune B nHGOpMaLMOHHYIO 6€30I1aCHOCTb HO-OPHEHTHPOBAHHBIX
Tema 1.2 3akoHomaTeNbHBIN YpOoBeHb HH)OPMALIMOHHOM Oe30mac- 3aJjaHui ¥ 3a1a4; 00-
HOCTH CYXXIICHHE 1 aHaJTu3
Tema 1.3 CranmapTsl U crieriupuKauy B 00JacTi nHGOPMAIHOH- pereHuns KeHcoB
HOM 06€30MacHOCTH
Tema 1.4 AAMUHUCTPATUBHBIN ypOBEeHb HHOOPMAIIMOHHOW 0e3-
OITaCHOCTHU
Tewma 1.5 IlpornenypHblii ypoBeHb HHGOPMAIIMOHHOW 0€301aCHOCTH
Paznen Ne2 «IIporpaMMHO-TeXHHYeCKHii ypoBeHb HHpopManuoH- | O6cykaeHue pelie- 2

HOIi Oe3omacHOCTI

Tema 2.1 Unentudukanus u ayTeHTUPUKAIHS

Tewma 2.2 Yupasnenue noctynoM. IIpoTokonupoBanue u ayaur
Tema 2.3: Kpunrorpaguueckie MeTOIbl 3aIIUThI

Tema 2.4 KOHTPOJIB IIEIOCTHOCTH

Tema 2.5 DxpanupoBanue. TyHenupoBaHue

Tema 2.6 AHanu3 3alTAIIICHHOCTH

HUI IpodeccuoHalb-
HO-OPHEHTHPOBAHHBIX
3aJjaHui ¥ 331a4; 00-
CYXKJICHUE U aHaJIn3
pelIeHUs KEHCoB




PA3IEJ 6. YYHEBHO-METOINYECKOE OBECITEYEHUE
CAMOCTOSTEJBHOM PABOTHI OBYYAIOIMXCS MO JUCIHUIIIMHE

CamocrosiTesbHasi padora

HaumeHnoBanue Bonpockl, BBIHOCUMBbIE
pa3aesioB/TeM HA CAMOCTOSITEIbHOE U3y4YeHHe

Pa3znen Nel «3akoHoaaTe bHBIH, IPpoOLEyP- 1. NudopmanuonHas 6€30MacCHOCTh Ha YPOBHE T'OCY-
HbIM 1 AAMUHUCTPATUBHbIH YPOBHM HH- nmapctBa. Konmnerus 6e3onacaoct PO.
(opmanmonHoii 0e30MaACHOCTI» 2. BaxHocTb nipoOiieMbl HHOOPMAIIMOHHOM Oe30macHo-
Tema 1.1 Beenenue B uH(hopMaImoHHy0 0€3- ctu. [Ipumeps! HapylieHui nHGOPMAIIMOHHOMN 0€3-
OITacHOCTh OTIACHOCTH.
Tema 1.2 3akoHOmATENBHBINH ypPOBEHD HH(HOP- 3. 0030p MeXKIYHAPOIHOTO 3aKOHOIATEILCTBA B 00JIa-
MAaIMOHHOH 0e30MacHOCTH CTH HHPOPMALTUOHHON 0€30MaCHOCTH.

Tema 1.3 CranmapTsl U crieupuKaIum B 00- ®enepanbHbiil 3akoH 'O rocyapcTBEHHOM TalHe .
macTe NH(OPMAITMOHHOM 6e301MacHOCTH PykoBogsume nokymenTsl I'ocrexkomuccuu Poccun.
Tema 1.4 AAMUHHCTPAaTUBHBIN YPOBEHb UH- [Tpumepsl TUOBBIX MOTUTUK OE30MaCHOCTH OpraHu-

(hopMaImoHHOH 0€30MacHOCTH 3aluu.

o Ok~

Tema 1.5 [IponenypHsiii ypoBeHb HH(DOpMA- 7. Ilma" BOCCTaHOBUTENLHBIX PadoT.

LUOHHOHM 0€30MacHOCTH

Paznen Ne2 «IIporpaMmHo-Texnuveckuii ypo- | 1. ANroputmsl co3gaHusi OAHOPA30BBIX MAPOJICH.
BeHb MHGOPMALMOHHOM 0€30MaCHOCTH 2. ColualibHbIN UHXHUHUPUHT.

Tewma 2.1 Unertudukaius u ayTeHTUGUKALINS 3. CucreMsl pa3rpaHU4eHHUs JOCTyIIA.

Tema 2.2 Ynpasnenue goctynom. [Iporokonupo- | 4. OyHKIMOHATBHBIE KOMIIOHEHTBI apXUTEKTYPHI.
BaHUE U ayIUT 5. Pexwumbl mmdpoBaHus 6J10YHBIX MHU(PPOB
Tema 2.3: Kpunrorpadudeckre Mmetoas! 3amutel | 6. [loroxoBsre mmdpsr

Tema 2.4 KoHTpOITB IIETOCTHOCTH 7. O6meH xmouamu uddu-Xemmana.

Tema 2.5 DxpanupoBanue. TyHenupoBaHue 8. Illudpocucrema Dnb-I"amas.

Tema 2.6 AHanu3 3aUIIEHHOCTH 9. Cragmapt I'OCT P 34.10-2012.

10. lesiTenbHOCTH YIOCTOBEPSIONINX IIEHTPOB.

11. ®ynkuua xemuposanus MDS.

12.VPN IPsec, PPTP.

13.Pa3paboTka KoOHPHUTypaIi MEKCETEBOTO 3KpaHa.
14. AnTHBHpYyCHad 3alTUTa KOMIIBIOTEPHOH CETH.

6.1. IIlpumepHbIe 3aJaHUS 1JISI CAMOCTOATEIbHOI PadoThI
1. (Keiic-3aganue). Pacuer pruckoB nH(popMalnoHHON O€30MacCHOCTH
OnucaHue cuTyaluu:
Hanpumep, nundopmanmonnas cucrema KoMnaHum cocTOUT U3 ABYX PECypCoB: cepBepa u paboueit
CTaHIIMM, KOTOPBIE HAXOASTCS B OAHON CETEBOM IpymIie, T.€. (U3MUECKH CBA3aHHBI MEX]Ty COOOH.
Ha cepBepe xpanstcst Buabl HHQOpMaIiK: OyXraaTepckuii oT4eT u 6a3a kin-eHToB Kommanuu.
Ha paboueii ctaniuu pacmnosnoxkena 0aza TaHHBIX HAaMMeHoBaHUM ToBapoB Kommanuu ¢ onucanuem. K
cepBepy JOKAIIbHBII TOCTYI HMEET IpyIIa Mojib3oBarenei (K mepBoil HHpopMaruu — OyXraaTepcKuii
OTYET):
() riaBHBIN Oyxrairep.
K cepBepy ynaneHHBIN TOCTYIT UMEIOT TPYIIIBI MTOJIb30BaTeNel (Ko BToOpoi nHpopmaruu — 0a3a KIHeH-
toB KoMmanun):
[J Oyxrantep (¢ paboyeit cTaHINN);
) (uHaHCOBBIH TUPEKTOP (Yepes rIIodanbHyIo ceTh IHTepHeT).
K paboueii cTaHIIM JTIOKAJIBHBIN TOCTYN UMEET IpyIia rnoyib3oBareneil (k 0a3e JaHHBIX HAUMEHOBaHUI
ToBapoB KoMmanuu ¢ onucaHuem):
[J Oyxrairep.
ITo mpaBunam paboTsl MoieTH OyXTanTep MNpu yAaIEHHOM JIOCTYIIE K CEpBEPY SBISETCS TPYIIOi
OOBIUHBIX MOJIb30BATENEH, a PUHAHCOBBIN TUPEKTOP — IPYNIONH aBTOPU30BAHHBIX MOJIb30BaTENIEH.
[Tpuuem, Oyxranrep UMeeT yIaleHHBIN JOCTYI K CEPBEPY Yepe3 KOMMYTATOP.

3ananue: PaccuuTarh pucku HHPOPMALMOHHOM 0€301MacHOCTH Ha OCHOBE MO-JeJIM HH(POPMAITMOHHBIX
IIOTOKOB.



2. (Keiic-3aganue).

Onucanue cCUTyaluu:

B oiHO# 13 KOMIIaHWI COTPYIHUK XPaHUI HA MOOMIIEHOM KOMIThIOTEpE KOH-(PUACHIIUATbHBIC CBEIC-
HUS KOMIaHuM 06e3 mpuMeHeHus cpeacTs mudposanus. [Tociae paboTsl OH 3a0pasl KOMITBIOTEP TOMO
1 3a0BLJT €T0 B MaIlTMHE, KOTOPYIO OCTABUJI 1OJ] OKHAMH JIOMa, 2 HOYBIO MAIIIMHY B3JIOMaJIH, U KOMIIBIO-
Tep ObLT YKpaJieH. 3I0yMBIIIICHHUKH TTOTYYUIIN TOCTYN K KOH(DHACHIIMATbHON HH(OpMAIIUU KOMITa-
HUUW ¥ MOTJI TIPOJATh €e KOHKypeHTaM. Kpome 3Toro, Ha KOMITbIOTepe XpaHWIach IieHHass HHPopMa-
1IMs, KOTOpasi He ObLTa 3ape3epBUPOBAHA HA IPYTOM HOCHTEJIC.

3aganue.
1. OnpenenuTe BO3MOXKHBIC IPUYUHBI MHITUICHTA U CTEIIEHb OTBETCTBEHHOCTH COTPY/IHHKA.
2. OHpeHeHHTe MepBI, HaHpaBJICHHbIe Ha HpCIIOTBpaH_IeHI/Ie HOBTOprIX HHIIU-ICHTOB.

3. (Keiic-3aganue).

Onucanue cuTyanuu.

B ogHOM 13 KOMITaHHWN KIIMEHTKE BMECTE CO CUETOM Ha OIUIATY BBIAAIN CIIUCOK APYIUX KIMEHTOB. B
CMCKe ObUIM yKa3aHbl (paMUINK, UMEHA, 1aThl POKICHHUS, TIOMAIIHUE apeca U MaCIOPTHHIE JTaHHbIE.

3amanue.
1. Onpenenute BO3MOKHBIEC TPUYMHBI UHIIMJICHTA U CTENIEHb OTBETCTBEHHOCTH COTPYAHHKA.
2. Onpenenute Mephbl, HaIpaBJICHHBIE HA TPEAOTBPAIICHHE TOBTOPHBIX MHIIU-ICHTOB.

4. BpInonaHUTE CIEAYIOLIME TPAKTUYECKOE 3aJaHUE:

1. Co3naiiTe TOUKY BOCCTAaHOBJICHHUSI.

2. Coznaiite 2-x nmonb3oBareneii User-1(agmuHucTpaTop KommbioTepa), User-2 (orpaHudeHHas 3a-
nuck). s KaxXI0T0 MoIb30BaTessl MOTpeOyiTe CMEHY MapoJis MPU EPBOM BXO/IE B CUCTEMY.

3. Coznaiite rpynmny Test u 700aBbTE B HE€ CO3JaHHBIX MMOJIb30BATENEH.

4. Cozpnaiite manky Test B koTopoii pazmectute Tpu (aiina textl.txt, text2.txt, text3.txt. Bmagensiem
daiina textl.txt caenaiite monb3oBarens User-1.

5. dns daiina text2.txt HaCTpoOWTe CeAyIOIIKe MTpaBa JIsl MOJIb30BaTeNIe U TPYIII:

User-1 — urenue, 3anUCh, yAaJeHUE, YTCHUE Pa3pelleHUl, CMEeHa pa3-peleHHi

User-2 — areHue 1 BBITTOJTHEHUE

I'pynna Test — u3MeHEHHE U 3a1IUCH

5. BeinonnHuTe cienyrouiee NpakTUIECKOe 3aJaHuE:

1. Co3naiiTe pe3epBHYIO KOMUIO CUCTEMHOM HHPOPMAIIUHU.

2. Co3paiite 2-x noab3osareneit User-1(aaMuHucTpaTop komnbiotepa), User-2 (orpaHu4eHHas 3a-
nuck). s kaxkoro nonb3oBaress NoTpedyiiTe cMeHy MapoJs Ipy NEPBOM BXOJIE€ B CUCTEMY.

3. 3agaiiTe cUCTEMHBIE MTapaMeTpbl 0€301MaCHOCTH. YUeTHas 3aKch NOJIb30BaTENs OJIOKUPYETCS TOCIIe
3 HEeBEpHBIX MOMBITOK BBOJA MAPOJIS.

4. Hactpoiite aynut 6ezonacHoctu. [IpocMoTpute xypHan coObITui 171 monb3oBaTens User-2.

5. Co3paiite u 3ammdpyiite daitna text.txt

Pa31EJ 7. OEHOYHBIE U METOJUYECKHUE MATEPHAJIBI IO OBPA3OBATEJIBHOM
IHPOT'PAMME (®OHZ OHEHOYHbIX CPEACTB) JJIs IPOBEJIEHUSA TEKYIIEI'O
KOHTPO.IS1 YCIEBAEMOCTHU U TIPOMEXKYTOYHOU ATTECTALIUA

7.1. @opma npomerccymouHoil ammecmayuu 00y4arOuiezoca no yUeoHoi Oucyuniune.

KOHTPONBHBIM MEpOTNPUSATUEM MPOMEKYTOUHON aTTeCTalMu OOydJaroumxcss Mo y4eOHOM
muctumuHe «MHbopManinonHast 6€30MacHOCTh» B 6 cemecTpe SIBISETCS 3a4eT, KOTOPBI MPOBOAUTCS
B (hopMme TecTa.

Tabnuya 7.1



INJIAHUPYEMBIE PE3YJIBTATBI OBYYEHUS 11O JUCHUITIIMHE, COOTHECEHHBIE C
MJIAHUPYEMBIMH PE3YJIbTATAMHU OCBOEHHS OBPA3OBATEJIBHOM TPOTPAMMBI B
COOTHOHIEHUHA C ONEHOYHBIMH CPEACTBAMUA

Inanupyemble pe3yJibTaThl,
XapakKTepu3ylouue 3Tanbl ¢pop-
MHPOBAHHSI KOMIETEHIIHH

Conepixanue yueOHOro MaTepuaJia

IIpumMepbl KOHTPOJIBLHBIX
BONPOCOB M 3aJaHU
JIIsl OLIeHKH 3HAHHIA,

YMEHHUI, B1aIecHHii

MeTtoanl/
cpeacTBa
KOHTPOJIsI

VK-10 CriocobeH popMUpOBATh HETEPITUMOE OTHOLICHHE K KOPPYIIIHOHHOMY TIOBEICHHIO

NVYK-10.1 3nHate npu3HaKU KOp-
PYIIMOHHOTO NOBEAEHUS

Paznen Nel «3akoHonarenbHbI, Ipo-
LeAypHBII U aIMUHUCTPATUBHBII
YPOBHH HH(pOPMAMOHHOH Ge30macHo-
CT»

Tema 1.1 Beenenue B uHdpopMarmon-
Hy!0 0€3011aCHOCTb

Tema 1.2 3akoHOAATEIBHBIN YPOBEHD
nH(pOpPMAIMOHHOH 6e30ITaCHOCTH
Tewma 1.3 CtanmapThl U crielU(UKAIIH
B 001acTy MHPOpPMALMOHHOH Ge3ormac-
HOCTH

Tema 1.4 AnMUHUCTpaTUBHBIN ypOBEHb
MHPOPMAITHOHHOHM 0€30MacCHOCTH
Tewma 1.5 [IpouemypHblil ypOBEeHb HH-
(hopMamOHHOH 6€30MaCHOCTH

Paznen Ne2 «IIporpammuo-
TEXHUYECKHH YpOBEHb HH(POPMaIINOH-
HOH 6e30IacCHOCTI»

Tema 2.1 UnenTuduKanys 1 ayTeHTH-
(ukanms

Tewma 2.2 Yupasnenue gocrynom. [po-
TOKOJIMIPOBAHHUE U AyAUT

Tewma 2.3: Kpunrorpadudeckue meto-
b1 3aIUTHI

Tewma 2.4 KoHTpOJIb 1IETOCTHOCTH
Tewma 2.5 DkpanupoBanue. TyHenupo-
BaHHE

Tema 2.6 Ananus

OcCHOBHBIE TIOHATHS HHPOpMa-
IHMOHHO# 0e3omacHocTu. Kiac-
cudukanus yrpos. Knaccngu-
KallUs CPEACTB 3aILUThI HH-
hopmanuu.

3aKkoHOJaTeIbHass OCHOBA UH-
(hopmannoHHOH 0€30MacHOCTH

Y CTHBIH KOHTPOIIB/
OIIpOC Ha CeMUHap-
CKHX 3aHATHSAX,
3a4eTe, S9K3aMeHe;
aHaNU3 JOKIaJ0B Ha
CEMHHAPCKHX 3aHs-
THSIX; aHAJIU3 3alll1-
THI pedpepaToB; aHa-
JIM3 3AIIUTHI TPOCK-
TOB; IIPIMEHEHHUE
TEOPETHYECKHX
3HaHUH IpU aHAIU3e
(pa3bope) KOHKpeT-
HBIX TIPAKTHKO-
OPHEHTHPOBAHHBIX
CUTYaIi u 1po-
(heccuoHaNbHO-
MIPUKJIATHBIX 337134,
aHaJIM3 UCIIOJIB30-
BaHUS TEOpeTHYe-
CKUX 3HaHUU B IpO-
Lecce peIeHus
KeHCcoB, B X0JI¢ Je-
JIOBBIX HTD;
MHCHMEHHBIN KOH-
TpOJIb, aHAJIU3 CO-
JIepKaHusl 3cce;
TeCTHpPOBaHHUE (BbI-
TIOJTHEHNE TECTOBBIX
3a/IaHui)

NVYK-10.2 VYMeTp mposBIATH He-
TEpIUMOE OTHOIICHHE K KOppYII-
[HIOHHOMY TIOBE/ICHHIO Ha OCHOBE
[PaBOBBIX HOPM H METO/OB GOpb-
OBI C KOppyIIHeit

Paznmen Nel «3akoHOmATENBHBIH, IPO-
LEeIYPHBIN U aAMMHUCTPATUBHBIN
YPOBHH MH(POPMAMOHHON Oe30macHo-
CTH»

Tewma 1.1 Beenenue B nH(bOpPMAITHOH-
HYI0 6€30I1acCHOCTD

Tewma 1.2 3akoHOAATENBHBIH YPOBEHD
WHPOPMAIIOHHOH 0€30MacHOCTH
Tewma 1.3 CrargapTsl 1 crienu(pHUKaIIHA
B oOmactu nH(GOPMAMOHHOH Oe3omac-
HOCTH

Tema 1.4 AQMUHHCTPATHBHBIH ypOBEHB
MH(OPMAIMOHHO 06€30MacHOCTH
Tewma 1.5 [IpouenypHslil ypoBeHb UH-
(hopMamoHHOH 6€30MTaCHOCTH

Paznen Ne2 «IIporpammuo-
TEeXHUYECKHI YPOBEHb HHPOPMAIOH-
HOH 6€30IT1acCHOCTH»

Tema 2.1 Unentuduxanus u ayTeHTH-
(dukanms

Tema 2.2 Yupasnenue noctynom. Ipo-
TOKOJIMPOBAHUE U AyIUT

Tewma 2.3: Kpunrorpadudeckue mMeto-
I 3aIUTHI

Tema 2.4 KoHTpOJIb LIETOCTHOCTH
Tewma 2.5 DkpanupoBanue. TyHeaupo-
BaHHE

Tema 2.6 Anamus

MeTob1 ¥ cpeicTBa OpraHu3a-
LIMOHHO-TIPABOBOH 3aIIUTHI
nHdopmarmu. MeToas! u cpen-
CTBa MHXKCHEPHO-TEXHUYECKOH
3aIUTEL

AHanu3 nposiBieH-
HBIX YMEHUH Mpu
pelIeHUH KeHCcoB, B
xoie

JIETIOBBIX HID;
MHCHMEHHBIN KOH-
TpPOJIb, aHAIIN3 Kaue-
CTBa pelIeHuit npo-
(heccHoHANBHBIX
3a7a4 B KOHTPOIIb-
HBIX paboTax; aHa-
JIM3 COZIePIKaHUS
npogeccHoHaNbHO-
OPUCHTUPOBAHHBIX
Jcce; TECTHPOBAHHE
(BBITOTIHEHHME Te-
CTOBBIX 33IaHHH);
aHaJIN3 3aIIUT IPO-
(heccuoHanbHO-
OPUCHTUPOBAHHBIX
MPOEKTOB,;

OIIpOC Ha CeMUHAp-
CKHX 3aHATHSAX,
3agere,

aHaN3 JIOKJIAJ0B Ha
CEMHHAPCKHUX 3aHs-
THSIX; aHAJIU3 3all1-
THI peepaToB; aHa-
JIU3 PEIIeHUsI KOH-
KPETHBIX MPaKTUKO-
OPHEHTHPOBAHHBIX




CUTYalUi U npo-
(beccronanbHoO-
MPHUKIaTHBIX 33734,
aHaIIN3 BBINOJIHEHUS
KOHTPOJIBHBIX paboT

NVYK-10.3 Brmagers cmocobamu
OCYIIECTBICHUS IPOQecCHOHATb-
HYIO JAESTEeIbHOCTb, OCHOBBIBAsICH
Ha PaBOBBIX HOPMAax, B TOM 4HUCIIe
AQHTHKOPPYILMOHHOM  3aKOHOJa-
TEJILCTBE

Paznen Nel «3akoHOAATENBHBIH, IPO-
LEAYPHbIN U aAMUHUCTPATUBHBIN
YPOBHHU HH(OPMAIIOHHOH Oe30macHo-
CT»

Tema 1.1 Beenenue B nuHpOpMaILMoOH-
HYI0 0€3011aCHOCTb

Tema 1.2 3akoHOAATENBHBINA YPOBEHb
nH(pOpPMAIOHHOH 6e30ITaCHOCTH
Tema 1.3 CranmapTsl 1 cnenudukanum
B 00nacTu HHPOPMALIHOHHOH Ge3omac-
HOCTH

Tema 1.4 AnMUHUCTPATUBHBIN YPOBEHB
MHPOPMAITHOHHOH 6€30MacCHOCTH
Tema 1.5 IIpouenypHslil ypoBeHb UH-
(hopManmoHHOH 6€30MacHOCTH

Pazpnen No2 «IIporpammHo-
TEXHUYECKHH YpOBEHb HH(POPMaIINOH-
HOH 6€30ITacCHOCTH»

Tewma 2.1 Unentudukanus u ayTeHTH-
¢ukanms

Tewma 2.2 Yupasnenue nocrynom. [po-
TOKOJIUPOBAHUE U ayIUT

Tewma 2.3: Kpunrorpadudeckue MeTo-
b1 3aIUTHI

Tema 2.4 KoHTpOJIb LIEIOCTHOCTH
Tewma 2.5 DkpanupoBanue. TyHeaupo-
BaHHE

Tema 2.6 Anammis

OpraHH3allMOHHO-TIPABOBBIC U
HPOrpaMMHBIE ¥ IPOTPAMMHO-
anmnapaTHbIe METOIbl M CPea-
CTBa

obecrieueHNst THPOPMAIHOH-
HOH 0€30I1aCHOCTH

AHanu3 nposBiIeH-
HBIX HaBBIKOB TIPH
pelIeHnn Keicos, B
XOJie JETOBBIX UID;
TIMCbMEHHBIN KOH-
TpPOJIb, aHATIN3 Kaue-
CTBa penIeHuH Mpo-
(heccHOHANBHBIX
3a1a4 B KOHTPOIIb-
HBIX paboTax;
aHAIIN3 COJCPKAHUS
po¢eCcCHOHATBHO-
OPHEHTHPOBAHHBIX
Jcce; TECTHPOBaHHe
(BBINTOTIHEHHUE Te-
CTOBBIX 3aJ[aHuil);
aHaJIN3 3aIlUT IPO-
(heccuoHanpHO-
OPHEHTHPOBAHHBIX
MIPOEKTOB;

OIIPOC Ha CeMUHAp-
CKHX 3aHATHSX,
3auere, 3K3aMeHE;
aHaIM3 I0KJIAJI0B Ha
CEMHHAPCKHX 3aHs-
THSIX;

aHAJIN3 3aIIUTHI
pedeparoB; aHanmmu3
pelIeHns KOHKPeT-
HBIX NTPaKTHKO-
OPHEHTHUPOBAHHBIX
CUTyaLuil u npo-
(heccuoHanbHO-
TIPUKJIATHBIX 337124,
aHAIIN3 BHITTOJIHEHUS
KOHTPOJIBHBIX paboT

OIIK-3 CriocobeH pemarh CTaHAapTHBIE 3a1a4 PO ECCHOHABHOMN NESITENEHOCTH Ha OCHOBE HH(OPMAIIMOHHOW 1 OHOIMOTpadmaecKkoi
KyJBTYpPBI C TPUMEHEHHEM HH-()OPMaIlMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHI U C yY€TOM OCHOBHBIX TPeOOBaHUH MH(POPMAMOHHON

06€301MacHOCTH

HOIIK-3.1. 3Hath B 06JacTH mpo-
TpaMMHUPOBAHHUS, TEXHOJIOTHH CO-
3MaHUA ¥ OKCIUTyaTallid  Mpo-
TPaMMHBIX TPOOYKTOB M  TPO-
TPaMMHBIX KOMILJIEKCOB

Paznen Nel «3akoHomaresbHbI, MPo-
LEIYPHBIN U aAMMHUCTPATUBHBIN
YpoBHH HH)OPMALTMOHHOH 6€30MacHO-
T

Tema 1.1 Beenenne B nH(pOpPMALTHOH-
HyI0 6€30MacHOCTb

Tema 1.2 3akoHOAATENBHBIN YyPOBEHD
nH(OPMAIMOHHO 06€30MacHOCTH
Tewma 1.3 CtangapTsl 1 crierudUKaIiu
B 00acTu nH(pOpPMAIOHHOH Ge3omac-
HOCTH

Tema 1.4 AAMUHUCTpPAaTUBHBIN YPOBEHB
WHPOPMAIOHHOH 6€30MacCHOCTH
Tema 1.5 [IpouenypHbiif ypoBEHb UH-
(hopMaImoHHO#H 6e30MacHOCTH

Paznen No2 «IIporpammuo-
TEXHUYECKHI YpOBEHb HH(POPMAIINOH-
HOH 0e30MmacHOCTH

Tewma 2.1 UpeHTudukanms u ayTeHTH-
(ukamms

Tewma 2.2 Ynpasnenue gocrynom. I1po-
TOKOJIIPOBAaHUE U ayAUT

Tewma 2.3: Kpuntorpaduueckue meto-
JBI 3aIIUTHI

Tema 2.4 KoHTpOJIb IETTOCTHOCTH
Tewma 2.5 Dxpanuposanue. Tynenupo-

BBenenne B OCHOBBI COBpEMEH-
HBIX MH(POB ¢ CAMMETPUIHBIM
KIIFouoM. MonybpHas apudme-
TiKa. CpaBHEHUS U MaTPHIIBL.
TpaguirioHHbIe MUQPHI C CHM-
METPUYHBIM KIIFOUOM. AJreo-
paundeckue

cTpykTypsl. [lons. Ycosepiien-
CTBOBAHHBIH CTaHAAPT MHUPPO-
BaHUA

(AES — Advanced Encryption
Standard). ITpocTsie uncrna.
KBanpatnaHoe cpaBHeHHE.
Kpunrorpaduueckas cucrema
RSA. Kpunrocucremst. [1po-
cTbie kpunrocuctemsl. Lnd-
pOBaHUE METOAOM

3aMeHsblI (ocTanoBku). Of-
HoaNI(paBUTHAsI TOACTAHOBKA.
MHoroangaBuTHas OJHOKOH-
TypHast OOBIKHOBEHHas ITOJICTa-
HoBKa. Tabnuier BuokuHepa.
MHoroandaBuTHas 0JJHOKOH-
TypHas MOHO(OHHUYECKAs MO/~
CTaHOBKa. MHOroanaBuTHas
MHOTOKOHTYpHasl T10JICTAHOBKA.

Y CTHBIH KOHTPOJIB/
OIIpOC Ha CeMUHap-
CKHX 3aHATHSAX,
3agere, SK3aMeHe;
aHaN3 JIOKJIAJ0B Ha
CEeMHHAPCKHX 3aHs-
THSIX; aHAIN3 3aLld-
ThI pedpepaToB; aHa-
JIU3 3ALIUTHI TPOCK-
TOB; IPUMCHCHUE
TEOPETHIECKHX
3HAHMI IpHU aHANMN3e
(pa3bope) KOHKpeT-
HBIX TIPAKTHKO-
OPUCHTUPOBAHHBIX
CHUTyanui u mpo-
(heccuoHanbHO-
NPUKIAAHBIX 3a/a4,
aHaJIN3 UCIIOJIB30-
BaHMS TEOpETHIe-
CKHX 3HaHUH B IIpo-
Lecce peIeHus
KEHCOB, B XO/€ Ae-
JIOBBIX MTD;
IIUCbMEHHBIN KOH-
TPOJIb, AHAIIH3 CO-




BaHUE
Tema 2.6 Ananus

TudpoBanue MeTo1oM nepe-
cranoBku. [Ipocras nepecra-
HOBKa. [TepecTaHOBKa, yClIOX-
HeHHas 1o tabmnuue. [lepecra-
HOB-

Ka, YCIIOXKHEHHAsI [I0 MapuIpy-
tam. [lIndposanne meTogom
rammupoBanus. [lludposanne ¢
MOMOLIBIO AHATUTHYECKUX
npeobpazoBanuii. KomOunupo-
BaHHBIC METO/BI IU(PPOBAHHMS.
CrannapTsl

mmdposanus. CTaHmapT mud-
poBaHus JaHHBIX Data
Encryption

Standard. Pexxumel paGoTe
anmroputma DES. Anroputm
nmdpoBanus gaHHbX IDEA.
O6u1as cxema anroputma IDEA

JepKaHus 3cce;
TECTUPOBaHHUE (BBI-
HOJIHEHHE TECTOBBIX
3a/1aHUH )

HOIIK-3.2. Ymeer pemiath craH-
JapTHBIE 3a7add 1podeccHoHab-
HOH JIeATeIbHOCTH B 001acTH Ipo-
IpaMMHpPOBaHUs, pa3pabOTKH ¥
9KCIUTyaTallH MIPOTPAaMMHBIX IIPO-
IYKTOB M MPOTPaMMHBIX KOMILJICK-
COB

Pazpnen Nel «3akoHonaresbHblIi, po-
LlelypHBII U aIMUHUCTPATUBHBII
YPOBHH MH(pOPMAMOHHON Ge30macHo-
T

Tewma 1.1 Beenenue B nH(MOPMAITHOH-
HyI0 0€30I1aCHOCTb

Tema 1.2 3akoHOAATEIBHBIN YPOBEHD
MHPOPMAITHOHHOH 0€30MacCHOCTH
Tewma 1.3 CrargapTsl v cienuQUKaIIHA
B 00J1acTH HHPOPMALMOHHOH Oe3omac-
HOCTH

Tema 1.4 AnMUHUCTpaTUBHBIN ypOBEHb
nHpopManoHHO 6e301MacHOCTH
Tewma 1.5 [IpouexypHslil ypOBEHb HH-
(hopMamOHHOH 6€30MaCHOCTH

Paznen Ne2 «IIporpammuo-
TEeXHUYECKHI YPOBEHb HHPOPMAIOH-
HOM 6e30macHOCTH»

Tema 2.1 UnenTuduxanus u ayTeHTH-
¢bukarnms

Tewma 2.2 Ynpasnenue gocrynom. [1po-
TOKOJIIPOBAHHUE U AyAUT

Tewma 2.3: Kpunrorpadugeckue meto-
JIBI 3aIUTHI

Tewma 2.4 KOHTpOITb IEITOCTHOCTH
Tewma 2.5 DkpanupoBanue. TyHenupo-
BaHHE

Tema 2.6 Ananus

OO1mue NOHATHS aHTHBUPYCHOH
3aluThl. Ya3suMocty. Knac-
cuduKanus BpeOHOCHBIX IIPO-
rpamm. [Ipu3HaKy IPHCYTCTBHS
Ha

KOMIIBIOTEPE BPEIOHOCHBIX
mporpaMM. MeTob! 3alIHTH OT
BPEIOHOCHBIX porpamm. Oc-
HOBBI pabOTHI aHTUBHPYCHBIX
IIPOTPaMM:

CurHaTypHBbIi U 3BpUCTUYE-
ckuit ananu3. TectupoBaHue
paboThI

antuBHpyca. Knaccudukamms
AaHTUBHPYCOB. PexxuMbl paboTh
AQHTHUBHPYCOB. AHTUBHPYCHBIE
KOMIIIIEKCHI

AHanu3 npossiieH-
HBIX YMEHUH npu
pelIeHuN KeHcoB, B
xoze

JETIOBBIX HID;
TIMCbMEHHBII KOH-
TPOJIb, aHATTN3 Kaye-
CTBa pelIeHuil mpo-
(heccHoHANBHBIX
3a1a4 B KOHTPOIIb-
HBIX paboTax; aHa-
JIM3 COZIepIKaHUs
po¢heCCHOHATHHO-
OpPHEHTHPOBAHHBIX
3cce; TeCTUPOBAHME
(BBITTOJIHEHHUE TE-
CTOBBIX 33J[aHUH);
aHaJIU3 3aIIUT IPO-
(heccuoHanbHO-
OPHEHTHUPOBAHHBIX
HPOEKTOB,;

OTIPOC Ha CEMHHApP-
CKHUX 3aHATHUSIX,
3agere,

aHaJM3 JOKJIaJ0B Ha
CEMHHAPCKHX 3aHs-
THSIX; aHAIN3 3alld-
ThI peepaToB; aHa-
JIM3 PEeIeHUsI KOH-
KPETHBIX MPaKTHKO-
OpPUEHTHPOBAaHHBIX
CUTYaIMi u npo-
(heccnoHaNbHO-
NPUKJIAAHBIX 3a/a4,
AaHaJIN3 BBIIMTOJIHCHUS
KOHTPOJIbHBIX paboT

HOIIK-3.3. Bnaxers penieHuem
CTAQHJAPTHBIX 33/1a4 B HpodeccHo-
HAJBbHOW JIESATEBHOCTH C IMpUMe-
HEHHeM HMH(OPMaIHOHHBIX TEXHO-
noruid u TpeboBaHMA HH(pOpPMAIIH-
OHHOM 6€30MacHOCTH

Paznen Nel «3akoHonmaTenbHbI|, MPO-
LEeIYPHBIN U aAMMHUCTPATUBHBIN
ypoBHH HH)OPMAMOHHOH 6€30MacHO-
CTI»

Tewma 1.1 Beenenue B nuH(MDOpMALIHOH-
HyI0 6€30MacHOCTb

Tema 1.2 3akoHOAATENBHBIN YPOBEHD
MH(OPMAIMOHHO 06€30MacHOCTH
Tewma 1.3 CtangapTsl 1 crierudUKaIimu
B oOyacty nH(MOpMAaMOHHOH Oe30mac-
HOCTH

Tema 1.4 AnMUHUCTPATUBHBII ypOBEHD
nH(pOpMAaIOHHOI 6e30IacHOCTH
Tewma 1.5 [IpouenypHslil ypoBeHb HH-
(hopMaLMOHHOH 6€30MaCHOCTH

Paznen Ne2 «IIporpammuo-
TEXHUYECKHH ypoBEeHb HH(OpPMaLHOH-

3amura HHGOPMAIHH B JIO-
KaJIbHBIX CeTAX

YpoBHU aHTUBUPYCHOH 3allU-
THL

YpoBeHb 3amuTh pabounx
CTaHIIMH U CETEBBIX CEPBEPOB.
YpoBeHb

3alUTHI TOYTHI. Y POBEHB 3a-
IIUTHI IUTI030B. LlenTpanuzo-
BaHHOE

YIIpaBJI€HHE aHTUBUPYCHON
3amuToi. Jloruueckas cers.
Cxema

cbopa CTaTUCTUKU B CUCTEME
AHTUBHUPYCHOMH 3alLIUTHI.
VYnpasnenue

KJIIouamMu muppoBaHus 1 6e3-

AHanu3 nposiBiieH-
HBIX HABBIKOB IIPH
pelIeHuH KeHcoB, B
XOJI¢ AETOBBIX UTD;
MMMCHMEHHBIA KOH-
TPOJIb, AHAIIM3 Kaue-
CTBa pEIIECHUN Mpo-
(hecCHOHANBHBIX
3a7a4 B KOHTPOJIb-
HBIX paboTax;
aHaJM3 CONePIKAHUS
npodeccnoHaIbHO-
OPHEHTHUPOBAHHBIX
3cce; TeCTUPOBaHKE
(BBIMTOJIHEHHUE TE-
CTOBBIX 33JIaHUN);
aHaJIM3 3aIIUT MPO-




HOM 0€30IacHOCTH

Tema 2.1 Upentudukanus u ayTeHTU-

¢ukanus

Tema 2.2 Yupasnenue nocrynom. [po-

TOKOJIMPOBAHUEC U ayAUT

Tema 2.3: Kpunrorpaduueckne mero-

JIbI 3ALUTHI
Tema 2.4 KoHTpOJIb LIETOCTHOCTH

Tema 2.5 DkpanupoBanue. TyHeaupo-

BaHUE
Tema 2.6 Ananus

OIaCHOCTH CeTH. L]emocTHOCTh
COOOIICHHUS U YCTaHOBJICHUE
MOAIMHHOCTH COOOIIEHUS.
Kpunrorpaguueckue x3ui-
¢ynkumn. Lndppoas moammce.
YcraHoBneHue

HNOJJIMHHOCTH 00BEeKTa. YIIpaB-
nenue xodamu. bezomacHocTs
Ha

npukiIagHoM yposHe: PGP u
S/MIME. Be3onacHOCTb Ha
TpaHCHOPTHOM ypoBHE: SSL u
TLS. be3onacHOCTh Ha CETEBOM
YpOBHeE:

IP SEC. Bpannmayapsl. Onpe-
JieTIeHHe TUTIOB OpaHaAMay3poB.
PazpaboTka koHpHUTypanun
MexceTeBoro 3kpana. [loctpo-
eHHe Habopa MpaBHII MEXCceTe-

(beccronanbHoO-
OPHUEHTUPOBAHHBIX
HPOEKTOB,;

OIIPOC Ha CEMHUHAp-
CKHX 3aHATHSAX,
3auere, IK3aMeHE;
aHaN3 JIOKJIAJ0B Ha
CEMHHAPCKHUX 3aHs-
THSX;

AHAJIM3 3alIUTHI
pedeparos; aHaTH3
pEIICHUS KOHKPET-
HBIX TIPaKTHKO-
OPHEHTHUPOBAHHBIX
CUTyauuil u npo-
(eccroHaNBHO-
MPUKJIAAHBIX 337124,
QHAJIU3 BBINOJIHEHUS
KOHTPOJIbHBIX paboT

BOro sKkpaHa. Cucrema oOHa-
pyxenust Bropxkenui (IDS).
V3noBele IDS. Ananu3zatopsl
KypHaoB. JlaTunky npusHa-
KOB. AHaJIM3aTOPBI CHCTEMHBIX
BBI30BOB. AHAIIM3aTOPHI OBE-
neHus npunoxkenuit. Kontpos-
JIepBI ETOCTHOCTH (haitiioB.
Certessle IDS. Ycranoska IDS.
Ornpenenenue nesei npuMeHe-
Hus IDS.

Ypasnenue IDS

7.2. llpumepbl TeCTOBBIX BOMPOCOB /IS MOATOTOBKH K MPOMEKYTOYHOI aTTecTanuu
(3auer)
1. B UnaTepuere pasmenieH nHGpopManuoHHbIi nmopTai. Ctano W3BECTHO, YTO MPH TMOMBITKE 3alTH

Ha HCT'O BbIAACTCA COO6I_I_ICHI/IC TaKoro I1JjiaHa.

"503 Service Temporarily Unavailable.

The server is temporarily unable to service your request due to maintenance downtime or capacity
problems.

Please try again later.”

Kaxkoe u3 nepednciieHHbIX CBOMCTB 3alTUIIICHHOW HH(POpMauu ObIIO HAPYIIIEHO?

(] HabGmromaemocTh

[J IlemocTHOCTH

[l KoH¢uaeHumanbHOCTb

(] J1oCTyITHOCTh

[1 MaccoBocTh

2. UTo 13 MepeuncIeHHOTO HE SBISETCS 1EIbI0 MPOBEACHUS ayIuTa 0€30MacHOCTH?

(] BplpaboTka peKOMEHAALNNA [0 BHEAPEHUIO HOBBIX U MOBBIIIEHUIO Y((HEKTUBHOCTH CYIIECTBY-
HOIIUX MEXaHN3MOB 0€30I1aCHOCTH CUCTEMBI

[ Jlokanuzamus "y3kuX MECT" B CUCTEME 3aIUThI CHCTEMBI

(] OrmeHka Oyaymero ypoBHs 3alIUIIEHHOCTH CUCTEMBI

[0 Amnamuz PUCKOB, CBA3aHHBLIX C BO3MOXHOCTBIO OCYHICCTBJICHUA YIpO3 0€30I1aCHOCTH B OTHOIIIE-
HHUH PECYPCOB CUCTEMBI

0 OI.ICHKE[ COOTBCTCTBUA CHUCTCMbI CYHICCTBYIOIIUM CTaHAApTaM B obmactu I/IH(bOpMaI_II/IOHHOI\/’I
0€3011aCHOCTH

3. IlompITKa peanu3anuu yrpo3bl HHPOPMAITMOHHON O€30MaCHOCTH - 3TO... (BBIOEPUTE MOHSATHE B




TEPMHUHAX HHPOPMAIIMOHHON 0€30IaCHOCTH )
(] Hananenue

[J Araka

[ rypm

(1 Kontparaka

[ Ya3BUMOCTh

4. VYxaxuTte nepedeHb IrpudoB CEKpEeTHOCTU JJIsi HOCHUTENEH CBENEHHI, COCTABISIOUIUX TOcyaap-
CTBEHHYIO TaliHY (COTJIaCHO 3aKOHO/IAaTeILCTBY PD).

(] CoBeplIEHHO CEKPETHO

(] st city>keOHOr0 MOJIb30BaHUS
(] Oco0oii Ba)XHOCTH

[J CekpeTHO

[J T'oc.raiiHa

5. Kakum TepMHHOM (COrIacHO 3aKoHOAaTesbcTBY P®) MOXKHO Ha3BaTh 3alUIlaeMble TOCyAap-
CTBOM CBEJICHHs B OOJACTH €ro BOCHHOH, BHELIHENOJIMTHYECKOM, SKOHOMHUYECKOH, pa3Be/bIBa-
TEJIbHOM, KOHTPPAa3BEIAbIBATEIIbBHOM M OINEPAaTUBHO-PO3BICKHON AESATENBHOCTH, PACIPOCTPAHEHUE
KOTOPBIX MOKET HaHecTH yuiepo 0e3onacHoctu Poccuiickoit @enepanuu?

[J BoenHnas TaitHa

[ WMudopmanus i ci1ykeOHOT0 UCTIOIb30BaHUS

(1 CexperHast uHopMarys

[J T'ocymapcrBeHHas TaliHa

[ KonduaenuuansHas HHPOpMAIIII

6. Bel mosmyuninu no 351eKTPOHHOM 1oute nuchbMo ¢ Bioxenuem "Ot otaena IT". B Texcte nucema
TOBOPUTCS, YTO Ball KOMIBIOTEp ObLI 3apakeH BUpycoM. [loaToMy BamM HEOOXOJUMO OTKPHITH
BJIO’)KEHUE U CJIEZI0BATh MHCTPYKLHUAM, YTOOBI M30aBUTHCA OT BHpyca. YTo HEOOXOAUMO cienaTh?
(BriOepute Bce moaxoas1I1e BAPUAHTHI).

[1 OtkpoiiTe BI0XXEHUE, YTOObI YBUIETh €TO COJICPKAHHE.

(1 HamucaTh NUCHMO OTHPABUTEIIO C MPOCKOON YAATUTh U3 CIMCKA PACCHUIKU.

[l CnenyiiTe HHCTPYKIMSAM, YTOOBI yIAIUTh BUPYC.

[l Casazarbcs ¢ [T-otnenom i yrouHeHus HHGOpMAaLUU O TIOJTYYEHHOM MTUCHME.

[l YnpanuTh cooOIIeHNe U3 HEM3BECTHOTO UCTOYHHKA.

7. K10 U3 cienyromux Jull HECET OCHOBHYIO OTBETCTBEHHOCTD 3a ONpe/iesieHue ypOBHS Kilaccudu-
Kauuu uHpopmanuu?

[ AamuHHCTpaTOp

[J Buagenen

[ Aynutop

(] Ilomwp3oBarens

(1 Menemxep 1o 6€30MaCHOCTH

8. Kakune TexHuveckue cpeicTBa U3 NePeUnCICHHbBIX HE MOUIeKAT CEPTHHUKAITIHN?
[ 3amuiieHHble UHPOPMAIIMOHHBIE CUCTEMBI

(] 3ammuIneHHbIe TEXHUYECKUE CpeIcTBa 00paboTKH HHPpOpMaITUU

[] CpencTtBa BBISBICHHS NPOrPaMMHBIX 3aKJIa10K



[l CpenctBa Kpunrorpapuueckon 3auThl HHPOpMALIUN
(] Her BepHOro orBera

9. Kakas xareropust siBIsieTCsl Haubojee PUCKOBAHHOM ISl KOMIIAHUH C TOYKH 3PEHHS BEPOSTHOTO
MOIIIEHHUYECTBA U HapyIIeHUs] 0€3011aCHOCTH ?

(1 CoTpyIHHUKH

(1 Xakepbl

(1 Atakyonue

[J Ilocerurenn

(1 KonHTpareHTsl (Jiuma, paboTaromye 1mno 10roBopy)

10. Kakum TepmMuHOM (COTIacHO 3akoHOAaTenbcTBY P®D) HaszwiBaeTcs ro0ast mHGOpMAIUs, OTHO-
CSIIAsICS K MPSIMO MITM KOCBEHHO OIPEACICHHOMY WU OTpeAeiseMOMy (HU3HUECKOMY JTHITY?

[ IlepcoHasIbHBIC JaHHBIC

(1 WudopManus npo JIMIYHOCTh

(1 KonduaeHnuanpHas uHbopmarus

[J T'ocymapcTBeHHas TalHa

[J Wudopmanus ¢ orpaHUuEHHBIM JT0CTYIIOM

11. JIumo, caMOCTOSITENBHO cO3/AaBIinee MHGOPMAIMIO JTUOO MOJTYy4YMBIIEE Ha OCHOBAHWM 3aKOHA
WJIM JIOTOBOpA MPaBO pa3peniaTh WU OrPaHUYMBATh TOCTYI K HHGOpMAIUu?

(1 Hcrounuk uHPpOpMALUU

[Torpebutens nudopmanuu

YHu4ToXRHUTENs UHPOPMAITUT

Hocurens nndpopmarumn

[ I B B A

Ob6nanarens nHGOpMaUU

—_
[\9)

. OTHOIIEHUS, CBA3AaHHBIE C 00pa0OTKOM MEPCOHATBHBIX TAHHBIX, PETYIUPYIOTCS 3aKOHOM ...
«O06 nundpopmannu, UHPOPMAITUOHHBIX TEXHOJIOTHUIX U O 3aITUTE HHHOPMAITII
«O 3amuTe HHPOPMAITUI
®denepanbHbIM 3aKOHOM «O NIEPCOHATIBHBIX JIAHHBIX)
®enepanbHbIM 3aKk0HOM «O KOHPHUACHIINATHHONU HHGOPMAITUN
«O0 yTBepkICHUU NIEPEUHs CBEACHUN KOH(DUICHIIMATEHOTO XapaKTepa

(0 O O I 0 Y O

13. Haubonee omacHBIM UCTOYHUKOM YIpo3 HH()OPMAIMOHHON 0E30MacHOCTH MPEIIPUSTHS SBIIS-
10TCA?

[ Hdpyrue npeanpuatus (KOHKYPEHTHI)

(1 CotpynHUKH UHGOPMAIIMOHHOMN CIIY>KObI MPEINPUITHS, UMEIOIINE MOJHBIN AOCTYI K €ro HUH-
(bopMalMOHHBIM pecypcam

(] PsanoBble COTPYAHUKHU IPENIPUITHS

[1 Bo3MOHbIE OTKa3bl 000PYA0BaHMs, OTKIIOUCHHS 3JIEKTPOIUTAHUS, HAPYIIEHHUs] B CETU Mepe-
Jauul TaHHBIX

[J Xakepsl

14. Uudopmarus 006 yrojloBHON OTBETCTBEHHOCTH 3a MPECTYIJICHHE B cpepe KOMIBIOTEPHOUN HH-
dhopmaruu onrcana B?
[J 1 rmaBe YToJIOBHOTO KOJEKCA



[l 5 rnaBe YTroJIOBHOIO KoJieKca

[0 28 rimaBe YToJOBHOIO KOJEKCa

(0 100 rmaBe YToJIOBHOIO KOJEKCa
(0 1000 riaaBe YToJOBHOI'O KOJEKCa

15. Kakoit pakTop Hambosee BayKeH JJIs1 TOrO, YTOOBI OBITh YBEPEHHBIM B YCIIEITHOM OOECIICUEeHUHN
0€30MaCHOCTH B KOMITAHUU?

(1 Tlomnmeprka BBICHIETO PYKOBOJCTBA

(1 DddexTUBHBIC 3aIUTHBIE MEPBI K METOBI KX BHEIPCHUS

(] AxTyalbHBIC U aJICKBATHBIC TTOJIMTUKH U TIPOIEAYPHI 0€30MacCHOCTH

[ TIpoBeneHue TPEHUHTOB O OE30MACHOCTH VISl BCEX COTPYIHUKOB

16. Yto M3 mepeunciIeHHOro He OTHOCHUTCS K cdepe neicTBus deaepanbHoro 3akona «O0 uapOp-
Manuu, THPOPMAIIMOHHBIX TEXHOJIOTHAX U O 3alUTe HH(OPMALIUI HATPaBJICH Ha?

[1 OcymecTBieHle IpaBa Ha MOUCK, MOJyYeHHUe, Iepeaady, MPOU3BOACTBO U PAaCHpPOCTPAHEHUE
nH(popManuu;

(1 mpuMeHeHUH HH(POPMAIMOHHBIX TEXHOJIOTHIA;

(] obecrieueHUN 3aUTHl HH()OPMAITIH.

[1 PerynupoBanue TpeOGOBaHMI K paOOTHUKAM CITy0, paboTaromux ¢ HHGOpManuit

[1 dopMupoBaHHE HEOOXOAUMBIX HOPM M MPABHJI, CBA3aHHBIX C 3aLIUTOH JeTel 0T HHPOPMALUU

17. Koraa mienecoodpa3Ho He IpeapUHUMATh HUKAKUX JISHCTBHIM B OTHOIIEHWH BBISBICHHBIX PHC-
KOB?

() Huxkorna. [{ns obecrieueHus: Xopoieil 6€30MacHOCTH HY)KHO YYUTBIBATh U CHIKATh BCE PUCKH
Korna pucku He MOTYT OBITH IPUHATHI BO BHUMAHKE IO MOJTUTUYECKUM COOOPAKEHUSIM

Koraa Heo6xo1MMbIe 3alTUTHBIE MEPHI CIIMIIIKOM CIIOKHBI

O OO

KOFI[a CTOUMOCTB KOHTPMED MPECBLIIACT HEHHOCTH aKTHBA U TIOTCHIHUAJIBHBIC ITOTCPU

—_—
o0

. UTO U3 MepevynciIeHHOro He SBISIETCS 1EJIbI0 TPOBEICHHS aHAIN3a PUCKOB?
JenernpoBanue noJHOMOYUN
KonuyecTBeHHast o1leHKa BO3/1€MCTBUS OTEHIIUAIBHBIX YIPO3
BrisiBnenue puckos

[ R I B B R

Onpez[eneHI/Ie Oananca MCKOAY BO3JCHCTBUEM pUCKa U CTOUMOCTBIO HeO6XOI[I/IMBIX KOHTPpMCED

19. Yto Takoe moauTuku 6e30macHoCTr?

[ TlomaroBble MHCTPYKIIMHU IO BBIITOJIHEHUIO 3a/1a4 0€30IaCHOCTH

(] OO1mue pykoBOAIINE TPeOOBAHUS 11O JOCTHKEHHUIO OMPEACIICHHOTO YPOBHS 0€30TIaCHOCTH

[J COBOKYITHOCTh JJOKYMEHTHPOBAHHBIX PYKOBOJSAIINX IMPUHLIUIIOB, PAaBWII, IPOLELYp U IPAKTH-
YeCKUX MPUEMOB HHUIIUUPOBAHHBIE PYKOBOJCTBOM

[ Jleranu3upoBaHHBIE TOKYMEHTHI 110 00pa0OTKEe HHIIMIEHTOB 0€30MaCHOCTH

20. OCHOBHOIi TOKYMEHT, Ha OCHOBE KOTOPOTO MIPOBOJAUTCS MOTUTHKA WH(MOPMAIMOHHON Oe30mac-
HOCTH?

[ IIporpamma nH(pOpMaTMOHHOHN O€30TTACHOCTH

(] PernmamenT nH(OpMaAIIMOHHON 0€30MMaCHOCTH

[ Tonmutuaeckas nHGopmMarmoHHas 6€30MacHOCTh

(] IIporekropar



21. MudopmarronHast 6€301MacHOCTb — ...

1. KOMIUIEKC MEPOTPUSATHIA HAPABICHHBIX HAa 00ECIIEYeHNE 3aIIUThHI HH(POPMALIUH.

2. 3anMIIEHHOCTh WHGPOpPMAIMU U TOJICPKUBAIONIEH WHOPACTPYKTYPHl OT CIYYalHBIX WU
MPEeTHAMEPECHHBIX BO3JICHCTBUH €CTECTBEHHOI'O MJIM MCKYCCTBEHHOTO XapakTepa, KOTOPhIE MOTYT
HAHECTH HENPHEMJIEMBIH yiepO cyobekTaM HH()OPMAIIMOHHBIX OTHOIIICHHIA.

3. IIeNeHarnpaBlieHHAs JESTEILHOCTh OPTaHU3aAIlMH U €€ JIOJDKHOCTHBIX JIUI[ C HCIOJIb30BAaHHEM
pa3penI€HHbIX CHUJI ¥ CPEJCTB 10 TOCTHIKCHUIO COCTOSHUS 3alIMIIEHHOCTH HH(POPMAIMOHHON cpe-
IIbl OpraHu3aIyy, oOecreYnBaroIee e€ HopMaabHOE (PYHKIIMOHUPOBAHKUE U IMHAMHYHOE Pa3BUTHE.
4. KOMIUIEKC MEpONpPHUATHN HAIpaBICHHBIX Ha MPEIOTBpAICHHE HECAHKIIMOHUPOBAHHOM MOMM-
¢bukanuy nHpOpMAaIHH.

22. Yrpo3sa 310 ...

1) noTeHuManbHAs BO3MOXHOCTH OINPEICICHHBIM 00pa3oM HapyLUIMTh HHPOPMALUOHHYIO Oe€3-
OIAaCHOCTb

2) BO3MOYKHOCTb HCIIOJIb30BAHUS CIA0BIX MECT B 3aIUTE HHPOPMALUOHHON CHCTEMbI

3) cyuiecTBOBaHHE OIIMOOK M apXUTEKTYPHBIX MIPOCUYETOB B 3aIUIIAEMOil HHPOPMALMOHHON CH-
cTeMe

4) ycrerniHas ataka Ha HH)OPMAIMOHHYIO CUCTEMY

23. 310yMBILLUIEHHUKOM Ha3bIBAIOT ...

1) HapymmTens, HAMEPEHHOTO UAYILIETO HA HApyLICHHE 13 KOPBICTHBIX MO0YXKICHUIT

2) NMUO, IPeANPUHSBIICE NONBITKY BBIIOJIHEHHUS 3alPEIICHHBIX JACHCTBUI

3) 1Mo, NpeANpPUHSBIIEe MONBITKY BBIOJIHEHHUS 3alPEICHHBIX JCHCTBHI 110 HE3HAHUIO
4) HapymuTens, HAMEPEHHOTO HIYIIEro Ha HapyleHHe 0e3 KOPBICTHBIX MOOYKICHHIA

24. Kakoii 3aKOH B YHCJIe CBOUX IMPUHIIUIIOB COJICPYKUT TapaHTUU HEJOMYIICHUsT cOOpa, XpaHEHHS,
WCTIOJIB30BAHUS M PACTIPOCTPAHEHHS MH(POPMALIUU O YaCTHOH JKU3HU JIUIIa 03 ero Coriacus

1) Vxa3 IIpe3unenra PO

2) 3akoH «O06 nHpopManuy, HHHOPMAIIMOHHBIX TEXHOJIOTHSIX U O 3aIIUTe HHPOPMALIUI

3) Paspen «IIpectymienus B chepe KOMIBIOTEPHOM HHPOPMAIUK» YTOJIOBHOTO Kojaekca PO

4) 3akoH «O 6e30macHOCTH

25. CoryacHO pyKoBOASIIMM JokyMeHTaM ['octexkomuccun P® noj HecaHKIIMOHUPOBAHHBIM J10-
crynnom (HCJI) nonnmaercs

1) BX0x B crcTeMy 0€3 COrIacOBaHMs C PyKOBOJICTBOM OpTaHU3aInN

2) [IOCTyN K HH(POPMAIMH, TPEBINIAONINA YCTAHOBICHHBIH YPOBEHb J0CTYIIa

3) mocTyn K HHGOPMAIMH, HAPYIIAMOIIMIA YCTAHOBICHHBIC TIPaBHJIa Pa3rPaHHUCHHUS TOCTYIA

4) nmoctyn K MH(GOPMALIUH C HCIIOIB30BAaHUEM CPEJICTB JACHCTBYIOIIMX B 00XO CPEACTB 3alUThI

26. Kaxoii yactu HeT B cragaapte «O0Iue KpUTepun»
1) Bsenenue u 00mIas MOJEINb

2) OyHKIMOHATBHBIC TPeOOBaHUS 0E30MACHOCTH

3) TpeboBanus g0BepHs K O€30MACHOCTH

4) Kaccel 6€301MacHOCTH

27. Ilonutuka 6e300acHOCTHA — ATO



1)

COBOKYITHOCTb JOKYMEHTHUPOBAHHBIX PEILICHUM, IPUHUMACMBIX PYKOBOACTBOM OpraHU3aLMU U

HaIpaBJICHHBIX HA 3alIUTy WH(POPMAIIMK U aCCOLIMMPOBAHHBIX C HEW PECypcoB

2)

OMNpCACICHHAsA HOPMATHBHO-IIPABOBBIMHU HOKYMCHTAMH CHCTCMaA B3TJIAA0B TIOCyAapCTBa Ha

po0GIeMbl HHPOPMAITMOHHOW 0€30aCHOCTH

3)
4)

28.

1)
2)
3)
4)

29.

1)
2)
3)
4)

30.

1)
2)
3)
4)

31.

1)
2)
3)
4)

32.

paBuiia BEIOOpaA CPECTB 3aLIUTHI OT Yrpo3 HHOOPMALIMOHHON O€30MacHOCTH
MOJIHBIM HA0OP apXUTEKTYPHBIX MPaBUI 0€30MaCHOCTH

OcHoBo# IporpaMMbl 0€30MaCHOCTH OPTaHU3ALUU SBIISETCS
peuieHus npaBurtesibctBa PO

MOJIUTHKA O€30MaCHOCTH OPraHU3aLUuU

OTYET HaYAIbHHKA CITY>KOBI HMH()OPMAIIMOHHOW O€30MMaCHOCTH
YKa3aHHE€ HaJA3UPAOILEro opraHa

1o oTHOMIEHUIO K BBISIBJICHHBIM PpUCKaM BO3MOIKHBI CJICAYHOLINC JEUCTBUS
JIMKBU Al pUCKa

YMCHBIICHUC pUCKA

IIPUHATHEC PUCKaA

BCC BBIIIC IIEPCUUCIICHHOC

Wnentudukanus no3Boser ...

yOeauTcsi B TOM, 9TO CyOBEKT JACHCTBUTEIBHO TOT 32 KOTO ce0sl BBIAAET
BBISIBUTH HAPYLIUTEIIS

CyOBEeKTy Ha3BaTh ce0s

PETUCTPUPOBATh JAEHCTBUS MOJIb30BATENS B CUCTEME

[Tox mpoTokoiMpoBaHUEM MOHUMAETCS

BE€JICHHE NTPOTOKOJIA BBISIBJICHHBIX HApYIIEHUH HH()OPMALIMOHHON O€301MacHOCTH
HaKOIUIeHHE HH(POPMAIIUHU O COOBITUSX, MPOUCXOAAIIUX B UH(POPMAILIMOHHOW CUCTEME
aHaJIM3 HAKOIJICHHOM B CUCTeMe MH(popMaluu

HaKoIJIeHHEe MHPOPMALIMK 0 U3MEHEHUH IPaB JOCTyNa K (aiiiaMm CUCTEMBI

Z[J'ISI pea3aliui KaKux CEpBUCOB 0e30ImacHOCTH MOTYT OBITh MCITOJIb30BaHBI KpI/IHTOFpaq)I/ILIe—

CKHE MCTO/bI

1)
2)
3)
4)

33.

1)
2)
3)
4)

34.

mudpoBanue
KOHTPOJIb IIEJIOCTHOCTH
yIIpaBJIEHUE JOCTYIIOM
IKpaHUPOBAHHE

B uncio ki1accoB Mep npoueaypHOro ypoBHS BXOJIAT:
yIpaBJIeHUE NTEPCOHATIOM

UCHTUDUKAIMS U ayTeHTU(DUKAIUS

bu3udeckas 3amura

yIIpaBJICHUE JOCTYIIOM

CKOJIBKO TPYIII CUMBOJIOB JI0JKEH MUHUMAJIBHO COJEPKaTh Ha/IeKHBIA MapoIib

OTtBeT:




35. B xakoit MoAenu 10ocTyna Uit KaKJI0ro 00beKTa CyIeCTBYeT CyObeKT-BiIaieNell, KOTOPbIi cam
OTIpEeJIeNIACT T€X, KTO UMEET JOCTYI K 00BEKTY, a TAK)KE pa3pelieHHbIE ONEepaiuy T0CTyIa

1) IUCKPELMOHHOM MOJIENHN A0CTYIa

2) MOJeNU MaHJAaTHOTO JI0CTyma

3) posieBoit MOzENHN IOCTYIIA

4) wmopnenu bemna-Jlallamysbet

36. LleHTpaIbHBIM /IS IPOTPAMMHO-TEXHUYECKOTO YPOBHS SIBJISICTCS TIOHITHE
OtBerT:

37. YcTraHOBUTE COOTBETCTBUE OMMCAHMS MEpP INPOTHUBOJAEHCTBUS yrpo3aM 0€30IaCHOCTH TpyIIiaM
Mep 0€30IacHOCTH

A. JleficTByromiue B CTpaHe HOPMAaTHBHO-TIPABOBBIE aKThlI, PErVIaMEHTUPYIOILIUE MpaBuia odparie-
HUs ¢ uHGopMaIuel, 3aKperUIsIoNIe IpaBa U 00I3aHHOCTH YYaCTHUKOB HH(OPMAIIMOHHBIX OTHO-
IIeHHUH B mpoliecce ee 00paboTKU U MCTIONb30BaHMSI, a TAK)KE YCTaHABJIMBAIOIINE OTBETCTBEHHOCTD
3a HAPYIICHHS TUX MTPaBUJL.

b. Mepbl opraHu3alMOHHOTO XapakTepa, PErjJaMeHTUPYIOIIHUE MpoLecchl (PYHKIIMOHUPOBAHUS
AUC, nedarenbHOCTh MEpCOHANA, a TAaKXKe MOPAIOK B3aUMOJCHCTBUS MOJB30BATENICH C CUCTEMOM
TakuM 00pa3oM, 4TOObI B HAUOOJIbILEH CTENEHH 3aTPYJHUTh UM UCKIIIOYMTh BO3MOKHOCTh pPeau-
3alUy yrpo3 6e30MacHOCTH.

B. OtnenpHble MEepONpUATHS, BBHINOJIHSIEMbIE HAa MPOTSHKEHUH Bcero xu3HeHHoro mukina AVC.
OpHUEHTUPOBAHBI TIPEKC BCETO HA JIFOJICH, a HE HA TEXHUYECKHE CPENICTBA.

BapwnaHnTs!l 0TBETOB:

1) AaMUHHCTpaTHBHAs

2) 3akoHOjaTeIbHas

3) IIporpaMMHO-TEeXHHUYECKAs

4) TlponemypHas

A b B
OTtBeT:

A b B
2 1 4

7.3. Onucanune nokasareseil 1 KpUTepUeB OLEHUBAHUA C(POPMUPOBAHHOCTH KOMIIETEHIUI
HA Pa3JIMYHbIX 3Tanax ux GopMHUPOBAHMS; IIKAJBI M NPOLEAYPHI OLlCHUBAHUS

7.3.1. OneHUBaHMe OTBETOB HA BOMPOCHI U BHITIOJTHEHUsI 3aIaHN J1J15 TEKYIIeid U mpoMe-
KYTOYHOHM aTTecTallui
[Tpu onieHKe 3HaHUM YUUTHIBAETCS YPOBEHb CPOPMUPOBAHHOCTH KOMIIETEHIINNA:
1. YpoBeHb yCBOGHUS TEOPETUUECKUX IMOJIOKEHUH JUCHUIUIMHBL, TPAaBUIBHOCTE (DOPMYITUPOBKU
OCHOBHBIX TOHSATUN ¥ 3aKOHOMEPHOCTEM.
2. YpoBeHb 3HaHUS (PAKTUYECKOTO MaTepuaia B 00beMe IpOrpaMMBl.
3. Jloruka, cTpykTypa ¥ rpaMOTHOCTb U3JI05KEHUS BOIPOCA.
4. YMeHue cBs3aTh TEOPUIO C IMPAKTUKOM.



5. YMenue nenath 0000IICHHS, BRIBOIKI.

IkaJa oneHNBAHUA HA 3a4YeTe

Onenka Kpurepum BbICTaBJIEHUS OLIEHKH

3auTeHo OO0yJaromuics TOIDKEeH:

- IPOJIEMOHCTPHUPOBATh 001Iee 3HaHHE U3y4aeMOro MaTepHana;

- IOKa3aTh o0Ilee BlaleHHe OHATUHHBIM alnapaToM JUCHUILUINHBL;

- YMETh CTPOHUTH OTBET B COOTBETCTBHH CO CTPYKTYPOH H3JIaraeMoro BOIPOCa;
- 3HATh OCHOBHYIO PEKOMEHAYEMYIO IPOrpaMMOil yueOHYI0 JTUTEpaTypy.

He 3aureno OO0yJaromuiics: AeMOHCTPUPYET:

- He3HAHHE 3HAYNTEIHHON YacTH IIPOrPaMMHOTO MaTepHaa,;

- HE BJIa/ICHUE MOHATHHHBIM amiapaToM JAUCIHILUIHHBL

- CyLIECTBEHHbIEC OIIMOKY NP U3JI0KECHUU YIeOHOTO MaTepHaa;

- HEyMEHHE CTPOHUTH OTBET B COOTBETCTBHH CO CTPYKTYPOH H3JIaraeMoro BOIPOCa;
- HEYMEHHE JIeNaTh BHIBOJIBI IO M3JIaraeMOMY MaTepHaIy.

7.4. METOJUWYECKHUE MATEPHAJIbI, ONPEJNE/ISIIOINUAE MPOLEAYPbI OLHEHU-
BAHWSI 3BHAHUH, YMEHHUH, HABBIKOB U (MWJIN) OIIBITA JESITEJIBHOCTH, XAPAK-
TEPU3YIOIUX DTAIIBI ®OPMUPOBAHUA KOMIIETEHIIUU.

KadecTBO 3HaHUII XapaKTepu3yeTcsi ClIOCOOHOCThIO 00YUYAIOMIErocsi TOYHO, CTPYKTYPUPOBAHHO
U YMECTHO BOCIPOU3BOJUTH MH(OPMAIIMIO, MTOJYYEHHYIO B IPOLECCE OCBOCHUS TUCLMILUIMHBI, B TOM
BHUJIe, B KOTOPOM OHa ObLIa M3JI0KEeHA B y4eOHOM M3JaHUU WIIM TPETIOIaBaTEIIEeM.

VYMeHus, Kak IpaBuio, (GOPMUPYIOTCS HA 3aHATHIX CEMUHAPCKOro THUIA. 3aJlaHMsl, HallpaBJieH-
HbI€ HAa OLEHKY YMEHHUM, B 3HAUUTEIbHON CTENEHH TPeOYIOT OT 00y4arolerocsi NposiBIEHUs CTEPEO-
TUITHOCTH MBILUIEHUS], T.€. CIOCOOHOCTH BBINOJIHUTH PaboTy MO 0Opa3lam, ¢ KOTOpPbIMH OH paboTai B
npouecce ooyuenus. [Ipenonasarens ke OIIEHMBAET CBOEBPEMEHHOCTh U MPABUILHOCTH BBIIIOJHEHUS
3aJJaHMUA.

HaBplkM MOXHO TpakTOBaTh Kak aBTOMATH3UPOBAHHBIC YMEHHS, Pa3BUTHIE M 3aKpEIUICHHBIC
OCO3HAHHBIM CAMOCTOSITENILHBIM TPpyOM. HaBbiku (hopMUpPyIOTCS MpU CaMOCTOSATEIBHOM BBINOJIHEHUH
00Oy4arolMMUCS TMPAaKTUKO-OPUEHTUPOBAHHBIX 3aJaHUM, MOJETUPYIOIIMX pELIEHUE UM IPOU3BOJI-
CTBEHHBIX M COLIMOKYJIBTYpPHBIX 3a7lad B COOTBETCTBYIOIEH 001acTH MpoecCHOHATBLHON JesITeabHO-
CTH, KaK TPaBWJIO, NMPH BBHIMOJHEHUH JOMAIIHUX 3aJaHWi, KypCOBBIX MPOEKTOB (paboT), HaydHO-
HCCIIEI0OBATENBCKUX paboT, MPOXOXKAECHUH MPAKTUK, IPU paboTe MHIAMBHUYATbHO WK B COCTAaBE IPyI-
6L U T 1.

YcTHBIM onpoc — 3TO Mpoleaypa, OpraHM30BaHHas Kak crelnuaibHas Oecesa MmpernoiaBaTens C
rpynnoi odyyaronuxcs (ppOHTANBHBIM ONMPOC) WK C OTAEIbHBIMU O0yYarolMMHCS (MHIMBUYaJIb-
HBIA OMPOC) C LENbI0 OLEHKH COPMHPOBAHHOCTH Yy HUX OCHOBHBIX NMOHATUH U YCBOEHHs y4eOHOTro
MaTepuasa. YCTHBIM OMpOC MOXET MCIOJIb30BaThCs KaK BUJ KOHTPOJIL U METOJ| OLleHWBaHUs (HopMuU-
PYEMBbIX KOMIIETEHIIMN (KaK U KauecTBa UX (JOPMHUPOBAHUSA) B paMKax CaMbIX pa3HbIX (hOpM KOHTPOJI,
TaKuX Kak: coOeceoBaHUE, KOJJIOKBHYM, 3a4€T, IK3aMeH M0 aucuuruinHe. Y CcTHbIA onpoc (YO) nos-
BOJISICT OLICHUTH 3HAHMS U KPYro3op 00ydarolerocs, yMEeHUe JIOTHYECKU MOCTPOUTh OTBET, BaJIeHUE
MOHOJIOTHYECKON peybl0 M HWHble KOMMYHHMKATHBHbIE HaBbIKM. YO o06siaaeT OOJBIIMMH BO3MOXKHO-
CTSIMH BOCIIUTATENIFHOI'O BO3ACUCTBUS mpenogasarens. BocrnurtartenbHas (yHkius YO umeer psn
Ba)XHBIX aCIIEKTOB: MPO(PECCHOHATBHO-ITUYCCKAN W HPABCTBEHHBIN ACIIEKTHI, TUJAKTHYECKUI (CHCTe-
MaTH3alMs MaTepuaa Ipu OTBETeE, Jydlllee 3allOMUHAaHNE MaTepralia Mpy MHTEUIEKTyalbHON KOHIIEH-
Tpalyu), SMOLMOHATIBHBIN (PaZloCTh OT YCIIELIHOTO MPOXOXKAeHUs codecenoBanus) u ap. OOyuaromias
¢ynkuus YO cOCTOUT B BBISIBJICHHUHU JETalel, KOTOpbIE M0 KaKUM-TO MPUYMHAM OKa3aJIuCh HeJ0CTa-
TOYHO OCMBICJICHHBIMU B XO/I€ YUEOHBIX 3aHATHI U MPU MOJArOTOBKE K 3a4€Ty WM dk3amMeHy. YO 00-
JaaeT TakKe MOTUBUPYIOIIEeH (QyHKIMEH: MPaBUIBLHO OPraHU30BaHHbIE cOOeCe10BaHNE, KOJIOKBIYM,
3a4€T U HK3aME€H MOT'YT CTUMYJIMPOBATh yUeOHYIO JESTEeIbHOCTb CTYI€HTA, €r0 y4acTue B HAy4HOH pa-
oore.

TecTsl sABNIAIOTCS TpocTeliel GopMoN KOHTPOJIS, HAIIPABJICHHOW Ha TIPOBEPKY BIAJACHUS TEp-
MHUHOJIOTMYECKUM aIllapaToM, COBPEMEHHBIMU WH(POPMALMOHHBIMU TEXHOJIOTUSIMH M KOHKPETHBIMU




3HaHUAMU B 00JIacTH (PyHAAMEHTAJIbHBIX M MPUKIATHBIX JUCHUIUIMH. TECT MOXKET MpeAoCTaBiIsATh
BO3MOYKHOCTh BBIOOPA U3 TIEPEUHsI OTBETOB (OJIUH MJIM HECKOJILKO MPABHIILHBIX OTBETOB).

Cemunapckue 3aHatusi. OCHOBHOE Ha3HAYCHUE CEMHHAPCKUX 3aHATHH 1O TUCIMIUIMHE — 00ecC-
MEYHUTh TIIYOOKOE YCBOCHHE OOYYaIOIIMMUCS MATEPUAIOB JICKIIUH, IPUBUBATH HABBIKH CAMOCTOSTEIIb-
HOM paboThI C IUTEPATYpO, BOCIIUTHIBATh YMEHHE HAXOAUTh ONTUMAJIbHBIC PEHICHUS B YCIOBHIX U3-
MEHSIOIUXCSI OTHOLIEHUH, (POPMHUPOBATH COBpEMEHHOE MPO(HECCHOHATLHOE MBIIIICHUE 00YyJaroIiX-
cs. Ha ceMrmHapCcKux 3aHATHAX IPENOJABATENb IIPOBEPSET BBIINOIHEHUE CAMOCTOATEIbHBIX 3aJaHUN U
Ka4yecTBO YCBOCHUS 3HAHUN, YMEHHIA, ONIpeIeNIIeT YPOBEHb CHOPMUPOBAHHOCTH KOMIIETEHIIHH.

KonnokBuym MOXeT cinykuTh (HOpMOIl HE TOJBKO MPOBEPKU, HO U TOBBIIMICHUS MPOU3BOJIU-
TEIBHOCTHU TpyZAa CTyAeHTOB. Ha koiokBuyMax oOCyKIal0TCsl OTAENbHbIE YacTH, Pa3Aelibl, TEMBI, BO-
MPOCHI U3y4aeMOTo Kypca, OOBIYHO HE BKIIFOUAEMBIC B TEMATHKy CEMUHAPCKHX H JAPYTUX MpaKTHUe-
CKUX Y4eOHBIX 3aHATUH, a TakKe pedepaTsl, IPOEKTHI U HHBIE PAOOTHI O0YUYAOIIUXCSL.

Joknan, coobieHne — MpoayKT CaMOCTOSTENbHON paboThl CTYAECHTa, MPEICTABISIONINA COO0H
myOJIMYHOE BBICTYIUIGHHE IO MPEACTABICHHUIO IMOJYYEHHBIX PE3yJIbTaTOB PEIICHUS OMpPEeIeTIeHHOMN
y4e0HO-TIPAKTUICCKON, y4eOHO-UCCIIEA0BATEIBCKOMN HITM HAYYHON TEMBI.

KonTponbHas paborta - cpeacTBO MPOBEPKH YMEHUU MPUMEHSTHh MOJyYeHHbIC 3HAHUS IS pe-
LIEHHUS 33J1a4 ONPEAECICHHOIO THUIIA IO TEME WJIU pa3Jieny.

[TpodeccnonanbHO-OPUEHTUPOBAHHOE ICCE — ATO CPEACTBO, MO3BOJISIONIEE OICHUTh YMEHHUE
o0yJaromerocss MUChbMEHHO HW3JIaraTth CyTh IMOCTABICHHOW IMPOOJIEMBI, CAMOCTOSATEIHHO MPOBOIWTH
aHallM3 3TOH MPOOJIEMbI C HCIOJB30BAHUEM AHAJIUTHYECKOTO0 HMHCTPYMEHTapHs COOTBETCTBYIOIIEH
JTUCIUIUTAHBI, J1e7aTh BBIBOJBI, 00OOIIAOIINE aBTOPCKYIO TMO3UIMIO IO MOCTABICHHOW TPOQecCHo-
HaJIbHO-OPUEHTHUPOBAHHOM MTpodieme.

Pedepar — mporyKT caMOCTOSATEIIBEHON PabOTHI CTYJCHTA, MIPEACTABISIONIUN CO00M KPaTKOe 13-
JIO)KEHHE B MHCbMEHHOM BHUJE IOJYYECHHBIX PE3yJbTAaTOB TEOPETUUYECKOIO aHajau3a OIpPENesIEHHOMN
Hay4dyHOU (y4eOHO-HCCIIeTOBATEIBCKOM) TEMBI, TJE aBTOP PACKPBIBAET CYTh HUCCICIYeMON MPOOICMBI,
MIPUBOJIUT Pa3INYHbIC TOYKU 3PEHHUSI, a TAKKE COOCTBEHHBIE B3IJISAIbI HA HEE.

CuTyallMOHHBIN aHaU3 — 3TO KOMIUJIEKCHBIA aHAIW3 CUTYyallud, UMEBIIUM MECTO B pealbHOMN
MpaKTUKe TPO(HeCcCHOHATBFHON NeSTeNbHOCTH CIEUaIUCTOB. KOMIIEKCHBIN aHann3 BKIIOYAeT B ce0s
CJIEIYIOIIME COCTABIISIONINE: TIPUUNHHO-CIICICTBEHHBIN aHaIU3 (YCTaHOBJIEHUE MTPUYNH, KOTOPBIE TIPH-
BEJM K BO3HMKHOBEHHUIO JaHHOW CHUTYallud, U CIEACTBHI €€ pa3BepThIBaHMs), CHCTEMHBIN aHaIHu3
(ompenenenne CyIIHOCTHBIX MPEIMETHO-COACPKATEIBHBIX XapaKTEPUCTUK, CTPYKTYPhl CUTYyalllH, €€
GbyHKIUI U 1Ip.), IEHHOCTHO-MOTHBAIIMOHHBIN aHanu3 (MOCTPOCHHUE CHUCTEMBI OLIEHOK CHUTYalluH, ee
COCTABJISIFOIIUX, BBISIBIEHHE MOTHBOB, YCTAHOBOK, MO3MIIMHA JEHCTBYIOIIMX JIMII); MPOTHOCTUYECKUN
aHanu3 (pa3paboTKa MepCreKTHUB Pa3BUTHUSL COOBITHI MO MO3UTUBHOMY U HETAaTHBHOMY CIIEHApHIO), pe-
KOMEH/IaTeJbHbIN aHaiu3 (BBIPA0OTKA PEKOMEHAAIMI OTHOCUTEIHHO MOBEIEHUS JIEHCTBYIOIIUX JIUII
CUTYaIluu), MPOTpaMMHO-IENIeBON aHanmu3 (pa3paboTka MporpamMm AESITEIbHOCTH IJS pa3pelieHus
JAHHOM CUTYaIlUH).

TBOpueckoe 3aaHNe — 3TO YACTUUHO PErJaMEHTUPOBAHHOE 3aJaHUe, UMEIOLIEe HECTaHAAPTHOE
pelIeHre 1 MO3BOJISIIOIIEEe JUATHOCTUPOBATh YMEHUSI MHTETPUPOBATH 3HAHUS PA3JIMYHBIX HAYYHBIX 00-
JacTei, apryMEeHTUPOBATh COOCTBEHHYIO TOUKY 3pPEHHS, JOKa3bIBaTh MPABWIBHOCTH CBOEH MO3HIIUU.
MOo3KeT BBIMOTHATHCSA B MHIUBUIYATHHOM TOPSIKE WU TPYIIION 00y4YaroIIuXCs.

JlenoBasi u/uin posieBasi UTpa — COBMECTHAs ACITEIbHOCTh TPYIIBI 00YYArOMIMXCs U Mpernoa-
BaTelsl TOJ YIpaBJICHUWEM TpENojaBaressi C IeNbl0 pelieHUus Y4eOHBIX M TpodhecCHOHATBHO-
OpPUEHTUPOBAHHBIX 33/1a4 MyTeM HUTPOBOT'0 MOJESIUPOBAHMS peabHON pobieMHoi cuTyaruu. [1o3Bo-
JISIeT OIICHUBATh YMEHNE aHAIM3UPOBATh U PEIIaTh TUITHYHBIE MPOodeCcCHOHATBHBIC 3aa9H.

«Kpyraslii cTom», TUCKYCCUS — UHTEPAKTUBHBIE OLIEHOYHBIE CPEICTBA, MO3BOJIAIOIINE BKIIIO-
YUTH 00YYAIOMINUXCS B TIPOIIECC OOCYKICHHS CIIOPHOTO BOMIPOCA, MPOOJIEMBI U OLICHUTh UX YMEHHE ap-
T'YMEHTUPOBATh COOCTBEHHYIO TOUKY 3pEHUS. 3aHATHE MOKET MPOBOJUTH MO TPAAUIIMOHHOM (KOHTAKT-
HOI) TEXHOJIOTHH, JINOO C UCTIOJIH30BAaHUEM TEIIEKOMMYHHUKAITMOHHBIX TEXHOJIOTHM.

[TpoekT — KOHEUHBIN MPOPECCHOHATHHO-OPUEHTHPOBAHHBIN MPOAYKT, MOTy4aeMbIi B PE3yIib-
TaTe IUIAHUPOBAHMS U BBIMIOJIHEHUSI KOMIUIEKCa Y4eOHBIX U HccieloBaTeNbckux 3ananuil. [lo3Bomser
OILICHUTh YMEHUS 00YJAIOMINXCSl CAMOCTOATEIHHO KOHCTPYHPOBATH CBOM 3HAHHS B TPOIECCE PELICHUS
MPAKTUYECKUX 3a/ad ¥ MpobsieM, OpUEHTHUPOBATHCS B MH(DOPMALIMOHHOM IMPOCTPAHCTBE M YpPOBEHBb



C(bOpMI/IpOBaHHOCTI/I AHAJIMTUYCCKUX, UCCIICAOBATCIIbCKNX HABBIKOB, HABBIKOB IMPAKTUYCCKOI'0O U TBOP-
YEeCKOT'0 MBEIILICHUSA. M0XKEeT BBINOIHITHECS B HHIAWBUIYAJIbHOM OPAAKE UIIN I‘p}/HHOI\/'I 06yqa}oumx05{.

PA3EJ 8. METOIUYECKHE YKA3ZAHHS JJIS1 OBYYAIOIUXCSI
110 OCBOEHMIO JUCIUAIIINHBI

J1st yCHenHOro OCBOSHHSI JUCUUIUIMHBI CTYACHTY HE0OXOAMMO IOCEIaTh BCE KOHTAKTHBIC 3aHATHS
Y CUCTEMAaTUYECKH B IIOJTHOM 00beME BBIIOIHSATH BCE 3a/1aHUs /JIs1 CAMOCTOSITEIbHON paboThI.

Bo Bpems ekuuii peKOMEHIyeTCsl BECTH 3allMCH: BBIJCNSATh OCHOBHBIC MOHSATHUS, (PAKThl, BBIBOJBI.
Ecnu kakoe-To 00bsACHEHHE KaXKeTCs HEMOHATHBIM, CIelyeT HEMEJUIEHHO 3a/laTh BOIPOC IpenojaBa-
temo. st popMupoBaHUS HEOOXOIUMBIX KOMIIETCHIIMA PEKOMEHIYETCsl MPUHUMATh aKTUBHOE y4a-
CTHE B 00CYXK/IEHHH CTaBAIIUXCS Epes ayIUTOPUEN BOIIPOCOB.

[Tpu moaroroBke K 1a00PAaTOPHBIM 3aHATHIM HEOOXOJMMO TIIATEIBHO M3YYHTh TEOPETHUYECKUH H
METOAMYECKUI MaTepuall, U3JI0)KEHHBIN B JICKIUX.

CamocrosrenbHas paboTa CTYIEHTOB SBJISIETCS OJAHOM M3 OCHOBHBIX (DOpPM BHEAYIUTOPHON pabOTHI
IpU peanu3anuu yueOHbIX MmaaHoB U nporpamm. Ilo aucnunnune «MHdopmanonHas 6e30MacHOCThY
MPAKTUKYIOTCS CICIYIOIIUE BUIBI U (POPMBI CAMOCTOSITETIHHON pabOTHI CTY/ICHTOB:

— 0oTpaboTKa M3y4aeMoro MaTepuaja I10 MeYaTHbIM U 3JEKTPOHHBIM HMCTOYHHMKAM, KOHCIIEKTaM
JICKITUH;

—  M3Y4YEHHE JIEKIIMOHHOI0 MaTepuaia 1o KOHCIEKTY C MCII0JIb30BaHHEM PEKOMEH0BAaHHOM JIHUTe-
partypel,

—  H3YYEHHUE TeM, BHIHECEHHBIX Ha CAMOCTOSTENIbHYIO IPOPAOOTKY;

—  TIOJATOTOBKA K J1a00paTopHBIM paboTam u 0(OPMIICHHE OTYETOB;

—  IOArOTOBKAa MH()OPMAIIMOHHBIX COOOLIECHUH, 10KIa/I0B;

—  TOATOTOBKY K 3a4€Ty.

CamocrodrenbHas paboTa MOXKET IPOXOIUTH B JEKIIMOHHOM KaOWHETe, KOMIIbIOTEPHOM 3alie, T0Ma.

OcHoBHOW (GopMOIT pabOTHI CTyAEHTa N0 M3YYCHUIO NUCIHIUIMHBI SBISETCS M3YYCHHE KOHCIIEKTa
JeKIMH, UX JTOTOJIHEHHE, pEeKOMEHJOBAHHON JINTEpaTyphbl, aKTUBHOE Y4acTHE MPH BBINOJIHEHUHU J1abo-
paTOpHBIX padoT.

Bce HescHble BONpOCH! MO AMCHUIUIMHE OOydYaroUIMiics MOXET yTOYHHUTh y mpemnojaBatens. [Ipu
MOJITOTOBKE K JIAOOpaTOpHBIM paboTaM 00ydaroIiuiics B 00s13aTEIbHOM MOPSAKE U3y4aeT TeopeTHye-
CKUIl MaTepuasl B COOTBETCTBUU C MEPEYHEM OCHOBHOM yyeOHON NUTEpaTypbl U METOAMYECKUMH yKa-
3aHUSIMH.

Y4ebHO-MeToIn4YecKoe 00ecreueHne CaMOCTOATENbHOM padoThl CTYJEHTOB M0 JTUCHMIIMHE BKIIIO-
qaer:

1. Meroauueckue ykazanus no aucuumianie Madopmanmonnas 6e3omnacHocTh / coctaButenu A. I
Epoxun. — MockBa : MOCKOBCKHI TEXHUYECKUM YHUBEPCUTET CBS3U U MHPopMmaTuku, 2013. — 20 c.
— Texcr : anextponnslii // Ludposoii oOpasosarenbhblii pecypc IPR SMART : [caiit]. — URL:
https://www.IPRsmart hop.ru/61736.html

2. Metoauueckue yka3aHus U MHIUBUAYAJIbHBIE 3aJJaHUS JUISI CAMOCTOSITENIbHON paboThI MO JUCIHU-
winHe KommiekcHoe obecnieuenre nH(PpOpMaMoHHOM 0e301acHOCTH UH(POKOMMYHUKAIIMOHHBIX ceTeit
u cucteM / cocraButenu U. JI. bo6posa, K. A. CeBpyk. — MockBa : MOCKOBCKMI TEXHUUYECKHI yHU-
BepcuteT cBs3u U uHbopmatuku, 2015. — 35 ¢. — TekcT : anexrponnsii // [{udposoit oOpazoBarens-
He1id pecypc IPR SMART : [caiit]. — URL: https://www.IPRsmart hop.ru/61737.html

PA3JIEJ 9. YYEBHO-METOUYECKOE U UH®OPMALIMOHHOE
OBECHEYEHUE JUCLUTIIAHDI

Ocnoenas numepamypa*

1. l'anarenko, B. A. OcHoBbI HHQOpPMAIIMOHHOM Oe3omacHOCTH : yueOHoe mocodue / B. A. Nanarenko. -
3-e uza. - Mocksa : UnTeprer-YHnusepcurer Mupopmannonnsix Texnonoruit (MHTYUT), At [Tu Ap Menua,
2020. - 266 c. - ISBN 978-5-4497-0675-1. - Tekcr : anekrponHsIit // L{ludposoit obpazoBarenbHblil pecype IPR
SMART : [caiit]. - URL.: https://www.IPRsmart hop.ru/97562.html
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2. banuten, I1. H. MadopmanmronHast 6e30macHOCTh U 3amuTa nHGopManuu : yaeoHoe nocobue / I1. H.
bamuter, A. B. baoam, E. K. BapanoBa. — Mockea : EBpasuiickuii OTKpBITEIH HHCTUTYT, 2012. — 311 c. —
ISBN 978-5-374-00301-7. — Tekcr : anekrponHslii // LudpoBoit oOpasoBatensubliii pecypc IPR SMART :
[caitt]. — URL: https://www.IPRsmart hop.ru/10677.html

Jlononnumensnan numepamypa’
3. ®owmuH, /. B. MUadopmanmonnas 6e30nmacHOCTb : yaeoHoe nocodue s CI1O / 1. B. ®omun. - Capa-
T0B, Mocksa : IIpodobpasosanue, Ait [Tu Ap Menua, 2022. - 218 c. - ISBN 978-5-4488-1351-1, 978-5-4497-
1565-4. - Tekcr : snektponnbii // L{udposoit oOpazoparenbubiii pecypc IPR SMART : [caiit]. - URL:
https://www.IPRsmart hop.ru/118458.html
4. Hecrepos C.A., OcHoBbl WHpOpPMAaIMOHHOH Oe3omacHocTh : ydeOHoe mocobue / Hecrepo C.A.. —
Cankr-TletepOypr : Cankt-IlerepOyprekuil monurexuudeckuii yansepeutet [lerpa Bemukoro, 2014. — 322 c.
— ISBN 978-5-7422-4331-1. — Texkcr : anextponnslii // Ludposoit obpasoBatenshblii pecypc IPR SMART :
[caitt]. — URL: https://www.IPRsmart hop.ru/43960.html

Hepeuenv ungopmayuonnvix mexnonozuil, UCROILIYEMBIX NPU OCYU4ECHECHUN 00PA306AMENbHO20
npouecca no OucyunIuHe: UHMEPHEM-Pecypcbl, CO6PEMeHHble Npodeccuonanvivle 06azbl OAHHbIX,
UHDOPMAUUORHBLE CHPAGOUHDLE CUCHIEMbL

HNHuTepHeT-pecypcsl
URL: https://www.IPRsmart hop.ru/ — snexrponno-6u6iuoreunas cucrema IPRsmart .

HNudopMannoHHO-cIPaBOYHbIE H TOUCKOBbIE CHCTEMBbI
Cnpasounast mpaBoBas cucrema «KoncynerantlIrocy»: http://www.con-sultant.ru

CoBpeMeHHbIe IpodeccHOHAIBLHBbIE 0a3bl JAHHBIX

URL:http://www.edu.ru/ — 6ubimoreka deaepansHoro moprana «Poccuiickoe 06pa3oBaHue»
URL:http://www.prlib.ru — IIpe3uaentckas 6ubImoTeKa

URL:http://www.rusneb.ru — HarimonanbHast 3eKTpOHHAs] OHOIHOTEKA

URL:http://elibrary.rsl.ru/ — caiit Poccuiicko#t rocyaapcTBeHHON OMOIHOTEKH (pasmen «DIeKTPpOHHAs OHOIIHO-
TEKa)

URL:http://elib.gnpbu.ru/ — caiit HayuHoit nemaroruyeckoii siaekrpontoi 6ubnmorexku um. K.JI. YimmHckoro

Komnnexm JIUUCH3UOHHO20 U C60000HO pacnpocmpaniaemozo npocpammHozo 06ecnetteuu;1, 6 mom
qyucjie omeuecCmeeHHozo npou3eoocmsa

KomiuiekT JIMIICH3UOHHOI0 ITPOrpaMMHOro o0ecneyeHus

Microsoft Open Value Subscription asns pemenuii Education Solutions Ne Tr000544893 ot 21.10.2020 r.
MDE Windows, Microsoft Office u Office Web Apps. (cpok aeticteus xo 01.11.2023 r.)

AnrtuBupycHoe nporpammuoe obecriedenne ESET NOD32 Antivirus Business Edition qorosop Ne C00-
006348 ot 14.10.2022 r. (cpox mevictBus go 13.10.2025 r.)

[IporpammMHoe oGecnieuenue «Muparoauc» cucteMa BeOMHapoB - JInieH3noHHbIH 1oroBop 244/09/16-k
or 15.09.2016 (Crenudukarus k JInnensnonnomy gorosopy 244/09/16-x ot 15.09.2016, ot 11.05.2022 1. )
(cpok nmetictBus mo 10.07.2023 r.)

OnexkTpoHHass UHPpOpPMaIMOHHO-00pa3oBatenbHas cpeaa «1C: YHuBepcurer morosop ot 10.09.2018 .
NeIlTPKT-18281 (6eccpouno)

Undopmanmonnas cucrema  «llepBeiitbur»  cyOmunensuonssiii  oroop ot 06.11.2015 1.
Ne(009/061115/003 (6eccpouHo)

Cucrema tectupoBanus Indigo munensnonnoe cormarenne (Jorosop) ot 08.11.2018 r. NoJI-54792 (6ec-
CPOYHO)

Hupopmarimonno-morckopas cuctema «KoHcynbranT Imoc» - 1oroeop 00 HHPOPMAIIMOHHO MOACPIKKE
ot 26.12.2014, (6eccpodHO)

OnexkTpoHHO-0ubaroTeuHas cuctema IPRsmart muriensuonnsiii gorosop ot 01.09.2021 r. Ne8234/21C
(cpok nmetictBus mo 31.08.2024 r.)

Hayunas snektponnas Oubnmoteka eLIBRARY mmuensuonnsiii gorosop SCIENC INDEX Ne SIO -
3079/2022 ot 12.01.2022 r. (cpok meticTBus m0 27.01.2024 r.)
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http://www.con-sultant.ru/
http://www.edu.ru/
http://www.prlib.ru/
http://www.rusneb.ru/
http://elibrary.rsl.ru/
http://elib.gnpbu.ru/

CB000/1HO pacnipocTpaHsieMoe MPOrpaMMHoe obecnevyeHue

Kommekr ommaiin cepBucoB GNU ImageManipulationProgram, cBoOOZHO pacmpocTpaHsIeMo
IporpamMMHOe obecIIeueHNe

Be06-6pay3sep, Google Ghrome, cBo6oaHoe [10, exxeronqno ooHoBmsemoe I10.

[Taker odpucHex mpunoxenuit, Office 2016, muren3nonHoe cornamenne - JloroBop NeTr000544893 ot
21/10/2020 - 3 roza

[MakeT oducupix npunoxenuit, OpenOffice, cBobogHoe I10, exeroano odnoBmsgemoe 110

[Ipocmotp ¢aitnos B popmare PDF, Adobe Reader, ceo6oano pacnpocrpansiemoe 110, exerogno oOHOB-
nsiemoe I10

[IpocmoTp daiinos B popmate DIV, WinDjView, cBobonHoe I10, exeronHo obnosisiemoe [10

daiinoBeiii apxuBaTop, 7 Zip, cBobonHoe [10, exxeronHo odHoBnsemoe 110

daitnoBeIit MeHEmKEp, Far, cBobomHo pactpoctpansemoe [10, exeroano ooHoBIsIEMoe 110

Anaconda: nuctpuOyTHB S3BIKOB porpamMmmupoBanus Python u R.

Ilpozpammmuoe obecneuenue omeuecneenHnozo RPOU3E00CMEA.

[Iporpammuoe obecriedenne «Muparmonuc» cucreMa BeOnHapoB - JlumeH3noHHbIH goroBop 244/09/16-k
ot 15.09.2016 (Cnemuduranus k Jlunensnonaomy goroBopy 244/09/16-x ot 15.09.2016, ot 11.05.2022 r. )
(cpok nmericteus mo 10.07.2023 r.)

DOnexTpoHHass HHPOpMAIMOHHO-00pa3oBatenbHas cpeaa «1C: YHuBepcurer» morosop ot 10.09.2018 .
NeITPKT-18281 (6eccpouno)

Undopmanmonnast cucrema  «llepseiiibur»  cybonmuuensuonnsiii  morosop ot 06.11.2015 .
Ne(009/061115/003 (beccpouno)

Cucrema tectupoBanus Indigo munensuonnoe cornamenue (JJorosop) ot 08.11.2018 r. NoJI-54792 (Gec-
CPOYHO)

HNudopmarmonno-mornckoBas cucrema «Koncynprant Ilmoc» - moroBop MU-BUII-79717-56/2022 ot
23.12.2021 (cpox neiictBus mo 31.12.2022 r.)

WNndopmanmonHo-norckosas cucrema «Koncynprant [lmtocy» - morosop 00 nHPOPMAIMOHHO MOALEPIKKE
ot 26.12.2014, (6eccpodHO)

OnexTpoHHO-OnbmoTeunas cucrema IPRsmart nunensuonnsiii gorosop ot 01.09.2021 r. Ne8234/21C
(cpoxk metictBus 10 31.08.2024 r.)

Hayunast snexkrponnas 6ubnuoreka eLIBRARY nuuensuonnsiit gorosop SCIENC INDEX Ne SI0O -3079/2022
ot 12.01.2022 r. (cpok neiictBus g0 27.01.2024 r.)

OBPA30OBATEJIBHOI'O TIPOLECCA

YueOHast ayquTopus JUIA poBeAeHNs 3auaTuii | OOopynoBaHue: CcrielMaIn3upOBaHHas Meberh (Mebehb

JIEKIIMOHHOTO TUIIA, 3aHATHI CEMUHAPCKOTO aynutopHas (11 ctonos, 11 crynbses, nocka ayauTop-

THUIMA, TPYIIOBBIX U HHAUBUAYAIbHBIX KOH- Has), CTOJI TpernoiaBaTess, CTyJI IPeroaaBaTes.

CYJIbTAIMH, TEKYLIET0 KOHTPOJIS M IPOMEXY- | TeXHUYECKHe CPeACcTBa O0YUEHHs: IEPCOHATBHBIA KOM-

TOYHOM aTTeCTaluKU neroTep -11; MynmbTuMenuiiHOe 000opynoBaHue (TIPOSK-
TOP, DKpaH).

[lomerenue i caMOCTOSITEIbHON pabOTHI CriennanusupoBanHas mebens (10 cronos, 10 crynseB),

IIEPCOHAIIBHBIE KOMIIBIOTEPHI C BO3MOXKHOCTBIO MOJKIIO-
yeHus K cetn «VMlHTepHeT» U obecrieyeHneM JOCTyIa B
3IIEKTPOHHYIO HH(POPMALMOHHO-00pa30BaTENbHYIO Cpe-
1y YHHUBEpCHTETA




