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PA3AEJ 1. LHHEJN A 3AJJAYHA OCBOEHUSI JUCIUILIAHBI

Ilenvro ocBoeHMs y4eOHOW JAMCHUILTUHBI SBIsCTCS (OPMHUPOBAHHE Y 00ydaeMbIX 3HAHUH B
00JIaCTH TEOPETUYECKUX OCHOB MH(OPMAIIMOHHOM O€3011aCHOCTM M HAaBBIKOB MPAKTUYECKOTO
obecriedeHrs1 3alUThl MHPOPMALUMU U OE30MaCHOTO HCIIOJIB30BaHUS MPOTPAMMHBIX CpPEACTB B
BBIUUCIIUTENIbHBIX CUCTEMAX.

3aoauu nUCUUIIIMHBI KOHKPETU3UPYIOT CHOPMYIUPOBAHHYIO OOIIYIO 1IeJIb U CIIOCOOCTBYIOT

€C pCajin3anunm:

e 1puodbpereHue HHHOPMAIIMOHHOMN KYJIbTYpHI;

e BJAJICHHE METOJAMU U CPEACTBAMU IOJIyYEHUs, XpaHEHHs, 00padoTKu MH(POpMALIUH,
HaBBIKAMH HCIOJIB30BAHUS KOMITBIOTEPHOW TEXHUKH, IPOTrPaMMHO-UH(POPMAITMOHHBIX
CUCTEM, KOMIIBIOTEPHBIX CETEH;

® CIIOCOOHOCTH

IIOHUMAaThb

CYLIHOCTb

U 3HaueHHe wuH(OpManuu B Pa3BUTHH

COBPEMEHHOTO HH(OPMAIIMOHHOTO O0OIIeCTBa, COONIOAATh OCHOBHEIC TPEeOOBaHUS
nH(pOpMaIMOHHOM 0€301MacCHOCTH;
e CrnocoOHOCTh pAcCHO3HABaHUS OMACHOCTH W Yrpo3, BO3HHUKAIOIIUX B IIpoIecce
UCIIONIb30BaHUsl HMH(pOpPMAMM W TPHUMEHEHUS OCHOBHBIX CIOCOOOB 3alIWTHl OT
BHEIIIHUX U BHYTPEHHUX YIPO3.

PA3JEJ 2. IITAHUPYEMBIE PE3YJIBTATHI OBYYEHUSA MO JUCIHATIJIMHE
COOTHECEHHBIE C INTAHUPYEMBIMU PE3YJBTATAMU OCBOEHUSA

ITpouecc

W3yYCHUS

UCHUTLIINHE]

«OCHOBBI

OBPA30OBATEJIbHOM ITPOI'PAMMBI

uHpOpMAIMOHHON  OE€30IacHOCTH B

npoeCCUOHATLHON JEesATEeIbHOCTH HANpaBieH Ha (OPMHUPOBAHUE CIEAYIOIIMX KOMIIETEHIIHH,
KOTOpBIE MO3BOJIST YCBAaUBaTh TEOPETUUECKUN MaTepuan yueOHOW NUCHUIUIMHBI U peali30BbIBaTh
npakThdyeckue 3anauu (tabmuma 2.1) m JOCTHraTh IUIAHUPYEMbIE pe3ylbTaTbhl OOy4YEHMs I10

JTUCIUIUINHE.
KomneTeHTHOCTHAs1 KAPTAa AUCHMIIIHHBI
Tabnuya 2.1.
YHuBepcaabHble KOMIETEHIUH
HNHankaTopsl 10CTHKEHUST KOMIIETeH T
Kareropus Kon (1J1s1 IIIAHUPOBAHUSA Pe3yJIbTaTOB
DopmyMpOBKa
(rpynmna) KOMIIETEH 00y4eHHs 110 JJIeMeHTaM
. KOMIIeTeHIIUH .
KOMIIeTeHI U U o0pa3oBaTe/IbHOM IPOrpaMMBbl U
COOTBETCTBYIOLUX OLICHOYHBIX CPeICTB)
YHuBepcaabHble KOMIIETEHIHH
CucremHoe n YK-1 Cnocoben MNYK-1.1. 3naeT 0CHOBHBIE CLIOCOOBI
KPUTHUYECKOE OCYIIECTBIISATh a”anu3a 1 00001IeHns HHpOopMaIuy,
MBILIICHUE KPUTHYECKHUN CHUCTEMHOTI'0O IT0/IX0/1a
aHanu3 NYK-1.2. Ymeer uCIOIb30BaTh MPUEMBI
POOJIEMHBIX aHaiM3a  MHQOpPMAIMH, TMOAXOAUTH K

CUTYyalluil Ha
OCHOBE
CHUCTEMHOTO

PEIICHUIO TIOCTABIICHHBIX 3a/lad C Y4YeTOM
CUCTEMHOTO ITOAX01a




noaxona, HNYK-1.3. Biageer HaBBIKAMH

BBIPa0aTHIBATh OCYIIECTBJICHUS MTOUCKA, KPUTUUECKOTO
CTPATETHUIo aHallM3a U CUHTE3a HHPOPMAITUH TS
JIeHCTBUI peLIeHUs TOCTABJIEHHBIX 3a1a4
Kareropust Kox ®opMynHrpoBKa Nuaukatopsl 1OCTHXKEHUS KOMIIETCHITUN
(rpymnmna) KOMITETCH KOMITETCHITH (7151 IIaHUPOBAHUSA PE3YJILTATOB O0YUCHHUS
KOMIETECHIINHA | AU IO 3JIEMEHTaM 00pa30BaTEeIIbHON

IIPOrPaMMbl U COOTBETCTBYIOIINX
OLICHOYHBIX CPEJICTB)

o0umenpogeccHoHATbHbIE KOMIIETEHIMHU

OIIK-2 CnoocobeHn HOIIK-2.1. 3naer cuctemy 3HaHUN O BHIAX,

MIPUMEHSATH npueMax, CTPaTerusix, TEXHOJOTUAX |
CUCTEMY 3HaHUH O | 3aKOHOMEPHOCTAX IepeBoJla, a TaKKe
BUJAX, IpUEMax, | TpeOOBaHUSX, IPEABSIBISEMBIX K IEPEBOIY;

CTpAaTerHsIX,
TEXHOJIOTHUSIX U NOIIK-2.2. YmMmeeT nepeBOIUTh C y4E€TOM
3aKOHOMEPHOCTSIX | CHCTEMBbl 3HAHMA O BHJAX, MpUEMaX,

MEepeBOJia, a TAKXKC | CTPATCTHUAX, TCXHOJIOTHAX n
Tpe60BaHI/I$IX, 3aKOHOMCPHOCTAX nepeBoaa, a TakKXKeC
IpCaABABIISICMbBIX K Tpe60BaHI/IHX, NpCaAbABIIACMBIX K IICPCBOA
MepeBoOaYy;,

MNOIIK-2.3. Bnageet HaBbIKamMu IIepeBO/jia €
Y4E€TOM CHUCTEMBI JIMHTBUCTHYECKUX U
HEJIMHIBUCTUYECKAX 3HAHUI

Pa3nes 3. MecTo IMCHUIIIIMHBI B CTPYKTYpe
0o0pa3oBaTeIbHON NPOTrPaAMMBbI

Huctunmuaa  «OcHOBBI  MHGOPMAIIMOHHONW ~ 0€30MacHOCTH B MPOQECCHOHAIBHON
JesTeIbHOCTH» BXOAMT B COCTaB 0a30Boi uvactu Onoka 1 «/lucuumiavsbe» (MOIYiIM) OCHOBHOM
npoeCCHOHATBFHON 00pa30BaTENbHON MPOTPAMMBI CHEIHATIICTAa TI0 HANPABICHUIO MOJITOTOBKU
45.05.01 ITepeBoxa u nmepeBosioBeieHHe. JuciMIIMHa MpU3BaHa yriyOUTh 3HaHUS 0OYYalOIIMXCs B
oOmacTi MHGHOPMAIIMOHHBIX TEXHOJOTHHA U MX MPAKTUIECKOTO MTPHMEHEHHS.

K ncxomspiM TpeGoBaHUAM, HEOOXOIUMBIM JJIsl U3yYEHUS JUCLUIUIMHBIL, OTHOCSTCS 3HAHUS,
YMEHHSI U KOMIIETeHLIUH, CGOPMUPOBAaHHbIE Y 0oOydaromuxcs B cpenHel oOuieo0pa3oBaTeabHOM
IIKOJIE U B MPOLIecce U3YUYeHUs NUCHUILTUHBI « THpOopMaTuKay.

Huctunmuaa  «OcHOBBI  MHGOPMAIIMOHHONW ~ 0€30MacHOCTH B MPOQECCHOHAIBHON
NeSITeIbHOCTH» SABISETCS OCHOBOW I M3Y4YEHHs BCeX JUCHUIUIMH MpOodhecCHOHATbHON
MOJITOTOBKH, JIJISI TIPOXOXJIEHUS MPOU3BOJCTBEHHOW TMPAKTUKH, a TaKKe JJIS OCYIIECTBICHUS
HAYYHO-HMCCIIEI0BATENbCKOMN IEATEIIbHOCTH 00YJarOIUXCcsl MPU HAIIMCAaHUHM KYPCOBOM U BBIITYCKHOM
KBaJIN(DUKAIIOHHOM paboT.

PA3JE] 4. OBBEM (TPYJIOEMKOCTD) TUCIUTLINHBI
(OBLLIASL, TIO BUJAM YYEBHOM PABOTBI, BUJJAM IMTPOMEJKYTOYHOM ATTECTAIIUM)
CPYKTYPA U COAEPKAHME JUCIHUIIJINHBI



Tabnuya4.1

TpyaoeMKOCTh JUCHUIJIMHBI U BUAbI Y4eOHOH padoThI
Ha 04YHO# opme 00yUeHUs

KoHnTakTHas paborta HNuas | Yacer | Konr
3aHATHS CEMUHAPCKOIO THIA CP CPHa | posb
3.e. | Uto | Jlekimonn | Jlabopatop | IIpakTuueckue/cemun | KoHTakT 1IOATO0T
ro Oro TUIa HBIE apckue Has OBKY
paborta Kypcos
o oi
KypCOBO paboThI
i pabote
Cemectp 4
3 |108 17 17 20 52 2
3a4yeT
Bcero no nucrumninne
3 | 108 17 17 20 52 2
3aueT

Ilepeyens pa3aesioB (MoayJiei), TeM TUCHMILIMHBI M pacnpeaejieHue y4eOHOro BpeMeHH!
1o pazjaeaMm\reMaM JUCHUILUIMHBI, BUIAM YY€OHBIX 3aHATHH (B T.4. KOHTAKTHOM
padoThI), BUIAM TEKYyIIEero KOHTPOJIsI

Tabnuya 4.4
ouyHasi popMma 00yueHUs
KonTakTHas paborta
3aHsTHs [IpaxTuy Bcee
Tembi\paziesb SansH CEMHHApPCKOTro | Konrakt | eckas | Wua | KoHtp | TO
(Moynn) A TUA Hag noaroro | 1 CP | omp | waco
JIEKIIIO
pabota BKa B
HHOTO IIpak. | mo kyp.p.
tina | JlaG.p P PP
/cem.

Tema 1. Bsenenune B 2 8 14
UH(POPMALIMOHHYIO 2 2
0€30I1acHOCTD
Tema 2. 3ammura oOT 2 8 14
KOMITBIOTEPHBIX BHPYCOB. 2 2
Tema 3. 4 8 14
Kpunrorpaduueckoe 2 2
3aKpBITHE HHPOPMAITIH
Tema 4. 3ammTa OT MOTEPH 4 8 18
uH(pOpMaIUK K3-32 OTKA30B 3 3
IPOTPaMMHO-AITIIAPATHBIX
CPEICTB




Tema 5. 3amura 4 10 22

UH(POPMALIMOHHO-

IPOrPaMMHOTO

obOecrieueHUsT Ha ypOBHE 4 4

OMEpAIMOHHBIX CHUCTEM U

CUCTEM yIpaBlieHUsI Oa3zamMu

JTAHHBIX

Tema 6. Croenuduyeckue 4 10 22

0COOEHHOCTHU 3aIUTHI

UHPOpPMALIUU B JIOKAJIBHBIX 4 4

u rI100aIbHBIX

KOMIBIOTEPHBIX CETAX

3auer 2 2

Bcero yacos 17 17 20 52 2 108
Tabauya 4.3

Conep:xkaHue pa3/iesioB U CHUTLTHHBI

HaunumenoBanue
pa3aesia TUCUMIIIMHBI

Copneprxanue pa3aesa JHCHHILIAHbI

Tema 1. Beeneunue B
UH(GOPMALIMOHHYIO
0€e30I1aCHOCTh

Ponb u MecTo cuctemsl obecrieueHruss HHPOPMAIIMOHHOW 0€30IacCHOCTH
(MUb) B cucreme HamwoHanbHOH Oe3omacHoctd P®; noktpuna Wb,
uctopus poodsiemsl b, yrpossl Ub; MeTos! 1 cpeacTBa obecieueHus
Wb; meTonosoruyeckue M TEXHOJOTMYECKHE OCHOBBI KOMIUIEKCHOTO
obecrieuenuss UUb; moxenu, crparerun u cucrembl odecnieuenus Ub;
METOJl  yIpaBIEHUS, OpraHu3aluu © obecredeHuss paboT 1o
obecneuenuto Ub; npobiemsl nHGOpMALIMOHHONW BOWHBI; IPABOBbIE U
HOpMAaTUBHBIE aKThI B o0actu Ub. IIpenorBpaienue
HECAHKIIMOHMPOBAHHOI'O JOCTYNMa K KOMIIBIOTEPHBIM pecypcaMm U
3allUTa MPOTPAMMHBIX CpeACTB. WaeHTudukaius monbp3oBareneii u
YCTAQHOBJICHUE WX TMOJIMHHOCTH MpPH JOCTYyNE K KOMIIbIOTEPHBIM
pecypcaM. OCHOBHBIE 3Tallbl JONMYCKa K pecypcaMm BBIUMCIUTEIBHOU
cucrembl. Hcnonp3oBaHue mpocToro mapois.  Mcnonbs3oBaHue
JUHAMHUYECKH  M3MEHSIoHIerocss mnapoiisi. B3auMHas  mpoBepka
MO/JIMHHOCTU U JpYTrUe ciiydau omno3HaHusA. CrocoObl pa3rpaHudeHUs
JIOCTyIla K KOMIIBIOTEPHBIM pecypcaM. PasrpaHuueHue goctyna o
cnuckaMm. lcrnonbp3oBaHne MaTpUIbl YCTAHOBJIEHUS TMOJHOMOYHMA.
IIpou3BonbHOE UM NPUHYAUTEIBHOE  YIPABICHUE  JTOCTYIIOM.
Pasrpannuenue noctyna mo YpOBHSM CEKPETHOCTH W KaTETOPHSIM.
[TonsiTie METOK 0€30MacHOCTH. YTpaBlieHHE METKaMu 0e30MacHOCTH.
[TaponbHOE pasrpaHWdYeHUE OOCTYNa W KOMOWHUPOBAHHBIE METOJIBI.
Oco0eHHOCTH TPOTPAMMHOM peanu3allid KOHTPOJIS YCTaHOBIEHHBIX
MTOJITHOMOYH. 3amura NIPOrPAMMHBIX CpPEACTB oT
HECAaHKI[TMOHHUPOBAHHOT'O KOIKUPOBAHUS, UCCIIe0BaHUS u
Moaudukamuu. [lpuBszka mporpamMm K cpene (yHKIIMOHUPOBAHUS.
3amura nporpaMM OT HECAaHKIIMOHUPOBAHHOTO 3aITyCKa.

Tema 2. 3amura ot
KOMHBIOTepHI:IX
BHUPYCOB.

HcTopust mosiBlIeHUS! KOMITbIOTEPHBIX BUPYCOB U (DaKTOPHI, BIUSIOLINE
Ha uX pacrnpoctpaHenue. [lonsTue koMmmeroTepHoOro Bupyca. OCHOBHBIE
9Tambl XU3HEHHOTO HUKIa BHUPYCOB. OOBEKTHI BHEIPEHUS, PEKUMBI
(GYHKIMOHUPOBAHUS M CIelUalbHble (YHKIUH BUPYCOB. CXxeMbl
3apaxxeHus (QaioB. Cxembl 3apakeHus 3arpy3dunkoB. CrocoObl

6




MaCKHpPOBKH, HCIIOJIb3yEMBIE BHpYyCaMH. Knaccudukanus
KOMIBIOTEPHBIX ~ BUpycoB. OOmias opraHusanus 3allUThl  OT
KOMIBIOTEPHBIX BHUPYCOB. TpaH3UTHBIA M JAUHAMUYECKUU PEKUMBI
aHTUBUPYCHOM 3ammThl. [loMCKk BUPYCOB 1O CUTHarypam Hu
o0e3BpexxuBaHuEe OOHAPYKEHHBIX BUPYCOB. YTJIyOJICHHBIN aHaIu3 Ha
HaJlMYM€ BHUPYCOB NYTEM KOHTPOJS  3TAIOHHOTO  COCTOSHMS
KOMITBIOTEPHOM CHUCTEMBI. 3allliTa OT JAECTPYKTUBHBIX ACHCTBUU U
pa3sMHOXKEHUSI BUPYCOB. MCMOJMb30BaHUE CPEACTB aIlMNapaTHOTO U
nporpaMMHOro KoHTposst. CTparerusi 3a01aroBpeMeHHOM MOATOTOBKU
K 3(QexTuBHON JMKBUIAIIMK TOCIEACTBUN BUPYCHOM SIHUIEMUH.
TexHomoruss rapaHTUPOBAHHOTO BOCCTAHOBJIEHUE BBIYMCIUTEIBHON
CHUCTEMBI MOCIIE 3apaKEHUsI KOMITBIOTEPHBIMH BUPYCAMU.

Tewma 3.
Kpunrorpaduueckoe
3aKphITHE HH(DOpMAITUK

Beenenne B kpuntorpaduio. IlpeacraBnenwe — 3ammimaeMon
uHpopManuu; yrpo3bl  0e30macHOCTH  HMH(OpPMAIMM; I[IEHHOCTh
UH(pOpMaLIUU; OCHOBHBIE

TEPMUHBI M TOHITUS KPUNTOrpaduu; OTKPHITHIE COOOIIEHHUS W HX
XapaKTEepPUCTUKH; MOJIEIM OTKPBITBIX COOOLICHUH; HCTOPUYECKUIA
ouepK pa3BuTHs Kpunrtorpaduu; THUITEI KpUNTOrpa@UUEeCKUX CHCTEM.
[Ipocteie  MmeTtoasl  mudpoBaHUs:  WHQPHl  HOJACTAHOBKU U
nepectanoBKU. [loacranoBKy ¢ nepeMeHHBIM K03 dunmenTom capura.
Muorocinoitasie mudpsl. Mcnonb3oBaHue MCEBAOCITYYalHBIX YHUCEN
Ui TeHepaluu  Kiarode.  BpiObop mopokparomiero  yuciaa U
MaKCUMM3alMs JJIMHBI IOCIEJ0BATEIbHOCTH YHUCeN KIto4a. Pexumbl
mmdpoBanusi. OcoOeHHOCTH IMUGPOBAHHUS JAHHBIX B  PEXKHME
peanbHoro Bpemenu. llu¢poBanue kiroua mpu HEOOXOJUMOCTH €ro
XpaHeHHs ¢  3amuppoBaHHBIMH  JaHHBIMH. CKOpOCTHBIE U
He/IeTepMUHUPOBAHHbIE TporpaMMHble MHU(Pbl. OCHOBBI CKOPOCTHOTO
HIppoBaHUSL. BHecenne ~ HeolpeAeleHHOCTEH B IIpoLece
Kpunrorpadguueckux npeoOpazoBanuil. CranmapTbl MUGPOBAHUS.
[TpoTokonbl pacrpeneneHuss KIo4Yel; MPOTOKOJIbl YCTaHOBJIEHUS
HOJUIMHHOCTH; 3JIEKTpOHHAas Lu¢poBas noanuck; O6mas opranuzanus
KPUNTOTpapUUECKON 3aIUTHI

UHpOpMaLIUH. Hcnonb3oBanue 00I1eCUCTEMHBIX "
CTHEeIMATM3UPOBAHHBIX MPOTPAMMHBIX CPEIACTB sl [H(poBaHUs
¢aitnoB u  paboTbl € CEKPETHbIMH BHEIIHUMHM  HOCHUTEJISIMHU
nH(pOpMalNH.

Tema 4. 3amura ot
noTepu UHPOpMAIIH
H3-3a 0TKA30B
MIPOrpaMMHO-
anmnapaTHBIX CPE/ICTB

YHUUTOXKEHHE OCTATOYHBIX JaHHBIX. BHIBI OCTaTOYHBIX JaHHBIX.
CnocoObl  3alUTBl  OT HECAHKIMOHUPOBAHHOTO  HCHOJIb30BaHUS
ocTtaToyHOil uMH(pOopManuu. lcrnonp3oBaHMe CHEIMATHU3UPOBAHHBIX
IporpaMM TI0 YHUYTOKEHHIO OCTATOYHBIX JaHHBIX. CrienuaibHbIe
PEKUMBI U OCOOCHHOCTH IIM(POBAHUS JAHHBIX B PEXHME pEabHOTO
BPEMEHH C BO3MOXXHOCTh MTHOBEHHOTO YHUYTOKEHHS JIaHHBIX.
Hcnonb3oBanue 00IIeCUCTEMHBIX u CMEeLUATU3UPOBAHHBIX
MIPOTPAMMHBIX CPEJICTB /ISt MTHOBEHHOTO YHUYTO)KCHUS TaHHBIX.

OcHOBHBIE CIOCOOBI 3aIIUTHI OT MOTEPU MH(POPMAIUU U HapyLIeHUN
paboTocrnocoOHOCTH BBIYHMCITUTENbHBIX CPEICTB. Buecenue
¢GyHKIMOHATBHOH M HMH(OPMAIMOHHONW M30bITOUHOCTH. CrOCOObI
pesepBupoBanny uH(popMmanmu. I[IpaBuina OOHOBIEHHS pE3EPBHBIX
JNaHHbIX. Metoapl cxkatus uHbopMmanuu. ApxuBanus (ailoBbIX
naHHbIX. OCOOEHHOCTH apXUBaIlMM Ha MAarHUTHBIE TUCKU U MAarHUTHYIO
aenty.  PesepBupoBaHME ~ CHUCTEMHBIX  JaHHbIX.  [loaroroBka
INPOTPaMMHBIX CPEJICTB BOCCTaHOBJICHHA. be3omacHas HWHCTayUIALUS
OpOrpaMMHBIX cpenacTB. OOuie cBeleHHs 0 HapyUIeHHH JIOCTyNa K




JUCKOBOM W ONEPATHBHOM IaMATH. TEXHOJIOrus BOCCTaHOBIICHUS
JIUCKOBOW W ONEPAaTUBHOW MaMATU. /[MarHOCTHUpOBaHUE U yCTpaHEHUE
JOTMYECKUX U (PU3HYECKHX IEe(PEKTOB MArHUTHBIX IUCKOB. OTMeHa
pe3yibTaToB (OPMATUPOBAHUS M BOCCTAHOBJICHHE IMOBPEXKICHHBIX
¢aitnoB naHHBIX. 3amuTa (QaigoB OT yJajleHUsT M BOCCTAaHOBJIEHUE
ylnaneHHsx (aitoB. be3omacHoe k3mmpoBaHue W JedparMeHTanus
JUCKOBOM MNaMATH. BoccTaHOBiICHME M ONTUMH3aLUsA ONEPATUBHOU
aMsATH KOMIIbIOTEPA.

PyuHoe BoccTaHOBiIeHUE NaHHBIX. be3onacHoe okoHYaHue paboThl Ha
KOMIIBIOTEPE.

Tema 5. 3amura
UH(POPMALIMOHHO-
IPOrpaMMHOTO
o0OecrnieyeHus: Ha ypOBHE
OTICPAIIMOHHBIX CHCTEM
U CHCTEM YIIPABICHUS
0a3zaMu JaHHBIX

OO0mue cBeneHHWs O peanu3aludd  3alUThl  WH()OPMALMOHHO-
OporpaMMHOTO  obOecreueHusi B ONEpAIMOHHBIX  CHUCTEMax.
Knaccudpukanusa ¢GyHKUMA 3amuThl MO  YpPOBHSIM 0€30MacHOCTH,
HNOAJEpKUBaeMbIX  omepanuoHHoll  cucremor  (OC).  Snpo
6e3omacHoct OC. AmmapaTHas OCHOBa peaju3aliy 3allUThl Ha
ypoBae OC. Cranmaptel 1o oueHke ypoBHs Oe3omacHoctu OC.
Buecenue QyHKIMOHATbHOW W HMH(DOPMALMOHHOW H30BITOYHOCTH
pecypcoB Ha ypoBHe OC. OCHOBBI

HagexxHoro ammuHucTpupoBanus OC. Hcnonbzyemble CrocoObl
pasrpaHWueHHst JIOCTyNIa K KOMIIBIOTEPHBIM pecypcaM, a TaKxke
cnyxObl  peructpauuu u curHamm3anuu. CpeactBa OC 1o
JMAarHOCTUPOBAHMIO U JIOKAJIHM3AIMHA HECAHKIIMOHMPOBAHHOTO JIOCTYIIA
Kk pecypcam BC. be3omacubie QaitnoBeie cuctembl coBpeMeHHbIXx OC
(HPFS, NTFS). Iloacucremsl O6e3omacHocTH coBpeMeHHbIXx OC
(Windows 95, Windows NT, UNIX), ux HemocTaTKM W OCHOBHBIC
HANpaBJICHUSI  COBEPIICHCTBOBaHUS.  KOHIENTyanbHBIE  BOIPOCHI
MOCTPOCHUS YPOBHEH 3alIMTHl CHCTEM YIpaBiIeHUs 0a3amMu JTaHHBIX
(CYBM). OcuoBubie TpeboBanus k noacucreme 0ezomnacnoctu CYB/I.
OO0mue cBeaeHHS O pa3rpaHUYeHHH JOCTyna K 0a3aM JIaHHBIX.
OO6si3aHHOCTH ~ aJIMMHHMCTpATOpa IO 3amure 0a3 JaHHBIX  OT
HECAaHKIIMOHMPOBaHHOrO  goctyna.  OmpenesneHue  MOJTHOMOYMH
TIOJI30BATENEH 10 TOCTYIy K 0a3e JaHHBIX. MCTonbp30BaHuEe MaTPHUIIBI
MOJTHOMOYMI AJI pa3rpaHUYeHHs JOCTYIa K dJIeMEeHTaM 0a3 JaHHBIX.
MangaTtHas cuctema pasrpaHHMYEHHs JOCTyIa. 3alluTa JaHHBIX NpU
cTaTucTHueckoi obpaboTke. OOmiee MOHATHE O IEIOCTHOCTH 0Oa3bl
JMaHHBIX. TUNBl OMMOOK, BEIyIMX K HAPYIICHUIO IIEJTOCTHOCTH.
3amaHue OrpaHUYEeHUN IIETOCTHOCTH. TpaH3akiMs U €€ CBOMWCTBA.
BoccranoBnenue 06a3pl  gaHHBIX. (OCOOEHHOCTH BOCCTAHOBJICHUS
pacnpeneneHHoi 6a3pl qaHHBIX. [[pobieMa HEMPOTHBOPEUUBOCTH TIPH
napajieIbHON 00paboTke maHHBIX. Vcmonb3oBaHWE OJIOKUPOBAHUS
JUI yIIpaBJIeHUs THapajjienbHol o0paboTkoil. MeToa He3aBHCHMOTO
BBITIOJTHEHUS TpaH3aKIIHH. VYnpasnenue napajuieIbHBIMA
TpaH3aKIUsIMU Ha OCHOBE BPEMEHHBIX U BEPCHOHHBIX OTMETOK. MeTo
oOHapyXeHHsl TMPOTHBOPEUMBBIX 3alHCed IKypHAlIa pPETUCTPALUU.
Metox UCTIONB30BaHUs TECTa MPABMIBHOCTH. Pa3pernienne TymuKOBBIX
curyauuid. WuctpymentansHble cpeactBa CYBJl mo obecnedeHuto
LIETOCTHOCTH 0a3 JaHHBIX.

Tema 6.
Crneuuduueckue
OCOOEHHOCTH 3aIUThI
uHpopManuu B
JIOKaJBHBIX U
I00ATbHBIX

AHanu3 CTPYKTYPBI u IIPUHIIAIIOB (G YHKIMOHUPOBAHUS
BBIYUCIUTENBHBIX CeTel ¢ MO3UIUHM oOecredeHus HH()OPMAIMOHHON
0€30MacHOCTH. Yrpo3sl HMH(}OPMALIMOHHO-TIPOrPAMMHOMY
0o0eCreyeHnto,  XapakTepHble  TOJBKO  JUIi  paclpeneleHHON
BBIUUCIIUTENBHOU cpefbl. Mcronp30BaHue KPUNTOTpaQUUECKUX CUCTEM
JUIS 3al0MATHl JTAHHBIX, LUPKYIUPYIOIIMX B BBIYMCIUTEIIBHON CETH.
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KOMITBIOTEPHBIX CETAX Oco0OeHHOCTH TPUMEHEHHS] CHUMMETPUYECKHMX U aCHMMETPUUYECKUX
cucreM MmudpoBanus. PacnpeneneHue KiIouell Mexay y3inaMmu
BBIYHCIIUTENILHON ceTH. BripaboTka cekpeTHbIX kiatoueid mo duddu-
XemMany. PacripeneneHue Kirodel ¢ MOMOLIBIO ACUMMETPUYECKHX
cucteM mmdpoBaHus. B3aumHoe moATBepxkACHUE MOMAIUHHOCTU TPU
oOmeHe cooOmeHussiMd B cetd. llomaepkaHue  LEIOCTHOCTH
HUPKYJTUPYIOUIMX B ceTh cooOmeHnil. dopMupoBaHue U MpoOBEpKa
UppPOBOK MOANMUCH. 3aluTa OT OTPHLIAHUS (DAKTOB OTMIpaBKU U
npueMa cooOiIeHui. 3amuTa OT HaOII0IeHUs 32 TIOTOKOM COOOIIEHU
(rpaduxom) B ceru. 3ammuta B Internet m Intranet. Vcmonb3oBanue
MEXCETEBBIX JKpaHOB (OpaHIMay’poB) IS 3alIMThl MHGOpPMAIUU B
JIOKQJIBHBIX BBIYUCIUTENBHBIX CETSX. THUIBI MEKCETEBBIX JKPAaHOB, UX
JIOCTOMHCTBA U HegocTaTku. OrpaHUYeHre JOCTYTa U3 JOKAJIBHOM ceTn
B Internet ¢ mnomompo proxy-cepBepoB. besomacHocts JAVA-
TIPUITOKEHUH.

3AHATUS CEMUHAPCKOI'O THUIIA
JIABOPATOPHBIE 3AHATHUSA
OBIIME PEKOMEHJAIIMHA 110 TIOAT'OTOBKE K TABOPATOPHBIM 3AHATUSAM

C nenpro obecrieueHus: YPPEKTHBHOTO YCBOCHHUsI OOyUYarOIIMMUCS MaTepHaja Kypca IpH
BBINOJIHEHUM MMHU J1aOOpaTOpHBIX pabOT HEOOXOAMMO, YTOOBI 3TH PaOOThI BBHIMOIHSIUCH I[1OCIIE
NpopadOTKA  COOTBETCTBYIOIIETO  MaTepuaia ©  YCBOGHHS  TOpPAOKAa  MPOBEICHUS
sKcHepuMeHTanbHON yactu. [loaTomy nomyck oOydaromuxcs K BBIIOJIHEHUIO COOTBETCTBYHOIIEH
paboThI 1eneco00pa3HO OCYIIECTBIATH TOJIBKO MOCIE TOTO, KAK OHM BO BpPeMs IPEIBApUTEILHOTO
orpoca IOKaXYyT COOTBETCTBYIOIME 3HAaHUA. TakuM o00pa3oM, TNpoLeaypa BbINOJIHEHUS
o0yJaromumcst 1abopaTopHON pabOThI CBOAMUTCS K ABYM dTaraM: MOJArOTOBKA K COOECETOBAHHIO 110
TEOPETUYECKON YaCTH U BBIOJHEHHE HHANBUAYAIBHOTO MPAKTUYECKOTO 33/1aHUS.

PexomenryeTcst HCIIONIb30BaHHE KOMITHIOTEPOB ITPH BHITIOJIHEHUH PAaCUeTOB U HCCIIEIOBAHUI
B IIPaKTUYECKOH padoTe.

OcHOBHasi PEKOMEHJIAIMsI CBOAMTCA K OOECIEYCHUIO PABHOMEPHOW aKTUBHOW pabOTHI
oOyyaromuxcs HaJ KypcoM B Te4eHHE Y4yeOHOro ToAa: OHHM JOJDKHBI MpopadaThiBaTh
TEOPETUYECKHI MaTepHrall, TOTOBUTHCS K BHIIOJIHEHHIO JTAOOPaTOPHBIX.

JlaHHBIM KypC COpPMEHTHpPOBAaH KaK Ha CaMOCTOSITENIbHYIO MTO3HABATEIbHYIO JIEATENbHOCTh
CITymIaTesiei, Tak U Ha MX yMEHHe paboTaTh ¢ MaKkeTaMH MPHUKJIAAHBIX mporpamm. [Tpu n3ydeHun
JAHHOTO Kypca 00y4aroIuMCs IPEICTOUT BBIOIHUTD CIIEAYIOIINE BUABI paboT:

AHaIIN3 TEOPETUYECKOTO MaTepraa;

[TpopaboTka JIEKIIMOHHOTO MaTepHala;

BrinosniHeHME MPaKTUYECKUX 3aJaHUI

Tema Ne 1. BBegenue B uHGOPMALMOHHYIO 0€30MIACHOCTb.
Conepxanue MPaKTHUECKOTO 3aHATHS (TeMbI\3a1aHus \KeHChI\HHOE)

3amanne Nel Yrpasnenne madnonamu 6e3omacHoctd B Windows
3ananue 2 Ha3zHadyeHwue mpaB Mojab30BaTeNell Mpy MPOU3BOIHHOM YIPABICHUH JOCTYIIOM B
Windows 2000 (XP)

Ocnoenas tumepamypa'

[Taasrua B.®. Undopmarinonnas 6e30macHOCTb U 3amuTa nHpopManuu [DIeKTpoHHbIN pecypc] /
B.®. [lanbrun. — DnekTpoH.TeKcToBbIE NaHHbIe. — CapartoB: [IpodobpaszoBanue, 2017. — 702 c.
-OBC «IPRsmartsy. — 978-5-4488-0070-2. — Pexum JOCTyTIA:
http://www.iprbookshop.ru/63594.html

1 U3 3BC




Hononnumenvnas numepamypa?

@aponoB  A.E. OcHOBbl HMHQOpPMALMOHHOW Oe30macHOCTH Tpu paboTe Ha KOMIBIOTEpE
[DnexTponnbiii pecypc] / A.E. ®apoHOB. — DIEKTPOH.TEKCTOBBIC naHHbIe. — M. : HHTEpHET-
VYuusepcurer Uadopmarmonnsix Texnomoruit (MHTYUT), 2016. — 154 c.  -OBC «IPRsmartsy.
— 2227-8397. — Pexxum mocryma: http://www.iprbookshop.ru/52160.html

Tema Ne 2. [IpaBoBoe obecneueHne HH(POPMALMOHHOH 0€30MIACHOCTH.
ConeprkaHue MPAKTHYSCKOTO 3aHATHS (TeMbI\3a1aHuUs \KSHChI\HHOE)

3aganue Ne 1 C ucnonb30BaHMEM MOMCKOBO-cHpaBO4YHOM cucteMbl Koncynbrantlliroc
HalTHU U PaCCMOTPETh OCHOBHBIE MOJI0KEHNUSI HOPMATUBHBIX U 3aKOHO/IATEJIbHBIX aKTOB.

Jlureparypa:

OcHoBHas
Ocnosnas rumepamypa®
anerun B.®. MadopmanronHas 6€30nacHOCTh U 3amuTa uHbopManuu [InIeKTpoHHbIN pecypc] /
B.®. lllansrun. — DnekTpoH.TekcTOBBIC naHHbIe. — Caparos: [Ipodobpazosanme, 2017. — 702 c.
-OBC «IPRsmartsy. — 978-5-4488-0070-2. — Pexum JocTymna:
http://www.iprbookshop.ru/63594.html

Jononnumenvnas numepamypa*

®aponoB A.E. OcHoBbl uH(OpPMAaLMOHHONW O€30macHOCTH TMpU paboTe Ha KOMIbIOTEpe
[DnexTponHbIii pecypc] / A.E. @apoHOB. — DJIEKTPOH.TEKCTOBBIE JaHHbIe. — M. : WHTEepHeT-
Yuusepcurer Uudopmarnmonnsix Texunonoruit (MHTYUT), 2016. — 154 c.  -OBC «IPRsmartsy.
— 2227-8397. — Pexxum noctyna: http://www.iprbookshop.ru/52160.html

Tema Ne 3. Komnbrorepubie BUpychbl 4 00pb0a ¢ HUMH.
ConeprkaHue MPAaKTHYSCKOTO 3aHATHS (TeMbI\3a1aHus \KeHChI\NHOE)

3ananue Ne 1 [IpodunakTuka IpOHUKHOBEHUS «TPOSTHCKUX MPOrPaMM»»

3amanue Ne 2 Hacrpoiika, H3ydeHHE pEeXHMOB pabOThl M CpaBHEHHE pPa3IMYHBIX
AHTHBUPYCHBIX MTAKETOB. AHTUBUPYCHOE MPOrpaMMHOE 0OecTiedeHne

3amanne Ne 3 Hacrtpoiika, u3yyeHHe pPEXUMOB pabOTbl M CpaBHEHUE PA3TUYHBIX
AHTUBHUPYCHBIX MAKETOB. AHTHBHUPYCHOE MPOTPpaMMHOE O0ecTiedeHne
Ocnoenas numepamypa®
[Tansrun B.®. Undopmarinonnas 6€30mMacHOCTh U 3amuTa MHPopManuu [ IIeKTpOHHBINA pecypc] /
B.®. [lanbrun. — DnekTpoH.TeKcToBbIe naHHbIe. — CapartoB: [Ipodobpaszosanue, 2017. — 702 c.
-OBC «IPRsmartsy. — 978-5-4488-0070-2. — Pexum JOCTyTIA:
http://www.iprbookshop.ru/63594.html

Jlononnumenvnaa numepamypa®

@®aponoB A.E. OcHoBbl uH(pOpManMoOHHOW Oe30macHOCTH TMpu paboTe Ha KOMIIbIOTEpe
[OnexTponnsblii pecypc] / A.E. ®apoHOB. — DNeKTpOH.TEKCTOBbIE AaHHbIe. — M. : MHTepHeT-
VYuusepcurer Unpopmanmonnsix Texnonoruit (MHTYUT), 2016. — 154 c¢.  -OBC «IPRsmartsy.
— 2227-8397. — Pexxum nocryma: http://www.iprbookshop.ru/52160.html

213 9BC
313 BBC
4 13 OBC
® 13 9BC
® 113 9BC

10



Tema Ne 4. BoccTaHoBJieHHe 3JIEKTPOHHOM HHopManuu.
ConeprkaHue MPAKTUYECKOTO 3aHATHS (TeMbI\3a1aHus1 \KEHChI\HHOE)

3ananue Ne 1 BoccranoBnenue 3apakeHHBIX (paitinoB

3amanue Ne 2 3amura nporpamm U GailyioB OT HECAHKITMOHUPOBAHHOTO JOCTYIIA
Ocnosnas rumepamypa’
[anerun B.®. Madopmanmonnas 6e30macHOCTh U 3amuTa nHdopManuu [ DIeKTPOHHBIH pecypc] /
B.®. [llaaprun. — DnekTpoH.TeKCcTOBbIE naHHbIe. — Capartos: [Ipodobpazosanue, 2017. — 702 c.
-OBC «[PRsmarts». — 978-5-4488-0070-2. — Pexum JocTyna:
http://www.iprbookshop.ru/63594.html

Jononnumensnaa numepamypa®

@aponoB A.E. OcHoOBbl HMHQOpPMALMOHHOW Oe30macHOCTH Tpu paboTe Ha KOMIBIOTEpE
[DnexkTponnsiii pecypc] / A.E. ®apoHOB. — DIEKTPOH.TEKCTOBBIC NaHHbIe. — M. : MHTEpHET-
VYuusepcurer Uudopmarmonnsix Texnomoruit (MHTYUT), 2016. — 154 c.  -OBC «IPRsmartsy.
— 2227-8397. — Pexxum poctymna: http://www.iprbookshop.ru/52160.html

Tema Ne 5. D1eKTPOHHBIH JO0KYMEHTO000POT. DJIeKTPOHHASI HU(POBAs MOANMCH.
CoaeprkaHue IPAKTHYSCKOTO 3aHATHS (TeMbI\3a1aHus \KSHChI\HHOE)

3amanue Ne 1 YcraHoBute cepTH(HUKAT yIOCTOBEPSIOUIETO IEHTPA U JHYHBIN CITy>KeOHBIN
cepTu(HUKAT ¢ KITFOYSBOTO HOCUTEIIS.
Ocnoenas rumepamypa®
anerun B.®. MadopmanronHas 6€300acHOCTh U 3amuTa uHbopMauu [INeKTpoHHbIN pecypc] /
B.®. lllansrun. — DnekTpoH.TekcTOBBIe naHHble. — Caparos: [Ipodobpazosanme, 2017. — 702 c.
-OBbC «IPRsmartsy. — 978-5-4488-0070-2. — Pexum JOCTYyTIa:
http://www.iprbookshop.ru/63594.html

Jononnumenvnas aumepamypa*®

®aponoB A.E. OcHoBbl HMHQOpPMALMOHHOW Oe30macHOCTH npu paboTe Ha KOMIbIOTEpe
[DnexTponnsiit pecypc] / A.E. @apoHoB. — DIEKTPOH.TEKCTOBBIE naHHble. — M. : HMHTepHeT-
VYuusepcurer Uudopmarmonnsix Texnonoruit (MHTYUT), 2016. — 154 c.  -OBC «IPRsmartsy.
— 2227-8397. — Pexxum noctyna: http://www.iprbookshop.ru/52160.html

Pa3nen 5. O0pa3oBaTesibHbIEC TEXHOJIOTHH

B cootBercTBUM ¢ TpeOoBaHMAMH cTaHgapTa BOB nemsx peanusanuu KOMIETEHTHOCTHOTO
ojaxoja B y4eOHOM mpouecce IUCHUIUIUHBI «OCHOBBI HMH(OpPMAIMOHHOM O€30MacHOCTH B
poeCCUOHATLHON JEATETbHOCTHY MPEAYCMaTPUBACTCS IIMPOKOE MCHOJIb30BAaHHE AKTUBHBIX M
MHTEPAKTUBHBIX ()OPM MPOBEIEHUS 3aHATUN B COUETAHMU C BHEAYIUTOPHOH paboToil.O0cyxaeHue
npo0sieM, BBIHOCHMBIX Ha CEMHHAPCKHUE 3aHATHSA, JIAOOpAaTOpHBIE NMPAKTUKYMbl M HPAKTHYECKHE
3aHATUS, IPOUCXOANUT HE CTOJIBKO B TPATUIIMOHHON (hopMe KOHTPOJS TEKYIIUX 3HAHHUM, CKOJIBKO B
dopme IMCKycCcUi, COPUEHTUPOBAHHBIX HAa TBOPUYECKOE OCMBICIEHHE OOyJaromuMucs Haubosee
CJIO’KHBIX BOIIPOCOB.

13 3BC
8 113 5BC
U3 DBC
10113 5BC
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NuTepakTuBHbBIE 00pa3oBaTebHbIE TEXHOJIOTHH,
HCNOJb3yeMble HA AyIUTOPHBIX NPAKTHYECKUX 3aHATUHAX

Tabnuya 5.1
Ounas ¢popma o0y4eHus1
Hcnoan3yemblie 00pa3oBaTe/ibHbIE Yacsl
HaumeHoBaHue pa3jiesioB, TeM
TeXHOJIOTHH

Tewma 1. Benenue B undopmarnmonnyro | Ilpaktukym 1 2
0€30MacHOCTb Kpyribiit cTon o Bonpocam

MIPaKTUKyMa
Tema 2. 3amura OT KOMIIBIOTEPHBIX [IpakTukym 2 10
BUPYCOB. Kpyrastit cTon mo Bonpocam

MIPAKTUKyMa
Tewma 3. Kpunrorpadgudeckoe 3akpoitue | [Ipaktukym 3 10
uHpopmanuu Kpyrasiii cToi nmo Bompocam

MIPaKTUKyMa
Tema 4. 3amura ot notepu [IpaxTukym 4 10
uH(pOpMaIlMU U3-32 OTKA30B Kpyraslit cton mo Bonpocam
IPOTPaMMHO-aNapaTHBIX CPEACTB MIPAKTUKyMa
Tema 5. 3ammra nHGopMalOHHO- [Ipaktuxym 5 10
POTPaMMHOTO 0OECTIeUeHHsI Ha Kpyrastit cTon no Bonpocam
YPOBHE OIEPAIMOHHBIX CUCTEM U MpaKTUKyMa
CHCTEM yIMpaBJIeHHs 0a3aMu JaHHBIX
Tema 6. Cnenuduueckue ocooennoctu | [Ipaktukym 6 10
3anUThl HHQOPMAIMH B JIOKATBHBIX U | Kpyruislii cTon mo Bompocam
1J100aJTbHBIX KOMIBIOTEPHBIX CETIX MIPaKTUKyMa

IIpakTukym

Tema Ne 1. Bregenue B undopmanmoHHyro 6€30mMacHOCTb.
3ananue Nel Ynpasienune madaonamu 0e3onacHoctu B Windows

Kpamkue meopemuueckue céedenusn

B coorBercTBUM € cepTH(MKALMOHHBIMM TpPeOOBaHMAMU K CHUCTeMaM O0e30MacHOCTH
OTIEPALIMOHHBIX CHCTEM TPH TOJKITIOUEHUH TOJIh30BaTENEH JOMKEH PEaM30BBIBATECS MEXAHH3M
ayTeHTU(UKALUU U/ U1 UACHTUDUKALIH.

Wnentudukanyss W ayTeHTHQHUKAIMUA TPUMEHSIOTCS JUIsl  OTPaHWYEHUS JIOCTyIa
CIly4yailHBIX U HE3aKOHHBIX CYOBEKTOB (I10JIb30BATEIH, MPOLECChl) HHPOPMALIMOHHBIX CUCTEM K €€
o0BeKTaM (amnmaparHble, IPOrpaMMHbIE U HH(POPMALIMOHHBIE PECYPCHI).

HNnentnduxanuss — 1npuCBOeHHE CyObEeKTaM M O0bEKTaM JOCTyla JIMYHOTO
UICHTU(PHUKATOPA U CPAaBHEHHE €T0 C 3aJaHHBIM.
AyreHTugukanusi (yCTAaHOBJIEHHE TIOJUIMHHOCTH) — IIPOBEpKAa IPHUHAUIEKHOCTU

CY6’BeKTy A0CTyIIa MPEABABICHHOIO UM H}IGHTI/I(I)I/IKaTOpa U MOATBCPKIACHUC €TI0 IMOAJIMHHOCTH.
JlpyruMu crioBamu, ayTeHTU(DUKAIHS 3aKII0YAeTCsl B MPOBEPKE: SBISETCS U MOAKITIOYAIOIIUNACS
CyOBEKT TeM, 32 KOTO OH ce0s BBIJIAET.

Hactpoiika mapameTpoB ayTeHTH(UKAIMH PaCcCMATPUBAEMBIX OIEPAIMOHHBIX CHCTEM
BBIITOJIHACTCA B paMKax JIOKQJIbHOU ITOJIMTHKHA O€30IaCHOCTH.

OcHactka «JlokanbHas MOMTUTUKA OE30MTACHOCTHY UCTIONB3YETCS ISl U3MEHEHHUSI TOJIUTUKH
YUYETHBIX 3aIlMCced W JIOKAJLHOM ITOJIUTHKH Ha JIOKAJIHLHOM KOMITBIOTEPE. HpI/I IIOMOIIIM OCHACTKHU
«JlokasbHas MONUTHUKA OE30MTACHOCTH MOYKHO ONIPEIEIHUTD:

® KTO MMEET JOCTYI K KOMITBIOTEPY;

® KaKHe Pecypchl MOT'YT HCIIOJIb30BaTh MOJIb30BATEIN Ha Bamiem koMIbroTepe;
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® BKJIFOYCHHWE W OTKJIFOYCHHE 3alMCH JCHCTBUI TOJIB30BATENI WM TPYIIBI B KypHAe
COOBITHH.

3ajaHmMe: HACTPOUTH MApaMETPhl JIOKAJBHOW MOJUTHKUA OE30MACHOCTH OIEpPAIlMOHHOM
cucrembl Windows 2000 (XP).

Anzopumm evinonnenus padomaol

Jlis mpocMoTpa ¥ U3MEHEHUs MapaMeTpoB ayTeHTU(UKAIMK MOJIb30BaTeNIel BBHIOJHUTE
CHEAYIOUIUE NEHCTBUSA:

1. Beibepute kHonky Ilyck manenu 3agad.

2. Otkpoiite MeHiOHacTponTs — IlaneabynpaBJieHus.

3.B OTKpBIBIIEMCS OKHE  BpIOepuUTE  SIPIBIK  AJIMMHHUCTPUPOBaHHE  —
JlokanbHasimoJuTUKade3onacHocTH (puc. 25).

& Local Security Settings

KoHCcone  AeficTeMe  Bea  Cnpaeka

Krma
+ m MONMTHEM YHETHBIX SaMHD
+-[18 NokansHelE NOAHTHEK

+ D MoMMTHEW OTERBITOND KK
+1-(_1 MoAHTHIK OrpaHHYEHHDrD
+ g MoAMTHIH BES0NSCHOCTH

CEMomTHrm yaeTHER 3anHCed
& NoraneHsle nomTHER
[CANonmTHin oTkpeIToro Kakda
[ZAManHTHIH orpaHkyeHHorD ke,
@, MonkTrEW BesonacHocTy IP H...

Puc. 25

4. Boibeputre nyHKT IlomTHKay4yeTHbIX3amMceil (3TOT TMYHKT BKJIIOYaeT JiBa
noamnyskta: [loanTukanaposneii v [1oIMTHKAGIOKMPOBKUYYETHOW3AMUCH ).

5. Otkpoiite mnoanyHkT IloauTukanapoJeii. B mnpaBoM oOKHE TOSBHUTCS CHHCOK
HacTpauBaeMbIX MapaMeTpoB (puc. 26).
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& Local Security Settings

KoHcone  AeficTeme  Bua  Cnpaeka

® B =2

@ MapaMeTpbl BE30NaCHOCTH MonnTHEa MNapameTtp bezonac, ..
(8 MonMTHKH yHeTHEX 34rHC) MaKc. CPOK ABACTEMA Napona 42 AHER
B dNonTHEa naponer [R¥] M, anuHa napona 0 CHMEONOE
(& Nonwrika Bnakrposkr E{ MKH, CpoK ABACTEMA Napona 0 aHeR
+-[18 NokansHelE NOAHTHEKR o
iig|MNaponk AoM¥EH 0TEEYATE TPEBOBESHHAM COMHOCTH

+1-(Z1] MOAHTHKK OTEPEITOMD KAK
+1-(_] MoAMTHIK OFpaHHYEHHDr D
+ g MOAMTHIKH BEZ0NACHOCTH I

TpeﬁoBaTb HEMOETOPASMOCTH N&... O ¥paHHMbD: Naponed
Xpanrb NaponM ECEX NONE30EAT...  OTEAHYEH

Puc. 26

6. B mokazaHHOM mpuMepe MOJUTHKA Mapojieil COOTBETCTBYET HMCXOIHOMY COCTOSHUIO
CUCTEMBI 0O€30MAaCHOCTH TIOCIEC YCTAaHOBKM OIEPAMOHHOW CHUCTEMBI, NMPH ITOM HU OJUH U3
MapaMeTpoB HEe HACTPOCH. 3HAUEHUS MTapaMeTPOB MPUBEACHBI B Ta0OHIIE 6.

7. O3HaKOMBTECH CO CBOMCTBAMH BCEX IMAPaMETPOB.

Tabnuua 6
3naueHus napamerpos Ilonutuku naposei
ITapamerp 3HaueHune
TpedooBaTs HemoBTOpsiemocTH | OnpenenseT YUCIo HOBBIX Mapojei, KOTOpble JOJKHBI ObITh
napoJsen COIOCTABJICHBI YYETHOH 3aIIMCH M0JIb30BATENS, IIPEKAE YEM

MO>HO OyJIeT CHOBA UCIOJIb30BaTh CTAPBINA MapOJib. ITO
3HaUYEHME JTOJDKHO MpHHAANIexaTh Auana3zony ot 0 no 24

MaxkcumasbHBIi CPOK Omnpenensier nepuoJ BpeMeH! (B IHAX), B TEYEHHE KOTOPOTO
AeHCTBHS MAPOJIst MO>KHO HCTIOB30BaTh MapOJb, MPEXK/Ie YeM CUCTeMa MOTpedyeT
OT MOJIL30BATENIsA 3aMEHUTH €ro. MOKHO 3a/1aTh 3HAYCHUE B
nuaraszone oT 1 10 999 nHel uiamM CHATH BCAKUE OTpaHUYECHUS
CpOKa JICMCTBUS, yCTAHOBHUB YHCIIO JIHEH, paBHBIM ()

MuHuMaJIbHBIN CPOK Omnpenensiet nepuoJ BpeMeH! (B IHAX), B TEYEHHE KOTOPOTO
AeHCcTBHUS MapoJIs HE00X0/IMMO UCMOIb30BAThH MAPOJIh, IPEXKAE YEM MOTH30BATENb
CMOJKET 3aMEHUTh ero. MOKHO 33aTh 3HAYE€HUE B IMANa30HE OT
1 10 999 nHeii unu pa3zpeminTb HEMEIJIEHHOE U3MEHEHHE,
YCTaHOBUB YHUCJIO JHEH, paBHBIM 0

MunumajbHas JuinHa napoJs | OnpenenseT HaMMEHbIIEE YUCIIO CHMBOJIOB, KOTOPBIE MOXKET
coAepKaTh NMapoJib YYETHOM 3alUCH MOJIb30BaTeld. MOKHO
3a/1aTh 3HaY€HUE B Auana3zoHe ot 1 10 14 cuMBOJIOB WK
OTMEHHUTH UCIOJIB30BaHUE MAPOJIs, YCTAHOBUB YHCIIO CUMBOJIOB,
paBHbIM (
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ITapoJb 10/I2KeH 0TBeYaTh
TPeOOBAHUSAM CJI0KHOCTH

Onpexensier, JOJDKHBI JIW TTAPOITH OTBEYATh TPEOOBAHUAM
CJIO’KHOCTH.

Ecnu 5Ta monuTika BKIFOUEHA, TAPOJIH TOJIKHBI YIOBJIETBOPSTH
CJIETYIOIIIMM MUHUMAJTBHBIM TPEOOBAHHSIM.

e [laposib HE MOXKET COIEPIKaTh UM YUETHOH 3aIucu
MIOJTb30BATEJIS WM KaKYIO-JIH0O €ro 4acTh.

e [laposib JOIDKEH COCTOSITh HE MEHEE YEM U3 LIECTH CHMBOJIOB.
¢ B napouie 10KHBI TPUCYTCTBOBATH CUMBOJIBI TPEX KaTETOPHA
U3 YHCIIa CIEAYIOUINX YeThIPeX:

1) nponrcHbIe OYKBBI aHTTIHHACKOTO andaButa oT A 10 Z;

2) cTpouHbIe OYKBBI aHTTIMHCKOrO aipaBuTa OT a 70 Z;

3) necsrrunbie nudpsi (ot 0 10 9);

4) cUMBOJIBI, HE IPUHA UICKAIINE aT(PaBUTHO-IU(DPOBOMY
Habopy (nampumep, !, $, #, %).

[TpoBepka coOumroieH s STUX TPEOOBAHMIA BHITIOIHSACTCS MIPH
W3MEHCHHUHU WM CO3JJAaHUU TIAPOJICH.

XpaHuTh NapoJIH Beex
moJib30BaTeJieil B JOMeHe,
HCII0JIB3Ysl 00paTuMoe
mudpoBanue

Omnpenenser, ciexyet iau B cucremMax Windows 2000 Server,
Windows 2000 Professional u Windows XP xpanuTs napounu,
UCTIONB3Ys 0OpaTuMoe mudpoBaHue. ITa MOIUTHKA
o0ecIieunBaeT MOAACPIKKY MPHII0KEHUH, UCTIONB3YIOMINX
MPOTOKOJIBI, KOTOPBIM JUIS IPOBEPKH MOUIMHHOCTH HY)KHO 3HATh
1apoJjb MOJIb30BaTeNs. XPaHHUTh MapOJH, 3alIH(POBAHHBIC
00paTHMBIMU METOJIAMH, - 3TO BCE PABHO, YTO XPAHUTh UX
OTKPBITBIM TEKCTOM. [103TOMY JaHHYIO IOJIUTHKY CIIETyeT
MCTIOJIB30BATh JIMIIb B UCKIIOUUTEIBHBIX CIIydasxK, €CIIU
NOTPEOHOCTH MPUIIOKEHHSI OKa3bIBAIOTCS BayKHEE, YEM 3alIlnTa
apoJst

8. Z[J'ISI HU3MCHCHUA Tpe6yeM0ro napamMeTpa BBIACIUTE €ro U BBI3BOBUTE €TI0 CBOICTBa U3
KOHTCKCTHOT'O MCHIO IIOCJIC HaXaTusd npaBoﬁ KHOIIKKM MBbIIIH (I/IJ'II/I JBAXXAbl MICJIKHUTC Ha

HU3MCHACMOM napaMeTpe).

9. B pesynbrare 3TOro JAeCTBUS TOSBUTCS OJHO U3 OKOH, TIOKa3aHHBIX Ha PUCYHKE 27.

CBoHCTEA: MHH. CPOK A HCTEHMA Napoia

Ceoicea: [lapoas gonseH oTEe YaTh Tpe HoEa

&

i o | aHei

MapareTp NoKaNEHOR SE30NaCHOCT I

Mapone Mo#KET GbMb W3MEHEH HEMELNEHHO,

MapardeTp nokaneHOH BEZ0NACHOCTH

. MuH, cpok geficTewA napona ag Maponk gomkeH OTEEYATE TPEAOBAHMARM G0
ek
—

(") Braguure

l[ Orrena ] ak. ]l OtaeH

10.
11.

Puc. 27

N3menuTe 3HaUeHHE apameTpa U HAKMHTEOK.
Hanpumep (o0s3aTenbHO BBINOJIHUTE W COXPAaHUTH), BblOEpUTE

napameTpTpedGoBaTHLHENOBTOPsiEMOCTHIIAPOJIEH U U3MEHUTE €0 3HaueHue Ha 1.

12. Hns Hactpoiiku IloIMTHKUOIOKMPOBKHYYETHOMH3aNMMCH BbIOEpHUTE
3TOT NOJAITYHKT U OTKPOMTE €rO0.
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13. 3HayeHHUs NapaMeTpoB JAHHOTO MOANYHKTa I[lONMTHUKM YyYeTHBIX
3armucei mpuBeaeHbI B Ta0IuUIE 7.

14. O3HaKOMBTECH CO CBOMCTBAMH BCEX MTapaMETPOB.

15. JIns  W3MEHEHMs  [apaMeTpoB  BOCIIOJIB3YHTECh  alITOPUTMOM,
OMHMCaHHBIM B MyHKTax 8-10.

3ananue 2 Ha3zHauyeHue mNpaB NoJb30BaTeJled NPU NPOU3BOJHLHOM YNpPaBJIEHUH
poctynom B Windows 2000 (XP)

Kpamkue meopemuueckue ceedenusn

[Tocne BbIMONHEHUA UACHTUPUKAIMM U ayTEHTU(UKAIMMU TMOJCHUCTEMA  3alllUTHI
YCTaHABIIMBAET TOJHOMOYHS (COBOKYITHOCTh TIpaB) CyOBEKTa JJsi TOCIEAYIOMIETO KOHTPOJIS
CaHKIIMOHUPOBAHHOI'O UCIIOJIB30BaHUsI 00BEKTOB MH(POPMAILIIOHHOM CHCTEMBI.

OOBIYHO TMOJIHOMOYHSI CYyOBEKTa MPEACTABISIOTCS CHUCKOMPECYPCOB, JOCTYITHBIM
MOJIB30BATENIO M MPABAMHUIIOAOCTYIIY K KOKIOMY PECYpCy U3 CIHCKA.

[Ipn pasrpanudeHHH JOCTyna IO CIUCKaM 3aJal0TCS COOTBETCTBUS:  KaXKIOMY
MOJIB30BATEI0 — CIMCOK PECYpCOB M MpaB JOCTyNMa K HUM WU KaXIOMY PECypcy — CIHCOK
MOJIb30BATENICH U UX MPaB JIOCTYIA K JAHHOMY pECypCy.

Chnucky TIO3BOJISIIOT YCTAHOBHUTH IpaBa C TOYHOCTBIO 10 Tmosb3oBarens. Crucku
UCIONIB3YIOTCS B MOJACHCTEMax Oe30MacHOCTH ONEpPAllMOHHBIX CHCTEM W CHUCTEM YIIPaBIICHUS
0a3amMu TaHHBIX.

3agaHue: co3qaTh YYETHYIO 3alHCh M JIOKAIbHYIO TPYIIY, U3MEHUTh MPUHAIJICKHOCTD
IOJIB30BATENS K JIOKAJTBHOU TPYIIIE U OJIOKUPOBATH YUETHYIO 3aIUCh ITOJIH30BATEIIS.

Anzopumm evitnonHeHus padomul

A. Co3nanue y4eTHO# 3amucH.

1. OTkpoiite OCHACTKY YnpaBiieHHEeKOMIIBIOTEPOM B paznene
AnvunucrpupoBanuellanenuynpasienus (puc. 31).

%0 A 0rMHHCTPHPDEAHME |Z| |E|

X
'n:l

daiin - Opaeka Bwa  MsBpanHoe  Cepeumc  Cnpaeka

@Hasa.ﬂ < \_') J: )_\J Momck 0= Marik v

AaPEC! |4 ALMHHACTRHPOESHKS vl Links *

1 . IEI Microsaft \MET Framewark 1.1 Microsaft \MET Framework 1.1
3apauv Ana Gaiinos v nanok A Configuration \Wizards
Shiorkout Shortout
Iim MNepeMMEHDBAaTE takn

MokankHan NoNKTHES
fE30nacHOCTH
Shortout

L.;i MepeMecTHTE dain f McTodHHkH AdHHeIx (ODEC)

KonHpoBaTe diadn
B P i 7 2 KE
@ OnyBnMKoEaTE tafn & sebe

MNPOMEE0AHTENEHOCTE ﬁi MpocMoTp cobelmriA
Shiorkout Shortout

j OTNRAEMTE 3TOT Gain no 1
2KB ? 2HE

ANBKTROHHOA NOHTE
¥ ¥aanmte dadin

Crvwbil CAyBhbl KOMAGHEHTOE
Shiarkout Shortout
Apyrve Mecta 2KE 2 KR

[ Manens yrpasnena

AENEHHE KOMOEHITEDOM

D Mok AoKyMEHTEI
L) OBlme AoKyYMEHTEI

i Mol komnsaTep

\:J CETEBOE OKPY#HEHHE

Puc. 31

2. B ocnactke JIokaabHbIENO0Jb30BATEIMH FPYNNBIYCTAHOBUTE YKa3aTellb MbIIIU Ha
nanky Ionb3oBaTe/u 1 HAKMUTE MIPABYIO KHOIIKY.
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3. B mosiBuBIIEMCS KOHTEKCTHOM MEHIO BEIOEPHTE KOMaHIy
Hosrlitnoan3oBarenb(puc. 32). [TosButcs okno auanoraHoBblitnmonab3oBaresb(puc. 33).

-
.@. ¥npaene HHe KOMMNbHTE POt E]@.§
g KoHcons AeRAcTENE Bria DKHO Cnpaska — =
= EZ
Q ¥ARSENEHHE KOMAERTEpoM (NoKans | Kma
= m CnykelHelE NporpamMMel DHOJ‘IbSDBaTEJ‘IH
+ MpocHoTp coBEITHA Drpynnbl

] QfWHE Narkm

=] g;nDKaanble NONESOBATENH b
D MonezosaTeny

[£3 rpynne:

7] HypHank M oNoBewEHa Np
£ AvcneTyep voTpofcTE

= @ SaNOMHHSMWHE YCTROACTES

+ CBheMHEIE ¥
AetdparMeHTauHA Ancka
H¥ApaEneEHHE AHCK MK

+ % CrymeGel 1 NpHNoseHna

Puc. 32
Hoewli nonezoeate nb

NonezoEarent:

MonHoe KA

Onucanue:

Mapone:
MogTEepkoeHMHE:

MNoTpefoEaTE CreHY Napona NpH CASQUKLWER BXOOE B CHCTERY

[ Orkmmoarrs yueTHyn samics

Puc.33

4. B nosne Iloab30BaTesIbBBEUTE UMS CO3/IaBAEMOTr0 IOJIb30BATENs, HAIIPUMED, CBOIO
hamuuio.
IIpumeuyanne. VMg mosib30BaTesst TOKHO OBITh YHUKAJIbHBIM JUIsl KOMIbioTepa. OHO
MOXET coAepkaTh 10 20 CUMBOJIOB BEPXHEr0 U HUXKHEro perucrpa. Huke npuBeeHsl CUMBOJIBL,
NpPUMEHEHHE KOTOPBIX B MMEHH MOJb30Barens Hemomyctumo: » / \ [] @ ; =, +*?7<>Uwmsa
M0JIB30BATENsl HE MOKET COCTOSITh LIEJIMKOM U3 TOYEK U IPOOeoB.
5. B noze ITostHoe 1Mt BBEIUTE MTOJTHOE UMSI CO3/JaBa€MOT0 MOJIb30BATES.
6. B mone OnucaHuWeBBEIUTE ONKMCAHUE CO3[aBAEMOTO TOJBH30BATENS HIIM €r0 YYeTHOU
3aIlMCH, HAIIPUMED, «CTYAEHT......... .
7. B mone IlapoabBBenuTe maposib mojib3oBaTesst U B nose [logTBepakaenune moaTrBepaIuTe
€ro IIPaBUILHOCTb BTOPUYHBIM BBOJOM.
IIpumeyanue: 1yIMHA TAPOJIL HE MOXKET MPEBBIIATH |4 CUMBOJIOB.
8. YcraHoBUTE MM CHUMUTE (PIIAXKKH:
= oTpe0OBaTh CMEHY MapoJis IPH CIESTYIOIEM BXO/IE€ B CUCTEMY;
. 3aIPETUTh CMEHY I1apOJIs I10JIb30BATENIEM;
= CPOK JCHCTBHS MAPOJI HE OIPaHUYCH;
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. OTKJIFOYUTH YUETHYIO 3aMHKCh.
9. YrtoObI co3n1aTh eIiie 0HOTO MOb30BaTeNsl, HAKMHUTE KHONKYCO034aThU MOBTOPUTE IIATH C
1 mo 8. lyia 3aBepiienust paboThl HAXMUTE KHONKYC031aTh 1 3aTeM 3aKPbITh.

B. Co3ganue JIOKaJIbHOI TPYNIbI.
1. B okne ocHacTku JIokaJbHBIEN0b30BATEIMU IPYNIIBIYCTAHOBUTE YKa3aTeab MBIIIU Ha
nanke ['pynneiv HAKMUTE MPaBYIO KHOIIKY.
2. B nosiBUBIIEMCSI KOHTEKCTHOM MEHIO BbIOepuTe KomaHay HoBasarpymma.
3. B mnone Hmsarpynnel (puc. 34) BBeauTe HMsS HOBOW TPYNIbI, HampuMep,
CryneHTsl.
I[Ipumeyanue: WMs JTOKAJIbHOW TPYNIBI JOMKHO OBITh YHUKAIBHBIM B Tpejenax
KoMmnbloTepa. OHO MOXKET cofepkaTh 10 256 CUMBOJIOB B BEpXHEM U HUKHEM PErucTpax.
4. B none OnucaHue BBEIUTE ONMMCAHUE HOBOM IPYIIIIBI.
5. B none Ynensl rpynnbl MOKHO Cpa3y kK€ 100aBUTH MOJIb30BATENEH U IPYIIIbI, KOTOPbIE
BOMIYT B IJAHHYIO TPYIIY: JJIsl 9TOTO HYXKHO HaXkaTh KHONKY/[00aBUTH 1 BHIOpATh UX B CIIHCKE.
Jns 3aBepuieHuss HaxMuTe KHONKYCo3aaTh U 3aTe€M 3aKPbITh.

Hoeaa rpynna

Mr4a cpunned:

OnucaHue:

HneHe rpynne:

Puc.34

C. U3MeHeHMe YJIEHCTBA B JIOKAJIbHOM rpynie.

1. B okHe ocHacTku JIokajabHbIE M0JIL30BATEH U IPYNINbI MIETKHUTE Ha nanke ['pynnbl.

2. B mpaBoM TOJIOKHE YCTAHOBHTE YKa3aTeidb MBI HAa MOAUPHUIMPYEMYIO TPYIITY W
Ha)XMHTE MIPaBYIO KHOTIKY.

3. B mosiBUBIIEMCS KOHTEKCTHOM MEHIO BbIOepHuTe KoMmaHay/l00aBHTHL B Tpynmy WA
CaoiicTBa.

4, Jlnst  Toro, 4dTOOBI JO0ABUTH HOBBIE YYETHBIE 3alMUCH B TPYIITY, HAXKMUTE
kHomnky/lo0aBuTh (puc. 35).
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¥ -1

CeoHcTEA: AOpAMHMCTpATOpPDI

[ G e
@ AQMHHUCTPATOPEI
OnucaHue: HWYEHHEIE NPAEa AOCTYNA K KOMOBKOTEQY MM 00rMMEHY

Y neHE! rpynnk:

@ F.aty

.-“-‘-..u.MHHHI:TpaTDp

[ ] ] [ OTreHa

Puc.35

5. Jlanee caenyiite ykazaHusM okHa auanora Beibop: Ilosb3oBartesnn wiam I'pynnsi.

6. [lng Toro, 4rToObl yHamuTh M3 TPYNIbl HEKOTOPHIX MOJb30BaTENeH, B IOJIE
Ynenpirpynmnsl (puc. 35) okHa CBOICTB IpyIIbl BHIOEPUTE OAHY MIJIM HECKOJIBKO YUETHBIX 3amucen
U HaOXMUTE KHONKY Y JAJINTh.

IIpumeuyanne. B 5okanbHyl0 TpyHmy MOXKHO J00aBISATh KaK  JIOKAJIbHBIX
M0JIb30BaTENIeH, CO3/1aHHBIX Ha KOMIbIOTEpE, TaK M MOJb30BaTele W rinobajgbHbIE TPYIIIH,
CO3/1aHHbIE B JIOMEHE, K KOTOPOMY HPHUHAIJICKUT KOMIIBIOTEP, MM B JIOBEPSAEMBIX JTOMEHaX.
BcerpoeHHble rpymnmbl He MOTYT OBITh YAaleHbl. YJalleHHble TpYyNNbl HE MOTYT OBITh
BOCCTAHOBJICHBI. Y JaJIEHUE TPYIIIBI HE OTPAYKAETCS HA BXOASIINX B HEE MOJIb30BATEIEH.

D. BpemenHasi 0,I0KHPOBKA Y4e€THOM 3alUCH.

1. OtkpoliTe ocHacTKy Y npaB/IeHHEKOMIILIOTEPOM.

2. Ins sroro mubo BeiOepuTe Ha Pabodem croie spibik Moil KOMIBIOTED U HAKMUTE
MPaBy0 KJIaBUIIY MBIIIH, TTOCJIE YEro BhIOEPUTE MYHKT KOHTEKCTHOIO MEHIO YNpaBJieHHe, 100
BOCIIOJIB3YWTECH Pa3eioM AAMUMHMCTpUpoBaHueB [lanenu ynpasieHus.

3. B OTKpBIBLIEICS OCHACTKe BbIOEpUTE ITYHKTBI
Cay:xe0Hblennporpammbl/JIokanbHblenob30BaTeMu rpynnbi(puc. 32).

4. Ortkpotite nanky Ioab3oBaTenu BeIOepUTEe YUeTHYIO 3auch ['0cTh.

5. HaxkxmuTe npaByro KJIaBHIY MBI U BbIOepUTe MyHKT CBoOiicTBA.

6. B oTKpbIBILIEMCSI OKHE CHUMHUTE OTMETKY MyHKTaOTKJIKYMThY4eTHy03anuch(puc. 36).
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¥ o

CeoHcTea: [0CTH

Ofwwme | YneHcteo B rpynnas | Npoduie

@ [MocTe

MaoaHoe wraa;

QI'IHCEIHHEZ BCTI:IEIEHHEIH YHETHAA 3anWch 4073 A0CTYNa racTer

SaNPETHTE CEHY NaPO0A NOE30BATENERM

Cpok A8MCTEMA NaponA HE OrpaHWYeEH

(] OTkniouuTE yieTHYD Sanvcs

[ ] l [ OTt4eHa ] [ M prEHTE

Puc. 36

7. Haxmute knonky OK u crenaiite BBIBOJ O COCTOSIHUM YUETHOM 3aIlucHu.
8. BoimosHUTE MYHKT 5 1 OTMETHTE MYHKTOTKJIIOYUTHYYeTHY03AUCh.

Tema Ne 2. [IpaBoBoe obecniedeHrne HHPOPMALMOHHOM OE30MAaCHOCTH.
3akoHoOaaTeIbHbIE ACNEKTHI 3aIMThI HH(pOPMALUH

3aganue Ne 1 C ncnonbp3oBaHHEM ITOMCKOBO-CIIpaBoYHOM cucTemMbl KoHcynpranTl imtoc HaiiTi
U pacCMOTPETh OCHOBHBIE TIOJI0’KEHHSI HOPMAaTHBHBIX M 3aKOHOJIATEIbHBIX aKTOB:

«O rocynapctBeHHo# TaiiHe» (Ne 5485-1 ot 21.07.1993 1.);

«O0 ydacTuu B MEKTyHapoIHOM HHPopMaImoHHoM oomeHey (Ne 85@3 ot 5.06.1996 1.);

«O0 snexkrporHoi mudposoit moamucu» (Ne 1-d3 ot 10.01.2002 r.);

«O xommepueckoii TaitHe» (Ne 98-D3 ot 29.07.2004 1.);

«O06 undopmanuu, THGOPMAITMOHHBIX TEXHOJOTUSIX M O 3amuTe HHPopMaIm (T
27.08.2006 1. Ne 149 - ©3);

«O nepcoHanbHBIX TaHHBIX» (Ne 152-@3 ot 27.07.2006 1.).

[Tocranosnenue IpaButensctBa PO ot 17.11. 2007r. Ne 781 «O06 yrBepxkaeHun [lomoxxeHust
00 obecriedeHun 6€30MacCHOCTH MEPCOHABHBIX JaHHBIX IPU UX 00paboTKe B MH(POPMAIIMOHHBIX
cuctemax nepcoHanbHbIX AaHHBIX» ([T P® Ne 781 ot 17.11. 2007r.);

[TocranoBnenwne [IpaButenbcrBa PO ot 15.09.2008r. Ne 687 «O06 yrBepxnenuu [lomoxxenus
00 0COOCHHOCTSIX 00pabOTKH MEPCOHATBHBIX IAHHBIX, OCYIIECTBIISIEMOM 03 UCTIOIB30BaHUs CPEICTB
aBromaruzaruuy (I111 PO Ne 687 ot 15.09.2008);
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HopmarusHO-MeTOqMYECKHM TOKYMEHT «MeToaMKa ONpeIeIeHUs aKTyalbHBIX YIPO3
0€30MMacHOCTH MEPCOHATBHBIX TAaHHBIX MPH UX 00paboTKe B MH(POPMAITMOHHBIX CHCTEMaX
NEpCOHATIBHBIX IaHHBIX», yTBepkaeH [Ipukazom 3amecturens aupekropa PCTIOK 15.02.2008;

HopmaruBHo-MeToanyeckuii ToKyMeHT «ba3oBast Mozenb yrpo3 6e30MacHOCTH
[EPCOHATIBHBIX JIAHHBIX IPU UX 00paboTKe B MH(YOPMALIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JJAHHBIXY,
yrBepxacH [Ipukazom 3amectutens nupekropa @CTIOK 15.02.2008.

[Ipenmer 1 0OBEKT 3aIUThl HHPOPMAITTH

3ananue. 2 C ucnoap30BaHrEM IOUCKOBO-CIpaBOYHOM cucteMbl KoncynbTanTl Litoc HaiiTu 1
paccMOTPETh OCHOBHBIE TOJI0KEHUS CIEAYIOIIMX HOPMAaTUBHBIX U 3aKOHOJATEIbHBIX aKTOB:

HopmaTtuBHO-MeTOAMUECKUI JOKYMEHT «METOAMKA ONPENEICHUS aKTyalIbHbIX YIPO3
0€30MMacHOCTH MEPCOHAIBHBIX TAHHBIX MPH UX 00paboTKe B MH(POPMAITMOHHBIX CHCTEMaX
IIEpCOHAIbHBIX JAHHBIX», yTBepKAeH IIpukasom 3amecturens nupekropa @CTIK 15.02.2008;

HopmaruBHo-MeToanyeckuii ToKyMeHT «ba3oBast Mozenb yrpo3 6e30MacHOCTH
NEPCOHATILHBIX JIAHHBIX MPHU UX 00paboTKe B MH()OPMALIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JJAHHBIXY,
yrBepxaeH [Ipukazom 3amecturens qupekropa @CTIOK 15.02.2008.

BBenenue

Kaxaplii yenoBek B CBOEH JKM3HM CTAJKUMBAETCS C HEOOXOAMMOCTBIO MOMCKA M aHAIU3a
NpaBoOBO HMH(OpPMAIMKM B paMKax ero Npo(eCCHOHATLHOW JESATENbHOCTH WM B Pa3IMYHBIX
KUTEHCKUX CUTYyalUsiX (YTOOBbI BBIACHUTH CBOM IpaBa Kak IPaKJAaHWHA, 3allUTUTh CBOM IpaBa Kak
norpedurens, o0popMuTh cAeIKH U 11p.). HanexxHeiM 1 3¢ (heKTHBHBIM TOMOITHUKOM B TAKHX CITydasx
seisiercst CIIC Koncynprantllmoc — cucrema, HampaBieHHas Ha JIETKUH, YIOOHBIN, OBICTPBIi
MIOUCK Y aHAJIMU3 IIPABOBOM MH(OPMALH.

Camas nosiHas 6a3a rpaBoBoit uH(popmaruu 6omnee 150 MIIH. TOKYMEHTOB.

VYHUKaJIbHbIE AaHATUTHYECKHE MaTepHaibl OIUCHIBAIOT MOPSAAOK pPELIeHUs OOJBIIMHCTBA
MPAaKTUYECKUX  BONPOCOB, KOTOpPblE BO3HUKAIOT B pPaboTe CHELMATUCTOB, HAa OCHOBE
3aKOHOJATEIbCTBA U CJIOKUBIIEHCS Cy1€0HON MPAaKTUKU

ITpocToii u ObICTPBIN TOMCK MHPOPMALIHH.

[TouckoBeie MHCTpYMeHTH B cucteme KoncynbranTllmioc pazpaGoTaHbl cHElUaIbHO s
palboThl ¢ mpaBoBOM HMH(OpMaLMEl, IpU 3TOM OHHM YUYUTHIBAIOT MPO(PECCHOHANBHYIO JIEKCUKY U
pacrpoCTpaHEHHbIE COKPALLEHHUS.

Baxnas nunpopmarus o npuMEHEHUH HOPMAaTHBHBIX aKTOB BKIIIOYEHA B TEKCTHL.

B Koncynsrantllmoc Bce HOpMaTuBHBIE aKThl CHAOXKEHBbI Ba)kKHOM HMH(popMmanumeil o0 ux
NPUMEHEHHH — SICHO, JIEHCTBYET JOKYMEHT WM HET; B TEKCTE €CTh MPUMEYaHusi 00 0COOEHHOCTSIX,
KOTOpBIE HYKHO YYHUTBIBAaTh; K KaX/10M cTaThe M0J00paHbl KOHCYIbTALUH, PA3bsICHEHUS U CyaeOHas
MIPAKTHKA.

OHnaiiH-cepBUCHI

«KoncTpykTOop 10T0BOpPOB» M «KOHCTPYKTOP YUETHOW MOJTMTHUKHY» OCOOBIE WHCTPYMEHTHI B
cucreme Koncynbrantllintoc, OHM MO3BOJISIIOT COCTAaBIATh U aHAJIU3UPOBATH JOTOBOPHI M YUETHYIO
MOJIUTUKY KOMITAHUY Ha IPUHIUINAIBHO HOBOM YPOBHE.

[TepconanbHbIe TPOPUIH IS KaXKI0TO CIIeHUaTNCTa

Jns  Oyxranrepa, IOpHCTa, CHeLManucTa OOPKETHOM OpraHu3aluy, CHEelHanCcTa II0
3aKyIKaM, ClelaIncTa 1no kajapam. CBoi mpoduiab — 3TO CTapTOBasi CTPAHUIIA, JIEHTa HOBOCTEH,
CrelMabHbIe OJICKA3KH U Pe3yJIbTaThl IOMCKa, HACTPOEHHBIE MO/ 33]Ja4 CIELHAINCTa.

Cucrema Koncynprantllnmioc B oTiMYMe€ OT MHOTMX WMHBIX HCTOYHUKOB TPABOBOM
nHpopmanmu (B TOM UHMCI€ B HMHTEPHETE) TO3BOJIIET peIIaTh  BOMPOCHI  JIOCTYyMa
K TMpaBoBOM HHPOpPMAIMM KOMIUIEKCHO: HE TPOCTO HAMTH JOKYMEHTHl IO HMHTepe-
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CYIOIIEMY Bac BONPOCY, HO U TMOJYYUTh pPa3bsCHEHHs, Yy3HAThb TMOPSIOK JACUCTBUNA IO
CUTyallud, BBIIBUTh CIIOPHBIE MOMEHTBI, a TaKke B YyIOOHOM BHJE COXPaHUTh pe-
3yJIBTaThl paOOTHI C HAWICHHBIMU JTOKYMEHTAMH.

OyeHb BaKHO TAKXKE, YTO Bbl MOXKETE OBITh YBEPEHHBIMU B aKTYaJIbHOCTH TPE/-

CTaBJICHHOHN MH(OpMAIIH.

Kakue marepuainsl ectb B cucreme KoncynpranTl limroc?

Jus ynoGctBa moucka umHbopManuud Bce JOKYMEHTHI cojaepxkarcs B Enunom mHpopma-
nnoHHOM MaccuBe KoncynpranTl Iinroc.

Enunpiii mHGOpMaIMoHHBI MaccuB pazouT Ha 10 pa3aesioB, OObEIUHSIOMNX JOKYMEHTHI
ONpEACNIEHHOr0 THUMa (HAMpUMEp, HOPMATHUBHBIE aKThl, MaTepuanbl CyAeOHOM MPAKTHUKH,
(UHAHCOBBIC KOHCYIbTANMU | T.1.). KaxIblil U3 pa3faenoB COACPKUT OJMH HIIM HECKOJIBKO OJIM3KHIX
no coxaepxxanuio mHpopmaunoHubix 6ankoB (Ub), Hanpumep, pasjen ¢ HOPMATUBHBIMU aKTaMU
COACPKUT HWHPOPMAIIMOHHBI OaHK ¢ HOPMAaTHBHBIMH aKTaMH (ElIEepalbHOTO YPOBHSI U
nH(bOpMAIIMOHHbIE OAaHKU C HOPMATUBHBIMU aKTaMH OT/IENbHBIX CyObeKTOB PO.

C 4ero Hauatb padory B cucreme?

Jlnis 3amycka cucteMsl ucnosb3yercs apiblk Koncynsrantlntoc Ha pabodem cToe.

[Tocne 3amycka oTkpoetcst ctapToBas crpanuiia Koncynbsrantllntoc, oTkyna MOKHO meperTu
K Pa3JIMYHBIM MTOMCKOBBIM MHCTPYMEHTAM CHUCTEMBI, B 3aBUCUMOCTH OT XapaKTepa UMEIOIIUXCS y Bac
CBECHUI.

UroObl 00eCTIeYnTh CHENUATUCTY MaKCUMAJIBHO OBICTPBIM JOCTYIT K HY)KHOW HH(OpMaLuy,
cuctemy Konucymbrantllmroc MOXHO HAacTpoWTh TOA €ro mpodeccHoHaIbHBIC 3alaud, BHIOpaB
COOTBETCTBYIOIIMI mpodmib. s 3TOro J0CTaTOYHO HaKaTh HA KHOMNKY PSAAOM C TEKYIIUM
npoduieM (Bozie jgorotuna KoncynsrantlLtoc B 1eBoM BepxHeM yriy (puc. 1)).

oPHCT BYXTANTEPHA
W HAZPBI
BLIBHPAEM NPOOHNL

HA CTAPTOBOR CTPAHHUE

.

-,
EvxramEPH

W KAGPSE
BIOMNETHOR
OPTAHHIAMM

=
L
g
:
3

CREUMATMCT
110 3AKYTIKAM

22



N o P ey | = e =
- Hoommatno; | 4 3

i)

e O scmiome Q v J¥ vossict wwwren (§] rawes % o

gl yisase  Ee v wtpaims Q) wpaan  A- A4
[P, Topsiite AoxymenTs: Ha cafire KoncynbTartilmoc
e Nocnepnee nononkekue 20.05.2018  MMononHenne 3a negeno
Mpodmn: Yimsepcanbisiiy A

3AKOH OB OBH

T 06 abpazoparen o PO
©30r29122012 N 273-03

s Haiiti

[ O nopaaxe paccmoTperins obpaiienud rpaxaan PO
@3 07 02052006 N 59-93

(5 D6 oBpateni s NEXapCTEEHHBX CPEACTE
©3 01 12042010 N61-03

BC PO: Ka komnencaunio
23 33pepXKY BLNNAT NPY
YBONLHEHUA BIHOCH He
HauncnaioTes

[ Mnana 5. [oCyAapCrBEHHEIF KOKTRO/L 4 HATIOP 32 0OPABOTKOZ NEPCOHANBHBIX AanHE. OTh...
©3 o1 27.07.2006 N 152-03 “() nepcoma/bHbn AHHbX"

T — [ 06 obpazosarsy Mkrymckoii Pecnybasks 6 coctase PO
C 1 wons nonssosareneil Jaxon or 04.06.1992 N 2927-1
KKT craver Gonsiue

Puc. 1. Bei6op npouiist Ha CTapTOBOM CTpaHHIIE

Crienmanu3upoBaHHbIN MPO(UITHL — 3TO CBOSI CTAPTOBAs CTPAHULIA, JICHTA HOBOCTEH,

CreLUaNbHbIE TOJICKA3KH U PE3yJbTaThI MOMCKA, OJICTPOCHHBIE IO 3a/1a41 Crienuanucra (puc. 2).
JoctynieH Takxke npoduib «YHUBEPCATHHBIN.
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Puc. 2. CraproBas crpanuna npoduist «byxranrepus u Kaapbh»
Kak nckars nandpopmanuio B cucreme Koncyasrantllinroc

[Touck moxkymeHTa uiam ero pparMeHnra

Haubonee npocroii crioco0 noucka 10KyMEeHTOB B cucteMe — bricTpblii monck. OH qocTyrneH

CO CTapTOBOM CTpaHUIIbI, a TAKXKE U3 JIFOOOr0 APYroro MeCTa CUCTEMBI Yepe3 MaHelb HHCTPYMEHTOB
WJIM TIPU BBIOOpE BKIIQJAKU M cpa3y roToB K padoTe.
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O BbICTPbINA NOUCK NO3BONAET HANUTH

KOHKPEeTHbIA Siviieiiiig
” dparmenr ARRY
KOHKpPeTHbIN UHTEpecylowemy
AOKYMeHTa
AOKYMEHT Bonpocy
(rnaBy, cTaTblo (cuTyaLn)
uT.N.)

1.3. Ilouck JOKYMEHTA 10 peKBH3HUTAM

Budeopamux: Kapmouka noucka u ee cneyiaisHbie 803Mox-

HOCII> CMOmpImMe Ha catime hitp://www.consultant.ru/edu/

8 pazoene «O0yuenue KoHoyismanmllioc oHaaiit».

B cucreme Koncynprantllinoe kpoMe BBICTPOro MOHCKa €CTb U APYrue UHCTPYMEHTDL
[IOMCKA JIOKYMEHTOB, B YacTHocTd, Kaproyka noucka (puc. 1.4). [lepetitn B Hee MOKHO 110
CCBUTKE CO CTAPTOBOM CTPAHUIIBL, @ TAKKE M3 JIOGOTO APYTOTO MECTA CHCTEMBI € OMOTIBIO
KHOITKH | Q Kepowanones| TAHEMH HHCTPYMEHTOB.

o 5
L5 deaencorpao ‘W

— " Vo
= - | Focymamaninoc Q Capioa nowcka X b
@i B O vopanma Q vipowa o B nowoses wsernop ] xoaewss M o e v o wepsnoe O xman A A+
Q Kaprouka noucka
[ OBA3CTb NONCKA: 3aKOHOAATEALCTED ']

Beero: 11166785 aokymenton

I 3axoHopaTenLCTEA 200 TekcT AokyMmeHTa [ [
£ Cypetm ag
YA IR IPRanRES Hasganue AOKYMeHTa

] PumEHCOBLIE U KSAPOBBI®

KOHCYALTaUMM <35716 Homep
[ Kowncynwtaupu ann fNata

GropKeTHEIX

OpraMnBaLNi 54375 TIPUHABLLWIA OPraH
[ KomaenTapiuu Bu ACKYMeHTa

33KOHOABTONLCTRAE 117176
F1 PopmMel AoKyMeHToB 30544 Temamvika
HTexmnueckue Hopmel 1 NMowuck no cratycy

npasuna 40525

Korga nonyued

HiMpoekTat npasossixX A Y

PTOR 2GS Nanxn AokymMeHTos
I MaayHapoaHwe Mpasoaw @

T 2%t TIOK23aTE CRMEOK AOKYMEHTOR
[l Npasossie akTel No

SADABOOXPAHSHUIO 51543

Puc. 14. Kapmouxa noucka Koncyasmanml Lioc

Puc.3. Ilouck nokymeHTa Win ero pparMeHTa

1.1. Bvicmpulit nouck 0oKymenma

[Tpu morcke KOHKPETHOTO IOKYMEHTA MOKHO 33/1aTh JIBA-TPU BaXKHBIX CJIOBA M3 €ro Ha-
3BaHUsI, BU]I IOKYMEHTA, a TAK)Ke yKa3aTh IPyrHe PeKBU3UTHL. B 3ampoce MOKHO UCTIONB30BATh
OOIIENPUHSATHIE COKpaIIeHUs U aO0pEeBHATYPHI.

24



| =- menmoc‘

* Hazaa * D EXCTRMA Dowce Q K RITONRS TRINDLS ’ FIpAncea i yameiTep ul Kaapiod ? Myretaners  Eup w W Nibpanune v @ Mypuan A- A+
Boe powyMenTH  Iachiferansetas  Oypsfesa npames  HoecymeTaued  (Dophel a6

0 Buicrpsiit CT 24 3AKOHA O BOMHCKOW OBAZAHHOCTA ¥ | Haidtn Sibwy W e

nomek
HauBonee cooTBeTcTByIOT 3anpocy:

1 5 ®epepanvhuia 3akon o1 28.03.1998 N 53 @3 (pea. o1 07.03.2018, ¢ wam. ot
22.052018)
"0 BOMHCKOU OBAZAHHOCTU 1 BOBHHOMW Chyxbe”

I Crarbs 24. O1cpouka 01 NpysbiBa [paxkaaH Ha BOEHHY I cywby

Movicx aokymerion.., (Halaero 2 qokymeston )
OLTNH OSATE NOMCK M NCKARATE JORYMEHTH

Mpumep 1.2. Harigem cT1. 24 QegepanbHoro 3akoHa «0 BOMHCKOM 06583aHHOCTH M

BOEHHOM caywber, KacaroLyrocs npefocTaBieHnsi OTCPOYKHU OT NPU3bIBA.

1. 3agaamum B cTpoke bbiCTPOro noMcKa: CT 24 ZAKOHA O BOVMHCEON
OEARAHHOCTH .

2. HammeM KHOMKY Havitu .

3. Haubonee cooTBETCTBYIOME 3AMPOCY AOKYMEHTHI NOABIIOTCA Cpasy, 40 NOCTPOEHMUs
Bcero cnucka (puc. 1.3).

4. lllenikHeM o CCbIIKE Ha HYMHYIO CTaTbio 1104 Ha3BaHueM 3aKoHa (puc. 1.3). Joky-
MEHT cpasy OTKPOETCA Ha CT. 24.

PCSYJle:lTbl BbICTpOFO [OUCKA MOABAAIOTCS NoaTarHo, [1o 3aNpocam ¢ [IOJICKA3KON [ep-
BbIC HECKOJIBKO JIOKYMCHTOB O’l‘()6[):l>l<:ll()’l‘Cﬂ NMPAKTAYCCKA OJIHOBPEMEHHO € HUKATHEM HA
KHOIIKY | Haiitn (pnc. 1.3), a 1noKa 1noAb30BaTENb UX MPOCMATPHUBACT, CITHCOK JIOKYMCHTOB
JAOCTPAUBACTCA MOTHOCTBIO.

_| AOKYMeHTa (3ajaeM guanasoH aart B none «Jatay) |

b KOI[a HaJ0 UCNO/Ib30BaTh /IOTHYECKHWE onepaTopbl

KOrfa HaJ0 OrpaHWyYnTb 061acTb NOUCKa
e (HAMPUMEP, UCKATL TONLKO CPEAMU JOKYMEHTOR,
NPUHATLIX KOHKPETHLIM OPraHoMm)

KOrja Hajlo 3ajaTh B Ha3BaHWUM JJOKYMEHTa OJHU
—{ C/IOB3, @ B €ro TeKCTe — ApPYrue UM yKasartb
6/IM30CThL CNOB

Puc. 1.5. Boamoxcrocmut Kapmowxu novcka
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[Touck moKyMeHTa MOYKHO IMPOBOUTH U € TIOMOIIIBIO BBICTPOTO MOKCKa, U C ITOMOIIBIO
Kaprouku moncka. B 6onbmmHCTBe citydaeB yaooeH beictpsiii mouck. Ciryuau, Korja peKo-
MEHJTyeTCsl UCTI0JIb30BaTh KapTouky moncka, mpeacTaBieHsl Ha puc. 1.5.

3. Bnone «/lata» 334aaMM AaNa3on: ¢ 01.09.2012 1O 30.11.2012 (puc. 1.6).
4. HamMem KHOMKY | noussm crmces gospss
5. B nonyyenHom cnmcke ompoeM NHCHMO Mwodpnaym P 0r01.10.2012

Ne UP-829/08 «0 npaBonucarne Gys «exs 1 «E» B OPHUHANDHBIX JOKYMEHTEX,

O6AACTH NOMCKA: 3AKOHORATENLCTED

Texer soxymenta MPABOMNCAHME E W E

HatBanme ROKYMENTa
Howmep

[nm 01.09.2012 no 30.11.2012

NipunsBWwwA opran

Bua oxymenTa

Tewaruxa
Nowex no cratycy e
Koraa nonywen

MNanku aokymentos

Puc. 1.6. Budop duanasong dam naas <Jlamas

[TocmoTpuMm Ha pumepe, Kak Mosib30Barbes KapTrodkol noncka, eciny Jarta INpuHATUSA 10~
KyMEHTa M3BECTHA TOJBKO IPUOJIM3UTEIIEHO.

[Tpumep 1.3. Haitnem nrcbMo MuHOOpHAYKH 110 BOIIPOCY MPABOMUCAHUS OYKB «e» U «&» B
o(ULIMaNbHBIX JOKyMEHTAaX, BbllIeIIee oceHpto 2012 .

OTtkpoem Kaprouky nouncka.

B none «TekcT nokymeHTa» BBeAeM:[IPABOITUCAHUE E U E.

VLK T b TIpRAH LAY Oprak =

HHOER

@ COpaEmpe HE3BGHA Mowaie 433880 6:5 At A=

[] Munucrepcreo obpazosanns JTeHAHrPaACKoN. ..
[7] MuHmcTepcTso obpasosaHis Mockoeckoi obn.
[v| MuHoBpasoeakise Pocciy

[] MuHobpasoeaHne PCOCP

[¥] MuHoGpHayku Pocciu

Belpaso. 3

Pocodpaszosanne OejepansHoe ares
Murobpazogarue Poccun MuHucTept Teers
MuHoBpHayKku Poccur_MUHUCTEPCTBO oﬁpaaosa

OF, Omexo
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B mone «Tekcr noOKymMeHTa» pPEKOMEHIYETCs YKas3bIBaTh CJIOBa WM (pas3bl, KOTOpHIC
HaBEpHSAKA €CTb B TEKCTE JOKyMeHTa. ClioBa HY)KHO 3a/1aBaTh IOJIHOCTBIO, MOYKHO HCIIOJIb30BaTh
OOIENPUHATHIE COKpalieHus U ab0opeBuarypsl. Cienyer m3derars JUIMHHBIX (pa3: B 3TOM ciaydae
YBEIIMYUBAETCS] BEPOSITHOCTh TOTO, YTO OJJHO M3 CJIOB TAaKOW ()pa3bl MOKET OTCYTCTBOBATh B TEKCTE
JTOKyMEHTA.

Bo Briaznke «3anatb» nons «/lata» MOKHO BOCIIOJIb30BAaThCS BCTPOCHHBIM KaJleHapeM (pHC.
1.6).

Kaproukoii morcka ya006HO M0Ib30BaThCs, €CIIU HAJI0 3a/1aTh JIOTUYECKUE YCIOBUSL.

[TPUMEP 1.4. Haiinem JOKyMEHT, KOTOPBIM HalpaBJiI€HO Pa3bsCHEHUE O TOM, o0Jiaraercs Ju
MIOBBIIIEHHAs] CTUIIEHIUSI HAJIOroM. [Ipu 3TOM MBI TOYHO HE 3HAaEM, KEM MPHUHAT 3TOT JOKYMEHT: TO
1 Muno6pa3oBanuem PO, To mu PocobpazoBanuem, To 11 Munoopuayku PO.

1. Ortkpoem Kaprouky noucka.

2. B none «lIpunsBimuii opran» nocieaoBaTenbHO BblOepeM 3HaueHUs:: MUHOEPHAVKHUP®,
POCOBPA30BAHUE, MUHOBEPA30BAHHUEP®, OTMEYast UX KaX/IbIi pa3 rajoukon (puc. 1.7).
CoenuHuM HX JIOTHYECKUM ycaoBueM uiu (puc. 1.7).

B none «Teker nokymMeHTa» BBeIeM: CTUIICH IUS HAJIOT.

Haxxmem KHOIIKY [ Iloka3aTh ciuCOK JOKYMEHTOB .

byner Haiineno Ilucemo PocoOpazoBanust ot 15.03.2005 Ne 16-55-69un/04-06<O6
OCBOOOXKJIEHMM OT HAJIOrOOOJIOKEHUSI CTUMEHIUI™>, U3 KOTOPOTO MbI Y3HAeM, 4TO
cryaenyeckue ctunenauu HIMJI e obnararores.

©o ok~ W

locTaroyHo 3aaTb €CTECTBEHHbIM 3bIKOM B Of|HOM
CTPOKe U3BECTHYI0 MHPOPMALIUIO O CUTYaLIUM,
MCMosb3Ya 06LIEeNpPUHATbIE COKPaLLEHUsl U a66peBHaTypbl

Y

B pesynbTaTe MoMcKa B CIMCKe GYAYT NPeACTaBAeHbl JOKYMEHTbI,
Hau6onee COOTBETCTBYIOLYHE 3anpoCy

) )

370 NpaBoBbIE aKThl, B Hayane cnyucKa HaxoaaTcs
cyAe6HbIe peleHns, AOKYMEHTbI, B KOTOPbIX
KOHCYyAnbTayuu m gpyrue BOMNpocC pacKpbiBaeTcs
marepuabl HauGosiee nosHo

Puc. 1.8. Kax padomaem Bolcmpolii nouck:

Puc. 1.7. Bei6op morngeckoro ycinoBus B cioBape nojis Kaprouku morcka
B none «IIpunsaBmmii opran» (a Takxke B JAPYrHMX MOJSX) MOXHO BBIOUPATh HECKOJIBKO
3HaYeHUH W COEOUHATh MX Pa3IMYHBIMH JIOTUYECKUMHU YyclIoBHsIMU (puc. 1.7): jmormdeckum
yCHOBI/IeMH, ‘ITOGBI HauTH JAOKYMCHT, HpHHSITLII;'I COBMCCTHO HCCKOJIbKMMU OpraHaMu, JIOTHYCCKHUM
yCJIOBI/IeMHﬂH , €CJIM BbI 3aTPYAHACTCCH TOYHO OIPCACINTD, KaKOM UMEHHO OpraH MmpUHI HUCKOMBIN
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JOKYMEHT (Kak B NPHUBEICHHOM BBIIIE MpPHUMEpE), JIOTUYECKUM YCIOBUEMKPOME, €CIH Halo
UCKJIFOUUTh KaKUE-TO 3HAYEHUS U3 TIOUCKA.
[Touck oTBeTa HA MPAKTUYECKUI BOIIPOC
PaccMoTpuM BOIIPOCHI IOKCKa MPaBOBOK HH(OPMALINH 110 TPAKTUIECKOMY BOIIPOCY, €CITH
3apaHee HEU3BECTHO, B KAKUX JOKYMEHTaX OHAa MOKET COJIEPKATHCA.
Hau6onee ynoOHbIN HHCTPYMEHT ITOMCKA B TAKOW CUTyallMu — BBICTPBIN MOUCK, paboTaTh C
HuUM tipocTo(puc. 1.8).

[TPUMEP 1.5. BbisicHUM, KaKoBa NPOJO/KUTENbHOCTD OTNYCKa [1A CAa4YHN 0CIK3a-

MeHOB paboTHUKaM-CTYeHTaM, 06y4atoLyuMcs 10 3a0YHOM Gopme 06yHeHHs.

1. B cipoKe BbICTPOro NoMcKa 3afiaum: OTTIVCE 1I1H CHAYN [TOCSK3AMEHOR M
HaMMEM KHOMKY = Hadit .

2. B Havane cnucKa HaueHHbIX JOKYMEHTOB cogeputcs TpyaoBon Kogexc PP, Otkpo-
em ero.

3. [lokymeHT 0TKpoeTCs Ha parMeHTe cT. 173, B KOTOPOM yKa3aHo, YTo NpoAo M-
TeIbHOCTb OTNYCKA VISl POXO0MK/AEHUS rOCYAapCTBEHHOM UTOrOBOM arTecraymm — Ao
yeTbipex MecsALeB B COOTBETCTBMMU C y4ebHbIM VIaHOM 0CBanBaeMoy PaboTHUKOM
06pa3oBareabHo MPOrpaMmbl BbICILEro 06pa3oBaHis.

PesynpraTom BeicTporo momcka siBIsieTcsi CIUCOK JOKYMEHTOB, HAaH0OJIee COOTBETCTBYIOIINX
MOMCKOBOMY 3ampocy (He 6ornee 50 mokymeHTOB). BynyT HaleHbI TPaBOBBIE aKThl, KOHCYJIBTAIUH,
Cy/IcOHBIC PEIICHUS U IPYTUe MaTePHAIIbI.

B Havane cmnucka HaxoAATcs JAOKYMEHTHI, HauOollee TOYHO OTBEYAIOIIME 3alpocy B CO-
OTBETCTBHM C BBIOpaHHBIM TpoduieM (g Oyxraiarepa BbIIIE pa3MEIAlOTCs OyXTralTepcKue
JOKYMEHTBI).

st yno6cTBa paboThI CO CIIUCKOM COJIepKaTeIbHasi YaCTh Ha3BAHUS BBIJICIISICTCS.

[TIPUMEP 1.6. BbiICHUM, KaK M0exatb YYUTLCSA 3a IPaHuLly 1o 06MeHy.

1. B cTpoKe BbiCTpOro noucka safjafum: VHINTECH 110 OEMEHV M HaHMeM
KHOMKY = Haiitw .

2. Otkpoem marepuan «Cutyalms: Kak noexars y4uTsCs 10 06MeHy?» 13 d1EKTPOHHOTO
JKypHana «A3byKa npasa.

3. B KoHCynbTalmn nojpo6HO pacCMOTPEHO, KaKue Wwari Caejyer npeanpuHsTs [k T0ro,
YT06bl 110EXaTh Y4MTLCS 10 06MEHY, KaKue JOKYMEHTHI ClIefyeT NOAroToBuUTS, NPE/CTas-
JIeHa CChlIKa Ha COOTBETCTBYIOLLYIO CTaTbi0 3aKOHa 06 06pa30BaHni. YKasaHo, Kyaa
MOMHO 06PATUTLCA, ECAN HUA OIMH M3 NPEMIOKEHHBIX BaIMM BY30M BapUaHTOB He
ycTpausaer. OTMeyeHbl BO3MOKHbIE PUCKH.
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B cucreme Koncynbrantllntoc ecTh KOHCYAbTallMM U3 3JICKTPOHHOTO >KypHaia «A30yka
[IpaBa» C KOPOTKMMM IIOHSATHBIMU OTBETAMM Ha IIOBCEJHEBHBIC IIPABOBBIE BOIIPOCHI JIMYHOTO
xapakTtepa (cMm. npumep 1.6). KoHcynbranuu aaHel B BHJI€ NOLIArOBBIX MHCTPYKLUI M KacaroTcs
TaKHUX aKTyaJIbHBIX T€M, KaK aBTOMOOWJIb, BOMHCKAsA 00513aHHOCTh, BhIE3]l 32 IpaHUIly, 00pa3oBaHuE,
CeMbs, TPYI U JIp.

Marepuanbl «A30yku IpaBa» BKIIOYEHbI B HHPOPMALMOHHBIN 6aHK «byxranrepckas npecca
U KHUTW» (pazaen «PUHAHCOBBIC U KaJPOBbIE KOHCYJIbTAIIN).

ITo 3ampocy B BbICTpOM NOMCKE MOXKHO HMOCTPOMUTH IOJHBIA CIIMCOK JOKYMEHTOB M3 BCEX
pa3nesioB M MHPOPMAIIMOHHBIX OaHKOB, HAlpUMeEp, KOT/Ia HYXKHBI BCE KOHCYJIbTALlMU WM BCS
cyneOHas MpaKTUKa JUTS IETATLHOTO M3YYEeHHUs MPOo0JieMbL. J[J1s 3TOro Boconb3yiTech cehutkoii«Bee
PE3YJIBTAThI TOMCKA»IIO CTPOKOH BBICTpOro noucka.

Tema Ne 3. KomnbsioTepHbie BUPYCHI U O0ph0a ¢ HUMHU.

3ananue Ne 1 TIpoBepka u 3amuTa KOMIIBIOTEPA OT BUPYCOB

1. Coznaiite B padoueil manke tectoBsiii BUpyc EICAR1 (TectoBslit BUpyc OblI crielaabHO
paspaboran opranmzammeir EICAR (TheEuropeanlnstituteforComputerAntivirusResearch) s
MpOBEpKH pabOThl AHTUBUPYCHBIX MPOAYKTOB.TeCTOBBII BHUpPYC HE SBISETCS BPEIOHOCHOM
MpOrpamMmoii (He COAEPKUT MPOTrPaMMHOTO KO/1a, KOTOPBI MOKET HaBPEIUTh BallleMy KOMITBIOTEPY),
IIPU 3TOM OOJIBIIMHCTBO AHTHUBHPYCOB HUIACHTU(UIUPYIOT €r0 Kak BUPYC) C MOMOILBIO TEKCTOBOIO
pemakTopa broknot - (baiin eicar.com " HabepuTe B HEM TEKCT:
X50!P%@AP[4\PZX54(PN)7CC)7}$EICAR-STANDARD-ANTIVIRUS-TEST-FILE!I$H+H*

Ecnu Ha xommbroTepe ycTaHoBiieHa (oHOBas (pe3uJeHTHas) MmpoBepka Qaiinos, To Bbl He
CMOXKETE COXPaHUTh JaHHBIA (hailn, OH OyIeT aBTOMATUYECKH YHANsAThCS AaHTUBUPYCHOMN
IIPOrpPaMMON.

2. OTKpoiiTe aHTUBUPYCHYIO MIPOTPaMMy, U3YUUTE YCTAHOBJICHHBIC MTApaMETPhl ee paboThl U
MOJY4UTE CIPABKY MO MX COJEPKAHUIO U HACTPOMKe.

3. Hacrpoiite mporpaMMmy Ha MPOBEPKY 3arpy304HOr0 CEKTOpa, Bcex (haiios, (aiiyioB B
apxuBax U yIaKOBaHHbBIX. Y CTaHOBMTE JEWCTBUE NpU OOHApYKEHUM BUpyca - JIEUNTh U BKIIIOUUTE
OIIIMIO 3arpOC MOATBEPKICHUS.

4. Tlpotectupyiite pabouyio manky. B ciaydae oOHapykeHUS BHPYCOB BBIOEPUTE OMIIHIO
JleunTh, a €CJIM ATO HEBO3MOXKHO, TO Y TaIUTh.

5. 3y4nre OTYET O TECTUPOBAHUS.

6. 3akpoiiTe aHTUBUPYCHYIO ITPOTPAMMY.

3amanue Ne 2 [IpodunakTrka MPOHUKHOBEHHUS «TPOSHCKUX MTPOTPAMM)»

Kpatkne Teopernueckne CBEACHUS

I'maBHOE OoTIIHUMIE (TPOSHCKHUX IporpaMm» OT KOMIBIOTCPHBIX BHUPYCOB COCTOMT B TOM, 4YTO
OHHM HE Pa3MHOXKAIOTCS Ha 3apaKCHHOM KOMITBIOTEPE M HE MMEIOT BCTPOCHHBIX BO3MOXHOCTEH K
camopacnpocTpaneHuto. “TposHCKHMEe KOHM~ ~ 3aChUIAIOTCS  TOJB30BaTeNIsiIM  (OOBIYHO — Yepes
SJICKTPOHHYTO HO‘-ITy) HCTIOCPCACTBCHHO MX aBTOpaMH I10J BUAOM KaKI/IX-HI/IGYI[L MOJIC3HBIX YTHUIIUT.
Ha camom ACJIC OHU TIIPOU3BOIAAT HCCAHKIMOHUPOBAHHOC BHCAPCHUC HA KOMIIBIOTCPBI U B
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KOPIOPATUBHBIE CETH PA3IMYHOTO POJa HEXENIaTeNbHBIX MporpaMM. VIMEHHO 3TOW OCOOEHHOCTH
“TpostHCKHME KOHU 00513aHBI CBOMM HAa3BAHUEM.

TposiHCKME TpOrpaMMBI Pa3IUYalOTCd MEXAYy COO0OH MO TeM JeHCTBUSIM, KOTOPHIE OHHU
IIPOU3BOJIAT HA 3apaKEHHOM KOMIIBIOTEPE.

Backdoor — TpostHCKHe yTHIHTBI yIaIeHHOTO aIMUHUCTPHPOBAHHUS

TposHCKME  mporpaMMbl ~ 3TOro  Kjacca  SBJSIIOTCS  YTHJIMTaMH  YAQJIEHHOI'O
aJIMUHUCTPUPOBAHUS KOMIbIOTEpOB B ceTu. [lo cBoell (YHKIMOHAIBHOCTH OHM BO MHOI'OM
HallOMHMHAIOT PA3JIM4YHbIE CUCTEMBl aJIMUHUCTPUPOBAHUS, pa3pabaTbiBaeMble U PACHpPOCTpaHsIEMble
(bupMaMu-TIPOU3BOIUTESIMU IIPOrPAMMHBIX ITPOJAYKTOB.

EnuncTBeHHAs 0COOCHHOCTH 3THX MPOrPaMM 3aCTaBISIET KIACCU(UIIMPOBATH UX KaK BPETHBIC
TPOSIHCKHE TPOTPaMMBbI: OTCYTCTBHE NPEAYNPESKACHUS 00 MHCTALIIMU M 3amycke. [Ipu 3amycke
«TPOSIHEID» YCTaHABIMBAECT ceOsi B CUCTEME M 3aTeM CIEAMT 3a HEH, MPU ATOM IOJH30BATEIIO HE
BBIJJACTCSI HUKAKUX COOOIICHUH O JEWCTBUAX TPOSHIIA B cucteMe. boiee Toro, cChuika Ha «TPOSIHIIA»
MOXET OTCYTCTBOBaTb B CIIMCKE AKTHBHBIX INPWIOKEHHH. B pe3ynbrare «11071b30BaTeNb) 3TOU
TPOSIHCKOM IporpaMMbl MOXET M HE 3HAaTh O €€ MPUCYTCTBUM B CHUCTEME, B TO BpEMs KaK €ro
KOMIIBIOTEP OTKPBIT /ISl yJAJICHHOTO YIIPABJICHUS.

Y TUIUTBI CKPBITOTO YIIPABJICHUS MTO3BOJISIIOT A€1aTh C KOMIIBIOTEPOM BCE, UTO B HUX 3aJI0MKHI
aBTOp: MPHUHUMATh WIM OTCHUIATH (haiijibl, 3alyCKaTh M YHUYTOXATh WX, BBIBOJUTH COOOIICHMS,
CTUpaTh UHPOPMAIIHIO, TIEpe3arpykaTh KOMIIBIOTED U T. A. B pe3ynbpTare 3T TPOSHIIBI MOTYT OBITh
WCTIOJIb30BAHBI JUII OOHApyKeHHs W Tepeqayd KOH(WACHIMAIbHOW HHGOPMAIUH, Ui 3aIlycKa
BHUPYCOB, YHUUTOKEHUS JAHHBIX U T.II. — IOPAKEHHbIE KOMIIBIOTEPHI OKA3bIBAIOTCS OTKPHITHIMU IS
3JI0YMBILUIEHHBIX JIeHCTBUI XaKepoB.

Takum 00pazoM, TPOSIHCKHE MPOrpaMMBbl IaHHOTO THIIA SIBJISIOTCS OJIHUM M3 CAMBIX OIACHBIX
BUJIOB BPEJOHOCHOIO IPOrPAMMHOIO OOECIeUeHHus, MOCKOJIbKY B HHUX 3aJI0KEHAa BO3MOXHOCTb
CaMbIX Pa3HOOOPA3HBIX 3JOYMBIIUICHHBIX JCUCTBUN, NPHUCYIIUX JPYTUM BHJIAM TPOSHCKHUX
IIpOrpamm.

OtnenbHO cienyeT OTMETUTh TpYIIy O3KI0pOB, CIIOCOOHBIX PAaCHpPOCTPAHATHCS MO CETU U
BHEJIPATBHCSL B JPYTM€ KOMIIBIOTEpPBI, KaK 3TO JIENal0T KOMIIBIOTEpHbIE uYepBH. OTIMYAET Takue
«TPOSIHIBI» OT YepBel TOT (HaKT, YTO OHHU PACHPOCTPAHSIOTCS IO CETH HE CaMOIIPOM3BOJIBHO (Kak
YepBH), a TOJIBKO O CHENUAIbHONW KOMAHJE «XO35SHMHaY», YIIPABIAIOIIEro JAaHHON KOMHUEH TPOSHCKON
MIPOTrPaMMBI.

Trojan-PSW — BopoBcTBO maporieit

JlanHOE ceMeWCcTBO OOBENMHSET TPOSHCKHE IPOrpaMMBbl, «BOPYIOLIME» Pa3IMUYHYIO
UH(OpPMAIMIO C 3apaKEHHOIO KOMITBIOTEepa, OOBIYHO —cHucTeMHble mapomu (PSW — Password-
Stealing-Ware). Tlpu 3amycke PSW-TposHIBI HIYT CHUCTEMHBbIC (ailjibl, XpaHSIIHME pPa3InYHYIO
KOHUIeHIHAbHYI0 HHPOpMaIuio (00bIYHO HOMepa TenedOHOB U MapojH JOCTyNa K HHTEPHETY) U
OTCBUIAIOT €€ M0 YKa3aHHOMY B KOJIE «TPOSIHLIa» AJIEKTPOHHOMY aJpecy WIN aJIpecaM.

CymectBytor PSW-TposiHIIbI, KOTOpbIE COOOLIAIOT U APYTYI0 HH(OPMAIMIO O 3apakeHHOM
KOMITBIOTEpE, Hampumep, HH(opMmanuio o cucteme (pa3Mep MaMmsITH U JUCKOBOTO IMPOCTPAHCTBA,
BEpCHUsl OINEPALMOHHON CHCTEMBbI), TUI HCIOJB3YEMOro IOYTOBOrO KiHMeHTa, [P-agpec u T.a.
HexoTtopble TpOSIHIIBI JaHHOTO THUIA «BOPYIOT» PETHCTPALMOHHYIO HWH(POPMAIMIO K PA3TUYHOMY
POrpaMMHOMY 00€CIIeUeHHI0, KObI JOCTYIA K CETEBBIM UIPaM U Ipoyee.

Trojan-AOL — ceMelCTBO TPOSIHCKUX MPOTPaMM, «BOPYIOIIUX» KOABI JocTyma K cetd AOL
(AmericaOnline). Boinenensl B 0coOyro Tpymimy 1o MPUYMHE CBOSH MHOTOUYHCIICHHOCTH.

Trojan-Clicker — uaTepHeT-KIHKEPHI
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CeMelCTBO TPOSHCKMX MpPOrpaMM, OCHOBHas (YHKIHUS KOTOPBIX — OpraHM3alus
HECAaHKIIMOHMPOBAHHBIX ~ OOpamlieHuii K HHTepHeT-pecypcam (0ObIYHO K  BeO-CTpaHHUIaM).
Jlocturaercs 3T0 J100 MOCBUIKOM COOTBETCTBYIOIIMX KOMaH Opays3epy, MO0 3aMEHON CHCTEMHBIX
(aiinoB, B KOTOPBIX YKa3aHbI «CTAaHJAPTHBIE» aJpeca MHTEPHET-pecypcoB (Hampumep, ¢aiin hosts B
MS Windows).

V 3710yMBIIUIEHHUKA MOTYT OBbITh CJIEAYIOILME LN JUIs HOAOOHBIX JEHCTBHIMA:

YBEJIMUYECHUE NTOCEIIAEMOCTH KaKUX-JINOO CAlTOB C LIEIbI0 YBEIUYEHUS [T0Ka30B PEKIAMBL;

opranm3aius DoS-ataku (DenialofService) Ha kakoi-nm0o cepsep;

NPUBJICYEHUE [OTEHIMAIbHBIX JKEPTB JUI 3apaXEHUs BHPYCaMH WIM TPOSHCKUMH
IpOrpaMMaMHu.

Trojan-Downloader — nocraBka mpo4nx BpeIOHOCHBIX MPOTPaMM

TposiHCKME TMporpaMMbl 3TOTO Kiacca IpeIHa3Ha4YeHbl Ui 3arpy3KH M YCTAHOBKM Ha
KOMITBIOTEP-)KEPTBY HOBBIX BEPCHH BPEJOHOCHBIX MPOTrPaMM, YCTAHOBKH «TPOSHIIEB» WU
PEKJIaMHBIX CHUCTEM. 3arpyK€HHble W3 HMHTEpHETa IporpamMMbl 3aTeM JHMOO 3alyCcKaroTcs Ha
BBIIIOJITHEHUE, JIMOO PErucTpUpYIOTCSl «TPOSIHLEM» Ha aBTO3arpy3Ky B COOTBETCTBHU C
BO3MOXKHOCTSIMM OIE€PALMOHHON cHUCTeMBbl. JlaHHbIE NEMCTBHS NMPHU 3TOM MPOUCXOIAT Oe3 Beroma
M0JIb30BATEJIS.

HNudopmanms 00 nMeHaX W PacHOIOKEHUH 3arpy’KaeMbIX IMPOTpaMM COACPKUTCS B KOJAE U
JAHHBIX TPOSIHIIA WJIM CKAYMBAETCsl TPOSHLEM C «YIIPABJISIOIIEr0» UHTEpHET-pecypca (0ObIYHO ¢ BEO-
CTpaHMUIIbI).

Trojan-Dropper — MHCTAIUIATOPBI TPOYUX BPEIOHOCHBIX MPOrPaMM

TposiHCKME IporpaMMbl 3TOrO Kjlacca HalMCaHbl B LEJAX CKPHITHOW MHCTAJUIALUM APYTHX
[porpaMM M IPAKTUYECKU BCEr/la HCIOJb3YIOTCS M «IIOACOBBIBAHHS» Ha KOMIIBIOTEP-KEPTBY
BUPYCOB WM APYTUX TPOSTHCKUX MIPOTPAMM.

JlaHHBIEe TPOSHIIBI OOBIYHO 0€3 KaKuX-TH00 coo0IIeHH (JINOO C JTOKHBIMU COOOIICHUSIMH 00
olMOKe B apXMBE WM HEBEPHOW BEPCUU OINEPALIMOHHOM CUCTEMBI) COpAchIBAIOT HA IUCK B KaKOii-
0o Kartaior (B kopeHb Jqucka C:, BO BpeMEHHbIH kartaior, B karaioru Windows) npyrue Qaiiiasl 1
3aITyCKalOT WX Ha BHIITOJHEHHE.

OOBIYHO CTPYKTypa TaKUX MPOrpaMM CJIeTyIoIas:

OCHOBHOMH KOJ
daiin 1
daiig 2

«OCHOBHOM KO/I» BBIIEIAET U3 CBOETO (haityia ocTanbHble KOMIOHEHTHI ((aitn 1, daiin 2, ...),
3aIMChIBACT WX HA JIVCK U OTKPHIBAET X (3aITyCKAeT Ha BHITIOIHEHHE).

OO0b1yHO 0/1MH (MK 00JIee) KOMIOHEHT SIBJISIETCS] TPOSHCKOM MPOrpaMMoi, ¥ Kak MUHUMYM
OJIUH KOMITOHEHT SIBJISIETCSI «OOMAaHKON»: IPOTpaMMOM-IITyTKOM, UTPOH, KAPTUHKOM UM YEM-TO
noJJ00HbIM. «OOMaHKa» TOJKHA OTBJIEYh BHUMAHUE MOJIH30BaTENsl U/WIIM IPOJAEMOHCTPUPOBATH TO,
YTO 3aITyCKaeMbli (aiisl IeHCTBUTEIBHO AENACT YTO-TO «IIOJIE3HOE», B TO BPEeMsI KaK TPOSTHCKAsI
KOMITOHEHTA MHCTAJUITUPYETCS B CUCTEMY.

B pesynbrare ucnonb3oBaHus IPOrpaMM JaHHOTO KJIAaCCa XaKephbl JOCTUTAIOT IBYX LICJICH:
. CKPBITHASI HHCTAJUISLMS TPOSTHCKUX MTPOrPaMM U/UJIH BUPYCOB;
. 3alllUTa OT AHTUBHUPYCHBIX IPOrPAMM, IIOCKOJIBKY HE BCE M3 HHUX B COCTOSHUH

IIPOBEPUTH BCE KOMIIOHEHTHI BHYTPH (DaiiIoB 3TOr0 THIIA.
Trojan-Proxy — mposmuckue npoxcu-cepsepa
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CeMencTBO TPOSHCKUX IPOrpaMM, CKPBITHO OCYILECTBISIIOIIMX AHOHUMHBIM JOCTYN K
pa3nuYHBIMUHTEpHET-pecypcaM. OOBIYHO UCTIONB3YIOTCS IS PACCHUIKY CIIaMa.

Trojan-Spy — wnuonckue npocpammuol

I[aHHBIe TPOSAHIBI OCYIICCTBIIAIOT 3J'ICKTpOHHBIfI MIIMMXUOHAaX 3a II0JIb30BaTCJICM
3apa’XCHHOT'O KOMIIBKOTCPA: BBOJAHMMAA C KJIABUATYPbI I/IH(bOpMaI_[I/ISI, CHUMKH D3OKpaHa, CIHUCOK
AKTHBHBIX HpI/IJ'IO)KeHI/Iﬁ n ﬂeﬁCTBHH IMOJIB30BATECIIA C HUMH COXPAaHAKOTCA B Kakoii-moo (1)8,171.]'[ Ha
AUCKC U ICPUOJUUCCKH OTHPABJIAIOTCS 3JIOYMBIIIJIICHHUKY.

TposiHCKHE MpOorpamMMbl 3TOTO THIA YaCTO HCHONB3YIOTCS Ui Kpakd HHQPOpMAIHH
M0JIb30BaTEJ e Pa3IMUHBIX CUCTEM OHJIAMHOBBIX IUIaTEXKel U OAaHKOBCKUX CHUCTEM.

Trojan — npouue mposnckue npocpammol

K JaHHBIM TPOSAHIIAM OTHOCATCSA TC U3 HHUX, KOTOPLIC OCYHICCTBJIAIOT IIPOYUC IIGI>'ICTBI/I$I,
MOMA/IAIOIIUE TI0/ ONpENeNICHHE TPOSHCKUX IPOTpaMM, T.€. paspyLICHHE WM 3JI0HAMEpPEHHAs
MoU(UKAIHS JaHHBIX, HAPYIIEHNE pad0TOCIOCOOHOCTH KOMITBIOTEPA M ITPOYEe.

B ,Z[aHHOI>'I KaTCropuun TaKXKC MPUCYTCTBYIOT «MHOI'OLCIICBLIC) TPOAHCKHUEC IPOIpAMMEBI,
Halmpumep, TC¢ M3 HHUX, KOTOPLIC OJHOBPCMCHHO IIOIMHUOHAT 3a ITI0JB30BATCICM W HNPCAOCTABIIAIOT
Proxy-cepBuc yaajaeHHOMY 3JI0YMBIIIIICHHUKY.

Trojan-Notifier — onosewenue 06 ycnewnou amaxe

TposiHIBI AaHHOTO THIIA MpEeJHA3HAueHbl [UIl COOOILEHUS CBOEMY «XO3SIMHY» O
3apaXeHHOM KoMmbloTepe. IIpm 3TOM Ha agpec «XO3siMHA» OTHpAaBISIeTCsl HMHGOPMAIUS O
KoMIbloTepe, Hampumep, IP-aapec kommbioTepa, HOMEpP OTKPBITOTO MOPTA, aJpec 3IEKTPOHHOU
moyTel W T.1. OTCBUIKA OCYIIECTBIISICTCS PA3IUYHBIMH CIIOCOOAMH: SJIEKTPOHHBIM IHCHMOM,
crienuanbHO 0(OpMIIEHHBIM OOpallleHHeM K BeO-cTpaHuLe «X03suHay, ICQ-coobuiennem.

JlanHblE TpPOSHCKHE MPOrpamMMbl HCIIOJIB3YIOTCS B MHOTOKOMIIOHEHTHBIX TPOSHCKUX
Habopax Ui U3BEIIEHUSI CBOETO «XO035iMHa» 00 YCIEUIHON MHCTAJUISILIUU TPOSHCKUX KOMIIOHEHT B
aTaKyeMylo CHCTEMY.

Peectp omeparmonnoit cucrembr WIiNndows — 31o Gosbimiasi 60a3a JaHHBIX, IJI€ XPaHUTCS
uHpopmanusg o KOHGUTYypallud CHCTeMbl. JTO uH(OpManueld MOJIB3YIOTCS Kak OIepalMoHHas
cuctema Windows, Tak u apyrue nporpammsel. Peectp cogepkut nannble, K koropsiM Windows XP
MOCTOSIHHO 00paIaeTcs BO BpeMs 3arpy3Ku, padoThI U e€ 3aBepIlIeHus], a UMEHHO:

. npoduu Bcex MoJib30BaTeNe, TO €CTh X HACTPOMKU;
. KOH(uUrypaius 000py10BaHMsl, YCTAHOBICHHOTO B OTIEPAI[MOHHON CHCTEME.
. NaHHble 00 YCTaHOBJEHHBIX MpOrpaMMax M THUINAX JOKYMEHTOB, CO3JaBaeMbIX

Ka)KJI0M IPOrpaMMON;
. CBOMCTBA MAIIOK U 3HAYKOB IIPOrPAMM;
. JaHHbIe 00 UCTIONb3YEMBIX MOpPTaXx.

Peectp uMeeT uepapXWuUeCKylO IPEBOBHAHYIO CTPYKTYPY, COCTOSIIYIO W3 pPa3/elioB,
MOApa3AesioB U KiItouel (mapamMeTpoB).

B HEKOTOpBIX cilydasix BOCCTAHOBUTH pabOTOCHOCOOHOCTh CUCTEMBI TOCIIE COOSsI MOYKHO,
3arpy3uB padoTOCIIOCOOHYIO BEPCHIO PEECTpPa, HO JIJISl 3TOTO, €CTECTBEHHO, HEOOXOAUMO UMETh
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Komuio peectpa. OCHOBHBIM CPEJICTBOM ISl IPOCMOTPA U PEAaKTUPOBAHUS 3aIUCel peecTpa
CITy’KUT CIIeIIMaTu3upoBaHHas yTuinta «Penakrop peectpay.

daiin pemnakropa peectpa Haxoaurcs B manke Windows. HaseiBaercs on regedit.exe. J{ms
TOT0, YTOOBI 3aITyCTHTH 3Ty IpOrpamMmy, HeoOxoauMo BeiOpaTh [1yck — Beimonnuts — regedit.exe.
[Tocne 3amycka MOSIBUTCSI OKHO pefakTopa peectpa. BeryBuaurecncokus 5 paszaenos (puc. 11):

HKEY_CLASSES_ROOT.

HKEY_CURRENT_USER.

HKEY_LOCAL_MACHINE.

HKEY_USERS.

HKEY_CURRENT_CONFIG.

% Pepantop peectpa

tafin Mpaeka Bwa MsbpaHHoe Cnpaeka

= MOF KOMNERTER
[ HKEY_CLASSES_ROOT
(23 HKEY_CURRENT _LISER.
(23 HKEY_LOCAL_MACHINE
[C3 HEEY_USERS
(23 HKEY_CURRENT _COMFIG

Kma THn 3HA4YEHHE

[
| ™

Mo KoMOEHTER

Puc. 11

% PeaanTop peectpa

Mafin MOpaeka Bua WsOpanHoe Cnpaeka

= E} MoA komneroTep A A THn IHAYEHHE
(1 HKEY_CLASSES_ROOT I[I'ID YMOMHEHHHD) REG_S5Z {3HaYeHHE HE NPHCEOEHD)
(] HKEY_CLRRENT_USER [R8] -tttz REG_DWORD 0x000006b4 (1716)
= r;EI—I gE:;;%iS;EEnCHINE Cu:umpc:nent Infaor... REG_BIMNARY 0000 00 00 00 00 Qo 0o 0000 o>
I:I ACPI CDnFiguratiDn Data FREG_FULL_RESOUR, .. FFFFFF FF FF FF FF FF OO 00 00 00 OC
= I:I DESCRIPTION FeaturESet REG_DWORD 0xB80073FFF (2147958783)
&-{23 System IdentiFier REG_S5Z w86 Family 15 Model 1 Stepping =
= [ centralPron Pru:ucessu:urNameSt... REG_S5Z Inktel(R) Celeron(R) CPL
a ﬂ Update Signature REG_EIMARY 0o a0 00 00 05 00 0o ag
{3 FinatingPoin B¥]update Status REG_DWORD 0=00000000 (0}
[Z3 Mulkifunctior \.-'endcurldentifier REG_S5Z Genuinelnkel
(L DEVICEMARP Y
(£ RESOURCEMAP
3 sam
[[3 sEcuRITY T
< | 3 ||= >

Mof komnerTepiHKEY _LOCAL_MACHINE\HARDWARE\DESCRIPTION Syskem) CentralProcessario

Puc. 12
PaGora ¢ paznenamu peectpa aHanoruyHa padore ¢ mankamu B [IpoBonauke. KoHedHBIM
AJIEMEHTOM JIepeBa peecTpa ABISIOTCS KIIOYM WM apaMeTphl, Aesuecs Ha Tpy Tuma (puc. 12):
e crpokoBbie (Hamp. «C:\Windowsy);
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e nBouunble (Hamp. 10 82 AO 8F);
DWORD - stoT THI KJTI04Ya 3aHUMaET 4 6aiiTa 1 oToOpa)kaeTcs B MIECTHAAATCPUYHOM U B
necsatuaHoM Buje (Hampumep, 0x00000020 (32)).
B Windows cuctemnuas nndopmarus pazoura Ha Tak Ha3biBaemble yibH (hive). 910
00YyCIIOBJICHO MPUHITUTTHAIEHBIM OTJIMYMEM KOHIICTIIIUY O€30IMaCHOCTH STUX ONEPAIlMOHHBIX

cucteM. MeHna (I)aﬁHOB YJIBEB U IIYTHU K KaTajoraM, B KOTOPBIX OHH XPAaHATCA, paCIlOJIOKCHEI B
paznene HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\hivelist (puc.

13).

% Pepantop peectpa

maHn Opaska Bea  MsfpaHHoe  Cnpaeka
(L Computertz A || ua Thn 3HaqeHHE
(1 ContentInde (I'Il:u yMOMYaHMHD)  REG_SZ [ ZHEYEHHE HE NPHCEDEHD)
%Er”:::gt::tf: AB)\REGISTRY|MAC.., REG_SZ | |
= ) '\FLEGISTFLV'I,MAC .. REG_S7 1DeviceHarddiskyalume 2 WINDC
g Egﬂ;ﬂgzx [BB|\REGISTRY|MAC.., REG_SZ \DevicstHarddiskValumeZ | WINDC
(] FileSystem '\REGISTRV'I,MHC . REG_SZ 1DevicelHarddiskMolume2) WIkDC
@l GraphicsDris '\FLEGISTFW'I,MF'.C .. REG_37 1DeviceHarddiskyolumeZ ) WIkDC
(] GroupOrder '\REGISTR\“'I,LISER... REG_S7 1Device\Harddiskyolume 2 WINDC
(] HAL '\REGISTRV'I,LISER... REG_5Z ' Device\Harddiskyolumez) Docum
i '\REGISTRV'I,USER... REG_57 1DerviceHarddiskYolumeZi Docur
(L] IDConfighe '\REGISTRV'I,USEF{... REG_a7 1 DeviceHarddiskholumez) Docur
[ kevboard Le '\REGISTR\"I.LISER... REG_SZ | Device\Harddiskialumez) Dacur
(] keyboard L '\REGISTRV'I,LISER... REG_5Z | DeviceHarddiskiolumeZ) Docurm:
[ Lsa '\REGISTRV'I,USER... REG_57 1DerviceHarddiskYolumeZi Docur
[ MediaCateq W
£ > £ >
Mok komnetoTepiHEEY _LOCAL MACHINEYSYSTEM CurrentControlSet) Controlhivelist
Puc. 13
B Tabnuue 1 naHbl KpaTKue ONUCAHUSA YIbEB peecTpa U (ailioB, B KOTOPHIX XPAHATCS
napameTpbl 0€30MaCHOCTH.
Tab6muna 5

XapakTepUCTHKA OCHOBHBIX Pa3/JIelIOB CUCTEMHOI'O peecTpa

HKEY_LOCAL_MACHINE\SAM

Conepxut nunpopmanuo SAM
(SecurityAccessManager), xpansiinytocs B ¢aiinax
SAM, SAM.LOG, SAM.SAYV B namnke %System-
root%\System32\Config

HKEY_LOCAL_MACHINE\SECURI

TY

Conepxut unpopmanuo 6€30nacHOCTH B daitnax
SECURITY, SECURITY.LOG, SECURITY.SAV B
nanke \%Systemroot%\System32\Config

HKEY_LOCAL_MACHINE\SYSTE

M

Conepxut nuHpopMmaIyio 06 anmapaTHbIX TPOPHUITIX
aToro noapasnena. Madopmanus xpanures B Qaitnax
SYSTEM, SYSTEM.LOG, SYSTEM.SAYV B namnke
\%Systemroot%\System32\Config

HKEY_CURRENT_CONFIG

CopepxutrHpOpMaImoonoapasaene System
ATOTOYJIbs, KoTopasxpanutcsaBdaitnax SYSTEM.SAV
u SYSTEM.ALT Bnanke
\%Systemroot%\System32\Config

HKEY_USERS\.DEFAULT

Copepxut unpopmanuio, Kotopas oyaer
WCIIOJIb30BATHCSA I CO3AaHMsI MPOQUII HOBOTO
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MIOJIH30BATENIS], BIEPBBIC PETUCTPUPYIOIIETOCS B
cucreme. Mupopmanus xpanurcs B Qaiimax
DEFAULT, DEFAULT.LOG, DEFAULT.SAV B
nanke \%Systemroot%\System32\Config

HKEY_CURRENT_USER Copepxut uH(pOPMALIHIO O TIOJIB30BATEINE,
3apeTUCTPUPOBAHHOM B CUCTEME Ha TEKYIHI MOMEHT.
Ota nadopmanus xpanutcs B ¢painax NTUSER.DAT
u NTUSER.DAT.LOG, pacmoiokeHHbIX B KaTajaore
\%Systemroot%\Profiles\Username, riae Username —
WMS TIOJIb30BaTels

3ajganue; NpoBepUTH NOTEHIIUAIBHBIE MECTa 3alUCEN «TPOSHCKHUX MPOrpaMM» B
CHUCTEMHOM peecTpe onepannonaoi cucrembl Windows 2000 (XP).

Anzopumm evitnonnenus padomul

[ToTeHIMATFHBIMU MECTaMH 3aITUCEH TPOSTHCKUX MPOTPAMM» B CHCTEMHOM PEecTpe
SIBIIIIOTCS Pa3/Ielibl, OMUCHIBAIOIINE IPOTPAMMBI, 3aITyCKa€MbIe aBTOMATHUECKU MIPH 3arpy3Ke
OTIEPALIMOHHOM CUCTEMBI OT UMEHH TOJIb30BATEJICH U CHCTEMBI.

1.  3Bamycrure nporpammy regedit.exe.

2. B orkpeBmiemcs oxne BbeiOepute BeTBb HKEY_LOCAL_MACHINE u nanee
Software\ Microsoft\ WindowsNT\ CurrentVersion\ Winlogon (iekHyTh 110 3HAYKY «I1aIkay).

3. B mpaBoii monoBuHE OTKPBHITOr0 OKHA mporpammbl regedit.exe mosBUTCS CIHCOK
KJIFOUYEH.

4.  Haitnure xirou Userinit (REG_SZ) u npoBepbTe ero cogepxumoe.

5.  Ilo ymonuanuio (MCXOIHOE COCTOSHUE) 151 3TOT KIIHOY COACPKHUT CIIEAYIOIIYIO

3armuck C:\WINDOWS\system32\userinit.exe (puc. 14).

& Pepawtop peectpa

barin Opaeka BWa M30paHHoe  Cnpasks

[ setup A0 Mg THn SHaHEHHE

(0 sveHost I:I'Iu WMOMHAHHHT ) REG_S7F [SHAYEHME HE NPMCEOEHD]

a S\,.r'ste.mRestDre allucatecdroms REG_SZ a

% Iszgmznzll-;srver aIIDcatedasd REG_SZ 1]

3 Tracing aIIDcateFIDppies REG_SZ 1]

D Type 1 Installer F'.lll:leLlltipleTSS... REG_DWoORD 000000001 {173
[:l Userinstallable. dri .ﬁ.ltDeFaultDDmain... REG_5Z2 HOME-F49B012954
(] W .ﬁ.ltDeFaultUserNa... REG_SZ2 FY
) windaws [B8)autoRestartshel  REG_DWORD 000000001 {1)

BT vinlogon [ab]Background REG_SZ aoo

[ Credentials cachedlu:ugu:unscu:uunt REG_SZ 10
([ GPExtensions [ab]pebugserverCam... REG_SZ no
(231 Motify [ab] DefaultDomainha... REG_SZ HOME-F49B012954
[:I SCLogon DefauItUserName REG_SZ FY
([0 specialtccoun Fnrceunlncklugun REG_CWORD 000000000 {07
< > £

MoH KomnetoTeptHKEY _LOCAL_MACHIMNE\SOFTWARE MicrosoftiWindows NTYWCurrentyersion) winlogon

Puc. 14

6.  Ecnu B yka3aHHOM KJIFOY€ COZEPIKATCS JTOTOIHUTENIbHBIE 3aITUCH, TO 3TO MOTYT OBITh
TPOSTHCKHE MPOTPAMMBD».

7. B 3TOM ciydae mpoaHaTU3UMPYHTE MECTO PAacIOJIOKEHHUs MpOrpaMMbl, oOpaTuTe
BHHUMaHHE Ha BpeMs co3aHus (paiiya u conocraBbTe ¢ Bammmu neiicTBUsIME B 3TO BpeMs.

8.  Ecnu Bpems co3nanus (aitna copnagaer co BpeMeHeM Bareit pa6otsl B HTepHeTE,
TO BO3MOJKHO, YTO B 9TO BpeMs Bai komnbroTep ObLI 3apakeH «TPOSTHCKUM KOHEM.

9. Jlng ynajeHus 3TOM 3amucH HEOOXOIUMO JIBaXK/bl MIEIKHYTh HAa HAa3BaHUU KIIOYA

(w1 TpW BBIJEICHHOM KJtoue BbIOpaTh komaHnay M3menuTs u3 meHio IIpaBka mporpammsl
regedit.exe).
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10. B otkpeiBmieMcs OkHe B mojie 3HadyeHue (puc. 15) ymamure CCBUIKY Ha
MIOJIO3PUTENBHBIN (aii.

Mame He HHE CTPOKOEONO Napame Tpa

MapatdeTp:

| | zerinit |

JHAYEHME:
| E:

[ )8 H OTrena ]

Puc. 15

11. 3akpoiite nporpammy regedit.exe.

12. TlepeiinuTe B manky ¢ NOJ03PUTENbHBIM (DaliJIOM U yJAIUTE €TO.

13. Ilepe3arpy3ute onepanuoOHHYI CUCTEMY U BBITIOJHUTE ITYHKTHI 3a1aHus 1-4.

14. Ecnu conmepxuMoe paccMaTpUBaEMOro KIF0Ua HE U3MEHUJIOCh, TO MPEANOoIaraeMbii
«TPOSTHCKMI KOHb» yAAJICH U3 Bamei cuctemsl.

E1e oqHMM NOTEHIIMAIBHBIM MECTOM 3aIMCEH Ha 3aITyCK «TPOSTHCKHX IPOTPAMM)»
SIBIISICTCS pa3Jien aBro3amycka Run.

J1J1s ero MpOBEPKH BHITIOIHHUTE CIIEAYIOIIEE.

1. 3anyctute mporpammy regedit.exe.

2.B otkpeBmemcs okHe BbiOepute BetBb HKEY_LOCAL_MACHINE u nanee
Software\ Microsoft\ Windows\ CurrentVersion\ Run\ ... (REG_SZ) (puc. 16).

£ PegaTop peecTpa r__”'E”zl
®afin Opaska Bua  MsOpanHoe Cnpaeka
[Z1 Inkernet Settings L] THn SHAYEHHE
2 PConfTsP (I'ID WO SHHHD) REG_SZ (ZHa4YEHHE HE NPHCBOEHO)
(3 M5-DOS Ernulatior [ab]avast! REG_57 E{PROGR A~ 1 ALWIL S 1) A ast!
[ MetCache C—Media Mixer REG_SZ Mixer.exe fstartup
% g:timalLayout FineReader?New. .. REG_5Z E:\Program Files\ABEYY FineReade
3 policles NeroFiIterCheck REG_SZ E: W INDOW S swstem32 MNeraCher
[ Reinstal Share—to—Web Ma... REG_SZ E:\Program Files\Hewlett-Packard?,
(231 Reliability WinampAgent REG_SZ E:\Program Files\\Winampiwinamps
= a zzzHPSETUP REG_5Z2 H:\Setup.exe
[ OptionalCornp
D Runonce
D RundnceE:x
C1 setup
L3 sharedolls
[Z shell Extensions
< > < >
Mof KomneroTep \HKEY _LOCAL_MaCHIMEYSOFTwWARE MicrosoftwWindowstCurrentWersionyRun

Puc. 16

3. B paccmarpuBaeMOM IpHMEpEe aBTOMATUYECKH 3aIyCKaeTCsl PEe3UJCHTHBIN
aHTUBUPYC U €ro IUIAHUPOBIIUK 33JaHMM, a TaKKe YTUIIUTA, OTHOCSIAsAci K nporpamme Nero
(3anuck Ha CD).

4.  Ecnu B ykazaHHOM pa3fiefie €CTh 3alliCH BbI3bIBAIOIINE MOI03PEHMS], TO BBHIIIOJHUTE
IIYHKTBI 6-14 mpenpiayiero 3aj1atusl.

3aganue Ne 3 Hacrpoiika, u3yyeHHe peKHUMOB PadoThbl M CPaBHEHHE PAa3JINYHBIX
AHTHBHPYCHBIX IAKETOB. AHTHBHPYCHOE NPOrpaMMHoOe o0ecrnedeHne

O6mue cBeieHus
[Tonb3oBarenu IIK Hambonee dYacTO CTANKWUBAIOTCS C OAHOW W3 Pa3HOBUIHOCTEH
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KOMITHIOTEPHOM TPECTYMHOCTH [ KOMIBIOTEPHBIMH BUpycamu. llocimemHue sBISIOTCS 0COOO0TO
TUTAa BPEIOHOCHBIMH MPOTPaMMaMHU, AOCTABJSIIOIIMME IOJIH30BATENsIM U oOchyxuBaromemy [1K
MePCOHAITY HEMAJIO HETIPUATHOCTEH.

KoMmmbploTepHBIM ~ BHUPYCOM  Ha3bIBae€TCs CIOCOOHAass K  CaMOBOCIPOM3BOJCTBY H
Pa3MHOKEHHIO TIPOrpaMMa, BHEAPSIOIIAACS B APYTHE MPOrPaMMBbI.

OdeBuIHA aHAJIOTHS TIOHATUN KOMITBIOTEPHOTO M OHMONOTHYECKOTro BUpycoB. OMHAKO HE
BCSIKasi MOTYIAs CaMOPa3MHOXKAThCS MPOrpaMMa SIBJISETCS KOMITBIOTEPHBIM BUPYCOM. Bupych
Bcerja HaHocsAT ymepd [ mpemsaTcTBYroT HopmanbHOU pabore [IK, paspymarT ¢dainoByro
CTPYKTYPY U T.J., IOOTOMY UX OTHOCST K pa3psly TaK Ha3bIBAEMbBIX BPEIOHOCHBIX ITPOTPAMM.

Hcropuueckn TOSIBJICHHE KOMITBIOTEPHBIX BHPYCOB CBSI3aHO C HWJEEH CO3MaHUs
CaMOBOCHIPOU3BO/ISIIMXCS MEXaHU3MOB, B YaCTHOCTH IMPOTpaMM, KOTopas BO3HHMKIA B 50-X IT.
Jlx.porn Heliman eme B 1951 1. mpemyiokmyi METOJM CO3JaHUS TaKUX MEXAHU3MOB, M €r0
COOOpaXeHHsI MOJIYYUIIN JAlbHEWIee pa3BUTHE B paboTax Opyrux wucciemoBatenei. [lepBeimu
MOSIBUJIMCh UTPOBBIE MPOTPAMMBbl, HCIIOJIB3YIOIIHE 3JIEMEHThI OyIyIIe BUPYCHON TEXHOJIOTHH, a
3aTeM yxe Ha 0a3e HaKOIUICHHBIX HAYYHBIX U MPAKTUUYECKUX PE3YJIbTAaTOB HEKOTOPHIC JIUIA CTAIN
pa3zpabaThiBaTh  CaMOBOCHPOM3BOMSINMECS TNpPOrpaMMbl €  [eNbl0  HaHeceHus  yiiepda
MOJIb30BATEIISIM KOMITBIOTEPA.

OCHOBHBIMHU KaHaJIaMU TIPOHUKHOBEHHS BUPYCOB B MEPCOHAIBHBIN KOMIBIOTED SBISIOTCS
HaKOMHTEIM Ha CMEHHBIX HOCHTEISIX WH(OpMAIMM W CpPEICTBA CETEBOM KOMMYHHUKAIUHU, B
4acTHOCTH ceTh Internet.

B nHacrosimiee BpeMst B MUpe HacUUThIBaeTCsl Oosiee 20 ThICSY BUPYCOB, BKIIFOUYAs IITAMMEI,
T.€. PA3HOBHUJIHOCTH BUPYCOB OJIHOTO TUIIA. BUpyCHl HE MPU3HAIOT TPaHMUII, TOITOMY OOJBIIMHCTBO
13 HUX Kypcupyet u 1o Poccun. bosee Toro, mposiBuiach TeHICHIUS YBEJIMUYECHUS YUCIIA BUPYCOB,
pa3paboTaHHBIX OTEYECTBEHHBIMH MporpaMmucTamMu. Eciii cuTyanus He U3BMEHUTCS, TO B Oy IyiieM
Poccus cMoxeT nmpeTeH10BaTh Ha POJib JIUAepa B 00JIaCTH CO3/IaHUS BUPYCOB.

Knaccudukanms BUpyCcoB
JKvi3HEeHHBII KT KOMOIBIOTEPHBIX BUPYCOB, KaK MPaBUIIO, BKIIOYAET Cleayromue (hasbl:

. JATEHTHBIM IEepUOJ, B TEYEHUE KOTOPOTO BHUPYCOM HHUKAKUX JIEWCTBUM HE
MpEATPUHUMAETCS;

. MHKYOAllMOHHBIN NepHOo, B Mpeeiax KOTOPOro BUPYC TOJIBKO Pa3MHOXKAETCS;

. AKTHBHBIM IIEPHOJI, B TEYEHUE KOTOPOTO HAPANY C Pa3MHOKEHHEM BBIITOIHSIOTCA

HECaHKLMOHUPOBAHHbBIE IEUCTBHUS, 3aJI0’KEHHBIE B ITOPUTME BUpPYCa.

[TepBbie aBe (a3pl ciayxaT A TOTO, YTOOBI CKPBITh MCTOYHHMK BHpYyCa, KaHal €ro
IIPOHUKHOBEHUST M WHQUIUPOBATH Kak MOXHO Oojbiie ¢ailioB 10 BBISBICHUS BHpYca.
JUTUTenbHOCTh 3TUX (a3 MOXKET OIpPENeNAThCS NMPEeIyCMOTPEHHBIM B alrOPUTME BPEMEHHBIM
MHTEPBAJIOM, HACTYIUICHMEM Kakoro-iu0o coObITHSI B CHCTEME, HaJU4YMeM OIpe/leIeHHON
KoHGurypauuu annapatsbix cpeacts 1K (B wactHoctu, Hammunem HXXM/I) u 1.1

KomneioTepHble BHpPYCHl  KIACCU(PUIMPYIOTCS B COOTBETCTBHH CO  CJIEAYIOLIMMHU
IIpU3HAKaAMU:

° cpena oouTaHus;
croco6 3apaxeHus cpeibl OOUTaHUS;
croco0 aKTUBH3AIUH;
croco6 nposiBieHus (AeCTPYKTUBHbIE IEUCTBUS WIH BbI3bIBaeMble 2 (HEKTHI);
C1ocod MacKHpPOBKHU.

Bupycsl MoOryT BHEApATHCS TOJBKO B IIPOrpaMMbl, KOTOpBIE, B CBOI OYEPEb, MOIYT
coliepkaTbCsl WIM B (aiinax, WIM B HEKOTOPHIX KOMIIOHEHTaX CHCTEMHOH 00JacTH IHCKa,
YYacTBYIOIIMX B MpOIECCEe 3arpy3kd OINEPALMOHHOM cHUCTEeMBl. B cooTBeTCTBHMM €O cpenoi
oOuTaHUS pa3INyaroT:

o ¢aiinoBble BUPYChI, UHPHUIMPYIOLIHE UCTIOTHIEMbIE (ailibl;

o 3arpy304Hble  BHUPYCHI, 3apakalollde KOMIIOHEHThl CHCTEMHOW o00macTu,
ucnosb3yemsle npu 3arpyske OC;

o (aiinoBo-3arpy304HbIe BUPYChI, HHTEIPUPYIOIINE YePTHI MIEPBBIX JBYX TPYIIIL.
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®daiinoBbIe BUPYCHI MOT'YT HH(PHUITUPOBATH:

o MO3UIIMOHHO-HE3aBUCUMBIE NTepEMeEIaeMble MAIIMHHbIE POTPAMMBbI HaXOJISIIHECS
B COM-¢aiinax;

o HO3UIIMOHHO-3aBUCHMBIE TIepeMeIacMble MalllMHHbIE TIPOrPaMMBI, pa3MelacMble B
EXE-daitnax;

o npaiiBepbl yerpoicTB (SY S- u BIN-daiins);

o ¢aiinel ¢ kommonentamu DOS;

. o0bexTHBIe Moy (OBJ-daiinbl);

o ¢aitnel ¢ mporpaMmMamMu  Ha S3bIKax pOrpaMMUpOBaHUs (B pacyere Ha
KOMITWJISALIUIO 9THX IIPOTPAMM);

. KoMmaHHbIe Qaitnsl (BAT-¢aiinb);

o 00beKTHBIE U cuMBOIMYeckue onbnnorexku (LIB- u np. daiinbn);

o osepuieitnbie Qaitnsl (OVL-, PIF- u np. daiinsr).

Haubounee yacto ¢aiinossie BUpychl criocoOHbI BHeAPATHCSI B COM u/unu EXE-daiib.
3arpy304Hble BUPYChl MOTYT 3apakaTh:

. 3arpy304HbI CEKTOP Ha JUCKETaX;
. 3arpy304HbIN CEKTOP CUCTEMHOTO JIOTMYECKOT0 AMCKA, CO3JaHHOTO Ha BUHYECTEPE;
o BHECHCTEMHBIN 3arpys34umK Ha JXECTKOM IOUCKC.

3arpy304Hble BUPYChl PaCIPOCTPAHAIOTCSA HA IUCKETaX B pacyere Ha TO, YTO C HUX Oyzaer
OCYIIECTBIICHA TIOMBITKA 3arpy3UThCS, YTO MPOUCXOMUT HE TaK 4YacTto. Y (aiiJIoBEIX BHPYCOB
uH(pUIEpYyIoas criocOOHOCTH BBIIIIE.

@aiinoBo-3arpy304Hbie BUPYCHI 00JIAAA0T elie O0IbIIeH HHOUIUPYIOLIEH CITOCOOHOCTHIO,
TaK Kak MOTYT pacIpOCTPaHAThCS KaK B IPOrpaMMHBIX (paiiax, Tak U Ha AUCKETaX C JIaHHBIMU.

CriocoObl  3apakeHUs1 Cpelbl OOWTAaHWsS, 3aBUCAT OT THUMNA TOCIEAHEH. 3apaKeHHas
BHUPYCOM Cpefia Ha3bIBaeTcs BUpycoHocuteneM. [Ipu nmmnantanuu teno ¢haiaoBoro BUpyca MOxKeT
pa3Meniarbes:

o B KOHIIE (aiina;

. B Hauasie (aiina;

° B ceperHe (aiina;

o B XBOCTOBOM (CBOOOJHOMN) YaCTH MOCIEIHETO KIacTepa, 3aHUMaeMoro (anioM.

HaubGonee nerxo peanusyercs BHenpeHue Bupyca B koHery COM-daiina. [Ipu nonydennn
yIIpaBJIeHUs BUPYC BBIOUpaeT (pailia-KepTBY U MOIUPHUIHUPYET €ro CIEAYIOLUIMM 00pa3oM:

1. nonuckiBaeT K (haitsry COOCTBEHHYIO KOTHIO (TEJIO BUPYCA);

2. coOXpaHseT B 3TOI KOMWU OPUTHHAIILHOE Havalo (aiina;

3.3aMeHsIeT OpUTrMHAIBbHOE Hadano (aila Ha KOMaHIy Tepefadd yIpaBlIeHHS Ha TEJI0
BHpYCA.

[lpn 3anycke WHPHUIMPOBAHHON OMHCAHHBIM CIIOCOOOM TPOTPaMMBI TIEPBOHAYAIHHO
WHUIMKPYETCS BHIMOJIHEHUE TeJla BUPYCa, B PE3yJIbTaTe Yero:

1. BoccTaHaBnMBaeTCss OpUTMHAIILHOE HAYalo MPOorpaMMbl (HO He B (aiine, a B mamsaru!);

2. BO3MOKHO, OTBICKMBAETCS U 3apa’kaeTcs ouepeHas KepTBa,

3. BOBMOKHO, OCYIIECTBIISIFOTCSI HECAHKIIMOHUPOBAHHBIE ITOJIE30BATENIEM JICHCTBHUS;

4. mpou3BOAUTCSA TepeAada yYOpaBlIeHUS Ha HA4yalo MPOrPaMMBI-BUPYCOHOCUTENS, B
pe3ybTaTe Yero OHa BHITIOHIETCS OOBIYHBIM 00pa30M.

Wmnnantanus Bupyca B Hadamo COM-¢aiina mpou3BoAWTCS WHAYe: CO3/1a€TCS HOBBIM
daiin, sBisoUIMiicsS 00beIUHEHHEM Tela BHUpYyca M COAEPKUMOI0 OpUTMHaNbHOrO (aiina. [IBa
OIMCAHHBIX CIO0cO0a BHEJPEHUS BUPYyCa BEAYT K YBEIUYECHHUIO JUIMHBI OPUTHHAIIBHOTO (aiina.

WMmnnmaHTanuss Bupyca B cepenuHy (Qaiina Hamboliee CIIOKHA W CHEIHATU3MPOBaHA.
CH0XHOCTh COCTOUT B TOM, YTO B 3TOM ClIydae BHUPYC JOJDKEH "3HaTh" CTPYKTYypy Qailna-KepTBbl
(manpumep, COMMAND.COM), 4T00BI MOKHO OBLIO BHEAPUTHCS, B YACTHOCTH, B 00JIaCTh CTEKa.
OnucanHbplil cIOCOO UMIUTAHTAIIMN HE BEIET K YBEJIIMYCHHIO JITUHBI (haiima.

[IposiBneHrEM (I€CTPYKTUBHBIMU JEHCTBUSIMHI ) BUPYCOB MOTYT OBITh:
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. BIusiHUE Ha padory [1K;

o HCKa)XEHUE MPOTPaMMHBIX (ailsioB;

o UCKaxeHHe (PailyioB ¢ JaHHBIMU;

o dbopMaTupoBaHue AUCKA WU €T0 YaCTH;

o 3aMeHa HHGOpMaIMU Ha JUCKE WIH €ro 4acTu;

o MCKaQXEHHUSI CHCTEMHOTO WJIM HECUCTEMHOTO 3arpy34HKa J1CKa,

. pa3pylieHne CBI3HOCTH (haiIoB IMyTeM ucKakeHus: Tabmuisl FAT;
. rnckaxxenne naHHbIX B CMOS-mamsitu.

Bonpuyro yactb BUpPYCOB NEpPBOMl T'PYIIIbI, BBI3BIBAIOIIMX BU3YaJIbHbIE WM 3BYKOBBIE
s dexThI, HepopMaTbHO HA3bIBAIOT "WILTFO3HMOHKUCTAMU". J[pyrue BUPYCHI 3TOH e TPYMIbI MOTYT
3amemiaTh paboty 11K mim npensTcTBOBaTh HOPMAIBHOM paboTe MOJIB30BATENSA, MOTUPUIHPYS U
OsoKupysl (YHKUIUHU BBIMOJIHIEMBIX MPOTpamMM, a TaK)Ke ONEpalliOHHOW CHCTeMbl. Bupychl Bcex
OCTaJbHBIX TPYIIl YacTO Ha3bIBalOT '"BaHJajaMu" H3-32 HAHOCUMOTO MMM, KakK IIPaBUIIO,
HEMoMpaBUMOro yIiepoa.

[Ipu moBcemHeBHOW paboOTe MOJIB30BATENh B COCTOSSHUU OOHAPYXUTh BHUPYC IO €ro
cuMnToMaM. ECTeCTBEHHO, UYTO CHMITOMBI BHpyCa HEMOCPEICTBEHHO  OIpPEACTSIOTCS
peain30BaHHBIMM B HEM CIOcOOaMU MpPOSBIEHUS, a TAaKXKE Jp. XapaKTepUCTHUKaMu Bupyca. B
KaueCTBE CUMIITOMOB BHPYCOB BBIICTISIIOT CIEIYIOIIHE:

o yBeJIMYEHHUE yncia (aiaoB Ha JUCKE;

. yMeHbllIeHnEe 00beMa CBOOOIHOM ONepaTUBHOMN MaMATH;

o W3MEHEeHHS BPEMEHU M JIaThl CO3AaHus (aiina;

. yBEJIMYECHUE pazMepa MporpaMMHOro ¢aiina;

o HOSBJICHUE HA JTUCKE 3aperUCTPUPOBAHHBIX JEPEKTHBIX KJIACTEPOB;

o HEHOpMaJlbHas paboTa MporpaMmbl;

o 3aMe/IJIeHHe paboThl IPOTPaMMBlI;

. 3aropaHue JIAMIIOYKM JHCKOBOJAa B TO BpeMs, KOrJa K JUCKY HE JOJKHBI
MPOUCXOIUTH OOpaICHHS;

o 3aMETHOE BO3PACTAHUE BPEMEHH JIOCTYIA K KECTKOMY JIUCKY;

. cbou B paboTe onepalmOHHON CUCTEMBI, B YACTHOCTH, €€ 3aBHCAHUE;

. HEBO3MOKHOCTB 3arpy3KH ONEPALIMOHHON CUCTEMBI

. paspymieHre  (ailioBoil  cTpyKTypbl (Mcue3HOBEHUE  (pailyioB, HCKa)keHUe
KaTajoros).

Hapsiny ¢ KOMIbIOTEpHBIMH BHpYCaMHU CYIIECTBYIOT M JpYru€ ONAacHbIE NPOTrpaMMBbl,
HampuMmep, Tak Ha3biBaeMble "depBHU', (OpMaTbHO HMMEHYyeMble peruiMkaropamu. VX OCHOBHas
OCOOEHHOCTh COCTOUT B CIIOCOOHOCTH K Pa3MHOXKEHHIO O€3 BHEIPEHHUs B JIPyrHe MPOrpPaMMBI.
PennukaTopsl co34at0TCs € LEIbI0 PACIPOCTPAHEHUS 0 y3JIaM BBIYHUCIUTENIBHOM CETH U MOTYT
UMETh HA4YMHKY, COCTOSIIYIO, B YAaCTHOCTH, U3 BHPYCOB. B 3TOM OTHOIIEHHWH MO>XHO HPOBECTH
aHAJIOTHIO MEXy "uepBeM" U IIapruKoBOH OOMOOI.

[Tpumepom pemnnkaropa siBisiercss nporpamma ChristmasTree, pucyromas Ha sKpaHe
JUCIUIES POXKIECTBEHCKYIO €JKy, a 3aTéM pacChlIalollas CBOM KOIMU II0 BCEM aJipecam,
3aperucTPUPOBAHHBIM CPEJICTBAMU 3JIEKTPOHHOM MOYTHI.

Knaccudukanus aHTUBUPYCHBIX CPEJCTB

B nacrosiie Bpems nMmeercst 00JbIlIoe KOJIMYECTBO aHTUBUPYCHBIX cpencTB. OHAaKO Bce
OHU HE O0JIaJ]al0T CBOWCTBAMHM YHMBEPCAJIBHOCTH: KaKIO€ PAaCCUMTAHO HA KOHKPETHBIE BUPYCHI,
60 MmepeKphIBaeT HEKOTOpble KaHambl 3apakeHus [IK umm pacnpoctpanenus: BupycoB. B cBs3u ¢
3THUM TEPCIEeKTUBHONW O0O0JAaCThIO HCCIENOBAaHMA MOXKHO CYHMTaTh NPUMEHEHHE METO/I0B
HCKYCCTBEHHOI'O MHTEIIJIEKTa K PpoOJieMe CO3/1aHNsI aHTUBUPYCHBIX CPEJICTB.

AHTUBHPYCHBIM CPEACTBOM, Ha3bIBalOT MPOrPaMMHBIN TPOIYKT, BHIIOJHSIOLIUN OJHY WIH
HECKOJIBKO U3 CICTYIOMINX (PYHKITHI:

1. 3alUTy (PaiiIoBOM CTPYKTYPHI OT pa3pyLICHHUS;
2. 0OHapyXeHHE BUPYCOB;
3. HENTpaIn3aluio BUPYCOB;
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Bupyc-punabTpoM (cTOpo’keM) Has3bIBaeTCs pPe3UACHTHAs MporpaMma, OOecTieUMBarONas
KOHTPOJIb BBIMIOJTHEHUS XapaKTePHBIX ISl BHPYCOB NEHCTBHI W TpeOyiomlas OT IOJIb30BaTels
MOTBEPXKACHHUS Ha MPOU3BOACTBO JAccTBUM. KOHTpomp ocCymiecTBisgercs IMyTeM ITOAMEHBI
00pabOTYMKOB COOTBETCTBYIOIMX IpEphIBaHUN. B KauecTBE KOHTPOIMPYEMBIX NEHCTBUH MOTYT
BBICTYIIaTh:

o O0OHOBJICHHE TPOTPAMMHBIX (haiiioB;

o npsMasi 3aIMCh Ha TUCK (110 PU3HUUECKOMY aJpecy);
. dbopmaTupoBaHue IHCKa;

. pe3usieHTHOE pa3MmelieHue nporpammsl B O3Y.

JleTekTopoM Ha3bIBaETCS MPOTpaMMa, OCYIIECTBIIAIONIAs TOUCK BUPYCOB KaK Ha BHEIIHUX
HocuTesix uHpopmanuu, Tak 1 B O3Y. Pesynapratom paboThl JeTeKTOpa SBISIETCS CIHCOK
MHOUIMPOBAHHBIX (DaiijIoB W/MiIK 001acTeil, BO3MOXKHO, C YKa3aHHEM KOHKPETHBIX BHUPYCOB, HX
3apa3uBUINX.

JleTekTopel  AeNATCA HAa  YHUBEpCAIbHBIE (PEBH30pPHI) U CICHUATU3UPOBAHHEIC.
VHHBepcaIbHBIE JIETEKTOPHI IMPOBEPSIOT IEIOCTHOCTh (DaiIoB IMyTeM MOJCYeTa KOHTPOJIBHOU
CYMMBI U €€ CPaBHEHHS C ATAJIOHOM. JTAJIOH MO0 YKa3bIBAE€TCS B TOKYMEHTAIIMH Ha MMPOTPaMMHBIN
IPOJYKT, MO0 MOXET OBITh OIPE/IENICH B CAMOM HAadalle €ro SKCIUTYaTaliH.

Crienmanu3upoBaHHbIe JETEKTOPhl HACTPOCHBI HAa KOHKPETHBIE BHUPYCHI, OJIUH WIH
Heckoubko. Ecnu nerexkTop crnocoOeH OOHapy:KMBaTh HECKOJBKO Pa3IMUHBIX BHPYCOB , TO €TI0
HA3bIBAIOT MOJIMACTEKTOpOM. PaboTa criennann3upoBaHHOTO JETEKTOPa OCHOBBIBACTCS Ha TOMCKE
CTPOKM KOJa, NMpUHA/UIeKAIIEH TOMY WM WHOMY BUPYCY, BO3MOXKHO 33/JIaHHOH pEryJspHBIM
BbIpakKeHUEM. Takol JeTeKTop He CIOCOOeH 0OHAPYKUTh BCE BO3MOYKHBIEC BUPYCHI.

Je3unpexTopoM (JOKTOPOM, (aroM) Has3pIBae€TCs INPOrpaMMa, OCYLICCTBIISIONIAs
ylaJeHue BHpPYCa KaK C BOCCTAHOBJICHHEM, TaK M 0€3 BOCCTAHOBJICHHUS Cpellbl OOMTaHWsA. Psin
BUPYCOB HCKa)KaeT cpeay OOMTaHMs TaKUM 00pa3oM, YTO €€ UCXOJHOE COCTOSHHE HE MOXKET OBITh
BOCCTaHOBJICHO.

HaunOonee u3BECTHBIMM MONUIETEKTOpaMHU-(paraMu SIBISIOTCS MPOrpaMMHBIE I1aKEThI
AntiviralToolkitPro Esrenust Kacriepckoro u DrWWeb ¢upmer uaor.

MMMyHU3aTOpOM (BAaKIMHOM) Ha3bIBalOT MPOTrpaMMy, IPEJOTBPALAIOIIYI0 3apaKeHHe
cpeapl OOWTaHUS WM TaMSATH KOHKPETHBIMH BUpycamH. VIMMyHH3aTOpBI pemarT mpolieMy
HelTpain3aluy BUpyca HE IOCPEICTBOM €ro YHMUYTOXKEHHS, a IIyTeM OJOKMpPOBAaHUS €ro
CMOCOOHOCTH K pa3MHOKEHHIO. Takwe TporpaMMbl B HACTOSIIEE BpEMs IPAKTHYECKH HE
UCTOJb3YIOTCS.

MeTo/1b1 3aIUTEl OT KOMIIBIOTEPHBIX BUPYCOB

[Ipy 3ammre OT KOMIBIOTEPHBIX BHPYCOB KaK HHUKOTJa BaKHA KOMILUIEKCHOCTb
IIPOBOAMMBIX MEPONPUATUI KaK OPTaHU3aLlMOHHOIO, TaK U TEXHUUYECKOT0 Xapakrepa. Ha nepennem
ee kpae []oOOpoHBI[] LenecooOpa3HO pa3MECTUTh CPEICTBA 3alUThI JAHHBIX OT pa3pylleHUs, 3a
HUMH [] cpecTBa 0OHapYKEHUsI BUPYCOB M, HAKOHELl, CPE/ICTBA HEHTpaIU3alui BUPYCOB.

CpenctBa 3amuThl JAaHHBIX OT BO3MOXKHOM TIOTEPHM M pa3pyLICHUs JIOJKHBI
UCIIOJIb30BaTbCs BCErAa M PEryisipHO. J(ONOJHUTENBHO K O3TOMY CJIEAYET IPUIEP/KUBATHCS
CIIEYIOIMX PEKOMEHJAlUNA OpraHU3allMOHHOTO XapakTepa, 4ToObl M30aBUTHCS OT 3apa)KeHUS

BUpYyCaMHU:

° TMOKME MOUCKH MCHOIL30BaTh BCEr[a, KOrJa HOTO BO3MOXKHO, C 3aKJIECHHOMU
MIPOPE3BIO0 3AIIUTHI OT 3aIUCH,

° 0e3 KpaifHell He0OXOIMMOCTH He TIOJIB30BATHCSI HEM3BECTHBIMU JTUCKETAMU;

° HE TIepe/1aBaTh CBOM JUCKETHI IPYTUM JUIAM;

° HE 3allyCKaThb HA BBINOJIHEHUE NPOrPAMMBI, HA3HAUYEHHUE KOTOPBIX HE IMOHSATHO;
HUCITIOJB30BATHh TOJIBKO JIUIICH3UOHHBIC HpOFpaMMHI)Ie HpO)IYKTI)I;

. orpannuuTh goctyn K I1IK noctoponHux num.

[Ipy HEOOXOIUMOCTH HWCHOJB30BAHUSA MPOTPAMMHOTO MPOAYKTa, MOJIYYEHHOTO U3
HEU3BECTHOI'O UCTOYHHUKA, PEKOMEHIYETCS:
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o MPOTECTUPOBATH MPOTrPAMMHBIN MPOIYKT CHEIHATIN3UPOBAHHBIMU JIE€TEKTOPAMU Ha
MpeIMeT HaM4Ks U3BECTHBIX BUPYcoB. HexenarenbHo pa3Mmeriath AETEKTOPbl Ha KECTKOM JTUCKE
[J 17151 3TOTO HYXHO MCIOJB30BaTh 3aLIUIICHHYIO OT 3allUCH IUCKETY.

o OCYIIECTBUTDH pe3epBUpPOBaHUE (aillloB HOBOI'O MPOrPaMMHOTO MPOJIYKTA;

o IIPOBECTU PE3EPBUPOBAHUE TEX CBOMX (aillioB, HAIMYUE KOTOPBIX TpeOyercs s
paboThl HOBOTO MPOTPAMMHOI0 00ECIICUEHUS;

o OpPraHu30BaTh OMBITHYIO SKCIUTYaTallMi0 HOBOTO MPOrPAaMMHOI0 IPOAYKTa Ha GoHE

BUpYyC-(punbTpa ¢ 00 yMaHHBIMU OTBETAMHU Ha €r0 COOOIICHUSI.

3amuTa OT KOMITBIOTEPHBIX BHPYCOB JIOJDKHA CTaTh YacThIO KOMILUIEKCA MEp IO 3aluTe
uHpOpMAlUK KaK B OTJCIBHBIX KOMITBIOTEPAX, TAaK U B aBTOMATU3MPOBAHHBIX MH(POPMALIMOHHBIX
cHCTeMax B IIEJIOM

AnTtuBupyc Kacnepckoro

AntuBupyc Kacmepckoro oOecrneynBaeT KaueCTBEHHO HOBBIM YpPOBEHb 3aIlIMTHI BaIlero
KOMIIbIOTEepa Onarogapss ONTHMAIbHOMY COUYETAHUIO TPAJAWLMOHHBIX AHTUBUPYCHBIX TEXHOJOTHUH U
COBPEMEHHBIX NMPOAKTUBHBIX METOJIOB.

[IpoayKT 5erko YCTaHOBUTH M HACTPOUTh, OH IMPEIyCMATPUBAET IIUPOKHE BO3MOKHOCTH
ajanTauu padoThI MO UHAUBUAYAIbHBIE TOTPEOHOCTHU MOJIH30BATENCH.

[IporpamMma oTnM4aeTcs HE TOIBKO Oe3ympeuyHOM MHTerpanuel ¢ OnepaluOHHBIMU CUCTEMaMU
cemerictBa MicrosoftWindows (B Tom umcie MicrosoftWindows x64), HO 1 COBMECTUMOCTBIO C APYTUMH
MPOrPaMMHBIMH TPOJAYKTAMHU JJISl 3alIUThl NEPCOHAIBHBIX KOMIIBIOTEPOB (HAmpUMEp, CETEBBIMU

SKpaHaMH).
OcCHOBHbIE IPEUMYIIIECTBA
. Bricokass 3(dQexTuBHOCTD aHTHBHPYCHOW 3amuThl. Hapsimy ¢ nOpu3HaHHBIMH

«CUTHATYPHBIMU» TEXHOJOTHSIMHU, 00CCIICYNBAIONIIMH TPAJUIIMOHHO BBICOKOE KA4eCTBO PACIO3HABAHUS
U JeyeHus BupycoB, B AHTHBUpYce Kacnepckoro 6.0 npuMeHsI0TCS U HOBbIE IPOAKTUBHBIE TEXHOJIOTUU.
Onu obecneyrBaroOT 3alIUTy OT BUPYCOB HAa OCHOBE aHAJM3a MPOIIECCOB U TMOBEJCHUS MPUIIOKEHUN Ha
KOMIIBIOTEPE TIOJIb30BATEN, a TaKKe TMO3BOJIAIOT TMOJHOCTBIO BOCCTAHOBUTH CHCTEMY MOCIE
BpPEIOHOCHOT'O BO3/ICHCTBUA.

. OnTtumusanus s padotel Ha MoOuNbHBIX [1K. TIpoaykT mo3BosseT UCMONB30BaTh BCE
OCHOBHBIE IIPEUMYIIECTBA HOYTOYKOB, paboTalommx Ha Oasze TexHonoruu Intel®Centrino™ s
MoOmIbHBIX [IK: cHUXeHuEe HSHepromoTpedsieHuss MPU COXPAHEHHH BBICOKOW MPOU3BOJIUTEIHLHOCTH
KOMITBIOTEpa, HCIONb30BaHUE OecnpoBoAHbIX cerelt Wi-Fi  nns  aBromMaruueckoro OOHOBIEHHUS
aHTUBHUPYCHBIX 0a3. Taxxke mporpamma onTUMHU3UPOBAHA ISl pabOTHI HA KOMIThIOTEpaX C MpolleccopamMmu
Intel®, MOAAEPKUBAOIMMHU TexHoJoruo HT.

. [Ipoctrota u ymoOCTBO HCHOJB30BaHUS. YCTAaHOBKA M IEpBOHAaYalbHas HACTpOWKa
AntuBupyca Kacnepckoro 6.0 3aHMMalOT CYMTaHbIe MUHYTBI, a KOHTEKCTHas CIpaBOYHas CHCTEMa
COJICP’KUT HCUEPNBIBAIOIIYI0 HWH(GOPMAIMIO 1O TOHKOMW HAacTpoiike mnpunoxeHus. Kpome »sToro,
porpamMma peryJsipHO HHPOPMHUPYET TOJIB30BATENS O TEKYIEM CTaTyCe 3allUIIIEHHOCTH KOMITbIOTEPA U
JTAeT PEKOMEH/IAINU B CIIy4ae HEOJHO3HAYHBIX CUTYyaIuH.

KiroueBble xapakTepUCTUKHU

AHTHUBUpPYCHas 3allIUTa

. 3ammuTa SJIeKTpOHHOM TouThl. [Iporpamma OCYIIECTBISIET aHTUBUPYCHYIO IPOBEPKY
moutoBoro Tpaduka Ha ypoBHe mpoTokoina mepeaaun naHHbX (POP3, IMAP u NNTP ans Bxomsmmx
coobmenuit 1 SMTP g ucXonAmMx) HE3aBUCHMO OT HCIOJNIb3yeMOH MOYTOBOW MporpaMmsbl. Jlis
MOMYJSAPHBIX TOYTOBBIX Mporpamm — MicrosoftOutlook, MicrosoftOutlookExpress u TheBat! —
MPEAYCMOTPEHBI TIJIAaTMHBI U JICUCHUE BUPYCOB B TTOYTOBBIX 0a3ax.

o [IpoBepka mHTEepHET-Tpaduka. AntuBupyc Kacmepckoro 6.0 obGecrieunBaeT aHTUBHPYCHYIO
MPOBEpPKY MHTepHET-Tpaduka, mocrymnaromero mo HTTP-nmpoTtokony, B pexkuMe peanbHOr0 BPEMEHH,
MO3BOJISISE TAKUM 00pa3oM MpeoTBPATUTh 3apaskeHue emi€ 10 MOMEHTa coXpaHeHHs (ailIoB Ha KECTKOM
JTUCKE KOMIIbIOTEpA.

e 3amuTa (aitioBol CHCTEeMbl. AHTUBUPYCHOM NPOBEPKE MOTYT OBITh IMOJBEPTHYTHI JTIOOBIC
oThenbHble (ailnpl, Katanmoru W Aucku. Kpome 53TOro, HCmoib3ys MNPeAyCTaHOBICHHYIO 3ajady
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CKaHUPOBAHHUS, MOKHO 3aIlyCTUTh MPOBEPKY TOJIBKO KPUTHUECKUX O0JIacTell ONepaliMOHHOW CUCTEMBbI U
00BEKTOB, 3arpyx)aembix mpu crapte Windows. DTo O3BOIUT COKOHOMHUTH BpeMsi, YACIUB BHUMaHUE B
MEPBYIO oYepeb 00JacTsIM U 00bEKTaM, KOTOPhIE OOBIYHO OOJIBIIIE BCETO MOABEPIKEHBI 3apayKEHHUIO.

IIpoakTuBHAs 3a1IUTA

. KonTtponb u3menenuii B (aitnoBoii cucreme. AHTuBUpyc Kacmepckoro 6.0 mo3BossieT
CO3/1aTh CIIUCOK MPUJIOKEHUH, KOMIIOHEHTHBIA COCTaB KOTOPBIX Oy/IeT KOHTPOJIHPOBATHCS, UTO IIOMOTAET
MPEAOTBPATUTH HAPYILICHUE LIETOCTHOCTU MPUIIOKEHUN BPEJOHOCHBIMU ITPOrpaMMaMH.

o Habmronenue 3a mporeccamul B orepatuBHoOU namsatu. [IporpamMma Benet HaOIroAeHE 3a
NEeSTeNIbHOCThIO TMPOTrpaMM M IPOLIECCOB, 3allylIEHHBIX B OMNEPAaTUBHOM NaMATH KOMIIbIOTEpa U
CBOEBPEMEHHO MPEAYNPEKIACT I10JIb30BATENs B CiIydae IOSBICHMS OIACHBIX, MOJO3PUTENbHBIX WIIU
CKpBITHIX (rootkits) mpoiieccoB, a Takke B Cllydae HECAHKIIMOHUPOBAHHOTO W3MEHEHUS HOPMaJIbHBIX
IIPOLIECCOB.

. MOHUTOPUHI HW3MEHEHUW B peecTpe omepaluoHHON cucTeMbl. [Ipunoxkenue
KOHTPOJIMPYET COCTOSIHUE CHCTEMHOIO peecTpa M HMH()OPMHUpPYET IOJIb30BaTeNss NpU OOHApY>KEHUU
MOJO03PUTENLHBIX WITM TOMBITKAX CO3/IaHUS CKPBITHIX KIIIOUEH B PEECTpe.

o brnokupoBanue omacHbiXx MakpocoBlIpoakTuBHas 3amuTa MO3BOJSET KOHTPOJIUPOBATH
pabory wmakpocoB VisualBasicforApplications B pokymentax MicrosoftOffice u GnokupoBath
BBITIOJIHEHUE OMACHBIX MAKPOKOMAaH/I.

o BoccranoBnenue cuctembl. B mpuioxeHHM —peanu3oBaHa HOBas  TEXHOJIOTHUSA
BOCCTAHOBJICHHSI CHCTEMBI IOCJI€ BPEAOHOCHOTO BO3JCHCTBHUS MpOrpamMMm Kiacca spyware: AHTHUBUPYC
Kacmiepckoro 6.0 ¢ukcupyer Bce M3MEHEHHs peectpa W (DaljIOBOH CHCTEMbl KOMITBIOTEpAa M MOKET
OTMEHUTH UX IO PEIICHHUIO MOJIb30BATEIS.

Bboicokas ckopocTb paboThI

. TexHOMOTUM YCKOpEHHs aHTUBHpPYCHOM mpoBepku. AHTHBUpYC Kacnepckoro 6.0
OTJIMYAETCsl BBICOKOM CKOPOCTBIO pabOTHI Onarojapsi 3aj0’KEHHOM B HEM BO3MOXXHOCTH IPOBEPSTH
TOJIBKO HOBBIC M M3MEHEHHBbIC (Daiibl. MeXaHu3M TPHUOCTAHOBKH AHTHBHPYCHOTO CKAHUPOBAHHS TIPU
YBEJIMYEHUH  TOJIb30BATEIbCKOM  aKTHMBHOCTH  CIIOCOOCTBYET  ONTHUMAIBHOMY  HUCIOJIb30BaHUIO
BBIUHCIIUTENBHBIX PECYPCOB KOMIIBIOTEPA.

. YMmenblieHHbIH pa3mep oOHoBieHMi. [lo cpaBHeHUIO ¢ mpeabaylied Bepcuei
MporpaMMbl pa3Mep CKauuBaeMbIX OOHOBJIEHWUW aHTHUBUPYCHBIX 0a3 yMeHbImwics moutu B 10 pa3 u
OOBIYHO COCTaBIIIET HECKOJIBKO JECSATKOB KHJIO0AMT, 4TO oOecmednBaeT MPaKTHYECKH MTHOBEHHOE
MoJTydeHrEe OOHOBJICHUH.

CucreMHble TpeOOBaHUS

OO6uue TpeboBaHUS AmnmnapaTHble TpeOOBaHHUs
Microsoft Windows 98 (SE) / NT Workstation 4.0
- Microsoft Windows NT Workstation 4.0

(Service Pack 6a)
- MicrosoftInternetExplorer 5.5 unu Bbime  IntelPentium 133 Mz wix Bhile
(st OOHOBJIIEHUS MPOJIyKTa u

- 32 MB RAM
- 50 MB cBOOOgHOrO mpOCTpaHCTBA Ha
KECTKOM JTUCKE

AQHTHBHPYCHBIX 0a3 yepe3 HHTEPHET)

- CD-ROM (ansa wHCTAUSIIAKM TPOAYKTA C
nomoibio CD)

- TonmkmoyeHne K ceTH uWHTepHET (I
aKTHBALIUU IPOIYKTA)

MicrosoftWindows 2000 Professional

- Microsoft Windows 2000 Professional
(Service Pack 2 winuBsiiie)

- MicrosoftInternetExplorer 5.5 wnu BbIme
(st 0OHOBJIEHUS MPOJIYKTa "
AHTHBUPYCHBIX 0a3)

- IntelPentium 133 MHz unu BbIIIIE

- 64 MB RAM

- 50 MB cBoOOmHOrO TpPOCTpaHCTBA Ha
JKECTKOM JHCKE
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CD-ROM (st MHCTAJISIIUU TPOIYKTA C
nomoibio CD)

MOAKIIOYEHUE K CETH HWHTEpHEeT (s
aKTUBALIUU MIPOIYKTA)

MicrosoftWindows ME

MicrosoftInternetExplorer 5.5 wiu Bblime
(nos OOHOBJICHUS MpOAYKTa u
AHTHUBHUPYCHBIX 0a3)

CD-ROM (st MHCTAJIISIIIUU MPOJyKTa C
nomotipsio CD)

MOJKIIIOUEHHE K CEeTH MHTEepHeT (Iid
aKTHBAIIUU MIPOJIYKTA)

IntelPentium 150 MHZ wnu BbIie

32 MB RAM

50 MB c¢BOOOAHOrO MPOCTpAHCTBA Ha
YKECTKOM JIUCKE

Microsoft Windows XP Home Edition / XP Professional x64 Edition

Microsoft Windows XP Home Edition
(Service Pack 1 wiuBsiiie)
MicrosoftInternetExplorer 5.5 wnm BbIme
(most 0OHOBJIEHUS MPOIYKTa u
AHTUBUPYCHBIX 0a3 yepe3 HHTEPHET)
CD-ROM (st MHCTAISIUU MPOIYKTa C
nomoipsio CD)

[TonkitoueHne K CETH HHTEpPHET (Is
aKTHBAIIUHU TIPOJIYKTA)

IntelPentium 300 MHz unu BbIIe

128 MB RAM

50 MB c¢BOOOJHOrO MPOCTPAHCTBA Ha
JIACKE

Hcnons3oBaHue AHTI/IBI/Ipyca KacnepCKoro Ha IMPAKTHUKE MMPEACTABIICHO HA HUIKEC

MEPCUUCIICHHBIX PUCYHKAX.
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[& AntHeupyc Kacne pckoro Personal

K AuTtusupyc Kacnepckoro | Personal

- N \.& — Yy
% Bamma[ h Ha(:Tpow{aT -ré Moaaepmka

& MposeprTh MoA KoMnbroTep a MocTOAHHAA 3alHTa EKNHOYEHA.

W CTEHOENEH PEKOMEHAYEMEIN YPOBEHE SELMTEI,
® [IPOBEPUTB CHEMHLIE AWCKK P ald P -

e

® [IpOEEPHTE DB BLEKTEL

KDEHHE HE0020 AMMO BEINONHMTE OonHYH NPOEEDEY KOMNERITERS cefiac,
MpoEEpKa KOMNEBFOTEPE NO PACAMCAHKMD BKAKIHEHE, Bl MOXMETE HIMEHHTE
BACAMCAHHE NPOEEREH,

éé & 3arpysuTh oGHOBREHHA 0 MonHaA NpOEEpPKAa KOMMNBHTEPA HE ERINODAHANACL.

& [IpOCHOTPETL KapaHTHH

3 AHTHEMPYCHBIE BA3bl B AKTYAaNBHOM COCTOAHMM.
Mcrnonesyemele BarK aHTHEMPYCHEIE Baskl DEINK BRINYILEHE! BYepa (30,05, 2006
22139:38).

2}
{‘-:5 & [IpOCHOTPETL OTYETHI

nafoparepra
340 "NabopaTopra Kacnepckoro”, 1996-2004, Bre Npaga 3alLMWLEHBI. |<A(n E P(Ko ro

[ BuiGop o6wenToR ann npoRe pry

(ZMMCOK NpoEEpAEMBD: OOEEKTOE:

51 Mok fokymeHTl [W]
F .ﬂ,,ﬂ,n-:k: 3,500
= MokaneHed Anck (2] ¥ AANHTE
[ = AWCK (D)

[ ] =& KTIAMRI (E2

F o DVDICD-RW amckosoa (F:)
(64 M1 2 (G:)

[ ] s HitrmarBloodrmoney (H:)

[ = NodToBsle ALLMEM

® BrifepHTe 00BEKTEl ANA NPOBERKH,

?,/] (oMo MpoEepHTE ] [ 3aKkpeITE
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[ AuTueMpyc Kacne peioro Personal

& Autusupyc Kacnepckoro | Personal
EALMIPCKON
- v _ . .
%_ Sawra h Hactpoiika <y MNopaaeprka
4 = [MOCTOAHHAA 3AWMTA YCTAHOBNEHLI PEKOMEH ¥ EMbIE HAC TPOAKKM NOCTOAHHON 3alMThI.
_?_ oen 6 SaNPelaTh AOCTYN M 3aNpallMEaTE ABACTEME ¥ NONLS0EaTENA.
Lannl DEENKa N0 TOEDOBaHMHT Y¥OOEEHE 3ALUMTED PEKOMEHAYEMEIR,
Bibl MOMETE MEMEHMTE HACTDOMKK NOCTOAHHOM 38WHTEI,
.@ * 06HOENEHWA
9 YCTAHOBNEHbI PEKOMEH ¥ EMbIE HACTPOAKM NPOBEPKM N0
TpeboBaHuo.

Pk OOHAPY#EHHHM BMPYCE 3aNPOCHMTE ABACTEHE ¥ NOME30BATENA,
- ¥POBEHE NPOBEPKH: PEKOMEHALYEMEIA,

& et .
?f o KapanTHH Bl MOMETE MEMEHMTE HACTOOMKM NPOBEPH N0 TREO0E aHKH

El ]

a ABTOMATHUECKOE 0OHOBREHHE BKNHYEHD,
YacToTa oBHOBNEHKHA - Pas B CYTEH, ¥EEAOMAATE NSpe A Ha4anoM oBHOENSHKA,
J\J & JlONOAHWTENbHLIE HACTPOAKK CMMASTE COEAMHEHMA C CETEHD NPH MCNONES0EaHMK Dial-Up,
=1 Bl MOMETE HMEMEHMTE HACTDOMKK ANA EEI00pa HEoBX0AMMOra HHTEpPEaNa
SaMYCKa SETOMaTHYECKOrD 0GHOENEHHA,

nobopaTop
380 "NabopaTtopHA Kacnepckoro”, 1996-2004, Boe Npaga 3allHWEHEL. |<A(nz P(KQ ro
[ Hactpoiixa o6HoBne nus | X |
TN 0BHOBNEHKA: |H3 HHTEpPHETA, CTAHAAPTHRIE faskl b |

OBHOBENATE NPOrPAMMHEIE FMOLY I

C¥HAATE COEAHMHEHHA C CETEHD MPH MCNONBZ0EaHKMH Dial-Up

BKNHOYMTE ABTOMATHYECKOE OOHOBNEHHE

YacToTa oDHOBNEHWH: | Pas B CYTKH w

Kan Ak Yac
VBEAOMNATE NEe A Hkau ke TpM Yaca
KaWARIE WECTE HaC0E
Kam Akl AEEHIAULATE HacoE
Ana coearHeHHA | 2 _ AU
NapaMeTpel, YKas -
R pEL ¥ pas 6 ABa AHA
pas B TPH 4HA

pa3 B HeAenHD

@J] MoMowE oK ] [ OTMEHS
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[4 flononHkTe AbHBIE HACTPOHKM

X

FHTEphEAT NpOrpamts

MoKk askEaTE BCNAEIEAHOWHE CO0DWEHKA

MICNONES0EATE 3EYKOE0E OdOpMASHHE

OTHETEI

D 3aMMEBIEATE B OTYET BCE EDDELLI.EHHH

®paHKTE 0THET He Donee 30 & | aned

Sanyck Nporpariel

FanyCKaTe AHTHEMPYC Kacnepckoro Personal npK zarpyske cHCTEME

SAlMTa NpOrpattsl

[ ] Mcnone30BaTe Napons ANA 3aLMTE! NPOrpamMtbl

MNaponk: | |

MoATEEp#HASHHE NaponA: | |

t!/] NomMowe [ oK, l [ CITHEHE ]

|4 AnTuempye Kacne pekoro Personal

EK AuTtuemupyc Kacnepckoro ‘ Personal

%_ Samma| &ﬁ' HacTpoi’ka ":5 Moaaep»ka

ﬁ.l » Janpoc B CnyxOy Noanepsmd NMoaaepxka
|_ J /) Ormpaska EcnM ¥ BAC BOZHHINHM BONPOCH! MO MCNOALZ0BAHKHD 3TOMA NPOFPAaMME], Bbl MOKETE
- UTnpaeka
CEBA3ATLCA C COTOY AHKESMA a00paToOpKKM Katnepokoro MM ee NDEACTAEHTENAMM-

* daiina Ha uccnegosanve

NapTHEPAMH B BEAlleM DErHOHE,

WHdopMau4Aa o NporpamMMe

~ EepcHA nporpattel: 20,123
‘é-) & JIMUEHIHOHHbIE KAHYM ata BeIMYCEa SHTHEMPYCHER: Das: E4epa (30,05,2006 22:39:38)
+ JanMced B aHTHEHPYCHE X Basax; 185380

WMhdopmauwa o nMYLEH3MOHHOM Kntoue

||'|'-;:.:"- * PykoBoacTB0 Homep: 027 2-000069-0005d0d:

L Bnageneuw; Benelu: Retail

L= = [NoMomb
AaTa HCTEYEHHA! 09,11,2006 0:00:00
MoapofHes. . .

( * BUpyCHan SHUKKNONEeAWA WhdopMauma o cHcTeMe

Befi-caiiT OHEDEEMDHHEH CHECTEMA) Micrasoft Windows XP, Service Pack 2
* NabopaTopuu Kacnepckoro Ooapoftes...
NoSopaTCRHE
340 "NabopaTtoprA Kacnepckora”, 1996-2004, Bee Npaga 3alHLEHbI. |<A(n EP(KQ ro
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Tema Ne 4. BocctaHOBIICHHE AJIEKTPOHHON HMH(OpPMAIIHH.

3aganue Ne 1 BoccranoBiieHne 3apaxeHHbIX (GaidioB

AnroputMm BbInosHeHus padbotel st BoccranoBieHust qokymeHToB Word u Excel
JOCTaTOYHO COXPAHMUTH MOpakeHHbIE (aiinbl B TekcToBbIN popmaT RTF, conepikanuii mpakTuiecku
BCIO MH(POPMALIHIO U3 IEPBOHAYAIILHBIX IOKYMEHTOB U HE COJiepKalliii Makpockl. JlJist 3Toro
BBITNIOJIHUTE CIIEAYIOLIUE IEHCTBUS.

1. B mporpamme Word BeiOepuTe myHKTHI MeHIO «Daiimy — «CoXpaHHUTh KaKy.

2. B otkpeiBmieMcst okHe B mone «Tum daiinay Beioepute «Texer B hopmare RTF».

3. Bribepute komanay CoXpaHUTh, IPU 3TOM MMs (aiiia OCTaBbTE MPEKHUM.

4. B pe3ynbTaTe NOSBUTCS HOBBIN (haiil ¢ IMEHEM CYIIECTBYIOIIETO, HO C JPYTUM
paclIMpeHueM.

5. Jlanee 3akporite Word u ypanure Bce 3apaxkenHbie Word-1okyMeHTsI U (paiii-mabioH
NORMAL.DOT B nanke WinWord.

6. 3anyctute Word u BoccraHoBUTE T0KyMeHThI U3 RTF-(]aiioB B cOOTBETCTBYIOMINI
(dhopmar daiina ¢ pacmupenueM (.doc).

7. B pe3ynbTarte 3T0ii npoueaypsl BUpyc OyAeT yaalleH U3 CUCTEMBI, a MPAKTUYECKH BCS
uHpOpMaIHs ocTaHeTcs 0e3 n3MeHeHui. [IprMedanue: a) ’TOT METO.T PEKOMEHTyeTCsI UCTIONIb30BATh,
€CJIM HET COOTBETCTBYIOIINX aHTUBUPYCHBIX MPOrpamMM; b) Ipu KOHBEPTUPOBAHUH (PaIoB
IIPOUCXOIUT MOTEPS] HEBUPYCHBIX MAaKPOCOB, UCIOJIb3yEMBIX MpH padote. IloaToMy nepes 3amyckom
OITMCAHHOM MPOLETYPHI CIETYeT COXPAHUTh UX UCXOIHBIN TEKCT, a IOCJIe 00E€3BPEIKUBAHNUS BHPYCa
— BOCCT@HOBHTb HEOOXOIMMBIE MAaKpOCHI B IIEPBOHAYATILHOM BUJIE.

8. nst mocnenyromieit 3auThl (ailyioB 0T MAKPOBUPYCOB BKJIFOUMTE 3ALUTY OT 3aITycKa
MaKpOCOB.

9. s atoro B Word BeIOepuTe mocieoBaTeabHO MyHKTH MeHIo: CepBuc — Makpoc —
beszomnacHoCTb.

10. B oTkpbIBIIEMCS] OKHE Ha 3aKJIa/IKe Y pOBEHb 0€301MaCHOCTH OTMETHTE IMyHKT Bhicokast

3aganue Ne 2 3amura nporpaMm u (aiyioB 0T HECAaHKIIMOHUPOBAHHOTO JI0CTYIIA

B Hacrosiiiee Bpems 04eHb BayKHO YTOOBI XpaHUMasi Ha KOMIIbIOTEpax HH(popMarus Obuia
3aIlIMIIeHa OT HECAHKIIMOHUPOBAHHOTO K Hel 1ocTymna U u3MeHeHni. CyIiecTBYIOT pa3nuHble
CIIOCOOBI 3aIUTHI HHYOPMAIIUU U TIPEIOTBPALICHUS UX U3MEHEHUs: H(poBaHKe, KOAUPOBAHHUE,
yCTaHOBKa MapoJisi. Bo3MoxkHa 3a1ura He TOJIbKO OTJEIbHBIX JOKYMEHTOB, HO M AaXe MarokK 1
KOMITBIOTEPOB TIOJTHOCTBIO.

MO’KHO JTM yCTaHOBHTB TTapOJIh HA IOCTYIT K HH()OPMAIIMH U €€ M3MEHEHHE BO MHOTOM
3aBHUCHUT OT YCTAHOBJIEHHBIX HA KOMITLIOTEPE ONEPaLlMOHHOM U (ailnoBoii cucrem. Tak, Harpumep,
MapoJib Ha KOMITBIOTEP MOKHO YCTAaHOBHUTB TOJIEKO Ha T€, HA KOTOPHIX YCTAHOBJICHBI ONIEpAIlHOHHBIC
cuctemsl He ctapiie Windows 2000 (Windows XP, WindowsMillennium u nip.). I1pu sTom cTout
YUHMTBIBATh, YTO €CIIU OyJeT ycraHoBieHa (aiioBas cuctema FAT 32, To Gyner He BO3MOXKHO
YCTaHOBHTH MApOJIM Ha Marnku co cpeacrBamu Windows. JIpyras e He MeHee pacpocTpaHeHHas
¢aiinoBas cucrema NTFS nmo3BosseT nCob30BaTh pa3InyHbIe CIIOCOObI 3alUTHl U
NPEAOTBPAILEHUs U3MEHEHHS HH(pOpMaLUK.
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Paccmotpum 6oree mogpoOHO criocoObl 3aIIUTHI MANOK U (PaiiIoB 0T HECAHKITHOHUPOBAHHOTO
JOCTYIIa, a TAK)KE KOMMPOBAHMS, ITU(PPOBAHUS U U3MEHEHHUS Ha TIPUMEPE OTNEPAIIHOHHOM CHCTEMBI
Windows XP u ¢aiinoBoii cucrembr NTFS.

[Tapone ans nocryna k uabopmanuu B fokymentax Word
(ycraHoBKa maposis, yaaneHue nHopMaiiu o co3aarene JOKyMeHTa).

Jnist Toro 4To0Bl YCTaHOBUTH MAPOJIh HAa OTKPBITHE (Daiiyia Halo cHavaa OTKPBITh caM
nokymeHT. [Totom B meHro qokymenTa Beiopath myHKT CEPBUC/ ITAPAMETPBI. ITocne sToro Ha
9KpaHe MOSBUTCA OKHO, Ha KOTOpoM Hajo Oynet BbiOpath Bkiaaaky BE3OITACHOCTD.

Ha ueit B mynkte [IAPOJIb JIUISI OTKPBITUST ®AVIJIA BBOIMM mapob.

lcnpasnexHya ] MonezoEaTENE ] COBMECTHMOC T ] PacnonoseHHs ]
Ena, ] OEWwmHe ] MNpaexa ] MevaTte l ZoxpaHeH1e BezonacHocTE lnDaBDI'IHCEIHHE ]

MapaMeTpel WHHPOESHKMA 4NA 43HHOMD A0KYMEHT S

Oapone AnA OTEPeITHA haina: | A ONONHHTENEHD |

MapaMeTpbl COBMECTHOMD MCMONES0EAHKA ANA ASHHOMO AOKYHEHTA

napofb paspelleHHA 3arnHcH! |

l_ PEEROMEHADEATE A0CTYM TONEBEKD 407 9TEHHA

UndpoEEIE NOAMHCH. .. | WCTIHOEMTE SAWMTY. ..

MapaMeTpel 3aWKTEl KoHBHAEHLHANEHON MHpOPMAaLKK
[ waanaTe nMuHblE cEEAEHKA K3 dakna NpK ero coxpaHeHn

[ mpeaynpexaaTe Nepes NeYaTel, CcoxpaHeHWeM M oTnpaekol dafina, coaepiawero
SAMNHCAHHEIE MCNPAENEHMA M NPHMEYaHMA

rd COXpIHHTE I:J'I';.-"—laﬁHDE HHCNO ANnA NOEBILWUEHHA TOHHOCTH CAHAHMA
SalKMTa 0T MakpoCcoE

lzMeEHEHHE YpOBHA BEZ0NACHOCTH NP OTKPEITHK hafnos,
KOTOPEIE MOMYT COASP¥aTE BHPYCEl B MAKpOcax, M YKasaHe
HaAe¥HeX paspaboTYHKOE Makpocos,

3aWMTa OT MAKPOCOE. .. |

[5].8 I OTMEHA |

ITocne 3Toro Ha 3kpaHe NOABUTCA APYrO€ OKHO, B KOTOPOM Haj0 Oy1eT HOBTOPHO BBECTH
1apoJIb.

llogree pmae HHe napoan

BEEAMTE NApONk ELWLE pas;
|***|

BHMMaHKE! 3a0RITEIA N3p0NE EOCCTAHOEMTE HEBOSMOMHO,
CrMCoK Naponed peKoMeHAYETOR XPaHHTE B HaAEHHOM
MECTe. CNEAYET TAKME NOMHMTE, Y4TO NP BEOAE Napond
YUWTEIBIETCA PETHCTP OYEE,

O | OTHEHS

ITocne sToro Haxxmure kHonky OK Ha kaxx;iom okHe. [Tocie 3Toro npm OTKpBITUM TOKYyMEHTA
Ha HKpaHe Oy/eT MOSIBISATHCA OKHO, B KOTOPOM Ha/10 OyAET BBECTH MapoJib.
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[Mapoian @E|

BEEAWTE Naponke ANA aTKpEITHA daina
C:hL L EaTioweal Deskiop Y PCAK L 2 nek TpoHHG  doc

R | OTHEHS

[Tpu HeBepHO BBEIEHHOM I1apoJie JOKYMEHT He OyJIeT OTKPbIBATHCSL.

3ammra JOKyMEHTa OT BBOJA JaHHBIX, KOIIMPOBAHUS, €r0 yAAJICHUS U IICUaTH.

Ouenp wyacto TpedyeTcs, YTOOBI CO34aBaEMblil JTOKYMEHT HCIIOJIb30BAICA JAPYIHMMHU
II0JIb30BATEISIMUA TOJIBKO JUIA IPOCMOTpa. I 3TOro Hajo OTKPBITH CHadana caMm JOKyMeHT. [lotom
nyHkT MeHio CEPBUC/TTAPAMETPBI. TlosButcs oxHo. Ilocie 3Toro Hajgo BbIOpaTh BKIAIKY
BE3OITACHOCTD, B KOTOpOH YCTaHOBUTH Iapojib KaK paccKas3blBalIOCh BbIle B « Ilapamerpsl
COBMECTHOI'O HCIOJIb30BaHUA JJIsl JAHHOTO JOKyMeHTa» U nocrtaButh Metky PEKOMEH/IOBATDH
JOCTVYII TOJIBKO JIA1 UHEHUS. 310 no3BOAUT CHpaliMBaTh MOJIb30BATENS MEPE] OTKPHITHEM
JIOKYMEHTa, 4TO OH OYAET C HUM JIelaTh: PEeJaKTUPOBaThb MM TOJBKO CMOTpETh. B «mapamerpsl
3alUThl KOH(UIEHIMaIbHOH uHpopManun» noctaButh MeTky B nyHkre [IPEJIYIIPEXJIATH
[IEPEJT TIEYATBHIO, COXPAHEHMEM U OTIPABKON ®AWIA, COJIEPXAILEIO
3AIIMCAHHBIE UCITPABJIEHUA U ITPUMEYAHMAL. Ilocne 3toro Haxars kHonky OK.

[NapameTphbi
McnpagneHHa l Mones0EaTENE l COEMEC THMMOCTE ] PacnonoxeHne l
Brpg, l ]S l MNpaeka l MevaTe ] CoxpaHeHne  BezonacHoCTE ll'lpasu:unnu:aHHe l

MNapaveTpel WHMHPOBaHMA ANA AGHHOMD AOKYMEHTA

Naponke ANA OTEPEITHA danna; | JONOTHHTERBHO .. |

MapaMeTpel COBMECTHOMD HCNONE30EAHKA ANA AGHHOMD ACKYHEHTS

napone paspeweHka SanycH. |***

'F PEKOMEHAOESTE A0CTYN TONBED ANA 4TEHHMA

LmbpoERIE AOARKCH. .. | YCTAHOEHTE SALUMTY ...

MNapareTpel 3alMTE KOHEHAEHLMANEHOA MHBDOPMALLMH

[ vAanATE AHHHBIE CEEAEHHA M3 GafAna MpH ero CoxXpaHEHHH

| npeaynpesAaTe Nepes NeYaThH, COXpaHeHHeN v oThpaskod dafna, codepsallera
BAMHMCEHHEIE MCMPAENEHHMA H NPHMEYEHHA

[w COXPaHNTE EJ'I';.-"-IaI:iHEIE HHCNO ANnA NOEBIWUEHHMA TOYHOCTH CNHMAHMA

3aWMTa OT MAKPOCOE

A3MEHEHHE YPOBHA DEZ0NACHOCTH NP OTKPEITHK hafnoE,
KOTOPEIE MOMYT COLEPMATE BMPYCE! B MAKPOCAX, M YKaSaHHE
HaAe¥HE: PaspatoTYHKOE MAKDOCOE,

JAlMTA OT MEKDOCOE. . . |

(0],4 | OTHEHS |

Tenepsb nepen OTKPbHITHEM JOKYMEHTA Oy/IET MOSBISTHCS OKHO, B KOTOPOM OyzieT
CIIPAIIMBATHLCS APOJIb, €CIU BBl XOTUTE YTO-TO CAENATh ¢ JOKyMeHTOM. Ilociie BBosia maposis HaJo
HakaTh KHONIKY OK. Ecin 5xe BBl XOTHTE TOJIBKO IPOCMOTPETH TOKYMEHT, TO BaM OYZAET NPEUI0KEHO
Haxxatb kHONIKY TOJIBKO YTEHMUE.
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AoKYMEHT "INEKTPOHHD" 3AWMTHA NApOIEH
FaThwka,

BEeAHTE Naponk PaSPELUEHHA 3aMHck AHbo oTKpoRTE
AQKYMEHT TONBKD ANA HTEHKA,

Napont: |***|

TonekD YTEHHE | OF | OTHEHS

Crout 3aMeTuTh, UTO €CIM TAK)KE€ YCTAHOBUTH MApOJb HA CaM JOKYMEHT IOJHOCTBIO, TO
MOJTY4UTCs ABOMHAs 3ammra. [Ipu 3TOM mepBoe MosBUBIIMECS OKHO OyJeT 3ampamiiBarh Mapoiib Ha
OTKPBITUE CAMOI'0 IOKyMEHTa, & BTOPOM, KOTOPBIA OyJeT BBOAUTHCS B MOSIBUBILUECS CIEIOM 3a 3TUM
OKHOM, JUTS OIIPEJIeTICHNUs ISHCTBUI, KOTOPBIE BBl COOMPAECTECh COBEPIIATH C JJOKYMEHTOM.

Kak cHATh 3alMTy U YAQIUTh 1ApOJIb?

s Toro, 4ro0bl yIAIUTh NMApOJib U OTKPBITh HOJHBIA AOCTYI K JOKYMEHTY HaJll0 OTKPBITh
JOKyMEHT, Ha KOTOpPOM CTOMT mapoisib. Ilocie 3Toro OTKpBITH IYHKT MEHIO JIOKyMEHTa
CEPBUC/TTAPAMETPBI. Ilocne otkprits BkiIaaky BE3OITACHOCTD. Ha neit IOBYKBEHHO (!)
yIQINTh HYXHbIe apoiu. Eciau ke ylanuTh naposb LEIUKOM, TO HUKAKOro (PaKTHYECKOTO y1aleHHs
HE MIPOM30M/IET 1 3aIpOC Ha BBEJICHUE Mapoisi OyIeT MOSBIATHCS CHOBA.

[pyrue BUipl OTpaHUYEHHUN.

[ToMrMoO BbIIIEYKA3aHHBIX OIPAaHUYEHUM MOKHO YCTAaHOBUTb WU Jpyrue orpaHuueHus. [[ns
ATOTO HAJ0 OTKPHITH MyHKT MeHo gokymeHta CEPBUC/3AILIMTA JOKYMEHTA. Ilocne storo B
[IPaBOM YITy 3KpaHa IOSBUTCA MEHIO, B KOTOpPOM OYAyT yKa3aHbl ApPYrue CIOCOOBbI 3aIlUThl

HAOKYMCHTA.

— I
A : 3awMra AOKYMEHTA v W

1. OrpaH14YeHK1A Ha
dopMaTHpoBaHve

[ ] orpaHkumTe HaBop
PASpElLEHHEL: CTHNEH

HacTporis., ..

2. OrpaH44YeH+A Ha
PEAAKTHPOBAHHE

[ ] PaspelwmTE ToNEKD Ya3aHHEIR
Cnocof peask THPOBaHKA
AOKYMEHTA!

3. BKNHOYWTE 3alHTY

MPHHEHKMTE YKA3SHHEIE HACTPOFKK?
(MozaHes Mx MoMHD Dy aeT
OTKNHIHHTE ]

- OrpaHn4eHus Ha (opMaTHPOBAHUE.
- OTPaHUYEHHUS HA PEJAKTUPOBAHHUS.

Ecnu Mbl mocTaBuM rajouky Ha nmyHKTe «OrpaHuduTh HA0Op pa3pelieHHbIX CTHIICH, TO
OTKpoeTcs Ipyroe MeHio. Hike npencraBiieHo 3To MeHo. [1pu ero nosiBiieHuM Haflo OTMETUTH MTYHKT
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«OrpaHn4uTh HAOOP pa3peIIeHHBIX CTUIEH». DTO MO3BOJIUT CAMOCTOSTEIBHO BEIOPATH TE CTHIIN

(dbopMaTHpOBaHUsI, KOTOPBIE OYIYT MOMYCKAThCS IPU PEIAKTUPOBAHUU JTOKYMEHTa. TakKe mocie

BBIACIICHUA BBINICYKA3AHHOI'O ITYHKTA aKTUBHUPYCTCA KHOIIKA, IIPU HA’KATHUU HAa KOTOPYIO CHUCTEMaA

OCTaBUT TOJBKO PEKOMEHYEMBbI HA0Op CrIocO00B (hopMaTHPOBAHUSI.
-

-

Orpannue 1A Ha opraTHpPOBAHHE

CTHIH

[*]:OrpaHmTE HAPOp paZpeLEHHE: CTHIEA;

CrpaHHYeHKe HAO0pa paEpEWEHHER CTHAEH YCTRAHABT OMNACHOCTE
HEMEHEHHA CTHAEH M NPHMMEHEHHMA NPAMOrD DOPMATHPOESHHA K AOKYMEHTY,
BeIfEQHTE CTHAM, KOTOpBIE AOMYCKAETCA MONONBS0BATE B AOKYHEHTE.

MoMEYEHHBIE CTHIK ABMARITCA PAS0ELIEHHBINMH!

1/1.1/1.1.1 ~
1jali =
Aapec HTML (peromMeHA0EaHD)

AApEC HA KOHEEPTE (PEKOMEH ADEaHD)

AkpoHim HTML {peromeHa08aH0)

Bef-Tabnmua 1

Beb-Tabnuua 2

Beb-Tabnuua 3

BepxHHHA KONOHTHTY N (peroMeH A0EaHD) ™|

E=I==]<]=]=]<]<]

Bce ] [EEKDMEH,.'J.DBaHHblﬁ MHHHMYH ] [ Her ]

MOpMATHROEaHHE

|:| He: WHUTEIE3TE 3TH OrpadHHM~EeHHA NpH ABETOMATHHYECKOM IZI:IEIFIMEITHFIDBEIHHH

[ Ik l [ CITMEHA ]

[Ipu BbimeneHun mnyHKTa «Pa3pemuTh TONBKO YKa3aHHBIM CrHoco0 pelaKTUPOBAHUS
nokymenTtay. [locne aToro MoxHo OyneT yka3aTh Toabko 1(!) kakoii-mubo croco0 penakTupoBaHMUs,
a TaK)Ke yKa3aTh MOJIb30BATENEH, KOTOPBIM 3TO MOKHO JAenaTh. ECiM Takux HET B MPEeACTaBIEHHOM
CIHCKE, TO MOXKHO UX JI00aBUTH.

-

.
JoBagne HHe NODNbI0EATE MEH .ﬁ

BESAMTE MMEHA NONE30EATENEH (HEPES TOMKY C 3anAToMH)

Mpwmep: userl; 4OMEHWMA; proverka@example.com

OTHEHS
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—

A : JamMTa JOKYMEHTA * x

1. OrpaHv4yeH4a Ha
topMaTHpoBaHHe

(] Orpan4mTE Habop
paspeWEHHEL CTHAEA

HacTpofkH, .

Z. OrpaHH4YeH+a Ha
PEeAaKTHPOEAHHE

FazpeluMTE TONEKD YIES3aHHEIR
cnocofi peAak THPOBSHHA
AOKYMEHTA!

MpHMEdaHHA

3anHCcE HCNpAgNEHHA
[oHME~aHRA

BE0A AaHHED B NOnA dopm
TDﬂbKD HTEHHE
EbIOEDMTE NONEI0EATENEH,
KOTOPEIM DASPEWEHD HX
PEAAKTHPOESTE.

[ pynne:

[]Bce

& Apyrie nonesoBaTenM...

& Apyrve nonk3oEaTEMM. ..

3. BKNHOYHTE 3aWMTY

MPHMEHHTE YKaSaHHBIE HACTROHKHT
(MozAHEE KX MomHD OY AT
OTKNHHYHTE )

[ Ja, BENHYHTE SaWMTY

CH. TaKxe

CrpaHHYHTE PaspELLEHHE. ..

[Tocne BbIIENEeHNS XOTS ObI OJTHOTO M3 2-X BBIIIEYKA3aHHBIX ITYHKTOB MOSIBIIsETCS 3-1 MYHKT,

B KOTOpPOM HAJA0 MOATBEPAUTHE NIPUMCHCHHUEC YKA3aHHBIX PAaHEC CII0C000B 3alIUThI TCKCTA.
Kak BUIHO, OTKPBIBACTCSA CIIC OJHA CCbLUIKA «OIpaHUYUTHL Ppa3pelICHUC)», IMPU BbBI3OBC

KOTOpOfI OTKPLIBACTCA OKHO, KOTOPOC HMMCCT CCBUIKY IS 3aKIIHOUCHHA OOTrOoBOpa € CO3AATCIISIMU
OHepaHHOHHOﬁ CHUCTEMEI YTOOBI OHU MMPOCIICKUBAIN OTIIPABKY JOKYMCHTOB C KOMIIBLIOTEPA.
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Microsoft Office

¥NpaBEneHKe Npagard Ha AOCTYN K AaHHeIM (IRM) B Micrasoft OFfice 2003 noMoraet
NPEADTEPATHTE HECAHKLMOHHMPOE HHYH) MEPECEINKY, H3MEHEHHE H KOMMPOBaHHE
KOHDHMAEHUHANEHEL: A0KYMEHTOE M COOOWEHHA 3NEKTPOHHOA NOYTEI,

AnA MenonesoeadkA IRM HeobxoAHMO YCTEHOBHMTE KNHEHT Y¥NPaENEHHA Npasank \Windows (WRM,
ECnK Ha KOMNBHOTERE Y3#E YCTAHOENEH KNMEHT ¥NPaBNEHHA NPaEatk Windows, Heobxo MM
CHaYana ¥AanMTe Ero, 4 3aTeM 3arpysHTe ero HOBYH) BEEPCHED, SarpyY3HTh HOEYHY BERCHHD KNHEHT S
YNPABNEHHA NpagamH Windows?

A0NoNHWTENEHEIE CEE4EHHA 06 3TOH EOSMOMHOCTH

Her

Takke MOXHO BBI3BaThb 3TO OKHO W IO JPYyroMy IYTH: B MEHIO JIOKYMEHTa BbIOpaTh
OAWI/PASPEIIEHUS/HE PACITIPOCTPOHSTh nmu ®AMII/PA3PEIEHNS /OTPAHUUYNTH
PACPELIEHUMA.

[TapameTpsl 3aIUTHI KOH(DUIECHITHATLHOCTH.

[Ipu coxpaHeHHH KOMIPOMETHUPYIOUIMX TOKYMEHTOB Ba)KHO, YTOOBI HE OBUTM H3BECTHBI
JAHHBIE O CO3JIaHMHM 3TOro JOKyMeHTa. Jljisi ATOro Hajo B MYHKTE MEHIO JOKyMEHTa BbIOpaTh
CEPBUC/TTAPAMETPBI. B nosiBuBIIEMCSI OKHE MOCTaBUTh METKY B «yJIaJATh JIMYHbIC CBEACHUS
¢aiina npu coxpaHeHHH TOKyMeHTay. [locie 3Toro npu BblIENeHNU JOKYMEHTa He Oy/IeT BUAHO, KTO
co3ian JOKyMeHT. BHu3y mpencraBieHsl fBa pucyHka. CiieBa OKHO CBEICHHUW O JOKYMEHTE, B

KOTOpPOM 3aaaHO YAAJICHUC CBEACHMI O CO3JaTcClIC, a CIIpaBa HET.
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[pyrqe Mecra % FE|microsoft OFfice Excel 2003
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Docl.doc
AokymenT Microsoft Word

lzMeHeH: 15 MapTa 2006 7., 15:13
Pazmep: 19,5 KB
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ﬂMichsuFt Office Excel 2003
] Microsaft OFfice word 2003
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Apyrve Mecta
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MoapobOHo

Doc3.doc
AarymeHT Microsaft \Waord

MzMeHeH: 15 MapTa 20067, 15:43
Pazmep: 19,5 KB

A up; BulTy
W

CtoHuT Takke OTMETHUTD, YTO 33JJaHHe TaKOro CIIoco0a 3aIuThl Haao 3agaBath emie J1O
ITEPBOI'O COXPAHEHUA IOKYMEHTA.
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IudpoBanue JOKyMEHTA.

[TomMumoO orpaHuveHus JOCTyMa K CaMOMY JOKYMEHTY MOXKHO 3aIi()poBaTh COAECPIKUMOE
nokymenTa. /[yt aToro Hajo BeIOpath B qokymenTe myHKT meHio CEPBUC/TIAPAMETPBL. [Tocne
BeIOpaTh BKIaaKy BE3OITACHOCTD u tam BbiOpath B «Ilapamerps! mudpoBaHus A5 JAHHOTO
nokymeHTay. Tam BeiOpath kHotiky JJIOTIOJIHUTEJIBHO.

MapameTpbI El E'

HcnpaeneHna ] MNonezoBaTen: ] COBMECTHMOCTE ] PacnonoxeHne ]
B, I QALWHE ] Mpaska ] Me4ate ] CoxpaHeHHe B&30onacHocTe ]I‘IpaBonncaHne I

MNapareTpel WHHEOESHHA ANA AGHHOMD AOKYMEHTa

N3pone ANA OTKPEITHA darna: | A0nNonHHTENEHC. ..

I'IapaMEprl COEMECTHOMO HCNONEZ0E3HHA 4NA A3HHOM O 40K YMEHTS

Napofib PasPEWEHHA SAMHCH: |***|

[v pexoMeHACEaTE AOCTYN TONBKO ANA YTEHHA

LikchpoBEIE MoAMMCH. .. | YCTAHOBMTE SALMTY . ..

MapaMeTpel 3aWHTE KoHbHAEHLHAaNEHOA HHDOpMAaLHH
[ waanatTe nMUHEBIE CEEAEHHMA K3 hafina NpM ero coxXpaHeHHn

¥ mpeaynpesAaTs Nepea NeHaTEH, COXPAHEHHEM M OTNPaEKOA haina, coaepxallera
ZAMMCAHHEIE MCMPAENSHHA H NPHMEYaHHA

[ COXPIHHMTE Cﬂ';.-"-laﬁHDE HHCNO ANA NoOEEIWUEHHA TOYHOCTH CAHMAHHA

SAlKMTa 0T MaKkpoCoE

KIsMEHEHHE YPOEHA BE30MacHOCTH NP OTKEPEITHA hafnoes, SEWMTE OT MAKpPOCos |
KOTOPEIE MOMYT COAEPH¥ATE BHPYCEl B MAKPOCaK, H YKaZaHHE —
HaAE¥HB pazpafoTHMEOE MaKpOCos,

Lo, I OTMEHA |

[ocne 3TOoro MOSBUTCS OKHO, B KOTOPOM HAJI0 BHIOPATh THI MIA(POBAHUS.

'CoBMeCTHMoe C OFfice 972000

RC4, Microsaft Base Crypkographic Provider w1.0

R4, Microsoft Base D35 and Diffie-Hellman Cryprographic Provider

RC4, Microsaft DH SChannel Cryptographic Provider

RC4, Microsaft Enhanced Cryprographic Provider 1.0

R4, Microsoft Enhanced 055 and Diffie-Hellman Cryphographic Provider

RC4, Microsaft Enhanced R34 and AES Cryprographic Provider (Protobype) j

BriDepHTE CTORKOCTE KAHHa: El

-

OF | OTHEHE |

TN T I e T T i m i imm- - ima ) C-aci—rio— - -
[Tocne aTOro MOXKHO yKa3zaTh MK(POBATH JIU CBEJIEHUS C cO3aTelie TOKYMEHTa U BhIOpaTh

cTorkocTh Kitova. [Tocie naxats kHonky OK.

Tema Ne 5. D7eKTpOHHBINH JOKYMEHTOOOOPOT. DIEKTPOHHAs IU(PPOBast MOAIUCH.
3aganune Ne 1 YcranoBure cepTHHKAT YAOCTOBEPSIOLICr0 LEHTPa M JIMYHbIH

cayxkeOHbIH cepTU(PHUKAT ¢ KJIOYEBOI0 HOCUTEJIS.

OnekTpoHHas HU(POBast MOIIMHUCH
B Hactosmee BpeMss OypHO pa3BHBAIOTCS CHCTEMBI AJIEKTPOHHOTO JOKYMEHTOOOOPOTa,
IIOCTOSTHHO YBEJIMYMBAETCSl 00bEM JIOKYMEHTOB, 00pabaThIBa€MbIX B AJIEKTPOHHOM BHJIE. B cucremax

54



OyMa)XHOTO M SJIEKTPOHHOI'O JTOKYMEHTOOOOPOTa aKTyaJbHBIMH SIBIISIOTCS TaKME 3aJaudl Kak: °
3aIIUTa JOKYMEHTOB OT MOAM(MUKAIIMM U TIOAJETIKH; * OINpEeIeieHue aBTopa JOKYMEHTa, a TaKxke
MOJUTMHHOCTHU JIOKYMEHTA; * oOecreyeHue IOpHINUYECKON CHIIbl JJOKYMEHTOB; ® 3alllUTa JTOKYMEHTOB
OT HECAaHKIIMOHMPOBAHHOTO MPOCMOTpa. B  OCHOBE TPAJWMIMOHHBIX CHCTEM OYMa)KHOTO
JOKYMEHTOO0O0POTa JISKUT MPUHLMII 3aBEPKH JOKYMEHTOB IOJIKMCHIO M NEYaTbi0 OTBETCTBEHHOI'O
mmna. JIocTOBEpHOCTb TAKOTO JOKYMEHTA OLPEEIIECTCS BU3YalbHO IPH €ro npeabssieHny. CTencHb
3alUThl OyMaXHBIX JOKYMEHTOB OT Pa3jIM4HOIO poja yrpos (mojaienka, AyOJMpOBaHUE U IIp.)
J0CTaTO4YHA Maia. B cuctemax 31€KTpOHHOIO JOKYMEHTOOOOPOTa AJIs PELIeHUsl TaKoro poJja 3aaad
HCIOJNIL3YIOTCS TexHoJoruu DnektponHoit [{udposoit [Moxmucu (BLIT). SLIT npencraBuser coboii
HeOombIIol 00beM HH(OpMAIMK, KOTOPBIM J00aBiseTcs K OJIEKTPOHHOMY JOKyMmeHTy. [lpum
IIOJyYEHUH WM NPEAbABICHUM JOKyMeHTa, noanucaHHoro OLII, MOXXHO JIerKo yCTaHOBHUTH €ro
aBTOPCTBO U MOUIMHHOCTH. Kpome Toro, DL 3ammmiaer Jo0KyMeHT OT MOJU(PHUKALUN U TTOJICIKH,
TaK KaK COJACPXKUT B ceOe cxarTelid M 3amm@pOBaHHBIA 00pa3 3JIEKTPOHHOTO JOKYMEHTa —
«HalpKeCT» JOKyMEHTa. TeXHOJOrMM 9 JIEKTPOHHOW 1MdpoBoi moxamucu Oasupyrorcs Ha
KpUITOrpaMueCKUX aaropuTMax € OTKPBITHIMU Kitouamu ( acuMMeTpuyHas Kpunrorpadus). Ha
OCHOBE KpPUNTOTrpa(hUUeCKUX AITOPUTMOB C OTKPBITBIMH KIHOYaMH MOYKHO PEAIM30BATh 3alUTY
uHpOpMAlMM TpH Ieperadye IO OTKPBITBIM KaHalaM CBsA3d.  KoMIuleke OpraHu3alioHHO-
TEXHUYECKMX  MEpONpPUATUI U  NPOrpaMMHO-ANNApPaTHbIX  CPEJICTB, HEOOXOAMMBIX  JUId
WCIIOJIb30BAHUS  TEXHOJOTMU C  OTKPBITBIM  pAacHpeleICHHEM  KIIOYEeHd  Ha3blBaeTCs  —
WHdpacTpyKTypoil OTKpBITHIX Kiroue. MHGpacTpyKTypa OTKPBITBIX KIIFOUEH IMO3BOJISIET pellaTh
IIAPOKUH  CHEKTp 3aad 1O 3amyre HHPOPMAMH B Pa3IMYHBIX  MHPOPMAIMOHHO-
TEJICKOMMYHHUKAIIMUOHHBIX ~ CHCTEMax: 3JEKTPOHHBIM JIOKYMEHTOOOOpOT, cJaya OTYETHOCTH,
MEINLMHA U TeJIEMEIUIMHA, TUIATEKHBIE U TPEUIUHIOBBIE CUCTEMBI.

OnekTtpoHHas 1udposas moxnuck (aHru.  digitalsignature) — 1mdpoBoil koA
(mocienoBaTeNbHOCTh  CUMBOJIOB), IPUCOEAMHSEMBIM K  DJIEKTPOHHOMY  COOOINEHHIO  JUIs
uaeHTuuKanuy ornpasutens. [lo Ha3HaueHHIO 3JEKTpOHHAs LM(POBas MOJIMUCH COOTBETCTBYET
OOBIYHOM MOJMUCH Ha JIOKyMEHTE, IOATBEP)KAAIOIIeH IOpPUINYECKHE IIOJIHOMOYMS JOKYMEHTA.
OnexkTpoHHass 1M(poBas NOANMCH MOJYYAETCS METOJaMH aCUMMETPUYHONW KpunTorpaduu,
OCHOBaHHBIMM Ha MaTeMaTHYecKOM  (QyHKUIUH, KOMOMHHMPYIOLUIEH  OTKPBITBIH  TEKCT ¢
MIOCJIEA0BATENbHOCTBIO YnceN (KJIF0YOM). AJITOPUTM YCTPOEH TakuM 00pa3oM, UTO Mapa «OTKPBITHINA
KJIFOY YYaCTHMKA A — 3aKpbIThIN KJIIOY yyacTHUKa by mo3Bossier 3amugpoBars coolleHue, a napa
«BaKpBITHIN KJIt0Y A — OTKPBITHIN K104 by ero nemmdposars. TexHOIOTUS 31IEKTPOHHOM 1U(POBOH
MOJINCH TEPechUIaeMOro JOKyMEHTa HadMHaeTcs ¢ (GopMUpoBaHUs ero naiijpkecra (digest) —
KOPOTKOM IMOCIIeI0BaTeIbHOCTH YHCEN, BOCCTAHOBUTh MCXOAHBIA TEKCT MOKOTOPOH Henb3s. Jlroboe
N3MEHEHHE MCXOJHOIO JOKYMEHTa BBI30BET €ro HecOoOoTBeTcTBHE mapkecty. K maimkecry
nobasnsercss MHPOpMalUsg O TOM, KTO MOJANUCHIBAET JOKYMEHT, IITaMIl BPEMEHH M IIpouee.
[TonyuymnBmiasics cTpoka Janee 3amu@poBBIBACTCS CEKPETHBIM KIIOYOM MOJAIMUCHIBAIOLIETO C
UCIOJb30BAHUEM TOTO WJIM HMHOro amroputma. llomyumBimmmiicst 3amm@poBaHHBI HaOop OUT U
NpeCTaBIsAeT OO0 AMEKTPOHHYIO MoAnmuch. K moanucu oObIMHO MPHUKIIAABIBAECTCSI OTKPHITHIN KIHOY
noanuceiBatomero. Ilomydatens nemm@pyer MOANMCH C IMOMOIIBIO OTKpPHITOro Kitoya. Ecnm
MOJIMHUCh HOPMAJIbHO Jemu(poBajiach U €€ COACPKUMOE COOTBETCTBYET JIOKYMEHTY (HaijukecT u
7p.), TO COOOIIEHHE CUUTACTCS OATBEPKACHHBIM.
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Puc. 1. Texnonorus 31eKTpoHHOMN LU(POBOI OATUCH

B mensx mnoBblmieHUsT 0€30MACHOCTH HUCHONB3YIOT MHOTOKpaTHOE IH(poBaHUE OJIOKOB
nHGOpMALUY PA3HBIMU KITFOYaMHU.

B Poccuu, nns obecrieueHus: MpaBOBBIX YCIOBHI HMCIIONB30BaHUS AJIEKTPOHHON HU(BPOBOIA
MOJINUCH B JIEKTPOHHBIX JOKYMEHTaX, NpuHAT Penepanbhblil 3akoH oT 10 siHBaps 2002 r. Ne 1-®3
«O06 snexktpoHHOM 1UGpoBON mnoanucuy». JlelicTBUE 3aKOHAa PAcCHpPOCTPAHSETCS Ha OTHOILICHMS,
BO3HUKAIOUIME IPU COBEPIICHUU TPAKAAHCKO-TIPABOBBIX CAEJIOK U B JPYTUX IPEIyCMOTPEHHBIX
3akoHoAarensCcTBOM Pocculickon denepannu cinyqasx.

Hoxyment. JlokymeHTO000pOoT. PaccMoTpuM OCHOBHBIE TEPMHUHBI, OTHOCSIIHMECS K
JOKYMEHTO000poTy. JIokyMeHT — 3auKcHpoBaHHasi HA MaTepUAIIbHOM HocuTelle MH(opManus c
PEKBU3UTAMH, MO3BOJSIIOIIMMU €€ MJICHTU(DHUIHUPOBATh. JIEKTPOHHBIA JTOKYMEHT — JIOKYMEHT, B
KOTOpOM HH(OpMalus NpeAcTaBlIeHa B 3JIEKTpOHHOIM(poBoi ¢opme. JIoKkyMeHTOOOOpPOT —
JBIJKEHUE JTOKYMEHTOB C MOMEHTAa MX CO3JaHMs WIM IOJyYEHMs O 3aBEPIICHUS HCIIOIHEHMS,
OTIIPAaBKM ajpecaTy WIN NepeAadd B apxuB. JleIompon3BOACTBO — KOMILJIEKC MEPOIPHUATUH IO
JIOKYMEHTAIlMOHHOMY obecrieueHuto yrpasienus (JJOY) opranuzanuu, cucreMaTu3aluyd apXuBHOTO
XpaHEeHUs JOKyMEHTOB, 00ECIIEUEHHIO ABUKEHHS], IOMCKA, XPaHEHUs M UCIIOJIb30BaHUS JOKYMEHTOB.
ApXuUB — OpraHusalus Win ee CTpyKTYpHOE MOJIpa3/IelieHne, OCYILECTBIISIONIEE PUEM U XpaHEHHE
JOKYMEHTOB C II€JIbI0 WCIOJIb30BAHUS PETPOCHEKTUBHON MHGOpMalUU. JIEKTPOHHBIM apXHUB —
MpeHa3HaueH Il CUCTEMAaTU3allid apXMBHOTO XPAHEHHUS BJIEKTPOHHBIX JOKYMEHTOB B paMKax
JIOY. JlokyMeHT B mporiecce cBoero xu3HeHHoro nukia (JKL) mpoxoauT onpeaeneHHbIe CTaInuu:

* CO3/1aHUE;

* BU3MPOBAHUE, COTNIACOBAHMUE;

* [IOJIMIMCAHNE, YTBEPKICHUE;

* PETUCTpAIIHIO;

* PAaCCMOTPEHHUE;

* HCIIOJIHEHUE;

* CIIUCAHHUE B JIEINO;

* XpaHEHHE, YHUUTOKEHHE.
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JIBiKeHrne JOKYMEHTOB OCYIIECTBIISICTCS B BHJIE IOTOKOB LHUPKYJIUPYIOIIUX MEXIY
INyHKTaMd 00pabOTKM HMH(OpPMALMU M IIYHKTaMH TEXHUYECKOW 00paboTKH oKyMeHTOB. Ilo
OTHOIICHHUIO K amlmapary yIpaBieHUs MMOTOKAMHU PAa3IWYalOT MOTOKU BXOIIIIUX ( MOCTYIAIOUIMX ),
UCXOIAIUX (OTIIPABIISIEMBIX ) U BHYTPEHHHUX JIOKYMEHTOB.

Ha »tame cosmaHusi JOKYMEHT HE HUMEET IOPUIMYECKOW CHIIBI U SBISETCS IPOEKTOM
nokyMeHTa. JIoKyMeHT mpuoOpeTaeT IOpUANYECKYIO0 CHTy mocie oOpMIICHUS M yJOCTOBEPEHHS B
YCTaHOBJICHHOM TMOpSAAKE. OJNEKTPOHHBIA TOKYMEHT MOIy4aeT IOPHIMYECKYI0 CHIIy IOCJe €ero
MOAMUCAHUS DAJICKTPOHHOW mHdpoBoii nomanuceto (DLIII). DnekrponHas 1udpoBas MMOANKCH
MOJITBEPKIALT, YTO coJiep)aTeiabHas HH(OpMaIUs JOKyMEHTa HE IMpereprena H3MEHEHUil ¢
MOMEHTa €ro MOJANHCAHHUA U JOKYMEHT IMOJNHMCAH ONpeNeNeHHbIM JHUIoM. [Ipu 3TomM anroputmsl
OHII, a Ttakke MexaHu3Mbl M 1opsaok npumeHeHus OLII 1DOMKHBI COOTBETCTBOBATH
rOCY/IapCTBEHHBIM HOPMAaTHBHO-TIPAaBOBBIM TpeOOBAHUSAM. Cucrembl AIIEKTPOHHOTO
JIOKyMEHTO000poTa Pa3BUTHE KOMIBIOTEPHBIX TEXHOJOTWH TMO3BOJIMJIO BO MHOTHX O00JacTsaX
3aMEHUTh OYyMa)KHBI JOKYMEHTOOOOPOT 0e30yMakHbIM (3JeKTPOHHBIM). OCHOBHBIE HEAOCTATKH
OyMa)XKHOTO JTOKyMEHTOOOOpOTa: ¢ IMTENbHBIA TMOMCK HYKHBIX JaHHBIX W, Kak CIEJICTBHE,
HEOIEPAaTUBHBIA JOCTYH K HEOOXOoauMOW HMH(POpPMALMU; * BO3MOXKHOCTH MOTEPU WIM TOPYU
JOKYMEHTa; * HEIOCTaTOYHas KOH(PUICHIMATbHOCTh HH(OpPMAIMHM; * BBICOKAs BEPOSITHOCTH
MIOJI/ICNIKY JIOKYMEHTA /WM PEKBU3UTOB JIOKYMEHTA; * AyOJIMPOBAHHBIA BBOJ HH()OpMALIUH; * yUET
JOKYMEHTOB TpeOyeT JOTOIHUTEIBHBIX (PMHAHCOBBIX M TPYIOBBIX 3aTpaT. CHCTEMBI JIEKTPOHHOTO
nokymeHntoobopota (C3/]) mo3BossIIOT pemars mpobdiaemMbl OyMaxHOro JoKyMeHToooopota. [lepBbie
CHCTEMBl JJIEKTPOHHOIO JOKYMEHTOOOOpOTa IMOSBWINCh B OaHKOBCKOW cdepe. B 3amagHoit
JIUTEpaType TaKue CHUCTEMbI MONYYMIM Ha3BaHHE " CHCTEMBI 3JEKTPOHHOTO MepeBOJa JCHEKHBIX
cpeactB" (TheElectronicFundsTransferSystems (EFTS)). Onmna u3 takux cuctem SWIFT1
¢bynkimonupyer ¢ Hadana 1970-x  rogoB. B jmanbHeimieM  cHCTEMBI  3IIEKTPOHHOTO
JOKyMEHTOOOOpOTa CTajld IIMPOKO TPHUMEHATbCA W Uil OoOMeHa Jpyrol KoMMepdecKon
nHpopmanuen (AHrmiickoe HazBanue Takux cucrteM ElectronicDatalnterchange, wim cokparieHHo
EDL.). ¥e MHOro JeT Takue CUCTEMBI HCIIOJIb3YIOTCS JJISl IPOAAKU M OPOHHUPOBAHUS aBUALIMOHHBIX
OUJIETOB.

[Tpu wcronb30BaHUM AITOPUTMA C OTKPHITHIM KITFOUOM OTHAIAeT TMOTPEOHOCTh B CEKPETHOM
KaHaJle CBSI3U JJIS Iepe/laud KIIHo4a, T.K. OTKPBITHINA KIHOY HE SIBISIETCS] CEKpETHOW MHpOpManuei.
Paznuune kiroueil — OTKPBITOrO U 3aKPhITOrO — B KPUOTOTPauu ¢ OTKPBHITBIMH KITFOYaMH TT03BOJIHIIO
CO3/1aTh CJICAYIOIIME TEXHOJIOTUM: * 3JEKTPOHHble LU(POBBIE MOANUCH (33auu obecreyeHus
LIEJIOCTHOCTH, aBTOPCTBA, aKTyalbHOCTH MH(OpMaLny, ayTeHTU(UKAIUU cyObeKTa U MH(pOopMaluy,
HEOTKa3yeMOCTH); * paclpelelieHHas IpoBepKa MOUIMHHOCTU  (3aaud  WIACHTH(UKALUH,
ayTeHTU(UKalMU CcyObeKTa, aBTOpH3alMs AO0CTyna cyObekTa K HH(OpMalMu); ¢ COIJIaCOBaHUE
O0IIIEero CEeKpPEeTHOro KIItoya ceccuM (3agaun olecrieueHus] KOH(QUIEHINANbHOCTH HH(OpMAIUU TTPU
nepefaye MO OTKPBITBIM KaHajaM CBS3W); * LHM@poBaHHE OOJBIIMX OOBEMOB JaHHBIX 0e€3
MpPEeIBAPUTEILHOTO ~ OOMeHa  OOmMM  CEKpeTHbIM  KJIIIoYoM  (3amaum  oOecriedeHust
KOH(UIeHIIMATbHOCTH UHGpOpManu). B Hacrosiiee Bpemsi XOpOIIO HW3BECTEH UENbId  psij
aJITOPUTMOB IIM(PPOBAHUS C OTKPHITHIM KitouoM. Hekortopsie anroputmsl, Hanpumep RSA (Rivest-
Shamir-Adleman) u ECC (EllipticCurve.

Cryptography), yHuBepcalbHBI, OHU TMOJCPKUBAIOT BCE MEPEUMCIICHHBIE BBIIIE ONEpalvu.
Jlpyrue anroputMmbl 0ojiee CHEeHaIn3upOBaHbl M MOJIEPKUBAIOT HE BCe BO3MOXKHOCTH. K umcmy
AJITOPUTMOB MK(POBAHUS C OTKPBITHIM KIIFOUOM OTHOCSITCS: ® POCCHUMCKHIA alrOPUTMBI JIEKTPOHHON
nudposoii noanucu ['OCT P 34.10-94 u TOCT P 34.10-2001; ¢ anropuT™ 31€KTpOHHOU ITU(POBOI
noamucu DSA  (DigitalSignatureAlgorithm, Bxomsmuii B mpunsteiii B CIIIA rocymnapcTBeHHBIM
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crangapt 1mdposoi moamucu DigitalSignatureStandard, FIPS 186); ¢ amroputm DH (Diffie-
Hellman), mpumeHnsieMsIii U1t BEIpaOOTKH OOILETO CEKPETHOTO KIIF0Ya CECCUU.

Ceprudukarsl OTKPBITHIX KIIOUeH B anropurMax Kpuntorpaguu ¢ OTKPBHITHIMH KITHOYaMH
BOXHBIM AaCIEKTOM SBIISCTCA ONpE/AeIeHUE NPUHAIICKHOCTH KOHKPETHOTO OTKPBITOIO KITHOYa
KOHKPETHOMY ITOJIh30BaTelt0. B 00111eM ciiydae OTKPBITHIC KITFOUH MOJIb30BATENICH CUCTEMBI X PAHATCS
B OOIIEJIOCTYITHOM CIIPABOYHUKE OTKPBITHIX KIIOYEH, M CYIIECTBYET BEPOSTHOCTH IEpeXBaTa WU
MOJIMEHBI 3JIOYMBIIUICHHUKAMH OTKPBITOrO KIIF0Ya KaKoro-jimOo moik3oBarelns. [1oaToMy HyXeH
MEXaHHM3M, KOTOPBIH MOXET OOECIeYNTh YBEPEHHOCTh B TOM, YTO HMMEIOIIMNCS OTKPBHITHIA KITFOY
MPUHAUICKUT HY)KHOMY TIOJIb30BATENO, @ HE KOMY-THOO npyromy. OIMH U3 TaKHX MEXaHU3MOB
OCHOBaH Ha cepTH(UKaTaX OTKPBITHIX KIIIOYEH, BbIIaBaeMbIX Y JocToBepstonmmu LienTpamu.

CepTuduKkarbl OTKPBITOTO KJIIOYa OOECIIEYMBAIOT MEXAaHU3M HAJIEKHOU CBA3H MEXKIY
OTKPBITBIM KIIFOUOM U CYOBEKTOM, KOTOPOMY MPUHAJIEKUT COOTBETCTBYIOLINM 3aKPBITHIN KITIOU (CM.
puc.4). Ceptuduxar — 310 HUPPOBON TOKYMEHT, KOTOPBIA COAEPIKUT OTKPBITHIN KIIIOU CYObEKTa U
MOJMNCAH JIEKTPOHHOW IU(PPOBOM MOAMMCHIO YJOCTOBEPSIOIETO IEHTPa BBIIABIIETO cepTH(UKAT.
Ceprudukar Takke COAEP>KUT CBEJECHUS O BIaJeblle OTKPHITOro Kitoya, Hampumep, HH(popMaluio,
KOTOpasi €ro JIOMOJHUTENbHO uaeHTU(umpyer. Takum oOpa3oM, BbliaBas cepTHU(HKAT, U3IaTeNb
(YocTOBEpSIIOLIMIA LIEHTP) YIOCTOBEPSET MOUIMHHOCTD CBSI3M MEXKAY OTKPBITHIM KIIFOUOM CyOBEKTa
1 uHbopMaImen, ero HACHTUPUIUPYIOIIEH (CM. puc.S).
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B nHacrosimiee Bpemss HanOoJee 4acTO HCHONB3YIOTCS CepTH(UKATHI HAa OCHOBE CTaHAapTa
MexnynapoaHoro coto3a tenekommyHukaumii [TU-T X.509 v3 wu pexkomenpaumit IETF
(InternetEngineeringTaskForce) RFC 24509.

YnocroBepsiromuii  Lleatp YnocroBepsitormii LleHTp - 310 cimyk0a, KoTopash BBIIAET
cepTuduKaThl. Y aoctoBepstonuii LleHTp sBIsieTcs rapaHTOM CBSI3U MEXKIY OTKPBITHIM KIHOYOM
cyOBbeKTa W cojaepkameiics B ceptudukare mHbopManuend Mo HACHTH(PHUKAIMU 3TOTO CYOBEKTa.
Paznuunpie Y1 ycTaHaBIMBAaIOT M TapaHTUPYIOT 3Ty CBSI3b PA3JIMYHBIMH CIOCOOaMH, MO3TOMY
MIPEXkJIe YeM JIOBEpATh CepTHU(HUKATaM TOro Uik HHOro Y1I, ciemyer 03HaKOMUTBCS C €ro MOTUTHKON
U PErJaMEHTOM. Y IOCTOBEPSIOLIME IEHTPHI SBIAIOTCA OJHOM M3 OCHOBHBIX cocraBisitomux MOK.
[Tpu noctpoernu MOK B nHPOPMAITMOHHOW CUCTEME C CYIIECTBEHHO PACIPEICIEHHON CTPYKTYpPOM
(HarrpuMep, opraHu3anus ¢ OOIBIIMM KOJIMYECTBOM MOApA3IeIeHIH il HHOOPMAIIMOHHAS CUCTEMA,
00beANHSIONIAsT HECKOJIBKO OPTaHU3aINi) BCTAET 331a4a OCTPOCHHS M OOBEIMHEHHUS B €AUHYIO CETh
HECKOJIbKUX Y JIOCTOBEPSIOIIMX  IICHTPOB. Haubomnbiiee  pacmpocTpaHeHHe  MOTyYHiia
HEpapXUYECKyI0 MOJIENb MOCTPOCHUS Y IOCTOBEPSIOMIMX IEHTPOB. Takas Mozaenb oOecreyuBaeTt
MaciTabupyeMocTh, yIO0OCTBO aIMHHUCTPUPOBAHUS U COIVIACOBAHHOCTb C PACTYIIUM YHCIIOM
KOMMepYecKux MpoAykToB W YL pasnuunbix mocrtaBimkoB. [Ipocreitmas ¢opma uepapxuu YII
coctout u3 oxnoro YI[, a B obmem ciaydae — u3 MHOxecTBa YI[ ¢ SIBHO ompeneneHHbIMU
OTHOIICHUSMH POAMTEIBCKUNA — JaodepHUil (cMm. puc.6). B uepapxuueckoil MoAenu I04YEpHHE
Ynocrosepsitomue  LleHTpbl  cepTHQUIUPYIOTCS  POTUTCIBCKUM. Y AOCTOBEPSIIOMIUNA  IICHTP,
HaXOJISIINICS HA CaMOM BEPXHEM YPOBHE HMEpapXuu, OOBIYHO Ha3bIBACTCsI KOpHEBBIM. [loqunHeHHbIE
VI sBIsAOTCS NPOMEXKYTOYHbIMM WM Beimaronmmu Y1, Beigarommm  YI[ HaseiBaercs TOT
YIOCTOBEPSAIOIINI  IIEHTP, KOTOPBIA  BbIAaeT  CepTU(HUKATHl KOHEUHBIM  IOJIb30BATEISIM.
[IpomexyrounsiM  YI[ HazpiBaercs TOT VYL, KOTOpBI HE SBISIETCS KOPHEBBIM U BbLIAAET
cepTU(HKATHI TOJIBKO ApyruM Y1, a He KOHEUHBIM MOJIH30BATEISIM.

Kopnenon Yii NMpomexxyTounbin Y1
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Puc. 6. Mepapxudeckas Moaens oObeJHHEHHA Y gocToRepaiomHX L{eHTpoE.

OyHAaMEHTAIbHOE MPEUMYIIECTBO JTOM MOJETU COCTOMT B TOM, YTO TMPOBEpKa
cepTU(HUKATOB TpeOyeT TOBEpPHsl TOJIHKO OTHOCHUTEIHLHO MajoMy 4uciay KopHeBbix YII. B To xe
BpeMsl dTa MOJeNb MO3BOJIIET MUMETh pasnuyHoe uucio Y1, Beimarommx ceptudukarel. CHHCOK
OTO3BaHHBIX CEPTHPHUKATOB Y IAOCTOBEPSIIOMIME IEHTPHl TEPHUOJUYECKH BBIMYCKAIOT CITUCKH
OTO3BaHHbBIX CEPTU(PUKATOB, B KOTOPBIX PUKCUPYIOTCS CEPTU(PUKATHI TOIb30BATENEH, BBIICAIINE U3
oOparieHus B CUCTEME.

Cnmcok oro3Banubix ceprudukaroB (CRL — CertificateRevocationList) — ato mudposoit
JTOKYMEHT, KOTOPBII COJICPIKUT NepeYCHb CEPTU(PUKATOB, SBISIOIIMXCS OTO3BAHHBIMU U3 00palCHUSI
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B YII. VYiocroBepsroumii LEHTP MOAJCPKUBAECT OT3bIB CEPTU(PHKATOB M IYyOIMKAIHIO CIHCKOB
OTO3BAaHHBIX CEPTU(UKATOB. AOOHEHTHI MOT'YT MOJYYUTh 3Ty MH(OPMAIMIO M 3alHcaTh €€ B CBOE
JIOKAIbHOE XPAaHWIUINE, YTOOBI HCIONB30BAaTh JUIA TOCIEAYIOIIEH MPOBEPKH CEePTU(HUKATOB.
Texnomormn ©a ocuoBe HMOK 1. Dnextponnsle 1udposbie mnoamucu OIHO U3 caMbIxX
pacnpoCTpaHEHHbIX NPUMEHEHUH alrOpUTMOB HIM(POBAHUS ¢ OTKPBITBIMHU KITFOUaMU — 3JIEKTPOHHAs
nudposas noanuck (DLII). Yacto okaszpiBaeTcsi HEOOXOIUMBIM HE 3alIM(PPOBBIBATH COIACPIKUMOE
3JIEKTPOHHOI'O JIOKYMEHTA, a YCTAaHOBUTH €0 aBTOPCTBO U MOJUIMHHOCTb. (OCHOBOHM 3JIEKTPOHHOU
IU(pPOBOI MOANMCH SBJISETCS MaTeMaTHMYecKoe INpeoOpa3oBaHHE MOJMHUCHIBAEMbIX AHHBIX C
UCIIOJIb30BAHUEM JIMYHOI'O 3aKPhITOTO KJIKOYa MOJMMCBHIBAIOIIEIO M BBIIOJIHEHHEM CIIEAYHOIIUX
ycnoBuii. * Co3aTh 3JIeKTPOHHYIO HU(PPOBYIO MOIMUCH MOKHO TOJIBKO C MUCIIOJIb30BAHUEM JINUHOTO
3aKpBITOr0 Kito4a. * [IpoBepUTH JEHCTBUTENBHOCTh 3JIEKTPOHHOM LU(PPOBOH MOMMUCH MOXKET
0001, MMEIOMMK JOCTYyIl K COOTBETCTBYIOIIEMY OTKphITOMY Kitody. ¢ Jlro0oe u3MeHeHHe
MOJINMCAHHBIX JaHHBIX (Jake W3MEHEHHE BCEro OAHOro Oura B OosbIIOM (aiine) aenaer
AJIEKTPOHHYIO LU(POBYIO MOANUCH HeaeWcTBUTENbHOWU. IIpu ucnonp3oBaHuM LUGPOBOM MOANUCH
uHpopMalus He mudpyercs U ocTaeTcs AOCTYIHOM JI0O0MY MOJIb30BaTENI0, UMEIOIIEMY K Hel
JOCTYII.

[Tpouecc moamucu nokymenra Ilpouecc mnoamucu AOKYMEHTa BBINIAMT CIEAYHOILIUM
obpazoMm. Ha mepBom mare crpoutcst cnenuanbHas (yHKUOus ( XOmI-QYHKIHS), HATTOMHHAIOIIAS
KOHTPOJIFHYIO CyMMY, OHa WAEGHTH(UIMPYET COAEPKHMOE JOKyMeHTa (co3maercs maifmmkect"
nokymeHTa). Ha Bropom miare aBTop MOKyMeHTa HH(PYET COAECPKUMOE XAII-(PYHKIMHA CBOMM
MEPCOHATIBHBIM  3aKPBITBIM  KJIIOYOM. 3amm@poBaHHass XdOMI-QYHKIUS TIOMEHIAeTCI B TO IKe
cooOmienue, 4ro U camaokymeHT. L{udpoBas moamuchk sBIsETCS MPOU3BOAHOM “‘Haiimkecta” U
JIMYHOT'O 3aKPBITOTO KIIF0Ya, YeM IapaHTHpyeTcs e€ abCOII0THAS YHUKAIBHOCTD (CM. pUc.7).

Hcnonb3yemas B anroputme DL xem-¢pyHKius A0KHA YIOBIETBOPATH Psily TpeOOBaHUH,
a UMEHHO: * cooOueHne o000 JUIMHBI JOJDKHO TpeoOpa3oBbIBATHECS B OWHApHYIO
MIOCJIE0BATENbHOCTh (PUKCUPOBAHHOM JUIMHBI; * TOJyYeHHasl XEUIMPOBAaHHAs BEPCHUs COOOILICHHUS
JIOJDKHA 3aBHCETh OT KaJ0ro OMTa MCXOJHOTO COOOIIEHUS M OT MOpsSAKAa MX CIEJOBaHHS;, * IO
XEUIMPOBAHHOM BEPCUH COOOIIEHHS HENTb3sl HUKAKUMH CIIOCOOaMU BOCCTaHOBUTH CaMO COOOIICHHE.

ANroput™M Bepu(UKAIMK 3JIEKTPOHHOM MOANUCH AJNTOPUTM BEpUPHUKALUU SIICKTPOHHOU
HOJMNCU COCTOMT B cieayromeM. Ha nepBoM sTane nomydaTtenb COOOIIEHHUS CTPOUT COOCTBEHHBIN
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BapUaHT X3UI-QYHKIUH MOAMUCAHHOTO JOKyMeHTa. Ha BTOpOM 3Tame mpoHCXOAWT paciiugpoBKa
X3MI-PYHKITUH, coNepKalieiicss B COOOIICHHH C TOMOINBIO OTKPHITOrO Kiroda oTmpaButens. Ha
TPEThEM JTalle MNPOMU3BOAUTCS CpaBHEHHE IBYX Xdm(pyHKuui. WX coBmazeHue rapaHTUpYeT
OJIHOBPEMEHHO MOJUIMHHOCTH COACPKUMOTO TJOKYMEHTA U €r0 aBTOPCTBa (CM. puc.8).

DNEKTPOHHYI0 HHU(PPOBYIO MOANKUCH, KaK M JIIOObIE APYTU€ JaHHBIE, MOXKHO TepeaaBaTh
BMECTE C IOJAMUCAHHBIMH, TO €CTh 3alIMIICHHBIMHU €10 TaHHbIMU. Kpome Toro, nudpoBas moanuch
MI03BOJISIET YOEAUThCS B TOM, UTO JIaHHbIE IIPU Iepelade ajgpecary He ObUIM M3MEHEHBI ( CIydaiiHO
win npenHaMmepeHHo). lludpoBaHue U >MeKTpOHHAs HOANUCH MOTYT C YCHEXOM NPUMEHSThCS
BMecTe. CHayajma MOKHO MOAINUCATH JOKYMEHT JIMYHBIM 3aKPBITHIM KIIIOUOM, a IIOTOM 3aiingpoBarth
OTKpBITBIM KIIFOYOM ajpecara. [loanmuck ynocToBepseT JUYHOCTh, HIM(POBAaHKUE 3aIIUIIAET MUCHMO
OT Yy)KUX IJIa3.

B omnepammonnbix cuctemax cemeirictea MS Windows mnpucyTCTBYIOT —criendaibHbIC
KpUnTorpaguueckue Moayiau Juisi paboThl ¢ CUMMETPUYHOM M aCUMMETPUYHOM Kpurrtorpadueil.
[Ipunoxenus, UCHONb3YIOUIME  KpunTorpapuyeckue  MOAYIM  ONEpPAllMOHHOW  CHUCTEMBI,
(YHKIIMOHUPYIOT B COOTBETCTBUH C IporpammubiM uHTepdeiicom CryptoAPl, onuceiBaromum
CTaHJApPTHBIE MPOLEAYPHI B3aUMOJEHCTBUS BBICOKOYPOBHEBOIO IPHUIIOKEHHUS C HU3KOYPOBHEBBIMU
KpunrorpapuueckuMu MoaynsaMu. B 6a3oBelii maker OC MS Windows BXOIAT NPHIIOKEHHUS, TAKUE
kak MS OutlookExpress 1 MS InternetExplorer, nmo3Bossitorue ncrnons3oBate MHGpacTpykTypy
OtkpriThix Kimroueit B TexHosnorusix snektpoHHoil moutsl # WEB. B OC MS Windows moxer
MIPUCYTCTBOBATh OOJIBIIOE KOJIWYECTBO CEPTU(MUKATOB OTKPBITHIX KIFOUEH (CepTH(UKATHI KOPHEBBIX
VI, ceprtudukarel mnpomexyTounbix YII, cepTudukarel Apyrux IOJB30BATECH, JTUYHBIE
cepTudUKaThl U T.1.). CepTUPHUKATHI OPraHM30BAHbI B BUJIE XPAHUJIHIL B COOTBETCTBUH C KaTeropuen
Branenbla ceprudukara. B OC MS Windows i nmojaepkKku KpunrorpadguyeckuMyd MOAYISIMU
pOCCHICKIX KPUITOAJITOPUTMOB HEOOXO0IMMO MHCTaJUINPOBATh JIOTIOJIHUTEIIBHOE
KpHUnrorpaguyeckoe IporpaMMHoe obecneueHue (  KpunTorpapuyeckoe sapo) CTOPOHHHUX
pa3paboTyuKoB. B COOTBETCTBMM C POCCHMCKUMH TOCYAAPCTBEHHBIMH HOPMAaTHBHO-IIPABOBBIMHU
TpeOOBaHUAMHU KpHITOrpapuyeckoe SApPO JIODKHO OBITh CEpTUPHIMPOBAHO YIMOTHOMOYEHHBIMU
roCyJapcTBEHHbBIMU opraHamMu. OHUM U3 HauboJiee pacpoCTPaHEHHBIX KPUITOrpapUUecKux sjaep,
peaTn3yoIuX POCCUICKHE KPUNTOAITOPUTMBI, SIBISETCS CPENICTBO KPHUNTOrpaduyeckoi 3alliuThl
unpopmarmu (CK3U) «Kpunrollpo CSP», paspaborannoe ¢upmoii « Kpumnro-Ilpo». Jlannoe
KPUIITOAJPO TO3BOJISIET NPWIOKEHHUSAM B3aMMOJICHCTBOBAaTh 4Yepe3 CTaHIAPTHBIA HHTepdeiic
CryptoAPI ¢ kpunrorpagudeckuMu MOAYISIMH, PEATU3YIOMMMH POCCHUHCKHAE KPUNTOAITOPUTMBI.
Ocunosusbie cepBuchble pynkuun CK3M «Kpunrollpo CSP» octyn k Hactpoiikam CK3U MoxHO
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[IOJIyYUTh HCIONIB3ysd IyHKTHl MeHio Ilyck, Hacrpoiika, [laHens ynpaBiacHHs B OKHE IIaHENIH
ynpasnenus Beioepure 3Hauok Kpunrollpo CSP. Monyns ynpasnenus Kpnrollpo CSP npencrasnen
B BH/JIE HECKOJIBKHX BKJIAJIOK, 00BEJMHEHHBIX B COOTBETCTBUU C ()yHKIMOHAILHBIM HA3HAYCHUEM.
Brutagka O6mmume — nndopmarust o Bepcuu [10 u BBoJ utieH3un. * Bxkinanka O6opympoBaHue —
yIIpaBJICHHUE KIHOYEBBIMU HOCUTESIMU (100OaBlIeHUE, ylaleHHe, KOHPUIYpUPOBaHUE) U JaTYUKaAMU
CIIy4aifHbIX yHcell. * Bxiuanka be3omacHOCTh — HACTpoiika MpaBHII XpaHEHUST M OOpaIICHUS KITFOUeH
Ha JIOKJIBHOM KOMIIbtoTepe. * Bkiasnka JonmoaHUTeIbHO — HAaCcTpoiKa BpeMEHH OXHJaHUs BBOJA.
Bxnagka AnropuTMbl — HACTpOHKa KpUNITOAITOPUTMOB. ¢ Bkianka CepBuc — cepBHCHBIE (YHKIIUU
paboThI ¢ KIHOUEBBIMU KOHTEHHepamu U ceprudukaramu. [lonpoOHyr0 nHbOpPMAIHIO IO CEPBUCHBIM
GyHKIUSAM MOXHO HaiiTH B pykoBojicTBe nonb3oBarenst CK3U Kpunrollpo. 1. KnroueBoii koHTelinep
[Ipu ¢dopMHUpOBaHMM 3aKPHITHIE KIIOYM 3aMUCHIBAIOTCS Ha KIIOYEBOW HOCUTENb (B KIFOUEBOU
KoHTelHep). KitoueBoli KOHTEHHEp MOYKET COAEP>KaTh: * TOJBKO KIIIOYU MOJIMMCH; * TOJIBKO KIIIOY
mudpoBaHUs; ¢ KIIFOY MMOANUCH U KIIOY IU(PPOBAHUS OJHOBPEMEHHO. [|OMOIHUTENBHO KIFOUEBOU
KOHTEHHEp  CONEepXkKUT  CIHyxkeOHylo  uHpopMmamuioo, HeoOXoAuMyr Uil obecneueHus
KpHUIITOrpagMuecKoil 3aluThl KIF0YEH, UX LEIOCTHOCTH | T.1. Kakblit KoHTeliHep (He3aBUCUMO OT
TUINA HOCHTEJNS), SBJISETCS IIOJHOCTBIO CAaMOCTOSITEIbHBIM M COJEP)KUT BCIO HEOOXOAUMYIO
MH(pOpMAIHIO Ul paboThl, KaK C CAMUM KOHTEHHEPOM, TaK M € 3aKPbITBIMU (COOTBETCTBYIOIIUMHU UM
OTKpbITbIMU) Kimtouamu. Peanmusanus Kpunrollpo CSP no3Bosisier XpaHUTh JMYHBIE CEPTHUPHUKATHI
I10JIb30BATENs HE TOJIBKO B JIOKAJIHbHOM CIPAaBOYHUKE CEPTU(UKATOB KOMIIBIOTEPA, a TAK K€ BMECTE C
JUYHBIMHA KIIIOYaMH TI0JIb30BATeNIsl Ha KI04eBoM Hocutene. [Ipu 3TOoM ceprudukar MoxKer
XPaHUTBCS B BUJIE 3alMCEil B KIIOYEBOM KOHTEHHEpE WM B BHIE OTAENbHOro (aitna. XpaHneHue
cepTu(uKaTa Ha KJIFOUYEBOM HOCHUTENE IMO3BOJISET MOJIb30BATENIO MEPEHOCUTHh BCIO HEOOXOIUMYIO
KJIFOUEBYI0 MH(OpMAIMIO ¢ KOMIBIOTEPA, A€ ObUl CPOPMHUPOBAH KIIOU IOJIB30BATENS HA ApPYrue
paboune mecrta.B nporecce paboThl ¢ Kito4amMu ( TeHeparys KIto4el, HCIoIb30BaHuEe B POLIeAypax
(dbopMUpoOBaHUs TOANUCH, ayTeHTU(PHUKALUU U MIH(POBAHUSA), UMEETCSI BO3MOXKHOCTh YCTAHOBKH Ha
KIIIOYEBOM KOHTEIHEpP JIONOIHUTEIBHOTO CPE/ICTBA 3aIUThI KIIF0YEBOTro KoHTelHepa - naposs (IT1MH-
kona). CMeHUTh Mapoib Ha KIIOUYEBOM KOHTeiiHep MokHO B HacTpoiikax Kpunrollpo Bkianka
«CepBucy, kHomka «/3Menutrs mnapomb». 2. HMcnonbp3oBaHue Kioyed M cepTU(UKATOB Ha
KomnbtoTepe [l Toro, 49TroObl BOCIOJIb30BAaThCSl JIMYHBIMM KJIIOYaMU U cepTUUKATAMU
MOJIb30BATENsl B PA3IMYHBIX MPWIOKEHUAX Ha JPYyroM KOMIIBIOTEpE, HEOOXOIMMO Ha 3TOM
KOMITBIOTEpE YCTAHOBUTH MOJb30BATENbCKUN CepTU(UKAT B JIOKAIBHBIM CIIPABOYHUK M CO3JaTh
CCBUIKY, KOTOpasi OyJeT OJHO3HAYHO CBA3BIBATH CEPTHU(MKAT C JMYHBIM KIIOUOM MOJb30BaTeNs. B
okHe Monyns ympasieHuss Kpnrollpo CSP mnepeiinnte Ha Bkiaaky Cepsuc. Ecmu ceprudukar
II0JIb30BATENs] MHTETPUPOBAH B KIIOYEBOM KOHTEHHEpP, TO HaxXkMuTe KHONKY «lIpocMorpers
cepTuduKaTel B KOHTEHHEPE» M CIIEAyWTe yKa3aHusM mactepa. KimroueBoi HOCHTENb, COAepIKaIIHiA
JMYHBIA KIIOY U cepTU(UKAT, IPU 3TOM JIOJDKEH ObITh BCTABJIEH B COOTBETCTBYIOIIEE YCTPOWCTBO
cuuThiBaHus. Eciim Ha KIIIOYEBOM HOCHUTENE COJCPKHUTCA CEepTH(HKAT, ero cojepxaHue Oyaer
0TOOpa)kK€HO B CTaHAAPTHOM OKHE MpocMoTpa ceptudukaroB. Haxxkmure KHONKY «YCTaHOBUTH
cepruduKaTy s €ro IepeHoca C KIYEeBOr0 HOCUTENs B JIOKAJbHBIM ClpaBouHUK. Ecnn
cepTu(UKaT IMOJH30BATENsI HAXOAUThCA Ha KIIOYEBOM HOCHUTENE B BHJE OTHIEIBHOTO (aiina, TO
BOCIIOJIb3YHTECh MacTepoM «YCTaHOBUTH JMYHBIN cepTuukar». MeHePKMEHT cepTH(PHUKATOB Ha
nokansHoM Kommbiotepe B OC MS Windows mpHCYTCTBYIOT BCTPOCHHBIE CpPEACTBA YIPaBICHHS
cepTU(UKaTaMU OTKPBITHIX KiItouel ( 1o0aBieHue, ynaieHue, NepeHoc, MpocMoTp U Mp.) TaKue Kak
MeHeKep cepTudukaTtoB (peanuzoBaHo HaunHas ¢ MS Windows 95) W KOHCONb yrpaBiICHHS
ceprudukaramu (HaunmHas ¢ MS Windows 2000). VYcranoButh ceprudukatel U3 ¢ailyioB (THII
(aiinoB .cer u .p7b) MOXKXHO BHIOpPaB B KOHTEKCTHOM MEHIO (paiiyia MyHKT YCTaHOBUTH CepTU(]UKAT.
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Jlnst 3amycka npuiiokeHus: « Menemxep cepTuuKaToBy HYKHO OTKpbITh CBoiicTBa 0003peBaTens (B
naHenu ympasieHuss wian B InternetExplorer), Bkmagka Copepxkanue, kHomka CepTu(UKATHL.
MeHnemkep OTOOpaXkaeT COACPKUMOE XPaHWIMIL CepTH(PHUKATOB, JOCTYIMHBIX IS JaHHOTO
MOJIH30BATENS U TTO3BOJISIET BBIMOIHATH PA3IUUHbIC ONIEPALUH C CEPTUDUKATAMH.

Juis  GopMupoBaHUST KOHCOJHM YIpaBlieHUS cepTUUKATAMU CO3JalTe IMyCTYyI0 KOHCOJb
(komaHsa mmc), 1006aBbT€ B KOHCOJIb OCHACTKY yIpaBieHHs cepTudukaramu (MeHro Konconp ->
Jlo6aBUTh WM YAAJIUTh OCHACTKY -> KHomka JloGaButh -> ocHactka Ceptuduxarsl). KoHconb
MO3BOJISIET YMPABIATH CepTUUKATAMU B XPAHWIUIIAX JOCTYMHBIX IJISi JIOKAJIBHOTO KOMIIBIOTEpA
u/unu nonb3oBarena. OtoOpakaroTcssi Bce XpaHuiuia ceprudukaroB mnpucyrcrByromue B OC.
@Oynaxuuu ST n mmdposanus 8 MS OutlookExpress Ilporpammuoe obecnieuenne OutlookExpress
Bepcur 5.0 u BbIme MONHOCTBHIO mojaepxkuBaeT Mudpactpykrypy Otkpeitbix Komoueit s
obecrieueHnss KOH(OUACHIIMATBHOCTH, IIEIOCTHOCTH aBTOPCTBA MIOYTOBBIX COOOIICHUH, IIEpeIaBaeMbIX
no mporokodam SMTP, IMAP, POP3. Ins stux wneneit OutlookExpress ucnonb3yer (QyHKIHMH
CryptoAPI 2.0 u ceptudukarsl oTKpbIThIX Kiaroued X.509. B kauectBe Qopmara 3alIUIIEHHBIX
cooOmIeHni HCIOJIb3YEeTCS dbopmar, ONMCAHHBIN B pEeKOMEHAALMSIX
SecureMultipurposelnternetMailExtensions (S/MIME). 1. Koudurypamus OutlookExpress [lns
CO3JIaHMsI WJIM PEIaKTUPOBAHMS YUETHBIX 3aIllUCel 3JIEKTPOHHOM MoYThHl BeIOepuTe CepBuc, YUeTHbIe
3aMmMcy U HaXMuTe Ha 3akianky [loura. Iy co3manus HOBOM y4eTHOM 3anmucH HaxmuTe Jl00aBUTH,
[Toura. JInst penakTpoBaHMsl YYETHOM 3aIIUCH B CIHCKE YYETHBIX 3aIUCEH, BHIOEPUTE TY, KOTOPYIO
HEOOXOJIMMO HACTPOUTh M HaxmuTe KHoOmky CBoictBa. [[ns Hactpoiiku wucnosb3oBanus LT
BeIOEpUTE 3aKiaKy besomacHocTs B oToOpakaemoMm auainore. OToOpaskaeMblil JHAIOr TO3BOJISET
MOJIb30BATENI0 YKa3aTh CBOU JIMYHBIE CEPTH(PUKATHI, KOTOphIe OyIyT HCIOJB30BaThCcs MPHU BhIOOpE
JUYHBIX KJIOYeH Tonib3oBaTens [uis (OpPMUPOBAHHS OSJIEKTPOHHOM HU(POBOM MOANUCH H
pacmmppoBaHus BXOASIIMX cooOmeHuid. B nuanore BeiOOpa cepTHdUKAT O0TOOpakaroTcs TOJIBKO
cepTU(UKaThI, UMEIOIINE COBIAJAIOIINN afpec JIEKTPOHHON MOYTHI M pa3palleHHble s 3aIlUThI
anekTpoHHOU mouThl. B mento Cepsuc, Ilapamerpsl Ha BKIaake be3omacHOCTH MOKHO BKITIOUUTH
pexkuMbl  aBTomMatndeckoro mudpoanusd u DI kaxmoro cooOmenus. Eciu 3Tu pexumbl He
BKJIFOUYEHBI, OMIMK MIU(POBAHUS U MOANUCH HY)KHO OyZeT BKJIHOYATh /ISl KaKJOr0 OTIIPABIISEMOIO
cooOmienusa. Knomka JlomoMHUTENBHO BBI3BIBAET OKHO C HACTpOMKamMHM OTHpPaBKU U IPOBEPKU
ceptudukaroB. 2. OTnpaBka NOAMUCAHHBIX cooOmiennid /g co3manus U OTHPaBKU MOANKMCAHHOTO
coolOmeHns Haxmute KHOmky Co3naTth cooOuieHue uiau BbiOepuTe MyHKT MeHio Paiin, Coznarts,
CooOuienue. 3anonHuTe HEOOXOAUMBIE MOJS MHcbMa. [ OTHpaBKU COOOIIEHUS B MOANUCAHHOM
BUJIe TIpoBepbTe 4TO KHOomKka [loamucarbHaxkata ¥ BUACH MPU3HAK MOANMCAHHOTO COOOIIEHHS B
npaBoi uactu 9KpaHa. Haxmwure kHomky OtnpaBute. 3. Iludposanme coobmenuit [lns
m@poBaHus COOOIIEHNUH B apec APYruX MoIb30BaTeNIel HEOOX0MMO MpeABapUTETHLHO IPOU3BECTH
oOMeH ceprudukaramu. it 3TOro OOBIYHO JIOCTATOYHO TEpeciaTh IMOAMMCAHHOE COOOICHHUE B
anpec Tpedyemoro aboHeHTa ( COOOLIEHHME MOCHLIAETCS BMECTE C CEepPTU(PUKATOM OTIPABUTENS).
[locne mnomy4yeHus cooOUIeHHS M TPOBEPKHU DIEKTPOHHON LU(GPOBOM MOIAMHCH MPOU3BOIUTCS
nob6aBieHue (aBTOMAaTHYeCKOEe WJIM HET) ajpecara OTHpPAaBHUTENsS U €ro cepTudukata B aIpecHYIO
KHUTY. [l oTIpaBKy 3aM(poBaHHOTO COOOIIEHUSI B OKHE CO3aHUs COOOIEHH HAKMUTE KHOIKY
[udpoBanue, NOABUTHCA MNPHU3HAK MIM(PPOBAHHOTO COOOIIEHUs B TMPAaBOW YaCTH HKpaHa.
[udpoBanHoe coobmenne MmoxkHo noanucary DI HaxkaB kHomnky [Toamucars. Y mocToBepsIONIHiA
neHtp  Kpunrollpo  OcCHOBHBIE =~ KOMIIOHEHTHI  MPOTPaMMHO-AIIIIAPATHOTO  KOMILIEKCa
VY nocrosepsirommii ieHTp Kpunrollpo: ¢ Lentp ceprudukanuu (L[C) * Ilentp perucrpamuu (LIP) °
ABTomaTu3upoBaHHoe pabodyee Mecto (APM) ammunuctpatopa * APM monbs3oBarens Llentp
cepTU(UKAIMY TpeHa3HaueH 11 (GOpMUpPOBaHUS CepTU(DUKATOB OTKPHITHIX KIIOUEH MOIb30BaTeNIeh
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U aJIMUHHUCTPATOPOB Y IOCTOBEPSIOIIETO LEHTPA, CHHCKOB OTO3BAHHBIX CEPTU(UKATOB, XPaHEHHUS
STAJIOHHOM 0a3bl CepTH(PUKATOB M CIHMCKOB OTO3BaHHBIX cepTHdukaroB. LIC B3ammoneiicTByer
TosbKO ¢ LleHTpoM perucrpanuu Mo OTAEIBHOMY CETMEHTY JIOKAIbHON CETH C MCIIOJIb30BaHUEM
3alIMILEHHOIO CETEeBOro IpoTokona. LleHTp perucrpauuu nOpeaHasHaueH Uil XpaHEHUs
PETHCTPAallMOHHBIX [JaHHBIX II0JIb30BATENeH, 3alpocoB Ha cepTU(UKATBI M CEePTU(HKATHI
II0JIb30BATENICH, IIPEJOCTaBIICHUS uHrepdeiica  B3auMOAEHCTBUSA II0JIb30BATENeH u
VY nocrosepstoniero nenrpa. [P Bzaumoneiicteyet ¢ LIC o oTaenbHOMY CETMEHTY JIOKJIbHOM CETH C
UCIIOJBb30BAHMEM 3alMIIEHHOIO CETEBOr0 IPOTOKONA. B3auMopelcTBUE TIOIB30BATENECH C
VYnocroBepsroliM LIEHTpOM o0ecrieynBaeTcss 3a cdeT ucnoib3oBaHnue APM nonb3oBarens,
npenocrasisieMoro 1P nonbs3oBarento.

Bapuanrt 1. YcranaBnmuBaem kopHeBoii ceprudukar Y1, Bernasmero DL

Kak ycranoButs ceptudukar D11 — Bompoc, BOIHYIOMNN MHOTUX TTOJIb30BaTENCH,
oraruBimmx Kirod DL [Tepen TeM kak HEMOCPEICTBEHHO MIEPEUTH K JIeITy, HEOOXOIMMO CKa4aTh
nporpammy «Kpuntollpo» ¢ opunmansHoro caiira.

VYcranoBka ceprudukara LI nomycTrma qByMs MyTAMU:

UCTIONB3YS pazael «Y CTaHOBUTD JIMYHBINA cepTuUKaT;

ucnonb3ys pazaen «IpocMoTpeTs cepTH(UKAThl B KOHTEHHEPEY.

PaccmoTrpuM niepBblif cityyaii 6osiee moapoOHO.

B crpoxke ynpasnenus Haxoaum nporpamMmmy «Kpunrollpo CSP» u otkpbiBaeM ee.

[Tepexoaum Ha 3axiiaaxKy «CepBUC» U HAXOIUM KIIABUILLY «Y CTAaHOBUTD JINYHBIN
CepTUPHUKATY.
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B otBeT oTKpOeTCs OKOIIKO «MacTep yCTaHOBKU CepTU(HUKATOBY — XKMeM «Jlanee.
Knonkoit «O630p» NpokiapiBaeM MyTh K cepTUPHUKATY




H MMepexoauM K KJIaBHu1IIe «OTKpblTb».
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B oTkpbIBHIEMCS OKOLIIKE HAX0AMM KHONKY «/lajee».
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Kinkaem «O030p» 1 B HOBOM OKHe MOA0MpPaeM COOTBETCTBYIOIIMI cepTU(PUKATY KOHTeliHep
— xMmeM «OK».
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B orkpsiBIIEMCS OKOLIKe BhIOUpaeM «O030p» n nanky «JInunoe», nanee — «Ox» u B
MOCJIEYIOIEM OKOLIKe BbIOupaeM «I'0ToBO».
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BapuanT 2. YcraHoBKa KOPHEBOro cepTU(HUKATA YI0CTOBEPSIOIIEro IIeHTPa

Jus yecranoBkM ceprudguKaTa BTOPHIM METOAOM:

3anyckaem nporpammy «Kpunrollpo CSP», naem Ha 3akiaaaky «CepBHC» U HIIEM KJIABHIILY
«IIpocmoTpeTh cepTH(HKAT B KOHTEHHepe».
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JManee — «O030p», BbIOMpPaeM HY:KHbIH cepTuUKAT KiIaBuieil «Ok».




0:09:53

AKS ifdh O RalUser-4bd5c1a0-86ea-47a0-b694-88729014D...

B caenyromem okomke BbiOnpaem «/lasnee», Huuero He MeHsisl.

Mauee - kaasumry «CBolcTBa».
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BrioupaeM «¥YcTaHOBUTH cepTH(UKATY.
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IlepeBonum nepexioyaTelib B A4eiiKy «KABTOMAaTHYeCKH BbIOPAaTh XpaHUJIUILE HA OCHOBE
THIIA cepTH(UKATa» U KMeM «Jlasee».




Pa3zgen 6. YueOHO-MeTOAMUYECKOE 00€ecIIeueHHue
CaMOCTOSITe/IbHOI PaboThl 00y4aIOIMXCH M0 JMCUMILIHHE

Hapsiny ¢ ureHweM JIeKUM HW TOPOBEACHUEM CEMUHAPCKUX 3aHATHIMHEOTHEMIIEMbBIM
AJIEMEHTOM Y4eOHOTO Mpolecca SBISIETCS camocmosmenvras paboma. Ilpu camocTosTEIbHON
paboTe mocTHraeTcsi KOHKPETHOE YCBOSHHE y4eOHOro MaTepuasa, pPa3BUBAIOTCS TEOPETHUCCKHE
CIIOCOOHOCTH, CTOJIb Ba)KHBIE [IJI1 YCIICITHOW TOJATOTOBKM M 3alllUTHl BBITYCKHOHW pPalOOTHI
oOy4aromierocs. @opMbl CaMOCTOSITEIIBHOW padOTHl 00YYArONTUXCSI MOTYT OBITh Pa3HOOOPa3HBIMH.
CamocrosiTenpHas paboTa 00yJarOIKUXCsl BKIIOYACT: U3YUCHHUE JTUTEPATYPhl, OLIEHKY, 00CYXKICHNE
U PEICH3UPOBaHUE MyOIMKYEMBIX CTaTEH; OTBETHl HA KOHTPOJBHBIE BOIMPOCHI, CAMOTECTUPOBAHUE.
BrimonHeHne BCceX BUOB CAMOCTOSTEIBHON Pa0OTHI YBS3BIBACTCS C U3YYCHUEM KOHKPETHBIX TEM.

Tabnuya 6.1

CamocrosiTesibHas padora

HaumenoBanue
pa3jiesioB, TeM

BOl'lpOCbI, BbIHOCHUMBIC
Ha CaAaMOCTOSATECJIbHOC UBYUCHUE

Tema 1. Beeneuniie B
UH(OPMALIMOHHYIO
0€e30I1aCHOCTh

OcHoBHbIE IOHATHUS: 3a/1a4H, 00BEKT, IPEIAMET, METO/IbI
nH(pOpMaIMOHHOM 0€30MMacHOCTH.
OdunmansHpIe Opranbl, 00ecrednBaroye HHPOPMAITHOHHYIO
6e3onacHocTh B Poccutickoit Denepanmm.
[TpaBoBoe oOecrnieueHrne HHPOPMAITMOHHON 0€30MTaCHOCTH.
Joxtpuna unpopmarmonHnoi 6ezonacHoctu PO u Ctpaterus
HallMOHaIBHOM Oe3omacHocTu Poccuiickoit @enepannn 10 2020 rona.
Cocrapsironyre KOHIENTyalIbHONW MOIeIH HHPOPMAIIMOHHOM
6e3omacHocTy. [loHsTHE YyTpO3 O€30M1aCHOCTH.
CoBpeMeHHast KOHIeNUs HHPOPMALMOHHONW O€30MaCHOCTH.
[enu 3amuThl HHGOPMAITHH.

Hocurenu 3amuniaemoil nHpopmanmu.

Tema 2. 3ammra ot
KOMITBIOTEPHBIX
BHPYCOB.

Crnioco06s1 pacipocTpaHeHUsl BpEOHOCHBIX nporpamM. [locnencreust
3apakeHHuil Bpe1oHOCHOH nporpamMmoii. Kinaccudukarms
BPEIOHOCTHBIX IIporpamm. [Ipumepsl yrpo3 6e3onacHOCTH
UH(POPMALIUU pealn3yeMbIX BPeIOHOCTHBIMU IPOrpaMMaMu
OTBETCTBEHHOCTH 32 HAIIUCAHHE U PACTIPOCTPAHEHHE BPEJOHOCHBIX
IporpaMm
CamocTosTenbHas TMarHoCTHUKA 3apakeHUsl BPETOHOCHBIMU
nporpamMamiu. [Ipu3Haky U AMarHOCTHKA 3apaskeHuil uepes Opayzep.
ITono3purenbHble ponecchl. CeTeBas aKTUBHOCTD.
OneMeHTHI aBTo3anmycka. OCHOBBI (DYHKIIMOHUPOBAHUSI aHTUBUPYCHOTO
porpaMMHOro odecrnieueHus. TexHonoruu oOHapyKeHUs BUPYCOB.
Knaccugukaiius aHTUBUPYCHOTO MIPOIPAaMMHOI0 00ecTiedeHusl.
KommiekcHble cpefcTBa aHTUBUPYCHOW 3aIIMTBHI.

Tema 3.
Kpunrorpaduueckoe
3aKpbITHE MH(OpMAIIH

ANTropuTMBI U(PPOBAHHUS C CHMMETPUYHBIM U HECUMMETPUYHBIM

kirouamu. Hudposas noamnuce.

Kpunrorpaduueckue xau - pynkunn. Kontponsusie cymmsl. GnuPG.
AyteHtudukanys noip3onarens. AyreHTHGUKALUS IO MapoJIIo.

Tema 4. 3amuTa oT
noTepu MHGOpMaIUH 13-
3a 0TKa30B IPOrpaMMHO-
anmapaTHBIX CPEJICTB

[TpeamernzanaunnporpaMMHO-anapaTHON3AMUTHINH(OpMAIUU
OCHOBHBIE TIOHSTHS TPOTPAMMHO-TEXHHUECKOTO YPOBHS
uHpOpMaLMOHHOM Ge3omacHOCTH. OCOOEHHOCTH COBPEMEHHBIX
MH()OPMAIIMOHHBIX CHCTEM, CYIIIECTBEHHBIE ITPH 00ECTICYCHNN
UH(POPMALIMOHHOM 0€30M1aCHOCTH

ApXHUTEKTYpa CHCTEMBI O€30aCHOCTH
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HaumeHoBaHue Bomnpocel, BBIHOCUMBIE
pa3aesioB, TeM HA CAMOCTOSITE/IbHOE U3YUYeHHUe

YH?)BI/IMOCTBKOMHLIOTC];)HBIXCI/ICTCM .
HOJII/ITI/IK3.6€3OHaCHOCTI/IBKOMHBIOTepHLIXCI/ICTeMaX .

OLICHKA3aIIUIIEHHOCTH
MexXaHu3MBbI3allUTHI ...
Tema 5. 3amura CpenctBa ynpapieHus 0€301aCHOCTHIO.
nH(OPMAIIMOHHO- Cucrema yrpaBiaeHUs JOCTYIIOM.
MIPOrpPaMMHOTO [Tonp30BaTeny U rpyMHIbl HOJIB30BATEICH.

obecnieuenus Ha ypoBHE | OOBEKTHI. JleCKpUIITOp 3alHTHI.

onepaunoHHbIX cucteM | CyObekTsl OezonacHocTu. [Ipoueccsl, moTroku. Mapkep pocryna.
U CHUCTEM YIPABJIECHUS IIpoBepka npaB qocTymna.

0a3aMu JaHHBIX OCHOBHBIE KOMIIOHEHTbI CUCTEMBI O€3011aCHOCTH.

[Tonmutuka 6e3omacuocTu. PoneBoit goctym. [IpuBuierun. Yrpo3sl
6e3onacuoctu [10. Pa3pymaromue nporpaMmMHbie CpesicTBa.
Mognenb yrpo3 u npuHOUIBL o0ecriedenus 6e3onacuocta [10.
DJeMeHTBl MOJIENIU YIpo3 IKCILIyaTalnoHHo# 6e3onacHocTH [10.
OcHoBHble NpUHLUIIBI 00ecniedenust 0ezonacHocTu 110 Ha pa3znuuHbIX
CTaJUSAX €ro JKU3HEHHOI'o IIUKJIA.

MeTtobl U cpencTBa aHasnu3a 6ezonacHoctu 110.

Tema 6. Cnenuduueckue | [IpoBogusie n OecripoBoaHbIe ceTh. JIOKaTbHbIE CETH U UX CITYKOBIL.

0COOEHHOCTH 3aIUTHI Ceru noJ yrpaBiieHUEM cepBepa U 0JHOpaHToBble. CiryKObl
nH(popManuu B Wntepuera. Knuent cepsepusiii npunmun. [P anpec u DNS ciyxo0a.
JIOKQJIbHBIX U Me:xcereBoii akpan. Ciryk0sI ssh, sftp, www, telnet, anmekrponnas
rI100aTbHBIX nouta. SSL. [Tpotoxon https.

KOMITBIOTEPHBIX CETSIX Html si31x. [Tporpammsl, BBITIOIHSIEMBIE HA CTOPOHE KJIIMEHTA UK Ha

CTOpOHE cepBepa.
besonacnocts Java, JavaScript u ActiveX.

6.1. TEMBI 3CCEM!

[TIpeameTn3agauyunporpaMMHO-annapaTHON3alUTHIMH(OpMaLun

. YS3BUMOCTb KOMIIBIOTEPHBIX CUCTEM.

. [lonuTuka 6€30MacCHOCTH B KOMIBIOTEPHBIX cucTeMax.OLeHKa 3alUIIeHHOCTH.

. YnpaBnenue nHGOPMAITMOHHBIMH TOTOKaMH TOCTOBEPHOU BhIUUCIUTENbHOU 0a30ii ([IBB).

. Mexanu3msl 3amuthl /IBb.

. IIpuHIUIBI pealn3alnuy MOJIUTUKY 0€30IaCHOCTH 00BEKTA.

. OCHOBHBIE KpUTEPUU OIICHKU 0€30MaCHOCTH CUCTEM

. OCHOBHbBIE IOHATHS U KOHLENINU UAeHTUUKaMU nosb3oBareneid KC

. Cxemsl nunentudukanuu noiab3opareneit KC.

10. 3ammra nHbOpMALIMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYNA U CUCTEMa Pa3rpaHUYEHHUs JJOCTyIa
k uadopmanuu B KC.

11. Opranuzanus goctyna k pecypcam KC Obecneuenue eI0CTHOCTH U JOCTYIMHOCTH
unpopmanuu B KC.

12. CpaBHMTENBHBIN aHAIN3 TPOrPAMMHBIX U alMapaTHBIX KOMIUIEKCOB, PACCYMTAHHBIX HA 3aIUTY
MepCOHAIBHBIX OBM 0T HECaHKIIMOHMPOBAHHOIO J0CTyIa K OBM, KOTOpBIE pa3rpaHUYMBAIOT
J0CTyN K MH(popMauu u ycrpoiictsam [I19BM.

13. AnmapatHo-TIporpaMMHBIE CPEJICTBa KPUTITOrparIeckoi 3amuThl nH(GopMarmw. [1oJTHOCTRIO 1
YaCTUYHO KOHTPOJIUPYEMBIE KOMITBIOTEPHBIE CUCTEMBI.

14. YcrpoticTBa kpunrorpadgudeckoit 3amuthl nanabix cepun KPUITTOH.

O 00 IO 01k WN

111 [Tepeuenn TeM He sBaseTCA McUePNbIBaOMUM. OOYUarOIUiCS MOKET BEIOPATH MHYIO TEMY IO COTJIACOBAHUIO C
IpernoiaBaTeneM.
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15. Cucrema kpunrorpaduueckoit 3amutsl HHGopmaruu ot HCJ[ KPUIITOH-BETO. Kommiiekc
KPUIITOH-3AMOK nJis1 orpaniueHust 4OCTyINa K KOMIIBIOTEPY .

16. KPUIITOH Cucrema 3amuthl KoHbuAeHIIHaIbHOM nHpopManuu SecretDisk. Cucrema 3amuThbi
nannbix CryptonSigma.

17. MeTonibl U CpeACTBA OrpaHUYEHHUS AOCTYIa K KoMnoHeHTaM DBM 3amura
uHpopmannuslI19BM.

18. 3amura uapopmaruu, oopadareiBaemori [I9BM u JIBC, 0T yTeuKH MOCETH AIEKTPONTUTAHUS.
19. CoBpemennbiecucteMbpi3amuThil I BMoTHECaHKITMOHUPOBAHHOTOIOCTYIAKUH()OPMAITHH.
(«Cuer-1.0», «Kobpa»,«Ctpaxk-1.1», «Axkkopa-4»,«DALLASLOCKS3.1», «Pexyt», « IU3-1 »,
Ump).

20. 3amuTa mporpaMM OT HECAHKIIMOHMPOBAHHOTO KOMMPOBAaHUs.. METOBI, 3aTPYyAHSIOIINE
CUUTHIBAaHUE CKOMMUPOBAHHON MHGOpMauu. MeToibl, MPEnsSTCTBYIONINE UCTIOIB30BAHUIO
CKONIMPOBAaHHOU MH(OpMAIUH.

21. OcHOBHBIE (PYHKIIMH CPEICTB 3alUTHI OT KonmupoBaHus. OCHOBHBIE METO/bI 3aIIUTHI OT
konupoBanus. Kpunrorpapuyeckue METOIbI.

22. MeToabIpOTUBOACHCTBUSIMHAMUYECKIMCIIOCO0aMCH ATUSA3AIU THIIIPOTPAMMOTKOITUPOBAHUS.
23. Ynupasnenue KpunrorpadgudeckuMu Kirodamu. [ eHepanus Kirodeid. XpaHeHue KII0YeH.
Konnenmus nepapxuu KIto4ei.

24. Pacnipenenenue Kimodeid. Pactipenenenue Kirroueii ¢ yqaacTueM IEHTpa pacrpeesIeHUs KITFoUeH.
[Iporokon ayTeHTU(UKALIMY U pacTIpEACTCHUS KIIOYEH ISl CHMMETPUYHBIX KPUITOCUCTEM

25.
[IpoTokonisiaciMMeTPUYHBIXKPUIITOCUCTEMCUCIIONB30BaHHEMCEPTH(PUKATOBOTKPBITHIXKITIOUEH.
[TpsiMoit 0OMeH KITF0UaM¥u MEX/Ty MOJIb30BaTeNIIMU. AJITOPUTM OTKPBITOTO paclpeeeHus KITFouei
Huddu-Xennmana. [Iporoxon SKIPynpasnenus kpunrokitoyamu.

26. 3ammTa MporpaMMHBIX CPEJICTB OT HcciienoBanusd. Kiaccudukanus cpeacTs ncciaeaoBaHus
mporpaMM. MeTobl 3alTUThl TPOrPaMM OT UCCIIEI0OBAHUSI.

27. Ob1as xapakTepuCcTUKa U KilacCU(pUKalrsg KOMIBIOTEPHBIX BUpycoB. O011as XapakTepucTuka
CPEJICTB HEUTpaIu3ali KOMIIBIOTEPHBIX BUPYCOB.

28. Knaccuduxamus METOA0B 3alllUThl OT KOMIIbBIOTEPHBIX BUPYCOB.

29. lludpoBanue B KaHajgax CBs3U KOMIbloTepHOU ceTr. KanansHoe mmdpoBanue.CKkBo3HOE
mdpoBanue. KomOnHupoBanHoe muppoBaHue.

30. ITporpammei-mmnuonsl. [Iporpammusble 3aknanku. Mojenu Bo3AeicTBUSL TPOrPpaMMHBIX
3aKyagok Ha koMmboTepsl. [lepexsat. Mckaxenue. Y0opka mycopa. Habntonenue u
KOMITIpOMETalus. 3allliuTa OT IPOrPAMMHBIX 3aKJIa/I0K. 3allluTa OT BHEAPEHUS IPOrPaMMHBIX
3aKJIaJ0K. BeIsiBlIeHHE BHEAPEHHON TPOTPAMMHOM 3aKJIA/IKHU. Y 1aJl€HUEe BHEAPEHHOU ITPOTPaMMHOMN
3aKJIaJIKH

6.2. IPUMEPHBIE 3ATAHUS JISI CAMOCTOSITEJIBHOM PABOTBI

1. Tlouemy HeoOX0aUM TEepeBoA (hefepaibHBIX OPraHOB BIACTH U OIOXKETHBIX YUpPEXKICHHH

Ha CBOOOJIHOE TTPOTrPaMMHOE oOecTieueHHEe?

Yro Hajo Aenarh, 4TOOBI KOMIIBIOTEP HE «O0memn»?

3. Touemy y momp3oBareneii Linux BUpYCHl Ha KOMITBIOTEPE PENKOCTb, a Y TOJIb30BaTeIeH
Windows onu xo3seBa?

N

4. Camble U3BECTHbIE KOMIIBIOTEPHBIE MPECTYIIIICHHUS.

5. Touemy OC MCBC mo0unbHasi cucteMa BOOpYKEeHHbIX il Poccuu ocHOBaHa Ha
GNU/Linux, 1 mo4eMy apMus MOJIB3YETCs MPOIeccopoM DIIbOPYC a He MporeccopaMu
UHTEN.

6. Ilouemy y Bupyca OoJbllie IaHCOB MOOEINUTH YeM Y aHTUBUpYyca?

7. Tlouemy Ha MOOMJIBHBIX YCTpOICTBaxX yacTo ucnoibizyercs Android?
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Pa3znea 7. OHEHOYHBIE U METOINYECKHUE MATEPHUAJIBI 11O
OBPA30BATEJIbHOI MPOT'PAMME (®OH/ OIIEHOYHBIX CPEJICTB) JIJIs
MPOBEJIEHUA TEKYIIETO KOHTPOJISI YCOIEBAEMOCTH Y TIPOMEXYTOYHOM
ATTECTAIIMAN

I[TNIAHMPYEMBIE PE3YJIbTATBI ObYUYEHNW A 110 AUCLHUITIIMHE, COOTHECEHHBIE C
IIJIAHUPYEMBIMU PE3YJIbTATAMU OCBOEHUS OBPA30OBATEJIBHOM ITPOTPAMMBI
B COOTHOHIEHNH C OUEHOYHbBIMU CPEACTBAMU

B mpomecce ocBoeHuss ydeOHOM nucuumuiiHbl «MHpOpMalMOHHBIE TEXHOJOTHH IS

MepeBoja» Il OIECHUBAHHUS CPOPMUPOBAHHOCTH KOMIICTCHIIMHA HCIIONB3YIOTCS OICHOYHBIC
CpelcTBa, MpecTaBiIeHHbIC B TabauIe 7.1.

Tabauya 7.1
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Meton

[Inanupyemsle
[Tpumepsr KOHTPOJIBHBIX | BI "
pe3yIIbTaThI, N
Conepxanue BOIIPOCOB ¥ 33/IaHUN CpencT
XapaKTepU3yIoIue . .
y4eOHOT0 MaTepualia JUIE OICHKM 3HAHWI, yMEHWH, | Ba
aTanbl  POPMHUPOBAHUS .
BIIAICHUIA KOHTPO
KOMIIETCHITHH
sl
VYK-1. CnocolGeH oOCyIIEeCTBIATh KPUTHYECKUH aHaIW3 NPOOJEMHBIX CUTyalliii Ha OCHOBE
CHCTEMHOTO TI0JIX0/1a, BRIPa0aThIBATh CTPATETHIO JICHCTBHMA
NVYK-1.1. 3naer Tema 1. Benenue B Onpenenenue Occe(Te
OCHOBHBIE CIIOCOOBI UH(POPMAIMOHHYIO UH(POPMAIMOHHOM MBI 1-
aHanu3a ¥ 0000LIEHNS | Ge30ImacCHOCTD oesonacuoctu (UB). 10)
uH}popmanum, Tema 2. 3amura ot Onpenenenue [IpakT
CHCTCMHOTO IIOAX0a KOMITBIOTEPHBIX BUPYCOB. KOH(HICHIINATLHOCTH, Kym(
NYK-1.2. Ymeer Tema 3. 1IEJIOCTHOCTU M JIOCTYITHOCTH. Tema 1,
MCMOIL30BATE HPUEMBL | 1hymrorpaduueckoe OCHOBHBIE TIOJXO/IbI K 3aaHu
aHanusa uHopmauu, 3aKpbITHE HH(POpMaIUN obecreuenuro Ub. el-2;
MOJIXOIUTh K PEIICHUIO
Tema 4. 3amura ot notepu | OnpeneneHue «ysa3BUMOCTI, Tema 2,
MMOCTABJICHHBIX 33724 C
UHPOPMAIIUHU H3-32 OTKA30B | «YIPO3bI», «aTaKu» U 3aJ]aHu
Y4ETOM CHCTEMHOTO .
M IPOrPaMMHO-AIAPATHBIX «OKCIUIoTay. Mojaenu yrpos u el
CpeiCTB BUJIBI YTPO3 (AHTPOIIOTECHHBIE, Keticel
UYK-1.3. Baageer TEXHOTCHHBIE, CTUXUITHBIC 3amanu
HABBIKAMHU UCTOYHUKHU yIpo3). SIS
KPUTHYECKOTO aHAIN3a U ornpenenenue xakepersa. Lemu | Tosiren
cuHTe3a MHPOPMALU Y 3a7a4M Xakepa. «bemnpiey, bHOU
171 peLIEeHUs «cepbiey U «UEPHBIC» XaKePhl. paboThI
MMOCTABJICHHBIX 3374 CornuasibHast MHXKCHEPHS: (1-3)
omnpezeneHue, 3a1a4uu, npumepsl | TecToi(Te
MIPUMEHCHHSI TSI HAPYIIICHUS CTOBBIE
KOH(UICHIIMATEHOCTH, 3a/laHus
LIEJIOCTHOCTH U TOCTYITHOCTH Ne 1-19)
UHpOpMaLIUH. 3auer(BO
pocsl -
11)
Dcce(Te
MbI10-
20)
[IpaxTu
kyMm(Te
Mma 3,
3ajaHu
e 1-3;
Tewma 4,
3aJlaHu
e 1-2)
Keiice
3amanu
SIS
caMocCT
TOSITEN
BHOU
paboThI
(3-6)
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Tectri(Te
CTOBBIE
3aJaHHs
Ne 19-38)
3audet(BO
MIPOCHI

11-22)

OIIK-2. Ciocoben npu
3aKOHOMEPHOCTSIX IepEeBO/Ia, a TAKXKE TpeOOBaH

MCHATb CUCTCMY 3HAHUM O BUAX, IpueMax, CTpaTeruiax, TCXHOJOrusiax u
HAX, IPCABABIISICMBIX K IICPCBOY,

NOIIK-2.1. 3naer
CUCTEMY 3HAHUH O
BUJIAX, IPHEMaX,
CTpaTerusx,
TEXHOJIOTHSX U
3aKOHOMEPHOCTSIX
NepeBo/ia, a TAKKe
TpeOOBaHUSAX,
PEIBSBISEMBIX K
NepeBoy;

NOIIK-2.2. Ymeer
MEPEBOJIUTH C YUYETOM
CHCTEMbI 3HAaHUH 0
BUJAX, IPHEMax,
CTpaTerusx,
TEXHOJIOTUSIX U
3aKOHOMEPHOCTSIX
NepeBo/ia, a TaKxKe
TpeOOBaHUSX,
MPEIBSBISIEMBIX K
epeBo.l

HNOIIK-2.3. Bnaneer
HaBbIKaMU TepEeBO/Ia C
YYETOM CHCTEMBI
JIMHTBUCTUYECKUX U
HETUHTBUCTHYECKUAX
3HaHUHU

Tema 5. 3amura
UHPOPMALIMOHHO-
IPOTPaAMMHOTO
o0OecrnieyeHns Ha YpOBHE
OIIEPAIMOHHBIX CHCTEM U
CHCTEM ympaBiieHHs 0a3zaMu
JTAHHBIX

Tema 6. Cnenuduieckue
0COOCHHOCTH 3aIlUTHI
nH(GOPMAIIUHU B JIOKATHHBIX
1 TJIOO0QTBHBIX
KOMITBIOTEPHBIX CETAX

OCHOBHBIE MEXaHU3MBI
obecnieuenus Ub:
uaeHTU(UKAIUSA,
ayTeHTU(UKaLKs, aBTOPU3ALIHS,
ayJauT.

[TaponbHbIE CHCTEMBI
ayreHTU(uKanuu. CToiKocTh
HapOJILHBIX CUCTEM
ayreHTU(UKanuu. Bzaumuas
IPOBEPKa MOJTMHHOCTH
N0JIb30BaTeNe
UH(POPMALMOHHOW CUCTEMBI.
bruomerpuueckue cucTeMsl
ayrentudukanun. OCHOBHbBIC
METO/IbI B3JI0Ma
OMOMETPUUYECKHUX CUCTEM
ayTeHTH(UKaLUK.

OcHOBHBIE MOJIENIN
pasrpaHUYeHus IpaB AOCTYyIa:
JVICKpEIIMOHHAs, MaH/IaTHAS U
poseBast MOJENH JOCTYIIA.
Kpunrorpadguueckas 3amura
UH(pOPMAaLIUU: ONpeesieHHe
¢ poBaHus, pacuppoBaHus,
JemuppoBaHus,
KpUINITOrpagMuecKkoro Kikoya,
XELUPOBaHU HHPOPMALIUH.
CummMeTrpuydHoe U
aCUMMETPUYHOE IIU(PPOBAHHE.
[TpuMepb CHMMETPUYHOTO H
ACUMMETPUYHOTO MU(PPOBAHUS:
undp Bukenepa, anroputm
RSA. DnexkrponHo-1udpoBast
noanuck (DLIT): onpenenenue
OUII, cxema DIIII,
ompeeseHue cepTudukara
OTKPBITOTO KII0Ya,
yIIOCTOBEPSIOLIETO IIEHTpa.
HudpacTpyKkTypa OTKPBHITBIX
ximrouert (PKI).

Koauposanue nndopmanmm kak
CPENCTBO 00ECTICUCHMS
L[EJIOCTHOCTH UH(POPMALIUH.

Occe(Te
MBI 20-
30)
[Ipaktn
KyM(
Tema 5,
3aJlaHu
el)
Keticol
3ananu
E@IE
caMocCT
TOSITEN
bHOU
paboThI
(5-7)
Tectri(Te
CTOBBIE
3a/laHus
Ne 38-57)
3auet(B
OTIPOCHI
22-35)
nmabopa
TOpHOE
3aHSITH

e (1-6)
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[Tpumeps! anropuTMoB
KOJIHUPOBAHUS.
Creranorpadus Kak OJ1H U3
croco6oB obecreueHHUs
KOH(UACHIIMATBLHOCTU U
LEJIOCTHOCTH MH(OPMAITUH.

7.2.JIEPEUEHb BOITPOCOB JJIs IOAIOTOBKH K IPOMEJKYTOYHOM ATTECTAIIUM (3AUET)

1. Posup 1 MecTO cucTeMbl o0ecriedeHnss THPOPMALMOHHOM 0€3011acCHOCTH B CUCTEME

HaIMOHaBbHOU O6e30nmacHocTu PO.

Mogenu, cTpaTteruu U CUCTeMbl obecrieueHus: MH(POpMaMoHHONH 6€30I1aCHOCTH.

[IpenoTBpaiieHre HECAaHKIMOHUPOBAHHOTO JOCTYIA K KOMIBIOTEPHBIM PECYpCaM.

OcHOBHBIE 3Tallbl JONYCKA K PECypcaM BbIYHCIUTEIBHON CUCTEMBI.

B3anMHas mpoBepka MOITMHHOCTH U IPYTHE CIIydau OMO3HAHUA. .

[Ipon3BosIbHOE ¥ IPUHYAUTEIBHOE YIIPABJIECHUE JOCTYIIOM.

Pasrpanndenue nocTtyma mo ypoBHSIM CEKPETHOCTH U Kateropusim. [loHsTne MeTok

0€30MMacHOCTH.

CxeMmsl 3apakeHust (ailyioB BUPYCOM.

9. Krnaccudukauus KOMIbIOTEPHBIX BUPYCOB.

10. [Touck BUPYCOB IO CUTHATYpaM U 00€3BpEKHBaHNE OOHAPYKEHHBIX BUPYCOB.

11. 3ammra OT AECTPYKTUBHBIX JEHCTBUI M Pa3MHOXKEHUSI BUPYCOB.

12. TexHONOTHSI rapaHTUPOBAHHOT'O BOCCTAHOBJICHNE BBIYMCIUTEIHHON CHUCTEMBI ITOCIIE
3apakKeHHsI KOMIIBIOTEPHBIMU BHPYCaMHU.

13. Tumb! KpunTOrpaUIECKUX CUCTEM.

14. CranpapTsl mudpoBaHUs

15. IIpoTokoubl pacupeieneHust KIIoueH.

16. YHUUTOXEHNE OCTATOUYHBIX JAHHBIX.

17. OcHoBHBIE CTTOCOOBI 3aLTUTHI OT OTEPU UHPOPMALTUU

18. Metonb! cxxaTus HHGopMaIi. ApxuBanus HaiaoBbIX JaHHBIX

19. Crioco6s1 pe3epBUpOBaHNN HH(POPMAITUH.

20. TexHOJIOTUSI BOCCTAHOBJIEHUS IMCKOBON M OMIEpaTUBHOM MaMATH.

21. 3amuTa HHGOPMAIIMOHHO-TIPOTPAMMHOT0 00ECIIEYeHHUsT Ha YPOBHE ONEPAIIMOHHBIX CHCTEM

22. Snpo 6e3onacHoctu OC.

23. AnmapaTHasi OCHOBaA peam3aliiy 3amuTsl Ha ypoBHe OC.

24. bezonacHsle (aitnoBele cucTeMsl coBpeMeHHbIX OC

25. OcHoBHEBIE TpeOoBaHus K noacucteme 6e3omnacHocT CYB/I.

26. OnpeneneHue MOJHOMOYUH MMOJIb30BaTeNe 1Mo 10ocTymy K 0a3e TaHHBIX

27. Vicnonp30BaHNE MAaTPHIIBI TOJIHOMOYHH JIJISl pa3rpaHHUYeHHs JOCTYIa K dJeMeHTaM 0a3
JTAHHBIX.

28. MaHjaTHas cucTeMa pa3rpaHUYeHUs JOCTYIIA.

29. TpaH3akuus U ee CBOUCTBA.

30. UuctpymenTansubie cpeactBa CYB/I mo obecnieueHno MeT0CTHOCTH 0a3 TaHHBIX.

31. OcoOeHHOCTH TPUMEHEHHUSI CHMMETPHUECKUX U ACUMMETPUYECKUX CUCTEM MM (PPOBAHUSI.

32. BeipaboTka cekpeTHbIX Kimtouer o Auddu-Xemnmmany

33. ®opmupoBaHue U MPOBEpKa MU(POBOIL MOIMTUCH.

34. Tunsl MEKCETEBbIX YKPAaHOB, UX JOCTOMHCTBA U HEJJOCTATKH.

35. OrpannueHue TOCTyIa U3 JIOKAJTLHOM ceTH B Internet ¢ MTOMOIIBIO Proxy-cepBepoB.

NOUTRWN

©
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7.3 IllpumepHbIe TecTOBbIE 3aJaHNUS AJIA KOHTPOJsI (MOHUTOPUHIA) KAa4eCTBA YCBOCHHUS

MaTepra/ia B T.4. B PAMKAaX py0e;KHOI0 KOHTPOJIsI 3HAHMI

il2

Bri6epute BapuaHT/BapHaHThI MPAaBUILHOTO OTBETA:

1. B kaxom npasosom 0okymenme oaemcs onpeodesieHue mepmMuna «<UHGopmayuonnan

oezonacrocmopn?

a) @enepanpHbIi3aKOH«O0OE30MTaACHOCTH.
0) CrparerusHanuoHnanbHoi0e30nacHocTPoccuiickoidenaepannnno2020 roxaa.
B) JloxrpunanndopmanronnondesonacaoctuPoccuiickoiid®enepanmu.

r) Korcrurynus.

n) @enepanbubiiizcakon «O0uHdopmanuu,
MH()OPMAMOHHBIX TEXHOJOTUAXHO3AIUTCHHPOPMAITII.

2. OcHogeHnbiMuacnekmamuoeameibHocmu (3adavamu)
UHOPMAYUOHHOILOE30NACHOCMUBLICIYRAION —

a) KonduneHnmaibHOCTb.

0) JloCcTymHOCTb.
B) CHCTEMHOCTb.
r) LlemocTHOCTD.

1) 3amuTanHpopMaIiu.

3. Ilocmpoitmecoomeemcmeuemedrtcoymemooamuzauiumolungopmayuu(neeaaKoionKa)
UUXXAPAKMEPUCMUKAMU(NPABCAAKOTIOHKA):

1.IIpaBoBBIC METOIBI

A. I[lon6op cOTpyTHHKOB KOMIIAHNH, & TAK)KE 00ECIIEYCHNE TOTO, YTOOBI
HENPOBEPEHHbIE JIHMIIA HE JOITYCKAJIUCh K OXpaHsieMoi nHpopmManuu

2. IlporpaMMHBIH
METOJ

B. Pa3paboTkaHOPMAaTHBHBIXAKTOB,
[I0/1pa3yMeBaOIMXaAMUHUCTPATUBHYION YT OJIOBHYOOTBETCTBEHHOCTh3aX 1
nieHuenHpopmanuy,
HapylIeHHEeaBTOPCKUXIIPABIPOTrPAMMHUCTOBUKUOEPIPECTYIICHUS

3. IIporpammHo-
anmapaTHbIi MeTo

C. Ucnonp30BaHMEaHTUBUPYCHBIXIIPOT PAMMHUIIACCHBHOM3AIIUTHI
(6bpannmaysp, paiipBoauT.I.)

4. dusnyeckue

D. U3roToBiieHHEanmapaTHbIXCPEACTB3AMUTHIMH(DOPMAIINY, HATTPUMED,

MCTO/IbI CETEBhIXaJAaNTECPOBBOAMITHKOTOPOrOBCTPOCHAAHTUBHUPYCHAsIPOrpaMmma

5. E. BkimtoyaeTBceOa3aMTyKaOeIbHBIXCUCTEM,

OpraHu3aloHHBIEM UCII0JIb30BaHUEBCEBO3MOXKHBIXUCTOUHUKOBOECTIEPEOOHOTONTUTa NS,

CTOMBI 3alUTYIIOMEIEHUMOTIIOCTOPOHHETOOCTYTIA,
pe3epBHOCKONMMPOBAHUEUH(POPMAITNH

6. F. ®opmupoBanue NoIUTUKH HHPOPMALIMOHHOM 6€301MacHOCTH KOMIAHUU

AJIMUHUCTpPATUBHBIE

METOMBI

4, Ilpoueccovl, memoowvl noucka, coopa, xpanenus, 06padomku, npedocmasnienHus,

pacnpocmpanHeénun uuqbopmauuu U cnocoowt ocyuiecmeieHuA maKkux npoueccoeé u Memooos:

a) Hudopmarms

b) MudopmanmoHHBIE TEXHOIOTUN

c) UudopmanmonHas cucrema

d) HudopmannoHHO-TETEKOMMYHHUKAIIMOHHAS CETh
e) Oonanarens nHGOpMAIUU

12 PyGesxHbIii KOHTPOJIb 3HAHUH POBOUTCS Il 00YYaIONIMXCS OUHON (POPMBI OOYUEHUS U OLIEHUBAETCS M0 IIKAJIE
«3aUTCHO»\ «HE 3aUTCHO
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5. Juyo, camocmoamenvho co3zoasguiee uHgopmayuio 1ub60 noayYUsUiee Ha OCHOBAHUU
3aKOHA UIU 002060PA NPAGO PA3PEULAMb UIU OZPAHUYUEAMb OOCHYN K UH(opmayuu:

a) HWcrounuk nndopmanun

b) Tlorpebutens nHpOpMaIU
C) YHHYTOXHTENb HHPOPMALIH
d) Hocwurens undopmarmun

e) Oo6namarens uHGOPMALIUN

6. Texnonozuueckasa cucmema, nPEOHA3HAYEHHAA 0114 nEPedauu no JTUHUAM CA3U
ungopmayuu, docmyn K KOmopoi 0CyueCmensaemcs ¢ UCNOAb308aHUEM CPEOCm 8
6bIYUCTIUMEIbHOUL MEXHUKU IMO:

a) basza maHHbBIX

b) HudopmannoHHas TEXHOIOTHS

c) HudopmannonHas cucrema

d) HudopmannoHHO-TEIEKOMMYHUKAIHOHHAS CETh
e) MenuuuHckas nH(GOpMAIMOHHAs CHCTEMA

7. Oobazamenvroe 014 6bINOIHEHUA TUWOM, ROSYUUBUIUM OOCIYN K ONpedeneHHOo
ungopmayuu, mpedosanue ne nepedasams maxylo UHGoOpMayUio mpemovum auyam oe3
coznacus ee obraoamens Imo:

a) DIEKTPOHHOE COOOIIECHUE

b) Pacmpocrpanenue nnpopmamnum

c) IlpenocrarieHue nHGopManuu

d) KouduaenuaasHOCTs HHOOPMAIHH
e) Hocryn k uH(pOpMaUK

8. /Jleiicmeus, nanpageniennvle HA NOJIyYEeHUE UHPOPMAYUU HEONnPeOeeHHbIM KPY2OM Ul
unu nepeoavy ungopmayuu HeonpeoeareHHoMy Kpy2y auly Imo:

a) YHuuutoxeHue HHGOpMAINU

b) Pacnpocrpanenue nnpopmaruu

c) IlpenocraBnenne uHdGopmaIu

d) KouduaeHmanbHOCTh HHPOPMAIHH
e) [Jocryn k uHbOpMALUH

9. Bo3moscnocmo noOJiy4eHun uudmpmauuu U ee ucnojib3oeanus ymo:

a) Coxpanenue uHGopmaru

b) Pacnpocrpanenue nnpopmaruu

c) IlpenocraBnenue nuHdopmaru

d) KouduaeHmanbHOCTh HHPOPMAIHH
e) Jocryn k uHbOpMALUH

10.  Hugpopmayus, nepedannasn unu noayyeHnas noav3osamesiem UHGHOPMaAyUOHHO-
MeNeKOMMYHUKAYUOHHOU cemu:

a) DIEKTPOHHOE COOOIIEHUE

b) HudopmanmonHoe coobuieHne
c) TekcToBoe coobIICHHE

d) BwusyanbHoe cooOleHue

e) SMS-coobrenne

11.  Bce komnonenmut UHPOPMAYUOHHOU CUCHEMbL NPEONPUANMUSL, 8 KOMOPOM
HAKANIUGAOmMcs u 00padamuléaomca nepcoHanNbHble OAGHHbIE IMO:

a) HudopmanroHHas cucreMa nepcoHabHBIX TaHHBIX
b) basa manubIx
€) LleHTpann3oBaHHOE XPAHWIIUILE TAHHBIX
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d) Cucrema Crarakcmnpecc
e) Cepsep

12. K ceeoenuam konghuoenyuanvnozo xapakmepa, cozniacHo ykasy npeuoenma P® om 6
mapma 1997 2., omnocamcsn:

a) Hudopmarus o pacpocTpaHEHUH IPOrPaMm

b) Wudopmaius o IUIIEH3UPOBAHUH ITPOIPAMMHOTO 00CCIICUCHHMSI
c) Hudopmanus, pasmeriaemas B razerax, HTepHeTe

d) IlepconanbHbIC TaHHBIE

e) Jluunas Taiina

13. Omnowenusn, cea3annvie ¢ 00PAOOMKOI NEPCOHATLHBIX OAHHBIX, PEZYTUPYIOMCA
3aKOHOM...

a) «O6 undpopmaryu, HHHOPMAIIMOHHBIX TEXHOTOTHSIX)

b) «O 3ammre uHpOpMALIID»

c) ®enepanbHbIM 3aKOHOM «O MEPCOHATBHBIX JaHHBIX)»

d) denepanbubiM 3aKk0HOM «O KOH(MUACHIIMATEHON HH(OPMALIUI

e) «OO6 yTBepKICHHH MEPEUHS CBEICHHN KOH(DHICHIIMATBHOTO XapaKkTepar

14.  Jleiicmeusa c nepconanvholmu OAGHHBIMU (CO2IACHO 3AKOHY), 6KI0OUAs COOP,
cucmemamu3ayuio, HAaKOnJieHue, XpaHenue, UCno1b306aHue, PAcCRPOCMpaHenue u m.o. IMo:

a) «HMcmpaBieHue MepCOHATBHBIX JAHHBIX)

b) «Pabota ¢ mepCoOHATBLHBIME JaHHBIMI

c) «lIpeobpa3zoBaHue MEPCOHATBHBIX JAHHBIX)
d) «O06paboTKa MepcoOHaTbHBIX TaHHBIX

e) «/M3MeHeHne MepCoOHANbHBIX TAHHBIX)

15.  Jeiicmeus, é pe3ynromane KOmMopvlx HEGO3IMONCHO ORPEOEIUMb NPUHAOTIEHCHOCHD
NnepCcoOHAbHBIX OAHHBLIX KOHKPENHOMY CYObeKmy NepcoHaIbHbIX OAHHbIX:

a) BeimeneHue nepcoHANbHBIX TAHHBIX

b) OGecneueHne 6€30MaCHOCTH NEPCOHATBHBIX JTAaHHBIX
c) [eayrentudukanms

d) MeaBTopu3zarus

e) [enepconupuxanus

16.  Ilo pesxcumy ob6pabomku nepcoHanbHbIX OAHHBIX 8 UHPOPMAUUOHHOI cucmeme
UH@popmayuonnvle cucmemsvl ROOPA30ENAIOMCA HA:

a) MHOroImoab30BaTeIbCKHE

b) OnHomoabp30BaTENbLCKHE

c) bes pasrpanuucHwms paB JOCTyIA

d) C pasrpanuyeHueM npas I0CTyma

e) Cucrembl, He UMEIOIIUE MOKITIOYCHU

17.  Ilpouecc cooduienun cyovekmom c60ezo UMeHu Ui HoMepda, ¢ Ueavlo NOIyYeHus
ONpeodenénHbIX NOJTHOMOYUIL (NPA6 00CMYyna) Ha bINOSIHEHUE HEKOMOPBIX (PA3PEULeHHbIX eM))
Oelicmeuil 6 CUCmemMax ¢ 02paHuYeHHbIM 00CHYNOM:

a) ABTopu3aIus

b) Ayrentudukanms
c) OO6e3nuunBaHue
d) Henepconamu3zarus
e) Wnentudukarus

18.  Ilpouedypa nposepxku coomeemcmeusn cyovbeKma u mozo, 3a K020 OH RbIMAEmcs ceos
6610amy, C NOMOWbIO HEKOUl YHUKANbHOU UHDOpMayuu:
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a) ABTOpHU3aIUsI

b) OGesnuunBanue
C) JemepcoHamu3aius
d) AyrenTuduxanus
e) Wnentudukarus

19.  Ilpouecc, a maxosce peyniomam npoyecca npo8epKu HEKOMOPHIX 00A3AMeNbHbIX
napamempoe noyib3oeamens u, NPU YCREeuwHoCmu, nPpedocmasieHue emy onpeoe1éHHbIX
NOJIHOMOYUIL HA 8bINOJIHEHUE HEKOMOPBIX (PA3PEUIeHHbIX eMY) OeUCmEUIL 8 CUCEMaX C
02PAHUYEHHBIM OOCHYNOM

a) ABTOpH3AIUSA

b) Unenrtuduxanms
C) AyreHTH(pHKAIHS
d) OoO6e3nmuunBanue
e) JlemepcoHanu3arus

20.  Ilpocmeiiwium cnocobom uoenmudukayuu 8 KOMHbIOMEPHOIU cUCHEME ABIAEHICA 6600
udeHmuukamopa noav3oeames, KOMOPwvll UMeem ciledylouiee Ha3eanue:

a) Token

b) Password

c) Iaposb

d) Login

e) Cwmapr-kapra

21. Ocnosnoe cpedcmeo, ovecneuusarouiee KOHQPUOeHYUATbHOCMb UHpOpMayuU,
nOCHLIAEMOl RO OMKPLIMBIM KAHANAM NEPedayu OAHHbBIX, 6 MOM YUCIe — N0 CemU UHMEPHem:

a) Wnentudukanus
b) Ayrentudukarms
C) Astopu3arus
d) Dkcneprusa
e) Iludposanue

22.  JIna 6e3onachoit nepedauu 0GHHBIX NO KAHAIAM UHMEPHEM UCHOIb3YEMCA MEXHOI02UA:

a) WWW
b) DICOM
c) VPN
d) FTP
e) XML

23.  Komnnekc annapamuusix u/unu npozpammHsixX cpeoCcme, 0CyuieCmeaaiouuil KOHmpoio u
dunempayuio cemegozo mpaghurka ¢ coomeemcmeuu ¢ 3a0AHHLIMU NPAGUNAMU U
3auUUAIO WUl KOMRbIOMeEPHbIE CeMmU OM HeCAHKYUOHUPOBAHHO20 00CmYNna:

a) AHTUBUpYC

b) 3amox

c) bpanamaysp

d) Kpunrorpadus

e) DkcnepTHas cucTeMa

24.  3a npasonapywienusn 6 chepe ungpopmayuu, UHGHOPMAUYUOHHBIX MEXHONOZUIL U 3AUUMbL
uHpopmayuu 0anHvLL 610 HAKA3AHUA HA CE20OHAWHUIL OCHb He NPEOYCMOMPEH:

a) JlucuMruimHapHbIC B3BICKAHUS
b) AnmuHUCTpaTHUBHBII IITpad

C) VYrosoBHas OTBETCTBEHHOCTb
d) Jlumenue cBOOOIBI
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25.

26.

b)
c)

e)

217.

CwmepTHas Ka3Hb
Hecankyuonuposauuuiit 0ocmyn K uHgopmayuu 3mo:

Jloctyn k nH(GOpMaIIMK, HE CBSI3aHHBIN C BHIMOJHEHUEM (DYHKIIMOHAJILHBIX 00513aHHOCTEH 1
He 0OPMIICHHBIN TOKYMEHTaIHHO

Pabota Ha 4y>xoM KOMIIBIOTEpE O€3 pa3pelIeHus ero Biaaaeibia

Bxox Ha koMIBIOTEp € UCIIOJIB30BAHUEM JAaHHBIX APYTrOro Mojb30BaTelis

JlocTyn K JT0KaaIbHO-MH(GOPMAIIMOHHON CETH, CBSI3aHHBIA C BBHITTOJITHCHHEM
(GyHKIMOHATBHBIX 00s3aHHOCTEH

Hoctyn k CYB/I mox 3anpenieHHbIM UMEHEM TOJIb30BaTENsA

«llepconanvnuie oanuvie» Imo:

JIro6ast mH(pOpMaLUs, OTHOCSILASLCS K ONPEICICHHOMY HIIN OIIPEIeIIEMOMY Ha OCHOBaHHH
Takoi uHbopManuu GU3NIECKOMY JIUILY

daMunus, UMsl, 0TYECTBO (PU3UUECKOTO JIHIIA

I'ox, Mecs1, 1aTta U MECTO POXKIEHUS, aipec PU3NIECKOTO JHIa

Anpec npoxuBaHus GU3NIECKOTO JTUIA

CaeneHusi 0 ceMeHOM, COIIMAIEHOM, UMYILIECTBEHHOM IOJIOKEHUH YEJIOBEKa,
COCTaBJISIIOLIME MTOHATUE «IIpoeccuoHabHas TaiiHay

B oannom cnyuae compyonuk yupescoenun moxcem 0vtms npusneuen K

OmeemcCcmeerHnoCmu 3a HapyuwieéHus npasu. um])opmauuomtoﬁ Oezonacnocmu:

a)
b)
c)
d)
e)

28.

Brixon B HTepHeT 0€3 pa3perieHus aIiMUHICTpaTopa

[Ipu ycTaHOBKE KOMITBIOTEPHBIX UTP

B ciydasix ycranoBku HenuueH3noHHoro 110

B ciyuae He BbIxoAa U3 MHPOPMAIIMOHHOMN CHCTEMBI

B nm000Mm ciiydae HenmpaBOMOYHOTO UCIOJIb30BAHUS KOH(DUEHIIMANBHON HHpOpMaLUU IpU
YCIIOBUU TUCBMEHHOTO MIPEYNPEKICHUS COTPYIHUKA 00 OTBETCTBEHHOCTH

Mooswcem nu compyonuk 0vlme npueieyuen K y20J106H0U OMEEeMCmEeHHOCMU 3a

HapyuwieHusa npasul UHPOPMaAYUOHHOU He30NACHOCHU RPEONPUAUAL:

a)
b)
c)
d)
e)

29.

Her, Tos1bKO K a AMMHUCTPAaTUBHOM OTBETCTBEHHOCTHU

Her, ecnut 5T0 TOCy1apcTBEHHOE TIPEANPUSITHE

Ha

Jla, HO TOJIBKO B ClIy4ae, €Clii JACHCTBUSA COTPYIHUKA HAHECIIH HETIOMPaBUMBIN Bpe/l
Jla, HO TOJIBKO B CiIy4ae OCO3HAHHBIX HEMPABOMOYHBIX JE€HCTBUUA COTPYAHUKA

Ilpouedypa, nposepaiouiasn, umeem u noab308amens ¢ RPEObLAGITEHHHIM

UOEeHMUPUKAmMOPOM NPago Ha OOCMYn K pecypcy Imo:

a)
b)
c)
d)
e)
30.

Unentuduxarnus
AyTteHTHQUKAINA
Crpatuduxanus
Perucrpanus
ABTOpHU3anus

Haubonee onacuvslm ucmouHuKoM y2po3 uHopmMayuoHHol He30nacnocmu

npednpmzmu}l Aeaawmcea.

a)
b)

c)
d)

€)

Jpyrue npeanpusTis (KOHKYPEHTHI)

CoTpynHUKH HHPOPMAILIMOHHON CYKObI MPEANPUITHS, UMEIOIIHNE MMOJHBIN T0CTYI K €ro
MH(POPMAIIMOHHBIM pecypcam

PsoBble COTpyAHUKH MPEATPUSITUS

Bo3MoskHBIE 0TKa3bl 000PYI0BaHMS, OTKIIIOUCHUS HJIEKTPONUTAHUS, HAPYIICHUS B CETH
neperayy JaHHBIX

Xaxepsl
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31.

Bbl6epume, MOIHCHO JIU 6 CleJf(,'eﬁHblx uenax ucnojib3oeamas 3ﬂ6Kmp0HHblﬁ abpec

(noumoenlii AWUK), 3ape2ucmpupoeanHslil Ha 00UEO0CIMYNHOM ROYHIOB0M cepeepe, Hanpumep

Ha mail.ru:
a) Her, He npu KakuxX 00CTOSITEILCTBAX
b) Her, HO A1 OTIIPaBKK CPOYHBIX U 0COOO BAKHBIX TUCEM MOXKHO
C) MoHO, ecii 110 HeMY I0JIb30BaTe b Oy/IeT MepechliaTh HHGOPMAIIHIO, HE COIEPIKAIILYIO
CBEIICHUH KOH(QUICHIIMATLHOTO XapaKTepa
d) MosxHo, eciu HHPOPMAIIHIO TIPEIBAPUTEIHHO 3aaPXUBHUPOBATH C TIOMOIIBIO IIPOTPAMMBI
winrar ¢ rmapoJjieM
e) MoskHO, eciu APYTUX CIOCOOOB JEKTPOHHOM Mepeiaun TaHHbIX Ha MPEIANPUATHN WIH Y
MIOJIb30BATENs B HACTOSIINNA MOMEHT HET, a HH(pOPMAIIHIO HY)KHO MEPEcIaTh CPOYHO
32.  Jokymenmupoeannasn ungopmauyus, 00Cmyn K KOmopoi ozpaHuyueaem 6
coomeemcmeuu ¢ 3aKOHA0e1bCMmeompa:
a) Uudopmarus cocrapistomias rocyIapCTBCHHYO TaliHy
b) Mudbopmanus cocraBisionias KOMMEPUYECKYIO TallHy
c) IlepconanbHas
d) Koudwuaenumanpuas nHpopMarms
e) JlokymeHTHpOBaHHast HHPOPMAIIHS
33.  /Jna mozo umoo6wl cCHU3UmMb 6EPOAMHOCIb YMPAMbL UHPOPMAUUU HEOOX00UMO:
a) PeryssipHO MPOU3BOAUTH AHTUBUPYCHYIO IIPOBEPKY KOMITbIOTEPA
b) PerynsipHO BBITONHATH MIPOBEPKY KECTKUX JAUCKOB KOMITBIOTEpPA HA HAIMYUE OIIUOOK
C) PeryssipHO KOUpOBaTh HH(MOPMAIIKIO HA BHEIIIHUE HOCUTENH (CepBep, KOMITAKT-TUCKH,
GIII-KapTHI)
d) 3amuTHTh BXOJ Ha KOMITBIOTEP K JAHHBIM MapOJieM
e) IIpoBoauth nmepuoanueckoe oocmykuBanue [TK
34.  Ilapons nonv3oeamens 0014cen
a) Copepxath H(psI ¥ OYKBBI, 3HAKU MPESTIUHAHKS U OBITH CII0KHBIM TS yrabIBaHUS
b) Conepxath TONBKO HHPPBI
c) ComepskaTh TOJBKO OYKBBI
d) Hmeth sIBHYIO MPUBA3KY K BIaACIbILY (€10 UMSI, AaTa POXICHUs, HOMEp TeJaedoHa U T.11.)
e) BbITh MPOCTHIM U JIETKO 3aITOMUHATHLCS, Hapumep «123», «111y», «qwerty» u T.1.
35.  Hugpopmayuonnan 6ezonacnocms obecneyusaem...
a) brokupoBanue nHGpOpMAIMH
b) Hckaxenue undopmarmn
c) CoxpaHHOCTh HH(DOPMALIUH
d) VYrpary uadopmanuu
e) Iomnenky uHbopMAaIHK
36.  3axon Poccuiickoii @edepayuu «O zocyoapcmeenHoll maiine» bl npuHAmM 8
caeoyrouiem 200y:
a) 1982
b) 1985
c) 1988
d) 1993
e) 2005
37.  Jokymenmupoeannoii ungpopmayueii, 00cmyn K KOmopoii 02panuyen 6 COOmeemcmaeuu
¢ 3akonooamenscmeom P®, nazvigaemcs
a) KoundunennumanbHast
b) Ilepconanbhas
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c)
d)

e)
38.

JlokyMeHTHupOBaHHast
Wudopmanus cocTaBisonas rocy1apcTBEHHYIO TaifHy
HNudopmanus cocTaBmsitomas KOMMEPUECKYIO TaliHY

Hugpopmayusn 06 y2010610i6 omeemcmeeHHOCMU 34 npecmynieHue & chepe

KOMRNblOmepHoul unghopmayuu onucana é:

a)
b)
c)
d)
e)
39.
a)
b)
c)
d)
e)
40.

1 rimaBe YTOJIOBHOI'O KOJICKCA

5 rnaBe YToJIOBHOTO KOJIeKCa

28 rnaBe YTOJIOBHOI'O KOJICKCA
100 rmaBe YroiioBHOTO KoZeKca
1000 rimaBe YTooBHOrO KOJeKca

B cmamuve 272 yeonoenozo kooexca 2oeopumcs...

O HenmpaBOMEPHOM JOCTYIE K KOMIBIOTEPHOW HHPOpMALIUU

O co3nanuu, UCTIONHEHNHU U paclpOCTPAaHEHNUU BPEIOHOCHBIX IIporpamm ains O9BM
O napymenue npasui 3kcruryaranuu 9BM, cuctemsl OBM uinu ux cetu

O mpecrymieHnsx B cpepe KOMIbIOTEpHON HHPOPMAITIH

OO0 OTBETCTBEHHOCTH 32 MPECTYIUIEHUS B chepe KOMIbIOTEpHON HHPOpMALIUU

Deoepanvusiit 3akon «06 unghopmayuu, ungopmamusayuu u 3augume UHGoOPMayuUU

HanpaeiéH Ha:

a)

b)

c)
d)

e)

41.
a)
b)
c)

€)
42.

a)
c)
d)
e)
43.

a)

c)
d)

e)
44,

a)

b)

c)

PerynupoBanue B3aMMOOTHOIIICHUH B MHPOPMAITMOHHOHN cepe COBMECTHO C TPAKIAHCKUM
KoJiekcoM PO

PerynupoBanue B3anMOOTHOIIICHUH B TPaXKAaHCKOM obmiecTBe PO

PerynupoBanue TpeboBanuii k paboTHHKAM CIIy:k0, paboTaroiux ¢ uHpopManui
dopmupoBaHre HEOOXOAUMBIX HOPM U TIPaBHII PabOTHI ¢ HH(OpMAIHEH

dopmupoBaHue HEOOXOAUMBIX HOPM U MIPABIII, CBA3aHHBIX C 3alIUTON JETel OT
nHpopmManuu

Xuwenue ungpopmayuu — 3mo...

HecankunonnpoBaHHOE KONUPOBaHUE UHPOPMALIII
VYTpata unpopmanuu

brnoxupoBanue nHpopmanuu

Hckaxenue nHdopmauu

[Iponaxa nnpopmanuu

Bnaoenvuem ungpopmayuu nepgoii kamezopuu agnsemcs...

l'ocynapctBo

Kommepueckast opranuzanus
MyHuIMnanbHOE yUpeKIeHNe
JIr060i1 rpaxiaHuH

['pynmna nui, nMeronux odiee 1e10

Bnaoenvyem ungpopmayuu emopoii kamezopuu agnaemcs. ..

[Ipoctsle mroau

I'ocynapctBO

Kommepueckas opranmuszanus
MyHununanbHOE yYpeKIeHue
Hexommepueckas opranuzanus

Bnaoenvyem ungpopmayuu mpemoeit Kamezopuu A611emcs...

JIronu
l'ocynapctBo
MyHunumnaibHOe yupeKIeHue
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d)

e)
45.

a)

b)

c)
d)

e)
46.

a)

b)

c)
d)

e)
47.

a)
b)

a)
b)

c)
48.

a)
b)
c)
d)

€)
49.

Yupexnenue
Hexommepueckas opranuzanms

Hugpopmayueii, cocmasnarwouieii 20cyoapcmeeHuyro maiiny, 6,1a0ewm:

l'ocynapctBo

Tonbko 00pa3oBaTEIbHBIC YUPEHKIACHUS
Tonbko npesunuym Bepxosnoro Cosera PO
I'paxxnane Poccuiickoii @enepaunu

TosbKO MUHUCTEPCTBO 3/IpaBOOXPAHEHUS

Hugpopmayueii, cocmasnarouieii KoOmmepuecKyo mainy, 61a0erom:

I'ocynapctBo

Pasnuunsle yupexnenus
l'ocynapcrBennas Jlyma

I'paxxnane Poccuiickoit @enepanuu
Menauko-conuanbHble OpraHu3auu

Ilepconanvhvimu OannviMu 61a0eom:

l'ocynapctBo

Pasnuunsle yupexnenus
l'ocynapcrBennas Jlyma

Kurenu Poccuiickoi @enepaunu
Menuko-conuanbHble OpraHUu3auu

ocmyn k ungpopmayuu — smo:

O06s3arenbHOE ISl BBITOJIHEHUS JIULOM, ITOJIyYUBIIUM JAOCTYI K OIpeAeIeHHON
nHpopmanuu, TpeOOBaHNE HE NEpeaBaTh TaKyt0 HHPOPMAIIHIO TPETHUM JIHIIaM 0e3
coryacus ee odsagarens

JleiicTBUsI, HalIpaBJIEHHbIE HA TIOJy4YeHUEe UHPOPMAIIMKN HEOIPEAEIEHHBIM KPYTOM JIUL WIH
nepeaayy HHGOpMalUK HEONPEACTICHHOMY KPYTY JIUI

JleiicTBUsI, HalIpaBJIEHHbIE HA IOJyYeHUEe UHPOPMAIK OIPEIEICHHBIM KPYTOM JIMI UITU
nepeaayy HHGOpMaILUU ONPeeIEHHOMY KpYTY JIMIL

WNudopmanusd, nepenanHasi Uiy NoJdydeHHasl 0JIb30BaTeseM HHPOPMAIMOHHO-
TEJIEKOMMYHHUKALMOHHON CETH

Bo3moxHOCTE IOSTyyeHUs: THPOPMAIIUH U €€ UCTIOIb30BaHUS

JloKkymenmuposannas ungpopmayus, 00cmyn K KOmopou 02paHuiuéaenmcs 6

coomeemcmeuu ¢ 3aKOH00AmenbCmeoM poCCUIICKOU hedepayuu Imo:

a)
b)
c)
d)
e)

50.

KondunennuanbHas napopmanus
JlokyMeHTBI odepa U 10r0BOPOB
daxkc

JIMYHBIA THEBHUK

3akoHbl PO

Ilnacmukosasa Kkapmouka, cooepiicauias Yun 0131 KpUnmozpauuecKkux ebluucieHuil u

6CMPOECHHYIO 3aUWUULEHHRYI0 RAMANb ons Xpanenusi und)opmauuu:

a)
b)
c)
d)
e)

51.

Token
Password
[Tapons
Login
Cwmapr-kapra

Yempoiicmeo ona uoenmugpukayuu nonvzoeameneii, npedocmaenarouiee cooou

MOobUIBHOC nepconaibHoe ycmpoﬁcmeo, HanomuHnawuwiue MAIEHbKUTL neﬁoofcep, He
noocoeouHnsemvle K Komnbsromepy u umerouiue COOCMBEHHDLIL UCHOUYHUK RUMAHUA:
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a)
b)
c)
d)
e)

52.

Token
ABTOHOMHBIN TOKEH
USB-TokeHn
YcrpoiicTBo iButton
CwmapT-Kkapra

Jlocmyn nonv3oeamens K uHhOPpMAYUOHHBIM PECypPCaM KOMRbIOmepa u / unu 10KaaibHOl

B8bIYUCTIUMENbHOIL CeMmU npednpuﬂmuﬂ 00./1)iceH paspeuwiamovbCia moJjibKo nociie:

a)
b)

c)
d)

e)
53.

a)

b)

c)
d)

e)
54.

a)

b)

c)
d)

€)
55.

a)

b)

c)
d)

€)
56.

BxuroueHust komnproTepa
Wnentudukanuu no JOrUHY U MapoiTko
3anpoca NacopTHBIX JAHHBIX
3amnpoca JOMEHHOTO UMEHU

3amnpoca PUO

Annapamnuie Mooynu 0oeepennou 3azpy3ku «Akkopo - AM/[3» npedocmaenaiom coooii...

AnmnapaTHbIN KOHTPOJIEP
DNEeKTPOHHBIN 3aMOK
Cucrema KOHTpOJIA
CereBoil anantep
KonupoanbsHblii anmapar

Inexmponnsvie 3amku «Cod0onb) npeonHazHauensvt 014 ...

ObecrieueHus TOBEPEHHOM 3arpy3Ku KOMIBIOTEpPa U KOHTPOJIS LIETIOCTHOCTH (HaifjioB B
chCcTEMax

CkaHUpOBaHUS OTIICYATKOB MAJIBIICB

[TpoBepku CKOPOCTH | 3arpy3Ku (aiios

OO6111eT0 KOHTPOJIS

Nnentudukanuu monp3oBaTes

,Zlﬂ}l 3aniumspl Om 3710YMblULICHHUKOB Heo0X00UMO UCHONB306AMD:

CucremHoe nporpaMMHOE oOecrieueHne
[IpuknanHoe nporpaMMHOE OOecTieueHne
AHTHBUPYCHBIE IPOTPAMMBI
KommbsroTepHbie UTPBI

My3bIKy, BUAEOOUIBMBI

Deodepanvusiit 3akon ""O6 ungopmayuu, unpopmamuzayuu u 3augume ungopmayuu'’

oaem onpeoenenue ungpopmayuu:

a)
b)

c)
d)
e)
57,
a)
b)
c)
d)
e)

TekeT KHUTH Ui TUCHbMA

Caenenus o nuIax, Npeamerax, pakrax, COObITHSIX, IBICHHUSIX U MPOIleccax HE3aBUCUMO OT
(bopMBbI UX TpeACTaBICHUS

CBeneHus o ABJICHUSX U ITPOIeccax

@akTbl 1 uAeU B GOPMATM30BAHHOM BUJIE

udpoBaHHBIN TEKCT, TEKCT HA HEU3BECTHOM SI3bIKE

Oobecneuenue ungpopmayuonnoil Hezonacnocmu ecmsp odecneveHue...

HezaBucumocTt nuagopmanuu
W3menenus napopmanuu
Konupoauus nnpopmanuu
CoxpanHoctu HH(pOpMAITIH
[Ipeo6pa3zoBanus nnpopmanuu
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7.4. Onucanue noxkasarejeil 1 KpUTepreB OLEHUBAHUSA C(POPMHUPOBAHHOCTH

KOMIIeTEeHIHI Ha Pa3IMYHBIX 3Tanax uX GopMHUPOBAHHUS; IIKAJIbI U NPOLEeIYPbI OLleHUBAHUS

7.4.1. BonipocoB u 3ajaHuil 1J151 TeKylleil ¥ MPOMeKyTOYHOM aTTecTalNu

[Tpu ouieHKe 3HAHMI YYUTHIBACTCS YPOBEHb CHOPMHUPOBAHHOCTH KOMITETCHIIUNA:

1. VYposenn

YCBOCHUA

(hOpMYyIIMPOBKU OCHOBHBIX TIOHATUH ¥ 3aKOHOMEPHOCTEH.
2. YpoBeHb 3HaHUS (aKTHUECKOTO MaTepuajia B 00beMe MporpaMMBI.
3. Jloruka, cTpykTypa v rpaMOTHOCTb U3JI05KEHUS BOIIPOCA.
4. YMeHue cBs3aTh TEOPHUIO C MPAKTUKOM.
5. YMeHue nenath 0000IIECHMS, BEIBOGI.

Tabnuya 7.4.1.2

IIkana oueHMBaHMUs HA 3a4eTe, pyOes:KHOM KOHTPOJIe

Ounenka Kputepunu BbicTaB/IeHUS] OLEHKHU
OO0yuaromuiics JOKeH:
- IPOAEMOHCTPHUPOBATH 00IIIee 3HAHUE U3y4aeMOT0 MaTepHaa;
- Moka3zaThb o0liee BJIaJEHHE IOHATUHHBIM  amNmapaToM

3auTeno JUCLUIINHBL, }
- yYMeTb CTpPOUTh OTBET B COOTBETCTBUU CO CTPYKTYpOil
M3JIaraeéMoro BOIpoCa;
- 3HaTb OCHOBHYIO PEKOMEHJyeMYyI0 HpOrpaMMoil y4eOHYIo
JUTEPaTypy.
OO0yuarouuiics AeMOHCTPUPYET:
- HE3HAHME 3HAYUTENIbHOM YacTH MPOrpaMMHOI'0 MaTepuana;
- HE BJIa/ICHUE TIOHATUHHBIM aIllapaToM AUCLHIIINHBL

He 3auteno - CYILIECTBEHHBIE OINOKY MPU U3JI0KEHNU y4eOHOIro MaTepuana;

- HCYMCHUC CTpPOUTH OTBCT B COOTBCTCTBHU CO CTPYKTypOﬁ
H3j1aracéMoro BOIIpoca,
- HCYMCHHC JCJIATh BBIBOJBI 110 U3JIaracMOMY MaTCpUually.

7.4.2. IlncemenHoi padoThI (3cce)

[Tpu olLieHKEe yUUTBIBAaETCS:
1. IIpaBriibHOCTH OhOPMIIEHUS
2. YpoBeHb c(hOpMHUPOBAaHHOCTH KOMIIETEHIIUH.

3. YpoBeHb YCBOEGHMSI TEOPETUUYECKUX MOJOKEHUH IUCHMILIMHBI, MPaBUIBHOCTb (HOPMYIUPOBKHU

OCHOBHBIX IIOHATUH U 3aKOHOMEPHOCTEM.

4. YpoBeHb 3HaHUS (PAKTUUECKOTO MaTepuana B 00beMe MporpaMMBbl.

5. Jloruka, CTpykTypa U IpaMOTHOCTb M3JI0’KEHUS MTMCbMEHHOM padoThI.
6. [TonHoTa nM3noXeHus matepuana (packpbITHE BCEX BOIPOCOB)
7.Hcnionb3oBaHne HEOOXOAMMBIX UCTOUHUKOB.

8. YMeHHe cBS3aTh TEOPHIO C IPAKTUKOM.

9. YMmenue nenatbh 0000IIEHUS, BBIBOIBL.

Tabnuya 7.4.2.2

Ixkana oueHnBaHUA dcce

Ouenka Kpurepuu BoicTaBJIeHUs OLIEHKH
OOyJaromuiicst TOJKEH:
3a4reHo - IPOJIEMOHCTPUPOBATh 00IIee 3HAHUE U3y4aeMOI0 MaTepHaa;

IIOKa3aThb O6IJ.[€€ BJIaACHHUC MOHSATHHHBIM arnrmnapaTom

91

TEOPECTUICCKUX ITOJIOKESHUH JAUCHUIIIMHBI, IMPpaBUJIBHOCTDb




JUCLUTIINHBI;

- yMEeTh CTPOUTh OTBET B COOTBETCTBUU CO CTPYKTYpOil
M3JIaraeMoro BOIpoca;

- 3HAaTh OCHOBHYIO PEKOMEHIYEeMYIO MpOrpaMMoOil y4eOHYIO

JUTEpaTypy.

OOyuaromuiicss AeMOHCTPUPYET:

- He3HAHKE 3HAYUTENBHOM YaCcTH MPOTrPaMMHOT0 MaTepHasa;

- HC BJIaICHUC MOHATUHHBIM arnrmnapaTomM JUCHUILIIMHBI,

He 3auteno - CyIIeCTBEHHBIC ONIMOKY TIPU M3JI0KEHUHU YUSOHOTO MaTepHara;

- HEYMEHHME CTPOUTb OTBET B COOTBETCTBUH CO CTPYKTYpOU
U3J1araeMoro BOIpoca;

- HCYMCHHC J1€JIaTh BBIBOJbI 110 U3JIaraCMoOMy MaTcpualy

7.4.3. TectupoBanue
Tabnuya 7.4.3

IIIxana oneHNBaHUA

Ouenka Kpurtepun BbicTaBJICHUS] OLICHKHU
OTim4HO KonmuecTBo BepHBIX 0TBeTOB B MHTEpBaie: 71-100%
Xopoio KosimyecTBo BepHbIX 0TBETOB B HHTEepBase: 56-70%
Y I0BJIETBOPUTEIHLHO KosimdyectBo BepHbIXx 0TBeTOB B MHTEepBae: 41-55%
HeynosnerBoputennHO KonmuecTBo BepHBIX 0TBeTOB B MHTEepBaie: 0-40%
3auTeHo KonnuecTBo BepHbIX 0TBeTOB B MHTepBaje: 41-100%
He 3aureno KonmuaecTBo BepHBIX 0TBeTOB B MHTEepBaie: 0-40%

7.5. METOAUYECKHUE MATEPHUAJIBI, ONPEJEJIAIOIUE ITPOLHEIYPBI
OIIEHUBAHNSA 3HAHWI, YMEHUI, HABBIKOB ¥ (MJIN) OIIBITA
JEATEJBHOCTHU, XAPAKTEPU3YIOIIUX OTAIIBI ®OPMHUPOBAHUSA
KOMITIETEHIIUM.

Kauecmeo  3nanuii  XapakTepu3yercsi  CIIOCOOHOCTbIO  OOydYaromlerocss  TOYHO,
CTPYKTYPHUPOBAHHO U YMECTHO BOCITPOU3BOINUTH MH(POPMAITHIO, TIOIYIEHHYIO B ITPOIECCE OCBOCHHS
JUCLUUIUIMHBL, B TOM BHJE, B KOTOPOM OHa Oblla M3JI0)K€HAa B Yy4eOHOM U3JaHUU WU
IpernojaBaTesieM.

Ymenusa, xax npasuio, GopMUpYOTCS Ha 3aHATUAX CEMMHAPCKOTO TUIA 3aHATUAX, a TAKKE
IpU  BBIOJHEHUH JITA0OPAaTOPHBIX paboT. 3amaHusi, HampaBJeHHBIE Ha OICHKY YMEHHHA, B
3HAYUTENBbHOM CTeNeHH TpeOyIoT OT 00yUaroerocs MposBICHHUs CTEPEOTUITHOCTH MBILIUIEHUS, T.€.
CIOCOOHOCTH BBIIOJHUTH pabOTy 1Mo oOpasiaMm, ¢ KOTOPbIMH OH paboTai B mpolecce oOydeHus.
[IpenoiaBaTens ke OLEHUBAET CBOEBPEMEHHOCTh M NPABUJIBHOCTh BBIIIOJHEHUS 33/1aHUS.

Hagéviku - 5TO yMEHUs, DPa3BUTBIE W 3aKPEIUICHHBIE OCO3HAHHBIM CaMOCTOSITEIEHBIM
TpyaoM. HaBeiku popMHUPYIOTCS MPU CaMOCTOATEIBHOM BBIMOJIHEHUH 00YYaIOUIMMHUCS MPAKTHKO -
OPHCHTUPOBAHHBIX  3aJaHWi, MOJNCIHPYIONIMX  pEHIeHHe WM  TPOW3BOJCTBEHHBIX U
COLIMOKYJIBTYPHBIX 33J]ad B COOTBETCTBYIOLIEH 001acTH MpoecCHOHATBLHON NEesTEIbHOCTH, Kak
MpaBUJIO, TPU BBHIMIOJHEHWW JOMAIIHUX 3aJaHUN, KYpPCOBBIX TPOEKTOB (paboT), Hay4dHO-
UCCIIEIOBATENLCKUX PAa0OT, MPOXOXKJIEHUH MPAKTUK, MPH padoTe MHIUBUAYAJIbHO MM B COCTaBE
rpynnel u T.A. [lpum sToM oOydarommiics TOCTaBJI€H B YCIOBHS, KOTJa OH BBIHYXKIEH
CaMOCTOSITENIbHO (TBOPYECKM) MCKaTh MYTH M CPEICTBA JUIs pa3pelleHus] MOCTABJICHHBIX 3ajad,
CaMOCTOSITENTFHO TUTAHUPOBATh CBOIO pPa0OTy W aHATU3UPOBATh €€ pe3yNbTaThl, NMPUHUMATh
OIpeJIeJIEHHbIE PEIIEHUs B paMKaX CBOMX IOJHOMOYMH, CAMOCTOSITEIBHO BBIOMPATh apTyMEHTAIIHIO
U HECTH OTBETCTBEHHOCTb 3a MpOJEJaHHYI0 paldoTy, T.€. MNPOSBUTH BJAJICHUE HAaBBIKAMHU.
B3aumopneiictBue ¢ mpernogaBaTelieM — OCYIIECTBIIAETCS IMEPUOAWYECKH IO  3aBEPLICHUIO
OTIpeICNICHHBIX ATAaoB pabOThl M MPOXOAUT B BHUAE KOHCynbTauui. [lpu oueHke BiageHUs
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HaBbIKAMU IPENOJABaTEIeM OLICHUBACTCS HE TOJBKO NPAaBUIBHOCTh PELIEHHs BBINOJIHEHHOIO
3aJjaHusd, HO M CHOCOOHOCTH (TOTOBHOCTh) OOydaromlerocs pemarb MHOJOO0HBIE MPAKTHUKO-
OPHEHTUPOBAHHbBIC 3aJaHUsl CaMOCTOATENBHO (B MEPCHEKTHBE 3a CTEHAaMHU BYy3a) M, TJIaBHBIM
o0pa3zom, crmocoOHOCTh O0y4aromerocsi OOOCHOBBIBATh W apryMEHTHPOBATH CBOU PEIICHUS U
IIPEUIOKEHUS.

Yemuwii  onpoc - 5310 mpouenypa, OpraHuM3oBaHHAas Kak =~ CIeUuanbHas Oecena
npenojaBaTenss ¢ rpynmnod oOydarommxcs (QpOHTanbHBIM Ompoc) WM C  OTIAEJIbHBIMU
00y4aromuMucs (MHAUBHYaTbHBIN OMPOC) C LETbI0 OLIEHKU C(HOPMUPOBAHHOCTH Y HIUX OCHOBHBIX
HOHATUH U YCBOEHUS y4eOHOro MaTepuaia.

Tecmut sBisitoTCs mpocTeiiiell ¢popmMa KOHTPOJISA, HalpaBlIeHHas Ha IPOBEPKY BIIAJCHUS
TEPMUHOJIOTHYECKUM  almapaToM, COBPEMEHHBIMH HH(POPMALMOHHBIMU TEXHOJOTUSAMH U
KOHKPETHBIMU 3HAaHUSAMM B OOJIACTH (PYHAAMEHTAJBHBIX M MPUKIATHBIX JUCHMILIMH. TeCT MOXET
MPEJOCTABIIATE BO3MOKHOCTh BBIOOpA M3 IEpeyHs OTBETOB; OJUH MM HECKOJIBKO MPAaBUIIBHBIX
OTBETOB.

Jlabopamopnvie 3anamun- OIVH U3 BUJIOB CAMOCTOSTEILHON yu4eOHOM pabOTHl 00ydJaronxcs,
KOTOpast MPOBOAMUTCS 110 3a/IaHUIO MIPENoiaBaTelis ¢ IPUMEHEHHEM JIAO0OPaTOPHOro 060PyIOBaHMUS.
Copepxanue 1a00paTOpHbIX pPA0OT CBA3aHO C JPYrMMH BHJAaMU Y4YeOHOIO HKCIIEPUMEHTa
(1IeMOHCTPAlIMOHHBIMU ~ OIBITAMH, pPEIIEHHEM SKCIEPUMEHTAJIbHBIX 3aJady) M HayYHbIMHU
HaOmoneHnssMu. OIHO W3 BaXHBIX TMPEHMYILIECTB JIAOOPATOPHBIX 3aHITUH MO CPABHEHUIO C
APYTUMH BHJAMM ayJUTOPHON yueOHON paboThl 3aKiI04aeTcsi B MHTErPalliM TEOPETHUYECKHX
3HaHUH C TPAKTHYECKUMH YMEHHSIMA W HaBBIKAMH OOydYaromerocs B €IMHOM Ipolecce
JesTeNbHOCTH y4eOHO-UCCIIeI0BAaTENLCKOrO XapakTepa. BeinonHeHue mnabopaTOpHBIX paboT
TpeOyeT OT 00Yy4aromerocsi TBOPYECKONH MHUIIUATHUBEI, CAMOCTOSATEIILHOCTH B MPUHITUN PELICHUH,
ri1yOOKOro 3HaHMs Y4eOHOro Marepuana, IMPeloCTaBIsieT BO3MOXXHOCTU CTaTh'OTKpBIBATEIEM
WCTHHBI", TIOJIOKUTEIIFHO BIHMSET Ha Pa3BUTHE TIO3HABATEIILHBIX HHTEPECOB U CIIOCOOHOCTEH.

PA3JIEJ 8. METOAMYECKHUE YKA3AHUS JJISI OBYYAIOIIMXCS
10 OCBOEHMIO JUCIHUTIINHEI

8.1. Memoouueckue pekomenoayuu no HARUCAHUIO Icce

Occe(oT (paHIly3cKOro €SSal — OIBIT, HaOPOCOK) — KaHp HAYYHO-ITyOJUIIMCTUYCCKOM
JUTEPATyphl, COUYETAIOIIEH MMOMIYEPKHYTO-WHANBHIYATbHYIO IO3UIMIO aBTOpa IO KOHKPETHOU
npobieme.

['maBHBIME OCOOCHHOCTSIMH, KOTOPBIE XapaKTEPHU3YIOT 3CCE, SBISIOTCS CIETYIOIIHe
MIOJIOKEHHUSL:

e CcOOCTBEHHas TMO3MLMS 00s3aTeNIbHO JOKHA OBbITh apryMEHTHpOBaHa M IOJKpEIjIeHa
CCHUIKAMH Ha WCTOYHHKH, aBTOPUTETHBIC TOYKH 3PEHUSMH W 0a3MpoBaThCs Ha (hyHIAaMEHTAJIbHOU
Hayke. HeGomnbioit 00beM (46 cTpanuir), ¢ 0pOpMIICHHBIM CIIMCKOM JIMTEPATYphl M CHOCKaMH Ha ee
WCIIOJIb30BAHUE;

® CTHJIb M3JI0)KEHUS — HAYYHO-HUCCIIEJ0BATEIbCKUMN, TPEOYIOIUI YeTKOM, OCIeI0BaTEIbHOM
W JIOTHYHOW CHCTEMBI JIOKA3aTeIbCTB, MOMKET OTIMYAThCS OOPa3HOCTHhIO, OPUTHHAIBHOCTHIO,
apOpPUCTUYHOCTHIO, CBOOOTHBIM JIEKCHYECKUM COCTABOM SI3bIKa;

® CCIICIOBAaHWE OTPAaHUYMBACTCS YETKOH, JAKOHWYHON MpoOJIeMOM C BBISIBICHHEM
MIPOTUBOPEYUI U pa3pelieHueM 3TUX MPOTUBOPEUUid B JaHHOM paboTe.

8.2. Memoouueckue pekomenoayuu no ucnoib308aHUI0 Kelicos

Keiic-memoo (Casestudy) — MeTojn aHain3a pealbHOW CHUTYalldH, OIMUCAHHWE KOTOPOM
OJTHOBPEMEHHO OTpa)kaeT HE TOJBKO KaKYIO-JIMOO MPAaKTUYECKYIO MPOOJIeMy, HO U aKTyaJIu3UpyeT
OTpe/IeNICHHbIH KOMIUIEKC 3HaHHM, KOTOpBIM HEOOXOIMMO YCBOMTH MpPH pa3pelleHud JTaHHOM
npo6nemsl. [Ipu 3TOM cama npoOieMa He UMEET OTHO3HAYHBIX PEILICHHA.

Kelic kak MeTO/ OLIEHKN KOMIIETCHIIUN JOJKEH YIOBJIETBOPATH CIIEIYIOIUM TPEOOBAHHSIM:

— COOTBETCTBOBATh YETKO [TOCTABJICHHOM L€ CO3JaHUS;
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— MMETb MEXIHUCUUIIIMHAPHBIA XapaKTep;

— HMETb JOCTAaTOYHbIH 00beM MEPBUYHBIX U CTATUCTUYECKHX JIaHHBIX;

— HMETh COOTBETCTBYIOIIMHA YpOBEHb CIIOKHOCTH, WIUIIOCTPUPOBATh TUIIMYHBIC CUTYallUH,
HUMETh aKTyaJIbHYI0 Mpo0JeMy, MO3BOJISIONIYI0 TPUMEHHTh Pa3HOOOpa3Hble METO/AbI aHalu3a MpU
IIOMCKE PELICHHs], UMETh HECKOJIBKO PELICHUM.

Kelic-meToy OKa3bIBaeT COJACHCTBUE PA3BUTUIO YMEHMS pelIaTh IPOOJEMBl C YYETOM
KOHKPETHBIX YCIOBHUH M npu Hamuuuu (aktuyeckoil wuHpopmanmu. OH pa3BUBaeT Takue
KBAJTM(UKAIIMOHHBIE XAPAKTEPUCTUKH, KaK CIIOCOOHOCTh K MPOBEACHUIO aHAJIHM3a U TUArHOCTUKU
npobieM, yMeHHe 4eTko (OpMYIMpOBaTh M BBICKA3bIBATh CBOKO IO3UIMIO, YMEHHE OOLIaThes,
JUCKYTHPOBaTh, BOCIIPUHUMATh U OLIEHUBAaTh MH(OpPMAIMIO, KOTOpas MOCTyHaeT B BepOaIbHOU U
HeBepOanpHOU hopme.

8.3. Tpebosanusa Kk KomnemeHmMHOCMHO-OPUECHMUPOBAHHBIM 3A0AHUAM
0N 0eMOHCMPAWUU 8bINOJHEHUA NPOPeCCUOHANbHBIX 3A0aYy

KOMIIETEHTHOCTHO-OPUEHTUPOBAHHOE 3aJaHUE — OTO BCErZa IPAKTHYECKOE 3a/laHue,
BBITIOJIHEHHE KOTOPOTO HAIIEJICHO Ha JIEMOHCTPUPOBAHUE JOKA3aTENICTB HAIMYUSA Yy OOyJarolIHXCs
KOMIIETEHLIMH, 3HaHUH, yMEHUH, HE0OOXOJUMBIX 711 Oy ty1ieit poQeccuOHaIBHOM AeSTENbHOCTH.

KoMIeTeHTHOCTHO-OpHEHTUPOBAHHBIE 3a/1aHUsI OBIBAIOT PA3HBIX BUOB:

® HANpaBJEHHbIE HA IOArOTOBKY KOHKPETHOI'O IIPAKTHMKO-OPUEHTUPOBAHHOIO IPOLYKTa
(aHamu3 JOKYMEHTOB, TEKCTOB, KPUTHKA, pa3paboTKa CXeM U JIp.);

® AQHAJIUTUYECKOIO M MAarHOCTMYECKOIO XapaKTepa, HalpaBJICHHbIE HA aHAIU3 Pa3JIMYHBIX
acIeKTOB U MpobJieM;

® CBSI3aHHBIE C BBIIOJIHEHHEM OCHOBHBIX MpPO(ECCHOHAIBHBIX (QYHKUUN (BBIIOJHEHUE
KOHKPETHBIX JIeHCTBMHA B paMKax BHJA NPO(PEecCHOHANBHOW JESITeIBHOCTH, HampuMep
¢bopmynMpoBaHue LeJIed MUCCUH, U T. I.).

Paznen 2. YYEBHO-METOJJUYECKOE U HHOOPMAIIMOHHOE
OBECHEYEHWE JUCITATIINHBI

Ocnosnas rumepamypa®®

[[Tansrun B.®. Undopmarinonnas 06e30macHOCTb U 3amuTa nHpopManuu [DIeKTpoHHbIN pecypce] /
B.®. Hlanbrun. — DnekTpoH. TekcToBble JaHHble. — CapartoB: [Ipodobpazosanue, 2017. — 702
C. -OBC «IPRsmartsy. — 978-5-4488-0070-2. — Pexum JIOCTYTIA:
http://www.iprbookshop.ru/63594.html

Jononnumenvnas numepamypa*

@®aponoB A.E. OcHoBbl uH(pOpMaLMOHHONW Oe30macHOCTM TMpu paboTe Ha KOMIIBIOTEpE
[DnextponHsblii pecype] / A.E. @apoHOB. — DNEKTpOH. TeKCTOBbIe naHHbIe. — M. : UHTepHert-
VYuusepcurer Unpopmanmonnsix Texnonoruit (MHTYUT), 2016. — 154 c¢.  -OBC «IPRsmartsy.
— 2227-8397. — Pexxum nmocryma: http://www.iprbookshop.ru/52160.html

lanatenxo B.A. OcHOBbI MH(GOpPMAIMOHHON O€30macHOCTH [DIeKTpoHHBIH pecypc] / B.A.
lNanaTeHko. — DNeKTpoH. TeKCTOBbIe naHHble. — M. : UnTepHeT-YHuBepcurer MHpopmannoHHbIX

Texnonoruit (MHTYUT), 2016. — 266 c. -DbC «IPRsmarts». — 978-5-94774-821-5. — Pexum
noctyna: http://www.iprbookshop.ru/52209.html

KppuioB I'.O. IlonsTuitHblii anmapaT uHQOpMAMOHHON O€30macHOCTH [DJIEKTPOHHBIN

pecypc] : cioBaps / I'.O. Kpsinos, C.JI. Jlapuonosa, B.JI. Hukutuna. — DNEKTPOH. TEKCTOBBIC
nanHsle. — MockBa, CapaTtoB: Bcepoccuiickuii rocynapctBeHHbl yHUBepcuteT toctuimuu (PITA
B3 OBC
1% U3 OBC
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Munrocta Poccun), At [lu Op Memma, 2016. -OBC «IPRsmartsy. — 978-5-00094-308-3. —
Pexum noctyna: http://www.iprbookshop.ru/64306.html

Hopmamuegnwvie ucmounuxu
1. Kouncrurynus PO.

2. ®enepanbHBIN KOHCTUTYIIHOHHBIH 3aK0H 0T 28.04.1995 Ne 1-OK3 «O06 apOouTpaskHbIX
cynax B Poccuiickoii denepaunmy.

3. 3axoH PO o1 05.03.1992 Ne 2446-1 «O 6e30maCHOCTHY.

4. ®enepanbubiii 3aK0H 0T 12.08.1995 Ne 144-D3 «O06 onepaTuBHO-PO3BICKHON
JESITEIIbHOCTH.

5. ®enepanbublii 3aK0oH 0T 27.07.2006 Ne 149-03 «O6 undopmarnyu, THPOPMAITUOHHBIX

TEXHOJIOTHUSIX U O 3allUTe HHPOPMAIII.

3akoH ot 27.12.1991 Ne 2124-1 «O cpeacTBax MaccoBOr HHPOPMALIUN.

7. ®enepanbublii 3akoH OT 13.01.1995 No 7-D3 «O nopsike ocBemeHUs eI TeIbHOCTH
OpraHOB IOCYJIapCTBEHHOM BJIAaCTH B FOCYIapCTBEHHBIX CPEACTBAX MACCOBOM
nHpOopMaTUNY.

8. ®enepanbublii 3aK0oH 0T 06.04.2011 Ne 63-D3 «O0 351eKTPOHHOHN MTOATIACHY.

9. 3akon PO ot 21.07.1993 Ne 5485-1 «O rocynapcTBEHHO TaliHEe».

10. ®enepanbusblii 3akoH oT 29.07.2004 Ne 98-D3 «O komMepUecKoii TaifHe».

11. ®denepanbhbiii 3akoH 0T 27.07.2006 Ne 152-D3 «O nepcoHaIbHBIX JaHHBIXY.

12. ®enepanbublii 3akoH oT 22.12.2008 Ne 262-D3 «O06 obecnieueHnn A0cTyna K mHGopMaum
0 JeaTenpbHOCTH cyn0B B Poccuiickoit denepanum.

13. ®enepanpubiii 3akoH 0T 09.02.2009 Ne 8-D3 «O6 obecrniedueHnn 0CTyIa K HHOOPMAIIUN O
JEeSITeIbHOCTH FOCY/IapCTBEHHBIX OPTaHOB M OPTaHOB MECTHOTO CAMOYIIPABICHUS.

14. ®enepanbusiii 3akoH oT 10.01.2003 Ne 20-D3 «O INocynapcTBeHHOM aBTOMATH3UPOBAHHOM
cucteme Poccuiickoit @enepannu «Br1OoOphI».

15. ®denepanbubiii 3akoH OT 25.07.1998 Ne 128-D3 «O rocyaapcTBEHHOM JTaKTHIOCKOTTMYECKON
peructpauuu B Poccuiickon denepauum.

16. Hoxrpuna napopmarmonHoii 6e3onacHoctu Poccuiickoii @eneparu.

17. Vxa3 IIpesunenta PO ot 12.05.2009 Ne 537 «O Crpareruu HallMoHaJIbHON 0€3011acCHOCTH
Poccuiickoit eneparuu 10 2020 rogay.

18. Va3 IIpesunenta PO ot 17.03.2008 Ne 351 «O mepax no obecnedeHu0 HHPOPMAITMOHHON
6e3onacHoctu Poccuiickoit deaepanuu npu UCHOIb30BaHUN HHPOPMAIIIOHHO-
TEJIeKOMMYHUKAIIMOHHBIX ceTel MEXTyHAPOIHOTO HHPOPMAITMOHHOTO OOMEHA.

19. Vka3 Ilpesunenta PO ot 01.09.2004 Ne 1135 «O6 yrBepxkaenuu [lomoxenus o6
VYnpasrnenuu HHGOPMAITMOHHOTO U IOKyMEHTaIlMOHHOTO oOecnieuenus [Ipe3uaenta
Poccuiickoit denepanum.

20. VYka3 [Ipe3unenta PO ot 27.07.1992 Ne 802 «O HayyHOM M HH(OPMALIMOHHOM
o0ecrnieueHny npodsieM UHBAIMIHOCTH U HHBAJIHUJIOBY.

21. Vka3 [Ipesunenta PO ot 28.06.1993 Ne 966 «O Konnenuu nmpaBoBoii HHGOpMaTH3AIUU
Poccumy.

22. Yxa3 [Ipesunenta PO ot 20.01.1994 Ne 170 «O0 ocHOBax rocy1apCTBEHHON MOJUTUKU B
chepe nHbDOpPMATHIALTUIY.

23. Vka3 [Ipesunenta PO ot 19.10.2005 Ne 1222 «O06 OCHOBHBIX JOKYMEHTAaX,
YIAOCTOBEPSAIONIUX JIMYHOCTh TpaxkaannHa Poccuiickoit denepannu 3a npeaeaaMu
tepputopuu Poccuiickoit @enepanuu, coaepx aninux dJIeKTPOHHBIE HOCUTENH
uHbOpMALIUNY.

24. Tlocranosnenue [lpaButensctBa P® ot 22.10.2007 Ne 689 «O6 yrepxkaenuu [lonoxxeHus
0 JIMIIEH3UPOBAHUH JICITEITLHOCTH 110 BBISIBJICHHUIO JICKTPOHHBIX YCTPOUCTB,
MpeIHa3HAYEHHBIX JIJIs1 HETJIACHOTO MOTy4YeHHUs] HHPOPMAIINH, B TOMEIIEHUSIX U
TEXHUUYECKUX CPEJCTBaxX (3a UCKIIOYCHHUEM CiTydasi, €CIH YKa3aHHas JesTeIbHOCTh
OCYIIECTBISIETCS ISl 00ecneueHrs COOCTBEHHBIX HYXKJ FOPUINYECKOTO JTUIA UITU
WHIUBUAYAIBHOTO IPEATPUHUMATES ).

Sk
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25. Tloctanosnenne [IpaBurensctBa PO ot 24.11.2009 Ne 953 «O06 obecneyeHun goctyna K
uHpopmanuu o aearenbHocTy [paButenscTBa Poccuiickoit @enepannu u heaepanbHbIX
OpPraHoOB UCIOJHUTENbHOM BiacT» (BMecTe ¢ «TpeboBaHUSIMU K TEXHOJIOTUYECKUM,
MIPOrPaMMHBIM U JTUHTBHCTUYECKUM CPEACTBAM O0ECIIeueHUs TI0Ib30BaHuUs O(PHUIIMATBEHBIM
caitom [IpaButenncTBa Poccuiickori @enepanuu B cetu HTEpHETY).

26. INocranosnenue [IpaButenscrBa PO ot 17.11.2007 Ne 781 «O6 yrBepxnenuu [lonoxenus
00 obecrieueHnn 0€30MMaCHOCTH MEPCOHANIBHBIX JIAHHBIX MPU UX 00paboTKe B
MH()OPMAIIMOHHBIX CHCTEMaX MEePCOHATBHBIX TAHHBIX).

27. Iloctanosnenue [IpaButenscrBa PO ot 28.01.2002 Ne 65 «O denepanbHOil 1eeBoi
nporpamme «InektporHas Poccus (2002 - 2010 romabr)».

28. Tlpuka3z ®CBb P® ot 09.02.2005 Ne 66 «O06 yrBepxkaenuu [lomoxkenus o pazpaboTke,
MIPOU3BOJICTBE, peaU3alK U HKCIUTyaTallly IU(POBATLHBIX (KPUNTOTpadUIEeCKIX)
cpencts 3ammthl nHGopmaruu ([Tomoxenue [TK3-2005)».

29. ITpukaz ®AIICH ot 13.06.2001 Ne 152 «O06 yrBepxkacHuu MHCTpYKIIMK 00 OpraHU3ay 1
obecriedeHnn 6€30MaCHOCTH XpaHEHUs, 00pabOTKH U TIepeIadn M0 KaHalaM CBSI3H C
UCIOJIb30BaHUEM CPEJICTB KPUNTOrpaduyecKoi 3amuThl HHOOPMALIUY C OTPaHUYCHHBIM
JOCTYIIOM, HE COJIEpIKAIel CBEICHHIA, COCTABIISIOUINX TOCY/IaPCTBEHHYIO TallHY».

IMepeyennb HHGOPMAIMOHHBIX TEXHOJIOTHA, HCMOJIb3yEeMBbIX MPH OCYIIECTBICHUH
00pa30BaTeJIbLHOIO MpoIecca Mo THCIUIIHHE

Hnmepuem-pecypcei, co8pemeHHble npogheccuonanvuvle oaswl OaHHBbIX,
um[)opmauuomto-cnpaeolmble U NOUCKoebole cucmemal
OBC «IPRsmarts» http://www.iprbookshop.ru

1. security lab | http://www.securitylab.ru/

[TpoexT koMmanuu positivetechnologies. moMuMo HOBOCTEH, IKCIIEPTHBIX cTaTel, codra, popyma,
Ha caifTe ecTh pasJien, I/ie OnepaTUBHO MyOIuKyeTcst uHpopMaius 00 yI3BUMOCTSIX, a TaKXKe
AAar0OTCA KOHKPETHBIC PCKOMCH AU 110 UX YCTPAHCHUIO.

2. Threatpost https://threatpos
HoBoctHoii caiit 00 uapopmanmonHoii 6e3onacHoctu ot KasperskyLab. ABTopuTeTHBIN NCTOUHUK,

Ha KOTOPBIN CCHUIAIOTCS BeyIl[ie HOBOCTHBIE areHTCTBa, Takue Kak TheNewYorkTimes u
TheWallStreetJournal.

3. Anti-Malware | https://www.anti-malware.ru/

NHupopmaninoHHO-aHAIUTUYECKUI LIEHTP, TOCBAIIECHHBIN HHPOPMAIIMOHHOM Oe3onacHoCTH. Anti-
Malware npoBOAUT CpaBHUTEIbHBIE TECTHl AHTUBUPYCOB, ITYOJIUKYET aHATUTUUECKUE CTaThH,
AKCIIEPTHI IPUHUMAIOT YYacTHe B IUCKYCCHUSX Ha (opyMme.

4. Geektimes | https://geektimes.ru/hub/infosecurity/

[Tonynspuerit xab caiita geektimes.ru mpo nHGOpMarMOHHYIO 6€30MacHOCTh. [leCATKH ThICTY
MIPOCMOTPOB CTaTeH, MyOIUKAIMHM O HOBUHKAaX UHAYCTPUU U aKTUBHOE 00CYKJIEHUE B
KOMMEHTapHsIX.

5. CNEWS http://safe.cnews.ru/
Pa3nen HoBocTHOTO M3MaHMs O BhIcOKUX TexHonoruax CNEWS, nocssiieHHbIi HHPOPMAIIMOHHOM
6e3onacHocTh. I1yOnuKyrOTCS HOBOCTH U AKCIIEPTHBIE CTaThU.

6. bnoe Anexces Jlykaykozeo http://lukatsky.blogspot.it/

Anexceii JIykarkuii — mpu3HaHHBIN 9KCIepT B 00J1aCTH HHPOPMALIMOHHOM 6€3011acHOCTH,
oOyazaTesnb MHOKECTBA Harpaj, aBTop CTaTeil, KHUT, KypCOB, Y4aCTBYET B OKCIIEPTHU3E
HOPMAaTHBHO-TIPABOBBIX akTOB B cepe b u 3ammThl nepcoHaIbHbIX JaHHBIX.

1. bnoe Eecenusn Llapesa https://www.tsarev.biz/
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brior yyacTHuKa cyeOHBIX TPOIECCOB B KAUECTBE IKCIEPTA 11O BOMIPOCcaM KHOEpOe30ImacHOCTH 1
3amuThl nHpopMmaruu. [TybnukyroTes exeHeneabHbe 0030pbl BCETO CaMOTI'0 HHTEPECHOTO B MUPE
KnOepOe301acHOCTH, HOBOCTH 00 U3MEHEHHUAX B HOPMATHUBHO-TIPABOBBIX aKTaX.

8. Ilepconanvuuiii caiim Anexces Komaposa | https://zlonov.ru/

Caiit skcriepta B 001acTt HH(GOPMAIIMOHHON 0€30MaCHOCTH, HHPOPMAIIHOHHBIX TEXHOJIOTHI,
UHGOPMAIIMOHHOM 0€30MaCHOCTH aBTOMATU3UPOBAHHBIX MTPOMBIIICHHBIX CHCTEM YIIPABICHHUS
TEXHOJOTUIECKUM MTPOIIECCOM.

9. Hayunwiii orcypuan «Bonpocwl kubepoezonacnocmuy hitp://cyberrus.com/

[ledaTaroTcst cTaThbl POCCHICKUX W MHOCTPAHHBIX YUCHBIX MO0 KHOEPOE30MacHOCTH, 0€301MacHOCTH
MPUIOKCHNUN, TEXHUYECKOH 3aIInTe HH(OOPMAIIHH, ayAUTY O0€30IMacCHOCTH CUCTEM U TIPOTPAMMHOTO
KOJ1a, TECTUPOBAHHIO, aHAJIU3Y 3aMIICHHOCTH U OlleHKe cooTBeTcTBUs [10 TpeboBaHusIM
0e30macHOCTH HH(POPMAIIHH.

10. XKypunan “Information Security” http://www.itsec.ru/articles2/allpubliks

B sxypHaiie myOaMKyrOTCS TEXHHYECKUE 0003PEHHMs, TECTHI HOBBIX MTPOJIYKTOB, & TAKKE OIHUCAHUS
KOMILJIEKCHBIX HHTEIPHUPOBAHHBIX PEIICHHUH, BHEAPEHHBIX HA POCCHIUCKUX MPEIIPUATHSIX U B
roCyIapCTBEHHBIX OpraHax.

11. Kny6 ungpopmayuonnoi bezonacnocmu hitp://wiki.informationsecurity.club/doku.php/main
Kny6 nnbopmarronHol 0€3011acCHOCTH — HEKOMMepYecKas Opranusaius, passusatorias b u
pemraromas 3anadu B 3Toi cepe. Ha caiire ectsh «ba3za 3HaHU», T/Ie MOKHO HAUTH HOPMATHBHBIC
JOKYMEHTBI, IPOrpaMMHOE 00eCTICUeHHEe, KHUTH, CChIIIKA Ha HHTEPECHBIE PECYPCHI.

12.1SO27000.RU http://www.is027000.ru/

Hutepuer-nopran ISO27000.RU — sTo momraaka ajs obmenus crenuanuctos o Ub. Ecte
TEMaTUYECKHUI KaTaJIOT CChIJIOK HA PECYPCHI 10 HH(OPMAIIMOHHON O€30MMaCHOCTH U 3alIUTE
nHpopMaIuu.

13. Accoyuayus no éonpocam 3awumeol ungpopmayuu BISA http.//bis-expert.ru/
Coo0riecTBo, co3nanHoe moj arunoil Accormanuu BusinessInformationSecurity (BISA),
BBIITYCKAET CBOH JKypHAJ, MPOBOJIUT BEOWHAPHI, a TAKIKE ABJISICTCS OPraHU3aTOPOM MEPOTIPUSATHH.

14. Buoeoxanan komnanuu CISCO
https://www.youtube.com/playlist?list=PLEnXkMoWGIg2ZroboDpbUjwrgB3wilcMYC
[Ty6GnuKkyroTCs Kak BHI€0 JUId OOBIYHBIX MTOJIb30BAaTENeH, TaK U BUEO s TPO(ECCHOHAIIOB €

paz00pOM KOHKPETHBIX KEHUCOB.

15. Kanan unmepnem-menexomnanuu BIS TV |https://www.youtube.com/channel/UCinmAF3guG-
A5u81cWiVrRg

Kanan untepner-tenekomnanuu BIS TV cnennanusupyercs Ha ”HGOPMALMOHHOM 6€301MacHOCTH

0aHKOB, KPEJUTHBIX OpPTaHU3AIHNN U IJIATEKHBIX CHCTEM.

16. Dark Reading http://www.darkreading.com/

Coo0miecTBo pohecCHOHANOB, I/1e 00CYKIAI0TCs KUOep-yTpo3bl, yI3BUMOCTH U METO/IbI 3aIlIUTHI
OT aTaK, a TAK)Ke KJIIOUEBbIE TEXHOJIOTMH U METOJIbl, KOTOPbIE MOTYT IIOMOYb 3AIIUTHTH JJAHHBIE B
OymyImiem.

17. Security Weekly https://securityweekly.com/

Camoe aktyanpHOE B hopMare MOJKaCTOB, BUJEO, live-Tpancisaiuii. ExkeHenenpHbIe M0y OT
Securityweekly — sTo unTEepBBIO ¢ IPOodeccronanamu, 00CyKIeHNE MOCIETHIX COOBITHI B 00J1aCTH
MH(OPMAaLIMOHHON OE30MaCHOCTH.

18. Naked Security https://nakedsecurity.sophos.com/

ABTOPUTETHBIN HOBOCTHOM caliT kKoMnaHu# Sophos, IUTHPYEMBI KpYITHBIMU U3JITAHUSMU.
Ocgemnraercst MAPOKUI KPYT BOIIPOCOB: MOCTEAHUE COOBITHS B MEpE HHPOPMAITHOHHOMN
0€301acHOCTH, HOBBIE YTPO3bl, 0030p CaMBIX BaXKHBIX HOBOCTEW HEEIH.

19. (IN) SECURE Magazine https://www.helpnetsecurity.com/insecuremag/
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(IN) SECURE Magazine Beimyckaetcs ¢ 2005 roma u myoJuKyeTcst €KeKBapTaIbHO.
CDOKYCI/IPYIOTCSI Ha HOBBIX TCHACHIUAX, HHC&fITaX, HCCIICA0BAHUAX U MHCHUAX. B CIICIINAJIbHBIX
©XKETOIHBIX BBITyCKaX JKypHaJIa OCBeatoTcs Takue KpymHbie coobiTuss RSA Conference u
InfosecurityEurope.

20. Security Bloggers Network | http://securitybloggersnetwork.com/

Oxouo 300 6;10roB ¥ IOIKAcTOB 00 HHPOPMAIIMOHHOM Oe3onacHocTH. OTIUYHTETIbHAS YepTa —
Oozee TeXHquCKHﬁ, HpaKTI/ILIeCKI/Iﬁ IMoAXO0Ja K OCBCIICHHIO aKTYyaJIbHBIX BOIIPOCOB b n
K1OepOe30MmacHOCTH.

HNuTepHeT-pecypcsbl

3BC «IPRsmartsy» http://www.iprbookshop.ru
YMO 110 K1acCH4eCKOMY YHUBEPCUTETCKOMY obpa3oBanuto Poccuu http://www.umo.msu.ru

MuHuctepcTBO 0Opa3zoBanus U Hayku Poccuiickoit @eneparuu http://mon.gov.ru

CoBpeMeHHbIe Tpo(deccuoHAIbHBIE 0a3bI JAHHBIX

IIpaBoteka.py. — b.r. — JlocTyn K JaHHBIM: OTKPBITHINA. — Pesxum fgocryma :
http://www.pravoteka.ru/

Poccuiickas HanmoHanbHas 6ubnuoreka. — b.r. — loctyn k nanubiM: OTKpBITBIN. — Pexum
noctymna : http://www.nlr.ru/

NudopMannoHHO-CIPABOYHBIE CHCTEMBbI

http://www.consultant.ru/

http://www.kremlin.ru/

https://digital.gov.ru/ru/documents/

IHouckoBbie cuCTEMBI

http://www.sciencedirect.com

https://elibrary.ru/

KOMILIEKT JUIIEH3UOHHOI'O IPOI'PAMMHOI'O OBECIIEUEHUSA

Microsoft Open Value Subscription s pemennii Education Solutions Ne Tr000544893 ot
21.10.2020 r. MDE Windows, Microsoft Office u Office Web Apps. (cpok aetictust 10 01.11.2023
I.)

AnrtuBupycHoe mnporpammHoe obecneuenne ESET NOD32 Antivirus Business Edition
noroBop Ne 1C00-006348 ot 14.10.2022 . (cpok aeitctust g0 13.10.2025 1)

[IporpamMmHoe obecniedeHune «Mupamnonuc» cucreMa BeOUHApoB - JIMIIEH3MOHHBIA JTOTOBOP
244/09/16-x ot 15.09.2016 (Cneuudukamms k JlunensunonHomy moroBopy 244/09/16-x ot
15.09.2016, ot 11.05.2022 r.) (cpoxk nevictus g0 10.07.2023 1)

DnexTpoHHas WHPOpPMALMOHHO-0Opa3oBarenbHas cpena «1C: YHUBEpCHTET» OOTOBOP OT
10.09.2018 1. NeITPKT-18281 (6eccpouno)

Nudopmanmonnast cucrema «llepsoiitbut» cyonmunensnonusii norosop or 06.11.2015
Ne009/061115/003 (6eccpouno)

Cucrema tectupoBanus Indigo munensnonHoe cornamenue (Jorosop) or 08.11.2018 . NoJl-
54792 (6eccpouHo)

HNudopmarmonno-nonckosas cucrema «Koncynwsrant [lmtoc» - moroBop 06 mHGOpPMAIIMOHHO
noaaepxke ot 26.12.2014, (6eccpodno)

OnexkTpoHHO-OnOmoTeunas cucrema IPRsmart mumensuonusiii gorosop ot 01.09.2022 r.
Ne9489/22C (cpok neiictBus 1o 31.08.2024 1)

Hayunas snexrponnas 6uonuoreka ELIBRARY munensnonnsiii noroop SCIENC INDEX Neo
SI0 -3079/2022 ot 12.01.2022 . (cpok aeiictBus o 27.01.2024 r.)
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CBOBO/IHO PACITIPOCTPAHSIEMOE ITPOT'PAMMHOE OBECITEYEHUE

Kommnekr onnmaiin  cepsucoB GNU  ImageManipulationProgram, cBo60ogHO
pacmpocTpaHsieMoe POrpaMMHOE 00eCIICUeHIE

Ilpozpammnoe obecneuenue omeuecmeeHH020 RPOU3BOOCMEA.

[IporpamMmmHuoe obecrieueHne «Mupamnonuc» cucreMa BeOMHApOB - JIMIIEH3MOHHBINA JTOTOBOP
244/09/16-x ot 15.09.2016 (Cnenudukanms Kk JlunensunonHomy mgoroBopy 244/09/16-x ot
15.09.2016, ot 11.05.2022 r.) (cpok netictBus g0 10.07.2023 1)

OnekTpoHHas WH(GOpPMALMOHHO-0Opa3oBatenbHast cpega «1C: YHuBepcHTET» IOTOBOP OT
10.09.2018 1. NeITPKT-18281 (6eccpouno)

Nudopmarmonnas cucrema «llepsoritbury cyonmuuensuonnsiii goropop ot 06.11.2015 r.
Ne009/061115/003 (6eccpouno)

Cucrema tectupoBanus INdigo nunensuonnoe cornamenue (Jorosop) or 08.11.2018 . NoJl-
54792 (6eccpouHo)

WNudopmanmonno-nonckopas cucrema «Koncynsrant [1mroc» - goroBop 06 HHGOPMAITMOHHO
noazepkke ot 26.12.2014, (6eccpouno)

OnekTpoHHo-OnOmMoTeuHas cuctema IPRsmart munensuonssiii morosop or 01.09.2022 .
Ne9489/22C (cpok neiictBus 10 31.08.2024 r)

Hayunast anekrponnas ounbnmnoreka eLIBRARY munienzuonnsiii qoroop SCIENC INDEX Ne
S10 -3079/2022 ot 12.01.2022 1. (cpok aeiictBust a0 27.01.2024 1)

PA3JIEJI 10. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE
OBPA3OBATEJIBHOI'O ITPOLHECCA

VYyeOHast ay1uTopus AJis IPOBEICHUS CrnieunanusupoBaHHas yueOHast MeOellb:
3aHSATUN JEKIMOHHOTO TUIIA, 3aHATUN KOMIUIEKT cliellvaabHON yueOHON Mebemu.
CEMHUHApPCKOI0 TUIA, FPYIIOBBIX U TexHuueckue cpeacTBa 00ydeHUs, CayXKaline
MHAMBHUYaJIbHBIX KOHCYJIbTAIUM, JUIS TIPEIOCTaBIEeHUs yueOHOW nH(popMaun
TEKYILEr0 KOHTPOJIS ¥ IPOMEXYTOUHON OO0JBIION ayAUTOPHUH:
aTTecTalun JI0CKa ayAUTOPHAs, KOMIIBIOTEDP, TPOEKTOP, IKPaH
[Tomerenre st CaMOCTOATEIbHON KommuiekT cienmanbHoM yueOHoM Mebenu.
paboTsl MynsTuMenuitHoe 000py/I0BaHKE:
BUJICOTIPOEKTOP, IKPaH, KOMIIBIOTEP C
BO3MOKHOCTBIO TIOJKITIOUEHUS K CETH
"Nutepuer" u DOUOC

JUis mpoBeieHUs 3aHATUN JIEKIMOHHOTO THIA MpeIaraloTcs Habopbl JIEMOHCTPALMOHHOTO
0o00opyIOBaHUs M Y4eOHO-HATJISIHBIX TMOCOOWIA, 00ECreYnBaIOINe TEMATUUECKHE HWIUTFOCTPAIIHH,
COOTBETCTBYIOIIME TMPUMEPHBIM MporpamMmaM JUCHUIUIMH (Mofayseil), pabouuMm y4eOHbIM
porpamMMam JUCHUILIUH (MOyJIei).
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