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1. ®OHJ] OLIEHOYHbBIX CPEJICTB JJIs1 TEKYILIIETO KOHTPO.JISI
YCHEBAEMOCTH, IPOMEKYTOUYHOM ATTECTALIMM
OBYYAIOIIUXCS MO JUCHUILINHE

Hacrosimuit @onpa onenounsix cpeacts (POC) no aucuumumbe «MHbopMmaroHHast
0€30MacHOCTh U 3allUuTa MH(GOPMaLUN» SBISETCS HEOTHEMIIEMBIM IPHIIOKEHHEM K pabdoueit
nporpamme aucuuiuinHbl (PILI) «Mudpopmanmonnas 6e30macHOCTh M 3aluTa WHGOPMALUN).
Ha ngannsiit @OC pacnpocTpaHstoTCsl BCE peKBU3UTHI yTBEPKACHMUs, ripeactaBieHHbe B PI1/] o
JAHHOM TUCLMILIMHE.

2. MIEPEYEHb OLHEHOYHBIX CPEACTB
JUis ompeneneHuss KadecTBa OCBOEHHMsI OOydaroUIMMHCsA Y4eOHOro matepuana Io
JUCHMILIMHE MCIOIb3YIOTCS CIEAYIOLIME OLIEHOUHBIE CPEICTBA:

Ne OueHo4HOe cpeacTBO Kparkas xapakrepucTuka IIpencraBiienune
n/n OLIEHOYHOI0 CpeICTBa OLIEHOYHOI 0
cpeactBa B POC
1 TectupoBanue Bun xoHTpOIIS, TO3BOJIAIOIINI Bonpocsr st
OLICHUTh U3YUYEHHBI TEOPETUUECKUN | TPOBEIACHUS
MaTrepual. TECTUPOBAHUS
2 [IpakTrueckue 3aganus | Bug KOHTpOIIs, TO3BOJISAIOUINNA 3amanus K
OIICHUTh YMEHHE 00yJar0IIerocs MIPaKTUYECKOMY
IIPUMEHSATH OCBANBAEMYIO 3aHATHUIO
KOMIIETECHIIMIO B TPAKTUYECKUX
CUTyalUsIX U IPU PEILICHUN
POU3BOACTBEHHBIX 3a/1a4
3 KontponbHas padota Bua koHTposIs1, TO3BOJISAIONTNNA Samanus
OTPENIETUTh PE3YyJIbTAT OCBOCHUS KOHTPOJIBHOU pabOTHI
KOMITETEHLIUH 110 JUCIUIUIMHE B
paMKax paccMaTpUBaEMOW TEMBI,
OIICHUBAEMBI C TOMOIIBIO
COOTBETCTBYIOIINX UHIUKATOPOB
JOCTH>KEHHS] KOMIIETEHIIUI
4 CamocrosiTenbHas Bun xoHTpOS, TO3BOJIAOIINIA 3aganus
pabora OLICHUTH MTPOPAOOTKY CaMOCTOSITEJIbHON
TEOPETHUYECKOr0 MaTepHaia, paboThI
M3YUYEHUE PEKOMEHAYEMOM
JUTEPATYPHI, BHITTOJIHEHHUE
MIPaKTUKO-OPHUEHTHUPOBAHHBIX
3a7aHu (3aMOTHEHUE TaOJIHII,
MIPOBEICHUE CPABHUTEIIBHOTO
aHaJn3a, COCTaBJICHUE CXEM U JIp.),
pelIeHne NpaKTUYECKUX 3a/1a4,
CO3/IaHUE NPE3CHTALMI, HAITUCAHUE
pedepaToB, mOIO0PKY
HOPMATHUBHOTO U MHOTO MaTepuasa u
BBIIIOJIHEHHE JIPYTUX 3aJJaHUl
5 Kypcosas pabota Bun xoHTpOs, TO3BOJIAOIINIA NunuBuyanbHbIe
BBISIBUTH CTEIICHb BJIA/ICHUS 3a/1aHus (TeMbl) Ui
0a30BbIMU 3HAHUSIMHU, YMEHUSMU U KypCOBOI pabOThI
HABbIKAMU, HEOOXOAUMBIMH TS
00y4eHus1, U ONPEICIUTh YPOBEHb
BJIaJICHUS] HOBBIM MaTepUaIOM




6 3auet/3auer
OLIEHKOI/DK3aMeH

Bun xoHTpOIS, TO3BOJIAOLIUNA Bomnpocsr qys
BBISIBUTE CTEIICHD OBJIAJICHUS MOJITOTOBKH K
3HAHUSIMH, YMCHHUSIMH U HABBIKAMH, | 3a4eTy/3a4eTy C
HEOOXOAUMBIMHA I JAIILHENUIIIETO OIICHKOM/7K3aMeHy
OCBOCHUsI 00pa30BaTEbHOM
MIPOTPAMMBI TIOJITOTOBKH

3. HACIIOPT ®OHJIA OLHEHOYHbBIX CPEACTB AUCIHUIIJIMHE
3.1. ConpoBoauTeibHasi HHpopMaIus.

PazpaboTunk

O.A. JleBuueB

Kadenpa

Aynurta, GUHAHCOB U KPEINUTA

HanmeHoBaHNE AUCITUILIMHBI

WNupopmanronHas 6€301MacHOCTb U
BaimuTa nHQOopMauu

®daxkynbTeT / UHCTUTYT

MHcTUTyTa MEXKAYHAPOIHON
DKOHOMUKH, JTUAEPCTBA U

MEHEHKMEHTA
HamnpagsieHre noAroToBKY / CIIeUaIbHOCTh 38.05.02 TamoXKE€HHOE JEI10
KonnyecTBo BOIPOCOB B OLICHOYHBIX 3aganusx (nuamna3on) | Ot 18 go 36

OO01ee BpeMsi TSCTUPOBAHMS (MUH) 90

OO011ee KoJau4uecTBO Bonpocos/3aganuii B POC 36

Pa3menieHHOCTh Ha caiiTe YHUBEPCUTETA IPUMEPHOTO a

nepevHsi BOmpocoB, 3aganuit ®OC — 11t MOArOTOBKHU
00YyYarOIIUXCs K IPOXO0XKACHUIO OLICHKH (J1a / HET)

3.2. XapakTepHCTHKA OlIEHHBAEMbIX KOMIIETEHIMI.

Kon DopmyIMpoOBKA NHaukaTopbl 10CTHKEHU KOMIIETEHIMH
KOMIIETEH KOMIETEHIINN
1170
VK- 10 Crioco6en hopMupoBaTh MNYK-10.1 3HaeT criocoOb! MPOPUIAKTUKA KOPPYITIIUU
HETEePIIMMOE OTHOIIEHHUE K 1 GOPMHUPOBAHUS HETEPITUMOTO OTHOIIICHHS K HEH.

MOBEAECHUIO U

JCATCIPHOCTH

MIPOSIBIICHUSIM SKCTpEMU3Ma,
TeppopusMa, koppynuuosHoMy | MYK-10.2 Ilpegynpexkaaer KoppyIUOHHbIE PUCKH B

npohecCHOHANBHON eATENbHOCTH; NCKITI0YaeT

MPOTUBOJEHCTBOBATh UM B BMeEIIATEIbCTBO B CBOO MPO(ECCUOHATBHYIO
poecCUOHANTBHON

JIeAITENIBHOCTD B CIIy4asX CKJIOHEHHS K
KOPPYILMOHHBIM IPAaBOHAPYILECHUIM




4. COAEP) KAHUE OHEHOYHBIX CPEJACTB TEKYHIEI'O KOHTPOJIA

4.1. TUTIOBBIE TECTOBBIE 3AJIAHUS.

Tectbl comepkar HaOOp BOMPOCOB, B TOJHOM OOBEME OXBATHIBAIONINEC W3YYCHHBIM TEOPETHUECKHN MaTepuasl 1O YKa3aHHOW TeMe
(maaukaropsl SHATD). BeimonmHeHrne TeCTOB MO3BOJISIET ONMPEASIUTh PE3YJIHTAT OCBOCHHSI KOMITETCHIIMIA TI0 TUCIMIUIMHE B paMKax paccMaTpUBaeMoun
TEMbI, OLICHMBAEMBII C MOMOMILI0O COOTBETCTBYIOLIUX HHAMKATOPOB JOCTIKEHHS KOMIETEeHUUUA. HIuBUIyanbHBIM TECTOBBINM CEaHC AJIA KaXKI0ro
oOyuaromierocsi (opMUpYeTCs MO CIEHUAIbHOMY aJTOpUTMY, OOECIeUMBAIOLIEMY 3a/laHHYI0 TEMAaTUYECKYI0 CTPYKTYpPy U HPOMNOPILHOHAIBHOE
HaJM4re BOMPOCOB PA3HOTO TUIA U CIIOKHOCTH.

Ilpu gpopmuposanuu mecmos HeodX00UMO UCNOIBIOBAMb 3A0AHUA C/IEOYIOUUX MUNOE:

Tun 3ananud 1. 3aanus 3aKpHITOrO TUIA HA YCTAHOBJIEHHE COOTBETCTBHUSL.

Tun 3amanud 2. 3aaHus 3aKpBITOrO THIIA HA YCTAHOBJIEHHE MOCIEA0BATEIIBHOCTH.

Tun 3aganus 3. 3aganus KOMOMHHUPOBAHHOTO TUIIA, MPEATIONATAIONINE BBIOOP OJTHOTO MPABMIIBHOTO OTBETA U3 MPEATI0KEHHBIX.



Tun 3aJ1aduns 4. 3a)1aH1/151 KOM6I/IHI/IpOBaHHOF0 TUIIA, IpCAnoJararomuc BbI60p HCECKOJIbKHUX OTBCTOB U3 NPCIJIOKCHHBIX.

Tun 3ananus S. 3agaHus OTKPBITOrO TUIA C PA3BEPHYTHIM OTBETOM.

Tema Koa un Nuaukatopsl Tect mo Teme
¢opmynupoBka JOCTHKEHU S
KOMIIeTeHIIH I KOMIeTeHIMH

Tema 1. YK-10. Ciocoben | UYK-10.1 3aganus 3aKpBHITOro THIA HA YCTAHOBJIEHHE COOTBETCTBHUS
Bopsba c (hopmupoBath 3naer crocobbl | Bompoc 1. YcTaHOBHTE COOTBETCTBUE MEK/LY BUAAMH yrpo3 HHGOPMAIIMOHHOIT 0€30IIaCHOCTH M MX XapaKTePUCTHKAMH.
yrpo3amu HETEpIIMOe IPOQUIAKTUKI
HCCAaHKIIMOHH OTHOILICHHUEC K KOoppynuuun u BH'H yrposet XapaKTepHCTHKa
poBaHHOIO MPOSIBIIEHUSAM (dbopmupoBanus
0CTyIa K 3KCTpeMU3Ma, HETEPIIMOTo 1. DusEaccKan yIposa A. HecaHKIMOHMPOBAHHBIA JOCTYH K JaHHBIM 4E€PE3 YA3BMMOCTH B
uHdopManuu | TeppopusMa, OTHOUICHUS K 1o

KOPPYIIIHOHHOMY | HEH.
MOBEICHUIO U
MPOTHBOACHCTBOB
aTh UM B
npodeccuoHaIBHO
W NeITeNbHOCTH

2. IIporpamMmmHas yrposa B. [ToBpexneHre 000pyI0BaHUS B pe3yIbTaTe CTUXUHHBIX OCICTBHIMA

3. OpranuszanuoHHas yrposa B. Ommnbku nepconana npu padore ¢ uadopmaruent

I. OTCyTCTBI/Ie HCO6XOI[I/IMI>IX HOPMAaTHUBHBIX JOKYMEHTOB I10 3alIATE

4. [TpaBoBast yrpo3a -

[paBuasnbiii otBet: | -b,2-A,3-B,4-T.
Bompoc 2. CooTHecHTe MEpBI 3alUThI HHHOPMAIIUHU C UX THITAMHU.

Tun Mepbl Mepa 3a1uutel

1. 3akoHOaTeNpHAS A. Hcnonb3oBanue antuBupycHoro 110

2. Opranu3anoHHas b. [Ipunsarue penepanbHeIX 3aKk0HOB B obnactu b

B. Pa3paboTka WHCTpYKIHI IO paboTe ¢ KOH(QUICHIIUATEHOU

3. Texuuueckas o
nHpopManue

4. IIporpaMMHO-MaTeMaTH4EC
Kas

I'. [IpumeneHne KpunrorpaguIecKux METOIOB 3alTUThI

[paBuasubiii otBet: | -5,2-B,3-A,4-T.
Bonpoc 3. YcTaHOBUTE COOTBETCTBHE MEX/TY IPUHITUIIAMH 3aIIUTHI HHPOPMAIIMK U UX CYThIO.

[MTpuHIIT CyTb npuHIHIIA




Tema Kon n HNuaukatopsl Tect o Teme
dhopmyaupoBka JTOCTHKEHUS
KOMIIeTeHIINT KOMIEeTeHIINT
1. Ko ICHIMATHHOCTS A. OGecrieueHre BOZMOXXHOCTH ITOTy4YeHHS HH()OPMAIINH B HY>KHOE
BpeMs
2. llenocTHOCTH b. 3amuTa 0T HECAaHKIIMOHMPOBAHHOTO U3MEHEHUS ITAaHHBIX
3. loctymHOCTh B. 3amuTa 0T HECAaHKIIMOHMPOBAHHOTO O3HAKOMIICHHS C JAHHBIMH
[paBuabHblii oTBeT: 1 —B,2-b,3 - A.
Tema 1. YK-10. Cocoben | UYK-10.1 2. 3aaHusA 3aKPHITOr0 TUIIA HA YCTAHOBJIEHHUE MOCJEA0BATEILHOCTH
Boproa c (dhopmupoBath 3naer cniocoObl | Bompoc 1. YcTaHOBHTE NPaBUIIBHYIO NOCIEIOBATEIBHOCTD 3TANIOB Pealn3alliy aTakh Ha HHPOPMALHOHHYIO CHCTEMY:
yrposaMu HETEPIUMOE POGUIAKTUKH 1. Dkcmmyaraiust ysI3BUMOCTH.
HECAHKIIMOHU OTHOULICHUE K KOppynuuu u 2. C60p I/IHq)OpMa].[I/II/I 0 LIEIH.
POBaHHOTO MPOSIBJICHUSIM opmupoBaHus | 3. 3akpemieHne B CHCTEME.
JOCTyTIa K JKCTpEMU3Ma, HETEPITUMOTO 4. Tony4eHue 10CTyIIa.
nHpOpMaAUMU | Teppopu3Ma, OTHOUIECHUS K 5. TInaHMpOBaHHE ATAKH.
KOPPYNLHOHHOMY | HEH. I[IpaBuabHbIii oTBeT: 5 52 —> 1 >4 — 3.
TIOBC/ICHIIO 1 Bonpoc 2. Onpenennte NpaBHiIbHYIO MOCIEAOBATEIFHOCTD ACHCTBUI PU 0OHApYKCHUH aTaKH:
TPOTHBO/ICHCTBOB 1. Jlokanmu3zanus yrpo3sl.
atb MM B 2. dukcays J0Ka3aTenbCTB.
npodeccCrHoHaIBHO
# TeSTENBHOCTH 3. AHanu3 UHITHIEHTA.
4. ndopMupoBaHue OTBETCTBEHHBIX JIUII.
5. BoccranoBineHre paboTOCIIOCOOHOCTH CUCTEMBI.
[paBuibHblii oTBeT: 4 > 1 -2 —>3 -5,
Bonpoc 3. Pacionioxure B MpaBUIBHOM MOCIIEA0BATEIFHOCTH 3TAIbl HOCTPOSHUS CHCTEMBI 3allIUTHl HH()OPMAIIUH:
1. Pa3paboTka monnTHKH 6€301acHOCTH.
2. AHanu3 pucCKoB.
3. BHepeHne 3auTHBIX MEXaHU3MOB.
4. Onpenenenue TpeOOBAHUH K 3aIUTE.
5. MOHUTOpPHHT ¥ ayJHT.
IIpaBuabHblii oTBeT: 2 >4 — 1 >3 5.
Tema 1. YK-10. Cnocoben | MYK-10.1 3aganns KOMOMHMPOBAHHOIO THNA (BHIOOP OJHOI0 OTBETA)
Boprba c (hopmupoBath 3naet ciocoObl | Bompoc 1. Kakoit Mmeton siBistetcst Hanboree 3G HEKTHBHBIM [UTS 3aIIUTHI OT HECAHKIIHOHHPOBAHHOTO KOTTHPOBAHHS
yrpo3amu HETEPIUMOE NPOQHUIAKTUKN | MPOrpaMMHOTr0 obecneyeHus?




Tema Kon n HNuaukatopsl Tect o Teme
(¢opmyaupoBka JTOCTHKEHUS
KOMIIeTeHIINT KOMIEeTeHIINT
HECAHKIIMOHM | OTHOIICHHE K KOPpYIIUH U A) Ucnonp3oBaHue MapoIbHOI 3alUTHI.
POBaHHOIO IIPOSIBJICHUSAM ¢dopmupoBanust | b) [IpumeHeHne 3J€KTPOHHBIX KIIIOUeH (armapaTHbIX JOHIJIOB).
JOCTyma K 9KCTPEMU3MA, HETEPIIMOT0 B) Pasmemienne npeaynpesxaaromieii Haanucu 00 aBTOPCKHX MpaBax.
nHpOpMAMK | Teppopu3Ma, OTHOUICHHUS K I') Orpannuenwue nocryna Kk ¢aiinam gepes npasa NTFS.
KOPPYHLMOHHOMY | HEH. I[paBuabHeiii oTBeT: b) [IpMeHeHNe 2IIEKTPOHHBIX KIFOYEH (aImapaTHbIX JTOHTIIOB).
MIOBEICHUIO U O0bsicHeHHe: DIEKTPOHHbIE KITIOYH 00ECIIEUYNBAIOT aIIapaTHYIO 3alIUTy, KOTOPYIO CI0KHO 000ITH MPOrpaMMHBIMA
MPOTHUBOJCHCTBOB MeTo/aMHu. B oTimdme oT mapoabHON 3aIUTHI (JIETKO B3IaMBIBACTCS ), IPEAYNPEKIAIONINX HAIHUCEH (HE IMEIOT
aTh UM B TEXHUYECKOI CHIIBI) U TIPaB IOCTyTa (MOTYT OBITh H3MEHEHBI aIMIHHUCTPATOPOM), allllapaTHBIC JOHTIIBI TPEOYIOT
npodeccroHanbHO (bu3HYeCcKOro HaIM4Ms yCTpoicTBa U1 paboThl 110, 4TO CymecTBEHHO IOBBIIAET YPOBEHD 3AILUTHI.
i 1eATeNbHOCTH Bomnpoc 2. Uro sBisieTcst mepBoovepeHoN 3a1aueii mpn oOHapy)KeHnH (pakTa HECAHKIMOHUPOBAHHOTO AOCTYTIA?
A) HemenyieHHOE OTKITFOYEHHE CUCTEMBI OT CETH.
b) ®uxcaryst Bcex TOCTYIHBIX JOKa3aTeIbCTB HHIMICHTA.
B) YBenomnenmne npaBoOXpaHUTEIBHBIX OPTaHOB.
I') BoccranoBieHne pe3epBHBIX KOIMUI TaHHBIX.
IIpaBuabHblii oTBeT: b) dukcamnus Bcex JOCTYHBIX JOKAa3aTeNbCTB HHINICHTA.
Oo6bsicnenne: Oukcalys 10Ka3aTeIbCTB MO3BOJET: 1) YCTAaHOBUTH MaciuTad yiiep0a; 2) BhISBUTh METO/IbI aTaKH; 3)
UCIIOIb30BaTh JJAHHBIE ISl PACCIIE0BAHUS U BOBMOXHBIX CyJIeOHBIX pa3ouparenbcTB. OTKIIOYEHUE CHCTEMBI (A) MOXKET
YHHYTOXKHUTh BaXKHbIE YIMKM B OTIIEPATHBHON IMaMsATH. Y BeioMiieHHe opraHoB (B) n BoccranoBienne nanusix (I') — BaxHBIe,
HO MOCJETyIOIUe IIary.
Bomnpoc 3. Kakoii cTaniapt siBISIETCS] OCHOBOIOJIATAIOIIUM JJIsl TOCTPOSHHSI CUCTEMbI MEHEDKMEHTa HH(POPMAIIMOHHON
6e3onacHocTu?
A) ISO/IEC 27001.
B) TOCT P 57580.1-2017.
B) PCIDSS.
I') NIST SP 800-53.
[paBuasneiii orBet: A) ISO/IEC 27001.
Oobsicuenne: ISO/IEC 27001 — MexxayHapoaHBIN cTaHAAPT, ONPEACISIONNI TPeOOBaHUS K CHCTEME MEHEDKMEHTa
nHpopmannonHoi 6e3onacHoctr (CMUB). OH yHUBepcaneH, Mpu3Ha&éTcst BO BCEM MUpE U CIYKUT OCHOBOH IS
ceprudukarmu. TOCT P 57580.1-2017 (b) cnenuduuen mis punancororo cekropa PO. PCI DSS (B) kacaetcs ToibKO
o6pabotku mnaré&xueix ganHbix. NIST SP 800-53 (I') npumMensiercst nperMyIecTBeHHO B rocyupexaeHusx CILIA.
Tema 1. YK-10. Criocoben | UYK-10.1 3agannsa KOMOMHMPOBAHHOIO THNA (BBIOOP HECKOJIBKUX OTBETOB)
Boprba c ¢hopmupoBath 3naet crioco0Obl | Bompoc 1. Kakve u3 mepedrncieHHBIX Mep OTHOCATCS K OPraHM3al[MOHHBIM METOIaM 3anuThl nHdopManuu? Beibepure Bce
yrpo3zaMu HeTepIuMoe Npo(UIAKTUKY | BEPHBIE BAPHAHTEL
HECAHKIIMOHH | OTHOLICHHE K KOPpYNLUH U A) Pa3zpaboTka periaMeHTOB padoThl ¢ KOH(HUICHIMATBHBIMU JJAHHBIMHU.
POBaHHOTO TIPOSIBIICHUSIM ¢dopmuposanus | B) Ycranoska antuupycuoro I10.
JOCTyTa K 9KCTpEMHU3Ma, HETEPIIIMOTO




Tema Kon n HNuaukatopsl Tect o Teme
¢opmynupoBka JIOCTHKEHHS
KOMIIETeHIINH KOMIIeTeHIINH
uHpOpMAIIU | TEPPOPU3MA, OTHOIIICHHS K B) [IpoBenenue Tpenunros no Ub st coTpyAHUKOB.

KOPPYHLHOHHOMY | HEH. I') Ucnionb30BaHME MEKCETEBBIX IKPAHOB.
MOBEICHUIO U J1) Haznauenue orBeTcTBeHHBIX 3a B B mompasneneHusX.
MPOTUBOIEHCTBOB [paBuiabHble oTBeTHI: A, B, 1.
aThb UM B O0bsicHeHHE:
npodeCcCHOHATHHO e A) PermameHTBI — KITIOYEBOH OpraHU3alMOHHBIA JOKYMEHT, HOPMHUPYIOIIUH TPOIECCHI.

W NeITeNbHOCTH

¢ B) TpeHUHTH NOBHIIIAIOT OCBEJOMIEHHOCTD TIEPCOHANIA — Ba)KHAS YaCTh OPTaHU3AIMOHHON 3aIATHI.

e JI) Pacmipenenenrie OTBETCTBEHHOCTH — OCHOBA OPTaHU3alMOHHON CTPYKTYphI Ub.

b) u I') oTHOCSTCS K TEXHHYECKUM MepaMm, Tak Kak IpeanonaratoT ucrnonszoanue [10/06opynoBanust.

Bonpoc 2. Kakne yrpo3s! OTHOCATCS] K BHYTPEHHUM HCTOYHHKaM puckoB 1B? BribepuTe Bce BepHBIC BApHAHTHI.

A) Ommbku monp3oBarTeneii mpu padboTe ¢ TaHHBIMH.

B) Ataku xakepoB 4epe3 HHTEpHET.

B) 3noympInuieHHOE ASHCTBHE COTPYAHUKA.

I') C6ou B paboTe cepBEepHOTo 000PYIOBAHUS.

J1) ®umuHroBsIe NUCHMa OT MOLIICHHUKOB.

IIpaBuibHble oTBeTHI: A, B, I'.

O0bsicHeHHe:

¢ A) Ommbku nepcoHana — KIaCCHYECKUI BHYTPEHHUH PHUCK (HapuMep, OTIpaBKa KOH(UICHINAIBHBIX JaHHBIX HE TEM
aapecaram).

¢ B) 3n0yMBbIIUIEHHUKY BHYTPH OpPTraHU3aliy (HalpuMep, MPoaka JaHHBIX KOHKYPEHTaM) — BHYTPEHHSIS yIpo3a.
¢ T') Texauueckue cOom 000pyIOBaHNS — BHYTPCHHHUH PHUCK, TaK KaK HCTOYHHUK HAXOIWUTCS B MHPACTPYKTYpE
OpTaHH3AIHH.

b) u /1) — BHemHue yrpo3bl, THAMHPYEMbIE TIOCTOPOHHUMH JTHLAMH.

Bomnpoc 3. Kakne MexaHU3MbI BXOJSIT B CHCTEMY MASHTU(HUKAIUK U ayTeHTurKanuu? Beideprure Bce BepHbIE BAPUAHTEL.
A) BBop ormHa 1 mapods.

b) CxanmpoBaHre OTIEYaTKOB MAIBIIEB.

B) IIposepka MAC-anpeca ycTpoiicTaa.

I') Aranu3 nmoBenenus nmonp3oBatens (User Behavior Analytics).

) llludpoBaHve TaHHBIX HA AUCKE.

IpaBuibHblie oTBeTHI: A, b, B, T'.

Oo0bsicHeHHe:

* A) Jlorun/maposis — 0a30BbIi METO]| 2y TEHTU(HKALIUH.

¢ b) buomerpus (oTneyaTrkn) — COBPEMEHHBIH METO]] 2y TEHTU(HKALIUH.

¢ B) MAC-aagpec MOXET HCHOJIB30BATHCS JJIS1 HACHTH(UKAINN YCTPOICTBA.

¢ T') AHanu3 noBesieHNs IOTIOHSACT ayTeHTU(HKAIHIO (HanpuMep, OOHapyKeHHE aHOMAaJTHi).

1) HudpoBanne — MeTOA 3aIINTHI JaHHBIX, HO HE OTHOCUTCS HANPSAMYIO K HACHTH()UKAIMN/ay TeHTH(UKAIIHH.




Tema Kon n HNuaukatopsl Tect o Teme
(¢opmyaupoBka JOCTHAKEHUS
KOMIeTeHI U KOMIETeHIIUH
Tema 1. YK-10. Criocoben | UYK-10.1 3agaHus OTKPBITOr0 THIIA ¢ PA3BEPHYTHIM 0TBETOM
Boprba c (hopmupoBath 3Haet ciocoObl | Bompoc 1. OnummTe Tpy KITFOUEBBIX MPUHITAIA HHGOpMAImoHHOM 6e3omacHocTr (Tpruana CIA) i mpuBeanTe MPUMEPHI HX
yrpo3aMu HETEePIHUMOE NpOQUIAKTUKY | pealu3ald B KOPIIOPATUBHOM Cpejie.
HECAHKIIMOHHM | OTHOLICHHE K KOPpYNLUH U OrtBeT:
POBaHHOIO HPOSIBJICHUSIM (Gopmuposanns | 1. KonduaeHuMaabHocTh — 3ammta MHGOPMAIMH OT HECAHKIIMOHUPOBAHHOTO JOCTYTIA.
A0CTyINa K 9KCTpEMHU3Ma, HETCPIHMOIo Ipumep: mmppoBaHre TaHHBIX MPH IIEPeIaye 10 CETH, Pa3rPaHUICHHUE MPaB I0CTYMa K (aiiam, HCIIOIb30BAHHE
UH(pOPMAIHH Teppopu3sMa, OTHOLICHUS K IBYX(aKTOPHOH ayTCeHTU(DHUKAIIMY IJIs BXOJIA B CUCTEMY.
KOPPYIIIHOHHOMY | HEH. 2. IleJI0CTHOCTh — rapaHTUsi HEU3MEHHOCTH JaHHbIX.
MOBEJICHUIO U Ipumep: mpuMEHEHNE XAII-CYMM IS IPOBEPKH IIETOCTHOCTH (DaiiioB, BeJeHNE )XypHAIIOB n3MeHeHuH (audit trails),
NPOTHBOJCHCTBOB pEe3epBHOE KOIIMPOBAHUE C KOHTPOJIEM BEPCHIA.
aTh UM B 3. JocTynHocTh — obecrieueHne paboToCIOCOOHOCTH CUCTEM U JTAaHHBIX.
npohecCHOHaNBHO Ipumep: pe3epBUpOBaHKE CEPBEPOB, UCIIOIB30BaHUE cucTeM becniepeboitnoro muranus (MBIT), opranmsanus

H IeATeIbHOCTH

reopacipenenéHHbIX aTa-IeHTPOB U 0TKa30yCTOWIHBOCTH.

Bomnpoc 2. [lepeuncnure 0OCHOBHBIE ATANbI aHAM3a PUCKOB MH()OPMALIMOHHOM 0€30ITaCHOCTH M KPATKO MOSICHUTE KaXKIBIH U3
HUX.

OTtBert:

1. UnenTuduxanus akTuBoB

Omnpeneneane NHPOPMAITMOHHBIX PECYPCOB, TIOUICKAIINX 3aIIUTe: JaHHBIC (TIepcoOHATBHbBIE, (UHAHCOBBIC, KOMMEpYeCKast
TaifHa), anmapaTHOE W MPOTpaMMHOe o0ecTiedeHre, KaHabI CBSI3H. [Ipumep: COCTaBICHUE peecTpa KPUTHISCKH BaXKHBIX
cepBepoB U 0a3 TaHHBIX.

2. OueHka yrpo3

BrlsBIIeHUE TOTEHIMATBHBIX UCTOYHUKOB OITACHOCTH: BHEIITHHE (XaKePhl, BUPYCHI) H BHYTPEHHUE (OMIHOKA TIepcoHaa, cOon
obopynoBanus). [Ipumep: aHAIN3 CTATUCTHKY WHIMICHTOB 32 ITOCIICAHUH TOJT 7SI BEISIBICHUS TUITUYHBIX aTak.

3. OnpeneJienne ya3BuMocTei

IMTonck «cnabbIx MecT» B CUCTEME 3aIIUThI: He3akphIThie atyn [10, cnabble maposu, OTCyTCTBHE

mmdpoBanus. [lpumep: CKAHIPOBAHHUE CETH HA HATMYNE OTKPBITHIX IOPTOB.

4. AHAJIM3 BEPOSITHOCTH Peain3auuu yrpo3

Or1ieHKa IaHCOB HACTYIUICHUS! MHIM/CHTA C YIETOM CYLIECTBYIOIIUX YsI3BUMOCTEH. [Ipumep: pacdéT BEpOSTHOCTH
(UIIMHTOBOM aTaky NpU HAIMYMK He 00yYEeHHOT0 IepcoHara.

5. OueHka nocJjeacTBmii

[TporunosupoBanue yiiepba oT peanu3anny yrpo3sl: GUHAHCOBBIN, Py TAIIMOHHBIH, IOpUANYECKUH. [Ipumep. pacu€T norepsb
ot poctosi CRM-cuctems! Ha 12 gacos.

6. Pacuér ypoBHS pucka

KomOuanpoBanne BEpOSITHOCTH B TTOCIEICTBHMA 1O (hOpMyJIe:

Puck=BeposTHOCTEX Y1I1Ep0.

Ipumep: BHICOKUI pHCK ITpu BeposiTHOCTH aTaku 70 % u ymepoe 5 MutH pyo.




Tema Kon n HNuaukatopsl Tect o Teme
(¢opmyaupoBka JTOCTHKEHUS
KOMIIeTeHIINT KOMIEeTeHIINT
7. Pa3pa0doTka Mep CHMKEHHS pUcKa
Br160p KOHTpMED: TEXHHUECKHE (AHTUBUPYCHI), OpTraHU3aIMOHHbBIE (MHCTPYKIIUU ), PABOBBIE (JIOTOBOPHI
NDA). Ilpumep: BHEepEeHNE CUCTEMBI PE3EPBHOTO KOTIMPOBAHUS JIJIsl CHIDKEHUS pUCKa MOTEPU JAHHBIX.
8. MOHUTOPHHI U NepPecMOTp
PerynsapHoe 00HOBIIEHUE OIICHKH PUCKOB C yuéToM m3MeHeHuil B UT-undpacTpykType u yrpo3ax. [Ipumep: KBapTaIbHbIH
ayauT 0e30MacHOCTH Toclie BHeApeHus: Hooro [10.
Bonpoc 3. O6bsicHATE, TOUEMY KOMITIEKCHBIH MTOJIXO0/ K 3alIUTe HHPOpMaNnH (COYeTaHNue 3aKOHOIaTEIbHBIX,
OpTraHU3AIMOHHBIX, TEXHIUECKUX U IPYTUX Mep) 3 dekTrBHEE, YeM UCTIOIE30BaHIE TOIHKO OTHOTO THIIA 3AIIUTHI.
[IpuBennTe KOHKPETHBIE IPAMEPHI.
OtBerT:
KomrnekcHslit moaxos obecrieunBacT MHOTOYPOBHEBYIO 3alIUTY («IIPUHIIKI SIISTOHUPOBAHMS» ), TJIE cI1a00CTh OHOTO
CJI0S1 KOMIICHCUPYETCSI HaEKHOCTBIO IPYTHX.
IIpuynHbl 3pPeKTUBHOCTH:
1. IlepexkpbiTHE BCEX BEKTOPOB aTaK
OpuH TUIT 3aITUTH HE 3aKPBIBAET BCE YTPO3bl. [lpumep:
* Texuuyeckue cpecTsa ((paiipBoiibl) He MPEJOTBPATAT YTEUKY JAHHBIX Yepe3 COTPYIHHKA.
¢  OpraHu3alMOHHBIE Mepbl (MHCTPYKIMHK) OeCI0Ie3HbI IPOTHB BUPYCHOW aTaku Oe3 aHTHBUpYCa.
2. CHH:KeHUe 3aBHCHMOCTH OT 4YeJI0Be4ecKoro (pakropa
Jlaxxe pu ommbKe cOTpyTHUKA TEXHUYECKHE CPEICTBA MOTYT OJIOKHPOBATh yrpo3y. [lpumep.: DLP-cucteMa HEe O3BOJIHUT
OTIIPaBUTh KOH(DUICHINAIBHBIN (haiii mo email, gake eciid COTPYAHUK CITyYaiHO TPUKPEUIT €ro.
3. CooTBeTCTBHE HOPMATHUBHBIM TPeOOBAHUAM
3akononarenbabie Mepsl (DO3-152, GDPR) 0053b1Bal0T UCIIOIB30BaTh KOMOMHAIIUIO METOMIOB. [Ipumep.: I 3aIIUTHI
MEPCOHAIBHBIX JaHHBIX TpeOyeTcCs:
* opuauueckoe odopmileHHe cornacus (3aKoHOAaTeIbHas Mepa);
® pasrpaHudeHHe JocTyna (OpraHu3alMOHHAs);
¢ mudpoBaHue (TEXHUYECKAS).
4. JKOHOMHUYECKas 1eJIecO00Pa3HOCTh
Pacnpenencuue Oromkera Mexay Mepamu naét aydmuii ROI. Ilpumep: 3atpathl Ha 00yueHHe epcoHana (OpraHu3anuoOHHAs
Mepa) CHHKAIOT PUCKU (DHIITUHTA, COKpAIas PACXO/Ibl Ha JIMKBUIAIIUIO TIOCICICTBHI aTakK.
5. AJanTHBHOCTb K HOBbIM YIpPo3aM
Komrmiekc Mep mo3BoJIsSeT ONepaTuBHO PearnpoBaTh Ha M3MEHEeHHUs. [Ipumep: TIpY TOSBICHUN HOBOTO BUPYCa TEXHUYECKUE
cpencTBa (AHTUBHPYC) OJIOKMPYIOT €0, a OpraHu3aluoHHbIe (BpeMeHHbIiH 3anpeT USB-HocuTeneit) MUHUMH3UPYIOT
pacnpocTpaHeHHE.
Tema 2. YK-10. Criocoben | UYK-10.1 3ananns 3aKpbITOro THIA HA YCTAHOBJICHHE COOTBETCTBHUS
Boprba c ¢hopmupoBath 3naer ciocoObl | 3aganue 1. YcTaHOBUTE COOTBETCTBHE MEX/Y TUIIOM aHTHBUPYCHOW MPOrpaMmbl U €€ (QyHKIHEH.
BHUPYCHBIM HEeTepIUMOoe IPOQHUIAKTUKI




Tema Kon n HNuaukatopsl Tect o Teme
¢opmynupoBka JIOCTUKEHUS
KOMIIETEHIINHU KOMIIETEHIIMH

3apaxeHUeM OTHOIIICHHE K KOPPYIIUH U

uHpOpMAaIUU MPOSIBIICHUSIM (dhopmupoBaHuUs T mporpammet Dyrruma
9KCTPEMU3MA, HETEPIHUMOT0 .
TeppopH3Ma, OTHOIICHHS K 1. IlporpaMMBbI-A€TEKTOPHI A. OTcnexxnBaroT H3MEHEHUS B (haiiiiaX W CHCTEMHBIX 00JIACTSIX
KOPPYHLMOHHOMY | HEH.
NOBENEHHUIO 1 2. IIporpaMMBbI-JJOKTOpa b. BaokupyroT nojo3puTenbHbIE IEUCTBUS B PEallbHOM BPEMEHU
MIPOTUBOJIEHCTBOB
aTh UM B 3. [IporpamMMBI-peBH3OPHI B. MmyT u3BecTHbIE BUPYCHI I10 CUTHATYpam
npodeccnoHambHO

U NeSITeNbHOCTH

4. TIporpaMmbI-prIbTpEI

I'. Jleuar 3apaxéHHble (ailiibl, yranss BUPYC

IpaBuabublii oTBeT: 1 —B; 2 -1 3 —

A;4-b.

3ananue 2. CoorHecute BUI BpeaoHocHoro I1O ¢ ero XxapakTepuCTUKOM.

Bung I1O

XapaxkTepHucTHKa

1. KomnbroTepHslii BHpYC

A. Cobupaer u nepeaaét koHbUICHIMATLHBIC TaHHBIE 0€3 Beroma
M0JI630BaTENS

2. Ilporpamma-1mnuoH

b. CamoBoCnpon3BOIUTCS M BHEAPSCTCS B APYTHE IPOTPAMMBI

3. Ilporpamma-ckaHep

B. Umer YA3BUMOCTU B CUCTEME UIA MOCICAYIOMIETO UCIIO0JIb30BAHUA

IIpaBuibHblii oTBeT: 1 —b; 2—A; 3 -B.
3aganue 3. YCTaHOBUTE COOTBETCTBUE MEXTY JIECTPYKTHBHBIM JIEHCTBHEM BUPYCA U €TO MPOSBICHUEM.

JleiicTBHe Bupyca

IIposiBienue

1. Pazpyiuenue nporpamMmmsl

BaIUTHI

A. CucrteMa CTaHOBHTCS YS3BUMOM JUIS TIOCIENYIOMINX aTaK

2. I3MeHeHne COCTOSTHUSA
MPOTrPaMMHOU CPE/IbI

b. ®aiinel cTaHOBTCS HEYUTAEMBIMU WK Y IAJSIOTCS

3. Bo3neiicTBre Ha
MpOTrpaMMHO-aIapaTHEIC
cpencTea

B. [IporpammMbl paboTalOT HEKOPPEKTHO WIIN HE 3aITyCKaIOTCS




Tema Kon n HNuaukatopsl Tect o Teme
(¢opmyaupoBka JTOCTHKEHUS
KOMIIeTeHIINT KOMIEeTeHIINT
I'. ObopynoBanne paboTaeT HECTAOMIBHO WIIM BBIXOIWT U3 CTPOS
IIpaBuabHbiii oTBeT: 1 —A;2-B;3-T.
Tema 2. YK-10. Criocoben | MYK-10.1 3ajganus 3aKpbITOr0 THIIA HA YCTAHOBJICHUE MOCJIEJ0BATEIbHOCTH
Boprba c ¢hopmupoBath 3naer cocoOsr | 3aganue 1. PacmionoxwuTe 3TaIbl pacipoCTpaHeHNs! KOMITBIOTEPHOTO BUpYyca B IPABMIIEHOM MTOCIIEI0BATEIbHOCTH:
BUPYCHBIM HETEPIIUMOE npoUIaKTUKM | A. AKTHBH3AIMS BUPYCa MPH 3allycke 3apaxEHHOro (aiia.
3apaKCHUCM OTHOIICHHUE K KOppynuuu 1 b. [Torck HOBBIX OOBEKTOB IS 3aparkeHUSI.
I/IH(I)OpMaI_lI/II/I MNPOSBICHUAM @OpMHpOBaHH}I B. BHGZ[pCHI/Ie BHpYCa B CUCTEMY.
SKCTpeMH3Ma, HETCPIMMOTO I'. Penmikanust (KonmupoBaHue) BUpyca.
Teppopusma, OTHOILICHUA K J1. BeinoniHeHue IeCTPYKTUBHBIX JI€HCTBHA.
KOPPYNIOHHOMY | HEH. IpaBuiabnbli orBeT: B—> A —»T — b — ]I
TIOBEAICHHUIO 1 3ananue 2. YCTaHOBUTE IIPAaBWILHYIO NOCIIEI0BATENLHOCTD JASHCTBHIA DKM 0OHAPYKEHUH BUPYCHOTO 3apaKEHHS:
TIpOTHBO/ZICUCTBOB A. M3omupoBath 3apakE€HHBIN KOMITBIOTEP OT CETH.
arb M B b. I[IpoBecTu MoIHOE CKAHUPOBAHKUE CUCTEMBl aHTUBUPYCHOH NPOrpaMMOii.
I:,IpO(beCCHOHa‘HLHO B. Coo01iuth 00 HHIMIECHTE OTBETCTBEeHHOMY 3a Ub.
1 ACATEILHOCTH I'. BoccTaHOBUTH JaHHBIE U3 PE3EPBHOM KOIUHU.
J1. O6HOBUTH aHTHBUpYCHBIE 6a3bl 1 I10.
IIpaBuabHblii oTBeT: B— A —->b—> [ —T.
3apanue 3. Onpenenure BEpHYIO MOCIEA0BATEIFHOCTD TANOB MPOQHIAKTHKN BUPYCHOTO 3apayKEeHHS:
A. PeryssipHoe oOHOBIIeHHEe aHTHBHpYCHOTO T10.
b. O6y4enne monp3oBateneit ocaoBam Ub.
B. Hacrpoiika OpanamMayspa u GUIBTPOB.
I'. Co3nanue pe3epBHBIX KON JaHHBIX.
JI. KoHTpoIh BHEITHUX HOCHUTENEH U 3JIEKTPOHHOM MOYTHI.
[paBuabnbiii otBeT: b >B—> A —> [ —T.
Tewma 2. VK-10. Cocoben | UYVK-10.1 3agaHusi KOMOMHUPOBAHHOIO TUNA (BHIOOP OJTHOT0 OTBETA)
Boproba c (dhopmupoBath 3naer ciocoObl | 3aganue 1. Kakoii TvIl aHTHBHPYCHOM IporpaMMbl Hanbosee 23pQeKkTHBEH sk OOHAPYKEHHsI HOBBIX, HEU3BECTHBIX
BUPYCHBIM HETepIuMOoe NpOQUIAKTUKH | BUPYCOB?
3apaKCHUEM OTHOLIECHUE K KOppyILUHU U A. TIporpamMmbI-A€TEKTOPBI.
nHQOpMAMU | MPOSIBICHUSIM (popmuposanus | B. [IporpaMMbI-peBH30PEL
OKCTpEeMU3Ma, HETECPIIMUMOI0 B. HpOIpaMMBI-(I)HHLTpLI.
Teppopusma, OTHOLICHHA K I'. [TporpaMMBI-TOKTOpA.
KOPPYIIHOHHOMY | HEi. I[paBuabHbIi 0TBeT: b — IporpaMMEI-peBH30PEIL.

IMOBCACHUIO U

O0bsicHeHHE: TPOTPAMMBI-PEBU30PBI OTCISKMBAIOT M3MEHEHNSI B paiiyiaX U CHCTEMHBIX 00JIACTSIX, CPABHHUBAS MIX C




Tema Kon n HNuaukatopsl Tect o Teme
dhopmyaupoBka JTOCTHKEHUS
KOMIIeTeHIINT KOMIEeTeHIINT
MPOTUBOJICHCTBOB STaJOHHBIMHU 3HAYEHUSAMH. JTO ITO3BOJISIET 00HAPYKUBATh HOBBIE BUPYCHI, JJaXKe €CIIM X CUTHATYPHI eIl He N3BECTHBI,
aTh UM B MIOCKOJIbKY JIF000€ HECAHKIIMOHUPOBAHHOE N3MEHEHHE MOXKET YKa3bIBaTh Ha 3apaKeHHeE.
npodeccroHanbHO 3amanne 2. Yto sBusercs Hanboee 3 PEeKTHBHBIM CIOCOOOM MPEAOTBPALICHUS B3JIOMa MapOIbHON CHCTEMBI?
1 AesITeNbHOCTU A. Vicrionp30BaHMe MPOCTHIX, JIETKO 3aIIOMUHAEMBIX TIAPOJIEH.
b. [Ipumenenne 1ByX(paKTOpHOH ayTeHTH()UKAIIIH.
B. Xpanenue naposneii B TeKCTOBOM (aiiie Ha pabodem cToe.
I'. Ucnionb30BaHKne OJHOTO TapoJIs JJisl BCEX CEPBHUCOB.
IIpaBuabHbIii oTBeT: b — prMeneHne IByX(akTOPHOH ayTeHTH(DHKAIINN.
Oo0bsicHenne: [Byx(akTopHas ayTeHTH(HKALUI TpeOyeT He TOJILKO BBOJA NMApOJIs, HO U JIOTIOJHUTEIBLHOTO OATBEPKICHUS
(Hanpumep, Koga u3 SMS uian GHOMETPHYECKHX AaHHBIX). DTO CYIIECTBEHHO YCIOKHIET HECAaHKIIMOHUPOBAHHBIN JIOCTY,
Jla’Ke €CIIU Mapoiib ObUI CKOMIIPOMETHUPOBAH.
3amanne 3. Kakoii MeTo MpOQHIaKTUKH BUPYCHOTO 3apasKeHNS SIBJISIETCS IIEPBOOYEPETHBIM ISl OpraHU3alnu?
A. YcranoBka antuBupycHoro I1O Ha Bce KOMITBIOTEPHI.
b. PerynsipHoe pe3epBHOE KOITMPOBAHHE AaHHBIX.
B. O0yuenue coTpyTHUKOB OCHOBaM MH(pOPMAIIMOHHON 0€3011aCHOCTH.
I'. Orpanuuenue npaB AOCTyIa MOJIb30BaTEICH.
IIpaBuabHbIil 0TBeT: B — 00yueHNe COTPYyAHUKOB OCHOBAM HH(OPMAIIMOHHOM 0€3011aCHOCTH.
O0bsicHeHHe: Ye0BEeYeCKHH (haKTOp — OAMH U3 TIABHBIX HCTOYHUKOB yrpo3. O0yueHne cOTpyAHUKOB 03BOJISIET CHU3UTH
PHCK 3apa)keHHs dyepe3 (HIINHT, T0J03PUTENbHBIC BIOKEHH 1 HEHAIEKHbIE CChIIKH. be3 0CO3HaHHOTO OTHOIIECHUS
nepconana k 11b TexHu4yeckue Mephl MOTYT OKa3aThCsl HEOCTATOYHO () (HEKTUBHBIMHL.
Tewma 2. VYK-10. Cnocoben | MYK-10.1 3aganusa KOMOMHMPOBAHHOTO THINA (BBHIOOP HECKOJIBKUX OTBETOB)
Boprba c ¢dhopmupoBath 3naer ciocoObl | 3aganue 1. Boibepure Bce adhexTrBHBIE MEpbI MTPOPHITAKTHKH BUPYCHOTO 3apayKeHUSI:
BUPYCHBIM HETEepPIHUMOe npodunaktuku | A. Perymspaoe oonosierne OC u I10.
3apaKCHUEM OTHOLICHHE K KOppyHnuuu u b. Mcnionb3oBanune HenuiieH3MOHHOTO aHTuBUpycHoro I10.
MHPOPMALMK | TIPOSBICHUSAM ¢opmupoBanus | B. OrpannueHne 10CTYMA K MOJ03PUTENLHBIM BeG-CaliTaM.
SKCTpEMHU3Ma, HETEPIHUMOTO I'. OTKpBITHE BIOKEHUH U3 MMACEM OT HEM3BECTHBIX OTIPABUTEIICH.
Teppopusma, OTHONICHHUA K J1. Pe3epBHOE KOMTUPOBAHKUE BAXKHBIX JTAHHBIX.
KOPPYNIHOHHOMY | HEi. IpaBuabHbie oTBETHI: A, B, .
HOBEIICHUIO 1 Oo0bsicHeHue:
NPOTHBOEHCTBOB ® A —0GHOBIIEHHS 3aKPBIBAIOT YSI3BUMOCTH, KOTOPBIE MOTYT HCIOJIB30BAThH BUPYCHL.
arb UM B e B - orpanuueHHe JIOCTyNa K MOJ03PUTENBHBIM PECYPCaM CHUMKAET PUCK 3arpy3KH BPEJOHOCHOTO KOJIA.
npodeccuoHaIbHO

¥ 1eSITeNbHOCTH

e ]I —pe3epBHBIC KONIMH ITO3BOJISTIOT BOCCTAHOBUTH JAHHBIE IIOCIIE aTaKH.

Otsetsl b u I' yBenuuuBatot pucku: HenuiieH3nonHoe 110 MoxeT coepkaTh BUPYCHI, a MTOI03PUTENbHBIE
BJIOXKCHHUS — OCHOBHOM KaHAI 3apayKeHHS.

3ananmne 2. Kakue AeHCTBHSI BUPYCa OTHOCITCS K ACCTPYKTHBHBIM? BhiOepHTe BCe BEPHBIC BAPHAHTHI.




Tema Kon n HNuaukatopsl Tect o Teme
(¢opmyaupoBka JTOCTHKEHUS
KOMIIeTeHIINT KOMIEeTeHIINT
A. llludpposanwue ¢aitnos moms3oBaTems 0€3 ero coriacus.
b. Coop nH(popManmu o mocenéHHBIX BeO-caiiTax.
B. Yaanenue cucteMHBIX (aiiiios.
I'. Mexnennas paboTa KOMIbIOTEpa U3-3a (POHOBBIX MPOIIECCOB.
J1. BioknpoBKa oCcTyma K BaXXHBIM TaHHBIM.
IIpaBuiabHbIe oTBeTHI: A, B, 1.
O0bsicHeHnne:
* A -—mmdpoBanue 0e3 coracys NoIb30BaTelIs (HapuMep, ransomware) JIMIaeT JJOCTyHa K JaHHbIM.
e B -ynanenue cucteMHubIxX (aiinoB Hapymiaer padoty OC.
¢ ]I - GIOKMPOBKA JAaHHBIX NPETSATCTBYET X UCIIOJIBb30BAHUIO.
OtBer b oTHOCHTCS K IIMMMOHCKOM JESATENBHOCTH, a I' — K KOCBEHHBIM IIOCIIEICTBUSAM, HO HE SIBIISICTCS IPSIMBIM
JIECTPYKTUBHBIM JICHCTBHEM.
3ananme 3. Kakue nporpaMMbl TOMOTaIOT OOHAPYKUTh YA3BUMOCTH, KOTOPBIE MOTYT OBITh HCIIOJIB30BAHBI BUpYCaMu?
Bribepute Bce mOaXoAsIIME BApUAHTEHIL.
A. TIporpamMMbI-CKaHEPBI.
b. AHTHBHpYCHBIE MOHUTOPEI.
B. Cucremsr IDS/IPS.
I'. daiiepBobl.
. IIporpaMMbI-apXHUBaTOPBI.
IIpaBuiabHble oTBeThI: A, b, B, I'.
O0bsicHeHne:
® A —mporpaMMblI-CKaHephl HIYT ys3BUMocTH B [1O 1 HacTpoHKax.
¢ b —aHTHBUpPYCHBIE MOHUTOPHI OTCJICKHUBAIOT IOJ03PUTEIbHbIE JEHCTBUS B pealbHOM BPEMEHH.
e B - IDS/IPS BBISBISIIOT MOMNBITKY 3KCIUTyaTallUH YSI3BUMOCTEH.
¢ T'— daiiepBoibl KOHTPOIHPYIOT CETEBOM TpahUK U OIOKUPYIOT MOI03PUTEIBHBIC COSIUHEHNS.
Otsert /| He OTHOCUTCS K OOHAPY>KEHUIO YSI3BUMOCTEH — apXHBATOPHI CITYXKAT JUIS CKATHS TaHHBIX.
Tema 2. YK-10. Ciocoben | UYK-10.1 3aganus OTKPHITOr0 THIA ¢ Pa3BEPHYTHIM OTBETOM
Bopsba ¢ hopmupoBathb 3naer cioco6sl | 3aganme 1. OnumuTe CTPYKTYPY COBPEMEHHOTO KOMITBIOTEPHOTO BUPYCa M OOBSCHHUTE, KaK KaXKIbIH KOMITIOHEHT
BHPYCHBIM HETEePIIMOE MPOGMIAKTUKA | CHOCOOCTBYET €ro (GYHKIHOHUPOBAHHIO.
3apaxKeHUEM OTHOIIEHHE K KOpPYNLUH U Orteet:
uHopManuK | MPOSIBICHUSIM ¢dopmupoBanust | CoBpeMEHHBII KOMIBIOTEPHBIN BUPYC OOBIYHO COCTOMT M3 CIEAYIONMX KOMIIOHEHTOB!
IKCTpEMH3Ma, HETEPIIMMOTO 1. Mexanu3m 3apa:keHusi (MHbeKIUH) — 0OecIieunBaeT BHEJPEHNE BUPYCa B CUCTEMY (HAIpHMeEp, dyepe3 YsI3BUMOCTH HWIIN
Teppopu3Ma, OTHOILEHUS K COLIMANBHYIO HHXECHEPHIO).
KOppYyHNIHOHHOMY HEil. 2. Kon pPemIMKanuM — 0TBEYACT 3a KOIIMPOBAHUE BHUpYycCa B Ipyrue q)aﬁnm WA CUCTEMBEIL.

IOBCACHHUIO 1

3. Tpurrep (ycjioBHe aKTHBALMH) — ONPEIETISIET, KOT/Ia BUPYC HAUHET BHIMOIHATh IECTPYKTUBHBIE ASUCTBH (HapUMep,




Tema Koa n HNupuxaropsbl Tect 1o Teme
(hopmyaupoBka JOCTHAKEHUS
KOMIeTeHI U KOMIETeHIIUH
MPOTUBOACHCTBOB MU OTIpeIeNIEHHON 1aTe WM ASHCTBUH MOJIb30BaTENs).
aTh UM B 4. Tlone3nas Harpy3ka (payload) — BEIITONTHSICT BpEIOHOCHBIEC JIEHCTBUS: YAAJICHUE TaHHBIX, A poBaHue, cOop
npodeccroHanbHO nH}popMaLUK U T. II.

H IeATEeILHOCTH

5. MexaHu3M CKPBITHOCTH — [T03BOJISICT BUPYCY M30erath oOHapyXeHus (HanpuMmep, MacKupoBKa nox serutumuoe 110 unm
mmdpoBaHue KOAa).

Kaxp1il KOMIIOHEHT yCHIHBaeT 3QPEKTUBHOCTh BUPYCa: MEXaHN3M 3apaKeHUs] 00ECIIeunBaeT PacpoOCTPAHEHHUE,
peruIMKanys — MacTabupoBaHUE YIPO3bl, TPUITEP — HEOKUIAHHOCTh aTaKH.

3ananme 2. [lepeuncnute U KpaTko OXapaKTepU3yHTe OCHOBHBIE MOJAETH MTOBEICHHUS COBPEMEHHBIX KOMIIBIOTEPHBIX
BUPYCOB. J{71s1 KaXkA0! MOAEIH NPUBEANUTE IPUMEP peallbHOrO BUpyca Win Tumna BpegoHocHoro 10, nnntoctpupyroero eé.
OrtBer:

OCHOBHBIE MO/IENN TTOBEJCHNUS BUPYCOB:

1. Pe3ugeHTHAA Mogenb

XapakTepHcTHKa: BUPYC 3arpy>kacTcsl B ONIEPaTHBHYIO ITaMSATh IPH 3aITycKe 3apakEHHOTO (aitia 1 0cTaéTcs akTHBHBIM 110
nepe3arpy3KH cucteMbl. IlepexBaTbiBaeT CHCTEMHBIC BBI30BBI, BHEAPSISICH B ITPOIIECCHI.

[Mpumep: Bupyc CIH («UepHoObu1bY», 1998 I.) — pe3npeHTHO 3apaxkan ucnoiHsemble daitnsl Windows, MOT OBpexIaTh
BIOS u nansbie Ha KECTKOM JUCKE.

2. Hepe3unenTHasi MofieJib

XapakTepucTHKa: aKTUBUPYETCsI TOJIBKO IIPH 3aITycKe 3apakEHHOrO (aiiia, He 0CTaéTcsl B aMATH MOCIIE €ro 3aBEPILECHHUSI.
Pacnpoctpansercs yepe3 KkonupoBaHUe.

[Tpumep: knaccuueckue Qaitiopie BUpychl THa Win32.Perrun, 3apaxasime ncrnosiHseMble Gpaiiibl IpH UX OTKPHITHH.
3. IloaumoppHas Moaeb

XapakTepucTHKa: U3MEHSET CBOM KOJI IIPH Ka)KJI0OM KOIMPOBAaHHUH (HAIIpUMep, Yyepe3 MH(POBaHUE C Pa3HBIM KIIOYOM),
3aTpyIHSs OOHApyKEHHUE 110 CUTHATYPaM.

[Tpumep: Bupyc Storm Worm (2007 r.) HCHOIB30BaT MOTUMOP(PHU3M U PACCHUIKY M0 JIEKTPOHHOM MOYTE IS
pacrpoCcTpaHeHHUS.

4. Cresic-Moje/1b (CKPbITHAS)

XapaKTepHuCTHKA: MAaCKUPYET CBOE MPUCYTCTBHE: CKPBIBACT (haiiIbl, IepexBaThiBacT Bb130BbI OC, MOIMEHSET JaHHbIE O
pasmepax (haiios.

[Tpumep: Rootkit.Win32.Agent, KOTOpBI CKpBIBAI IIpOLECCH U (aiiibl, 3aTpyJHsIs OOHAPY)KEHUE aHTHBUPYCAMH.

5. CereBasi MojesIb (UepBH)

XapaKTepHCTHKA: CAMOCTOSATEIBHO PACIPOCTPaHAETCA 0 ceTH, ucnonb3ys ys3BuMocti OC nmm cepsucos. He Tpebyer
3armycka (aiiia moap30BaTeIeM.

[Mpumep: gvepssr WannaCry (2017 r.), sxcrutryaTupoBaBimii ys3sumoctb SMB B Windows 1711 MaccoBOTo 3apaKeHusl.

6. TposiHCcKkast MofieJIb

XapakTepucTHKa: Mackupyercst o gerutuMuoe 110, BBIOTHSIET CKPBIThIE BPEAOHOCHBIE IeHCTBHS (COOp JaHHBIX,
OTKPBITHE O0KIOPOB).




Tema

Kon n
¢opmynuposka
KOMIeTeHI U

HNuaukatopsl
JTOCTHIKEHHUS
KOMIIETeHIINH

Tect o Teme

[Mpumep: Emotet — TpostH, paciipocTpaHsBIIHICS Yepe3 (GUIIUHTOBBIC MMChbMa M CITYKHBIIUH 3arpy34UKOM JIPyroro
BpenoHocHoro I10.

7. Pyrkur-moae/nb

XapaKTepI/ICTI/IKaZ nmojayyvact HpHBHJ’IeFHpOBaHHLIﬁ JOCTYII K CUCTEMEC, CKPBIBACT ACATCIBHOCTDb APYTHUX BPCIOHOCHBIX
MPOTPaMM.

[Ipumep: Sony BMG Rootkit (2005 r.), ycranasnuasmmiics ¢ ayauno-CD u cCKpbIBaBIIN Qaiiiisl s 3aIUTH OT
KOIIMPOBAaHMSL.

3apanue 3. OnumyTe KOMIUIEKCHBIN IJIaH ISHCTBUI OpraHN3aluy 10 MPEAOTBPAIICHUIO BUPYCHBIX 3apaXEHUH 1
pearupoBaHUIO HA MHIUICHTHL. YKa)KUTe HE MEHee IIATH KIIOUEeBHIX Mep NPODIIAKTHKY U HE MEHee TPEX ITaloB
pearupoBanusi. OG0CHYITE, TOUEMy KaXK/as Mepa BayKHa.

OrtBert:

Meps! nIpoQHIAKTHKH:

1. Peryasipuoe oonoBiaenue IO u OC

O60CcHOBaHHE: 3aKPBIBACT YA3BUMOCTH, KOTOPBIE MOTYT OBITh HCIOIH30BAHBI BUPYCAMH JJISI IPOHUKHOBEHUS.
ABTOMAaTHYECKHE OOHOBJICHUS CHUKAIOT PUCK IKCIUTyaTallMA U3BECTHBIX Opelei.

2. UcnoJib30BaHMe MHOTOYPOBHEBOH AaHTMBUPYCHOM 321U ThI

O6ocHOBaHHE: COYETaHNE aHTUBHPYCOB-IETEKTOPOB, MOHUTOPOB U (haiiepBOIOB 0OecrieunBaeT 0OHAPYKEHHE Ha PAa3HBIX
CTaJMAX — OT 3arpy3KH (aiiia 10 CEeTEeBBIX aTakK.

3. O0y4eHHe IEPCOHAIA OCHOBAM KHOEPIrUIHeHbl

O6ocHoBaHMe: (GUIIMHT U COIMANTbHASI MH)KEHEPHs — TJIaBHBIE KaHATBI 3apaxkeHns. OOydeHrne CHIKAeT PUCK OTKPBITUS
MOJI03PUTEIBHBIX BIOXKEHHUH U MEPEX0/ja MO BPEAOHOCHBIM CCBHUIKAM.

4. OrpaHn4eHue Npas MoJb30BaTeJIei

O0ocHOBaHME: MHHIMHU3AIMS aIMAHUCTPATHBHBIX IIPaB MPEMATCTBYET 3aIlyCKy BPEIOHOCHOTO KOJa C IPUBUIICTUAMH
cucteMsl. [lonp30BaTeny paboOTaOT B PEXUME «TOJIBKO HEOOXOANMOE).

5. Pe3epBHOE KOMHPOBAHHE TAHHBIX

O0ocHOBaHME: TTO3BOIISIET BOCCTAHOBUTH MH(OPMAIIMIO TIOCIIE aTaKK (HampuMep, ransomware). Pe3epBbl JOIKHBI XpaHUTHCS
odduaitH nwim B 3aUIIEHHOM 001aKe, 9TOOBI H30eKaTh WX MH(pPOBaHUS.

ITanbl pearupoBaHUsl HA HHIUJACHT:

1. M3onsamust 3apaxéHHON CHCTEMbI

JIeHCTBHS: OTKIIIOYEHHE OT CETH, OJIOKMPOBKA YUETHBIX 3aIlUCEH, IEPEBOA B KApaHTHH.

O0ocHOBaHME: IPEIOTBPAINAET PACTIPOCTPAHEHNE BUPYCa Ha APYTHE Y3IIbI CETU U YTCUKY JaHHBIX.

2. AHAJIM3 M MAeHTH(PUKALNS YTPO3bI

JleicTBusi: cOOp JIOTOB, aHAIN3 TT0I03PUTENBHBIX TIPOLIECCOB, ONPE/IEICHHE THIIA BUPYCa (C TOMOIIBIO ECOUHHMI U
aHTHBHPYCHBIX JabopaTopuii).

O6ocHOBaHME: TOYHAS JHATHOCTHKA MTO3BOJIAET BEIOPATh 3¢ (peKTHBHBIC METOMBI JICUCHHUS U PEIOTBPATHTE TIOBTOPHEIE
ATaKH.




Tema Koa n HNupuxaropsbl Tect 1o Teme

(dhopmyupoBKa JTOCTHKEHUS
KOMIIeTeHIINT KOMIEeTeHIINT
3. JIuKBUAALUA ¥ BOCCTAHOBJICHHE
JlelicTBusi: yaaneHue BUpyca (C NCTOIB30BAHUEM CIICIUAIN3UPOBAHHBIX YTHINT), BOCCTAHOBJICHHE CUCTEMBI U3 PE3EPBHBIX
KOIH, cMEeHa naposeil.
O0ocHOBaHKeE: TapaHTUPYET MOJTHOE YCTPaHEHUE Yrpo3bl M BO3BPAT K IITATHOH padoTe. [IpoBepka 11eI0CTHOCTH TaHHBIX
UCKITIOYAET CKPBIThIE O3KIOPHI.
Jlono/IHNTEeIBHO: TIOCIIe MHIMACHTA BaKHO IPOBECTH pa30op npuurH (post-mortem analysis) 1 OOHOBHTB ITOJMTUKU
0e30macHOCTH, YTOOBI MUHUMH3HUPOBATH PUCKH B OYy/IyIIEM.
Tema 3. YK-10. Criocoben | UYK-10.1 3ananns 3aKpbITOr0 THIIA HA YCTAHOBJICHHE COOTBETCTBHUS
Opranmzanuo | hopmupoBaTh 3naer ciocoOsl | Bompoc 1. YcranoBHTE COOTBETCTBHE MEXIY PABOBBIMH JTOKYMEHTaMU M UX YPOBHEM PETYJIHPOBAHUSI.
HHO-TIPABOBOE | HETEPINMOE npodunaktuku | A) @enepanbublii 3aKoH «O0 nHbOpMaIK, HHHOPMAIIMOHHBIX TEXHOJIOTHAX U O 3alIUTe HHPOPMAITHN
o0ecriedyeHre | OTHOIICHHUE K KOPPYIIIUHN U B) Konenmus o kubeprnpecrynaoct (Byaamemrckas KOHBEHITH)
WH(POPMALIMOH | TIPOSIBICHUSIM dopmuposanusa | B) [Ipuka3z @CTOK Pocenn Ne 21
HOH 9KCTPEMU3MA, HETEPIIUMOTO I') JlokanbHBIE aKTBHl OPraHU3aMH 10 3aIIUTe HHHOPMALIUH
6e30macHOCTH | TeppopHu3Ma, OTHOILICHUS K 1. MexayHapoaHbl ypOBEHb
KOPPYILIMOHHOMY | HEH. 2. depepanbHBIN YPOBEHD
HOBECHUIO U 3. BemoMcTBEeHHEIH ypOBEHB
MPOTUBOACHCTBOB 4. KopnopaTuBHBII YPOBEHB
aTh UM B [paBuabublii oTBeT: A—-2;5—1; B-3; ' —4.
pOQECCHOHATBHO Bompoc 2. CooTHecnuTe BUIBI HHPOPMAITUH C PEXKIMaMH €€ 3aIlIHTHI.
I IeATeNbHOCTH A) IlepconanbHBIE TaHHBIE

B) I'ocynapcrBennas TaitHa

B) Kommepueckas TaitHa

I') CnyxeOHast uHGOPMALIKS OTPAHHYSHHOTO OCTYIIa

1. Pexxum rocynapcTBEHHOI TaitHBI

2. Pexum koH(puAEHIIMAIEHON HHPOPMAIIUU

3. PexuMm nepcoHaIbHBIX TaHHBIX

4. Pexum ciayxeOHOU TaiHbBI

IpaBuabHblii oTBeT: A—3;65—1; B—2; 1" —4.

Bonpoc 3. YcranoBure cooTBeTcTBUE MEKAY cTaThbsiMU Y K P® u BUAaMu KOMIBIOTEPHBIX MPECTYIIIEHUM.
A) Cr.272 YK PO

b) Cr. 273 YK PO

B) Ct.274 YK PD

') Cr.274.1 YK PO

1. Co3znmanme, UCTIONB30BaHHUE M PACIIPOCTPAHEHUE BPEJOHOCHBIX KOMITBIOTEPHBIX MTPOTPaMM

2. HenpaBoMepHBIH JOCTYI K KOMITbIOTEPHOU HHPOPMAITUH

3. Hapyuienue npaBui 9KCILTyaTalllK CPEJICTB XpaHeHH s, 00pabOTKH WIU Ilepeiayi KOMIbIOTEPHON HHpOpMaIMU




Tema Kon n HNuaukatopsl Tect o Teme
(¢opmyaupoBka JTOCTHKEHUS
KOMIIeTeHIINT KOMIEeTeHIINT
4. HenpaBomepHOe BO3/IEHCTBIE HA KPUTHUYECKYIO HHPOPMAIMOHHYIO HHPPACTPyKTypy PO
[paBuabubiii otBeT: A—2;5—-1; B-3;T—4.
Tema 3. YK-10. Cocoben | UYK-10.1 3agaHus 3aKPBITOr0 THIIA HA YCTAHOBJIEHHE MOCJIe0BATEIbHOCTH
Opranuzanuo | GhopMHPOBATH 3naet cocoObl | Bompoc 1. YcTraHOBHTE MPaBHIBHYIO MOCIEI0BATEIEHOCTE 3TANOB Pa3pabOTKH HOPMATUBHO-IPaBoOBOU 0a3kl B chepe Ub B
HHO-TIPaBOBOE | HETEPIHUMOE npodunaktuku | PO.
obecrieueHne | OTHOLIGHHE K KOPpYILUH U 1. Tlpunstue denepanbHBIX 3aKOHOB
MHQOPMALMOH | MPOSBICHUSIM ¢dopmupoBanust | 2. Pa3paboTka BeIOMCTBEHHBIX IPHKa30B U HHCTPYKIN
HOU DKCTPEMU3Ma, HETEPIHMOI0 3. VYrBepxknenue Konnemnmmu npasoBoro obecrieuenus b PO
6e301acHOCTH | TeppoOpH3Ma, OTHOUICHUS K 4. TlpunsaTHe MeXIyHapOAHBIX 00513aTeIbCTB (paTH(UKAIN KOHBEHIINH)
KOPPYHLIMOHHOMY | HEH. IIpaBuabHbIii oTBeT: 4 >3 — 1 — 2.
TIOBEICHUIO 1 Bomnpoc 2. Onpenenure nociae0BaTeNbHOCTD JSHCTBUH MTPH paccieJOBaHUU HHIMCHTa HH(POPMaMOHHOI 0€3011acHOCTH.
[IPOTUBOAEHUCTBOB 1. ®ukcanus J0Ka3aTeNbCTB
aTb UM B 2. YcraHoBieHHEe (aKTa HAPYIIEHUS]
npodeccuoHaIbHO 3. VYBenomiieHHE MPaBOOXPAHUTENBHBIX OPTraHoB (IIPH HEOOXOANMOCTH)
I 1eSITeIbHOCTU 4. AHanm3 npuUYUH U TOCIEICTBHA
IIpaBuabHbIii oTBeT: 2 —> 1 —4 — 3.
Bomnpoc 3. PacrionoxunTe B IpaBHIbHOMN 1TOCIIEI0BATEIBHOCTH YPOBHH MPABOBOH 3aIIUTHI HH(pOpManuu (0T 001Iero x
YaCTHOMY).
1. JlokambHbBIE aKThl OpTaHH3ALNH
2. MexnyHapoIHbIE JOTOBOPEI
3. denepaybHBIC 3aKOHBI
4. BenoMmcTBeHHbIC HOPMATHBHBIE AKThI
IIpaBuiabHbiii oTBeT: 2 >3 —4 — 1.
Tewma 3. YK-10. Cocoben | UYK-10.1 3aganusa KOMOMHHPOBAHHOIO THNA (BHIOOP OJHOI0 OTBETA)
Opranuzanuo | GopMHUpPOBaTH 3naer cioco6sl | Bompoc 1. Kakoit tokyMeHT omnpenensieT OCHOBHBIE HAIIPABIICHISI TOCYJAPCTBEHHOM MTOJUTHKH B 00IaCTH HH(OPMAIIMOHHOM
HHO-TIPaBOBOE | HETEPIIUMOE npoduiaktuku | 6e3onacHocTr PDO?
obecrieueHrne | OTHOLICHHE K KOPPYIIHUH U A) loktpuna nHpopMaoHHoi 6e3omacHoctu PO
UH(OpMALMOH | MPOSIBICHUSM ¢dopmupoBanus | b) GenepanbHelii 3akoH «O Oe30maCHOCTI»
HOMU DKCTPEMHU3MA, HETEPIIUMOTO B) Koncrurynus PO
0e3011acHOCTH | TeppopHU3Ma, OTHOULICHUS K I') Yka3 IIpe3unenra o crparernu pazsurust UKT
KOPPYILHOHHOMY | HEH. IIpaBuasHblii oTBeT: A) JlokTprHa nHdopManmnoHHoi 6e3onacHoctn PO.
MOBEACHHUIO U Oo0bsicuenne: /loktpuna nadopmarmoHHoi 6e3omacHocty PO (yreepkaena Ykazom Ilpesunenrta PO) spisercs KIo4eBbIM
MIPOTHUBOJICHCTBOB JIOKyMEHTOM, OIPEAEISAIONINM CTpaTernIecKue el , 33/1a4i M HallpaBJIeHHs TOCY1apCTBEHHOH moauTHKY B cdepe 1b. Ona
aThb UM B CITy’KUT OCHOBOH JUT pa3pabOTKH 3aKOHOJATENbHBIX M HOPMAaTHBHBIX aKTOB, a TAKXKE MEKBEIOMCTBEHHOTO B3aUMO/ICHCTBUSL.
podheCCHOHATBHO Bomnpoc 2. Kakoii MeXIyHapOIHBIH JOKYMEHT BIIEPBBIC 3aKPEIU IPABOBBIE HOPMBbI 00PHOBI ¢ KHOEPIIPECTYMHOCThIO?




Tema Kon n HNuaukatopsl Tect o Teme
(¢opmyaupoBka JTOCTHKEHUS
KOMIIeTeHIINT KOMIEeTeHIINT
I 1eATeNbHOCTH A) KonBeH1us 0 3amyre GU3NIECKUX JIUII IPU aBTOMATH3UPOBaHHOI 00paboTke nepcoHanbHbIX AaHHbIX (CoBer EBporsl,
1981r.)
b) Bynanenrrckas konBeHims o kubepnpecrynHoctr (2001 1.)
B) Pezomorst OOH o mexayHapoHO#H HHDOPMAIIMOHHOM 0€301acHOCTH
I') Horosop o corpynamuectse B oonactu Ub mexay crpanamu CHIT
I[paBuasHbiii oTBeT: b) bynanemrckas kouBeHus o kudepnpecrymaocta (2001 r.).
Oo0bscuenne: bynanemrckas konsennus (KoHBeHIMA 0 pecTyMHOCTH B cepe KOMIBIOTEPHOH nH(pOpManni) — NepBbIil
MEKAyHapOIHBII JOrOBOP, CHCTEMATU3NPOBABIINI COCTaBbl KNOEPIPECTYIUICHUH, MEXaHU3MBI PAacCICIOBAHUS U
MEKAYyHapOIHOE COTPYAHMNUECTBO B 3ToH chepe. OHa cTama OCHOBOH JUIA HALMOHAIBHOTO 3aKOHOJATENICTBA MHOTHX CTpPaH.
Bonpoc 3. Kakoii HOpMaTHUBHBII aKT PeryJiMpyer o0paboTKy MepCOHAIBHBIX JaHHBIX B PO?
A) ®enepanbublii 3aK0oH Ne 152-D3 «O nepcoHalbHBIX TaHHBIX»
b) ®enepanbublii 3akoH Ne 149-D3 «O06 undopmanum, HHGOPMAIMOHHBIX TEXHOIOTHIX U O 3aIUTE HH(OPMAIHI)
B) INocranosnenue [IpaBurenseria o 3amute [11H
I') Ipukaz Munanmgps o mepax 3amuTs! [1J1H
IpaBuabHblii oTBeT: A) Oenepanbubiii 3akoH Ne 15 Newton-D3 «O nepcoHanbHBIX TaHHBIX).
Oo6bsicnenne: @3 Ne 152-D3 — 0cHOBHOI! 3aK0H, peryIupyomuii cOop, XxpaHeHne, 00pabOTKy U 3alIUTy ITePCOHATHHBIX
JaHHBIX Ha TeppuTopun PO. OH ycranaBmuBaeT TpeOboBaHus k onepatopam [1/IH, mpaBa cyObEeKTOB JaHHBIX M MEPHI
OTBETCTBEHHOCTH 3a HAPYIIECHUS.
Tema 3. YK-10. Criocoben | UYK-10.1 3aganns KOMOMHMPOBAHHOIO THNA (BBIOOP HECKOJIBKUX OTBETOB)
Opranmszanmo | hopmMHupoBaTh 3naer ciocoOsl | Bompoc 1. Kakue n3 nepedncieHHbIX Mep OTHOCSITCS K IPAaBOBBIM crioco0am npoduinakTiky koppymniuu B cdhepe MB?
HHO-IIPaBOBOE | HETEPIHMOE npoduinaktuky | (Beidepure 3 Bapuanra.)
obecrieueHne | OTHOULIGHHE K KOpPYILUH U A) BBezienue yroioBHOM OTBETCTBEHHOCTH 32 HEIIPABOMEPHBIH JOCTYII K HH(OPMALUN
MH(QOPMANNOH | MPOSBICHUAM ¢dopmuposanust | b) [IpoBenenne aHTHKOPPYNIIMOHHON SKCTIEPTH3I HOPMATHUBHBIX AKTOB
HOM 9KCTPEMHU3Ma, HETEPIIMOTO B) Ycranoska antuBupycHoro 110 Ha pabodne cTaHIH
0e30macHOCTH | Teppopu3Ma, OTHOIIEHHS K I') Pa3paboTka xonekcoB stuxu st UT-cnennanucTos
KOPPYIIIHOHHOMY | HEH. J1) O6s13aTenpHOE NEKITapHPOBAHNE TOXO0B TOCCITYKAIINX
MOBEJICHUIO U IIpaBuibHble 0TBeTHI: A, b, /1.
MPOTHBOACHUCTBOB Oo0bsicHeHHe:
aTh UM B ®* A — mpaBoBas Mepa, TaK KaK yCTaHABJIMBAET IOPUANYECKYIO0 OTBETCTBEHHOCTH 3a IPOTUBOIPABHBIC ACHCTBHSL.
npodeccroHanbHO ¢ b — npodunakruyeckasi NpaBoBas Mepa, HalpaBJeHHas Ha BbISBICHHE KOPPYNIIHOTEHHBIX (PaKTOPOB B HOPMAaTHBHBIX

H IeATeIbHOCTH

aKTax.

¢ ]I — npaBoBasi Mepa KOHTPOJISI 3a JJ0X0JIaM{ TOCCITY KalliX, IPe0TBPAIIAIOIIasi KOHQINKT HHTEPECOB.
Bapuanmul B u I' ne sensromes npasogvimu mepamu: B — mexnuyeckas mepa, I' — mopanvHo-2muueckast.
Bompoc 2. Kakne MexayHapogHbIE TOKYMEHTHI peryTupyroT 3anmty nHpopmanun? (Beibepure 3 BapuanTa.)
A) Bynanemrckas KOHBEHIHS 0 KHOEPIIPECTyITHOCTH

B) BceoOmas aeknnapaliys npaB 4eIoBeKa




Tema

Kon n

¢opmynuposka
KOMIeTeHI U

HNuaukatopsl
JTOCTHIKEHHUS
KOMIIETeHIINH

Tect o Teme

B) Konsennus o 3amure Gpusndeckux i npu oopadotke [1/]x (CoBer EBporsr)

I') )KeHneBckue KOHBEHITMH

1) Pesomonmn OOH 1o mMexxayHapoaHoi HH(GOPMAaIMOHHON 0€301acHOCTH

[paBuiabHble oTBeTHI: A, B, 1.

Oo0bsicHeHne:

* A — perymupyeT 00pr0y ¢ KHOEPIIPECTYITHOCTHIO.

¢ B — ycraHaBIMBaeT CTaHAAPTHI 3AIUTHI IEPCOHATBHBIX JAHHBIX.

e ]I — 3aKkperuisieT IPUHIMITE MEXYHAPOIHOTO cCOTpyAHnYecTBa B chepe Ub.
Bapuanmur b u I' ne omnocames nanpamyio k peyauposanuio Ub.

Bonpoc 3. Kakue HopMaTHBHBIE akThl PD cozepkat MmojokeHust 0 3alluTe rocynapcTBeHHoit Taiinbl? (Beidepure 3
BapHaHTAa.)

A) 3akoH P® «O rocynapcTBeHHOI TaiiHe»

B) Vxa3 IIpe3unenTa o nepeyHe CBEACHUI, OTHECEHHBIX K rocTaiiHe

B) ®enepanbhblii 3ak0H «O KOMMepUecKoil TailHe»

I') [Tocranosnenne [IpaBuTenscTBa 0 MOPSAKE JOMYCKa K rocTaiiHe

1) Tpynogoii konexc PD

IpaBuiabHblie oTBeThI: A, B, I'.

O0bsicHeHnne:

® A — 0a30BBbIif 3aKOH, OTIPEIEIIONINH TOHATHE, PEKUMBI M MTOPSIOK 3aIINUTH TOCTAHHBL.
e b — ycTraHaBiuBaeT KOHKPETHBIN IEPEYEHb CBEICHUI, COCTABIIAIOILINX FOCTANHY .

e I — peryaMeHTHpPYET MpOIeyphl OIMyCKa JIUI] K TocTaifHe.

Bapuaumur B u J] ne pecynupyrom 3awumy eocmatinvl (B — o kommepuecxoi matine, /[ — obugue mpyoogvie HOpMbl).

Tema 3.
Opranuzanuo
HHO-TIPaBOBOE
obecrieucHHe
nHPOPMaNOH
HOU
0e30macHOCTH

VK-10. Cnocoben

(dhopmupoBath
HETepInuMoe
OTHOILCHHE K
NPOSIBIICHUSM
IKCTPEMH3MA,
TeppopH3Ma,

KOpPYNIIHOHHOMY

MOBEACHUIO U

MIPOTUBO/ICHCTBOB

aTb UM B

npodeccroHanbHO

H IeATeNbLHOCTH

NYK-10.1
3HaeT crocoOsI
IPOQUIAKTUKI
KOpPYILHUH U
(dopMupoBaHus
HETePIIHMOTO
OTHOILECHUS K
Hell.

3agaHus OTKPBITOr0 THIIA ¢ PA3BEPHYTHIM 0TBETOM

Bomnpoc 1. OnmmmTe ocHOBHBIE A51eMeHTsl KoHnenuumu nmpaBoBoro obecrieuennst HHGOpMauoHHoW Oe3onacHocTd PO.
IIpuBenuTe mpuMepsl HOPMATUBHBIX AKTOB, PEATU3YIOUINX KaXKbIN 2JIEMEHT.

IIpnmepHbIii oTBET:

Konmemus npasoBoro odecnieueans b P® Bkmogaer:

Hopmatusno-npaBoByio 6a3y (O3 «O06 undopmanun...», @3 «O nepcoHanbHBIX JaHHBIX», JlokTprHa UB).
MexaHnu3Mbl peryJaupoBanus (JIMIIEH3UPOBaHKE, CEPTU(UKAIMS, KOHTPOJIb 32 COONII0ICHUEM TPeOOBaHUN).
Me:xaynapoanoe coTpyaHu4ecTBo (patudukanys bynanemrckoit konsenuy, yaactue B OOH-rpynnax no UB).
OTBeTCTBEHHOCTD 32 HapyleHnus (ct. 272-274.1 YK P®, anmunucTpatuBHbIe mTpadol).

. IIpocBeTuTtennbckne Mepbl (00yUeHHE CIIEIMATNCTOB, HHOOPMHUPOBAHUE I'PaXKAaH O PHCKaX).

IIpnmeps! akTOB:

o @3 Ne 149-®3 — 6a3oBsie npuHIMIE Ub.

¢ Vxa3 [Ipesugenrta PO or 05.12.2016 Ne 646 ([loxTpuna nHbpOpMALIMOHHON Oe3omacHocT PP) — cTparerndeckue nenu
U 3aJa4H;
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Tema

Kon n
¢opmynuposka
KOMIeTeHI U

HNuaukatopsl
JTOCTHIKEHHUS
KOMIIETeHIINH

Tect o Teme

¢ [locranoBnenue [IpaBurenscTBa oT 01.11.2012 No 1119 — TpeOoBaHUS K 3alIUTe IEPCOHANBHBIX TaHHBIX IIPU MX
obpaboTtke;

¢ TIIpukazet @CTIK, ®Ch, MuHIM(pH — BEIOMCTBEHHBIE PErJIaMEHThI 10 TEXHUYECKOH U OpPraHU3allMOHHOM 3aluTe
nHpopManum.

Bompoc 2. [Ipoananusupyiite, Kak 3aKOHOAATENECTBO PO MpOTHBOACHCTBYET KOPPYIIIMOHHBIM PUCKaM B cpepe 3aKymoK
WT-pemennii [y Tocy 1apCTBEHHBIX HYKA. Y Ka)XKUTe KOHKPETHBIE IIPAaBOBbIC MEXAHU3MbI 1 HOPMATHUBHBIC aKTHI.
IIpumepHBbIii OTBET:

3akoHomaTenbCcTBO PD HCnonb3yeT KOMIUIEKC MPAaBOBBIX MEXaHU3MOB ISl MPOGUIaKTUKU Koppyrnuuu B UT-3akymnkax:

1. O6s3aTeanHas npo3paynocTh npoueayp (Pexepansusrit 3axoH oT 05.04.2013 Ne 44-03 «O KOHTpaKTHOU
CHUCTEME...»):

nyonukanus n3BemieHuii u gokymenrauuu B EMC (Exunas undopmanmonnas cucrema);

OTKPBITHIEC ayKI[MOHBI U KOHKYPCBI;

o0s13aTenbpHOe 001IeCTBEHHOE 00CYKIEHNE KPYITHBIX 3aKYIIOK.

AHTHKOPPYNIHOHHBbIE orpaHudeHus (ct. 31 Ne 4 Newton-D3):

3aIpeT Ha y4acTue JIHI ¢ KOH(IMKTOM HHTEPECOB;

MIPOBEPKa HAIMYHS CYJUMOCTH 32 3KOHOMUYECKHE PECTYIICHHUS;

TpeOOBaHUE OTCYTCTBHUS B PEECTPE HENOOPOCOBECTHBIX MOCTABLINKOB.

Kontpoas u ayaut (ct. 99 Ne 44-03):

MOHHUTOPHHT co cTopoHbl PAC, ka3HaueHCTBa, TPOKYPATYPHI;

00s13aTeNIbHBIe OTYETHI O UCTIOTHEHUH KOHTPAKTOB;

BHEIUIAHOBBIE ITPOBEPKU MIPU CUTHANIAX O HApyIICHUSX.

OtBercTBeHHOCTD 32 HapyueHus (YK PO, KoAIl POD):

c1. 200.4 YK P® — 3n0ynorpebienus B cepe 3aKyIok;

aJIMUHHCTpaTUBHBIE MITpadsbl 3a Hapyuienue npouenyp (ri. 7 KoAIl PD);

JMCKBATH(UKANNS TODKHOCTHBIX JIMIL.

Cranpapruzanus TpedoBanmii (npukassl Munnndpsr, TOCThr):

THUITOBBIC TEXHHMYECKNE 3aIaHus;

€/IMHbIE KPUTEPUH OLICHKH IPEUI0KCHUH;

obs3arenpHas skcrieptuza UT-pemennit.

Bomnpoc 3. Oxapakrepusyiite posns MexayHapoansix ctanaapto (ISO/IEC) B nmpaBoBoM obecrieueHrH HHHOPMAITHOHHOM
6e3omacHoctn P®. [IpuBennte 3—4 npumMepa KOHKPETHBIX CTAHAAPTOB U 0OBSICHUTE, KAK OHU HHTEIPHPOBAHBI B POCCHICKOE
3aKOHOJIATENBCTBO U MPAKTHKY.

IIpumepHBbIii OTBET:

Mexaynaponusie cranaapTsl [ISO/IEC ciykaT 0CHOBO# [T TapMOHHU3AIMHA POCCUHCKOTO 3aKOHOAATEIHCTBA C MUPOBBIMHU
npaktukamMu UB. X uHTerpanus npoucxoguT yepes:

* mpsiMoe IpHUMeHeHue (B Bue HanuoHanbHEIX ctanaapTos [OCT P);

®  yuéT TpeboBaHUH B eepaTbHbIX 3aKOHAX U IO3aKOHHBIX aKTaX;
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Tema Koa n HNupuxaropsbl Tect 1o Teme
(popmynupoBka JOCTHKEHUSA
KOMIIETCHIIMH KOMIIETCHIIUH

®  HCHOJIB30BaHUE KakK 0a3bl JJIsl OTPACIIEBBIX PETJIAMEHTOB.

IIpumepsl cTanAapToOB M UX peaausanus B PO:

ISO/IEC 27001:2013 («Cuctremsr menemxkmenTa Ub — TpeboBanusy):

agarnrupoBad kak [OCT P UICO/MBK 27001-2022;

o0s13aTerneH [yisl onepaTopoB Kputudeckoi nHpopmarronHoi nHdpactpykrypsl (KUN) mo @3 Ne 187-D3;
ucrions3yercs npu ceprudukammu C3U (cpencTs 3amuTsl THPOPMAIHH).

ISO/IEC 27002:2022 («CBop npaBui 1o ynpasieHuio Mby):

moJIoeHus BKITto4eHsI B ipukazbl @CTOK Ne 21, No 17 (TpeboBaHuMs K OpraHM3alMOHHBIM MEpaM 3aIllnTHl);
MPUMEHSETCS MIPH pa3pabdoOTKe BHYTPEHHUX PErJIaMeHTOB OpraHU3al|i.

ISO/IEC 27701:2019 («Pacmmpenwe 1iis yIpaBIeHHS IEPCOHANBHBIMA JaHHBIMI ):

yutéH B @3 Ne 152-03 («O nepcoHanbHBIX JaHHBIX);

CITy’KHT OCHOBOH JUIS TIOJINTHK KOH(UASHINAIFHOCTH | Tporieryp oopadotku I1/]H.

ISO/IEC 15408 («Kpurepuu onenku 6e3onacHoct UT», «O0mmume Kputepum»):

peannzoBaH uepe3 cucremy ceprudukanu PCTIK u OCB;

ob6s3areneH it C3U, ucronbp3yembIx B roccekrope U Ha oobekrax KNUU;

JISKHUT B OCHOBE TPEOOBAaHMH K KPUNITOrpaMIECKON 3aIIuTe.

3HavyeHUe HHTErPaLuM:

® [OBBILIEHHUE NOBEPUS K poccuiickuM M T-pemeHnsm Ha MEeXAyHapOgHOM PBIHKE;

¢ yHudukanus TpeOOBaHU [UIs TpaHCIPAHMYHON Iepeiady JaHHBIX;

®  CHIDKCHHE PHCKOB 33 CUET IPUMEHEHHUS! TPOBEPEHHBIX MPAKTHK.

000 ROOWOOWNOOO =

Kpumepuu oyenusanus mecmoeozo 3a0aHus:

Ouenka Kputepun oueHuBaHusi
OTJIHUYHO oT 90 1o 100 % npaBUIBLHO BHITOJIHCHHBIX 3aJaHUM
XO0poIIo ot 70 10 89 % npaBUIBLHO BHIMOJHEHHBIX 3aIaHUI
YAOBJIETBOPUTEIbHO oT 50 10 69 % npaBUIBLHO BHITOJHCHHBIX 3aJaHHUMI
HEY/I0BJIETBOPUTEJbHO | MeHee 50 % mpaBuIbHO BBITIOJTHEHHbBIX 33IaHUI

4.2 TUITIOBBIE TIPAKTUYECKHUE 3AIAHUSA
[IpakTuueckue 3aianus AOKHBI OTpaKaTh YMEHUE 00Yy4aronerocsi IpUMEHSITh OCBauBaeMyl0 KOMIIETEHIIMIO B MIPAKTUUYECKUX CUTYyalUsiX U
IIPU PELIeHUU MPOU3BOJCTBEHHBIX 3a/1a4 (MHAuKaTopsl YMETD).




Tema Koa u NHIuKaTOPbI 10CTHIKEHHSI 3aaHus K NPAKTHYECKOMY 3aHATHIO
¢dopMmyIHpOBKa KOMIETEHI[HH
KOMIIETEHIINH

Tema 1. boprba ¢ YK-10. Cocoben | MYK-10.2 TIpenynpexaaer 3aganmne 1
yrpo3amu (dbopMupoBath KOPPYILUOHHBIE PUCKH B BeI paboTaeTe CrienuaIncToM 1Mo HH)OPMAIMOHHON 6E30ITACHOCTH B TOCYIAPCTBEHHOM YUPEKICHHH.
HECAHKI[MOHUPOBAH | HETEPIHMOE npodeccroHaNTbHON Bam mocTymnaer npeajioxkeHue OT MPEACTABUTENS KOMMEPUECKON KOMITAHHH: 3a IEHEKHOE
HOTO JIOCTyTMA K OTHOIIICHHE K JEATEeIbHOCTH; UCKIFOYaeT BO3HArPaKJ€HKUE BB JOJDKHBI «3aKPBITh I1a3a» Ha BBISBICHHBIE B XOJ€ ayAUTA YSI3BUMOCTH B CUCTEME
HHQOPMAIIHH TIPOSIBIIEHUSAM BMEIIIATENBCTBO B CBOIO 3aMIUTHl MHGOPMAIMU, YTOOBI KOMIIAHUS MTOJYYHIa BBITOAHBII KOHTPAKT.

9KCTPEMHU3MA, po(heCCHOHATBHY O 3aoanue:

TeppopusMa, JICSATENILHOCTD B CITydasix 1. Onwuinure, Kakue KOPPYIIIUOHHBIC PUCKH BO3HUKAIOT B JAHHON CUTYAIlHH.

KOPPYMIUOHHOMY | CKJIOHEHUS K 2. Tlepeunciute NeUCTBUS, KOTOPBIE BBl 00S3aHbI MPEANPHHATH COTTIACHO AHTUKOPPYITIIHOHHOMY

MOBEICHUIO KOPPYIIHOHHBIM 3aKOHOJIATENECTBY ¥ BHYTPEHHNAM PETJIAMEHTAM.

MIPOTUBOJEUCTBOB | MPAaBOHAPYIICHUSAM 3. Vkaxwure, K KaKUM ITOCIEACTBUAM JUIS BAC M OPTaHU3AIIMH MOKET IIPHBECTH COTIIACHE HA

aTh UM B TpEUTOXKEHHE.

po(hecCHOHATBHO Pewenue:

1 IeaTeIbHOCTH

1. KoppyniuoHHbIH piCK — KOH(YIUKT HHTEPECOB, TOAKYII JOJDKHOCTHOTO JIMIA, HAPYIIICHHE
MPUHIMIIOB HHPOPMAIIMOHHOW 0€30MaCHOCTH PAJIM JIMYHON BBITOJIBI.

Heobxoxumo:

OTKa3aThCsl OT MPEATI0KEHHS;

YBEJIOMHUTBH PYKOBOJICTBO U CIIy>KOy 0€30I1aCHOCTH OpraHu3allly;

3a()MKCHPOBATh (QaKT MPEIUIOKEHNUS (IEPETUCKY, ayTH0-, BUIEOMaTEpHaIbl, €CIIM BO3MOXKHO);
NOJIaTh YBEJIOMJIEHHE B aHTHKOPPYNIIMOHHYIO KOMHUCCHIO HITH IIPAaBOOXPAaHUTEIILHBIE OPTaHbl.
IMocnencrBus:

yroyioBHast 0TBeTCTBEHHOCTS (CT. 290 YK P® — monryuenne B3SITKH);

yTpara 0Bepusi, yBOJIbHEHHUE, TUCKBATH(DUKAIIHS;

KOMITPOMETALNS CUCTEMBI 3alUThl HH(YOPMAIMH, YTeUKa JaHHBIX, PEITyTAllHOHHBIC U ()MHAHCOBHIE
MIOTEPH OPTAHHU3AIHH.

3ananue 2

Bawm kak coTpyIHHKY OT/iesa HHPOPMaMOHHOH 6€301acHOCTH IOPYYeHO BBIOpATh NOCTABIINKA
cpeAcTB 3amuThl HHpopMarmu. OArH U3 KaHIUIATOB — (GUpMa, Iie paboTaeT Ball OJIM3KUHA
POICTBEHHUK.

3aoanue:

1. Omnpeznenure, €CTh X B 3TON CHUTyallld KOH(MIUKT HHTEPECOB.

2. Kakwne MepsI BB JOIDKHBI IPEATIPHHATE, 9TOOBI HCKITIOYATH KOPPYIIIHOHHBIE PHCKH?

3. Kak opopMuTs yBemoMIIeHHE 0 KOH(PIUKTE HHTEPECOB?

Pewenue:

1. [a, curyamus co3qaét noTeHINaIbHbIH KOHQIMKT HHTEPECOB: JINYHASI CBS3b MOXKET HOBJIUATH Ha
00BEKTHBHOCTH BhIOOpA.

2. Heobxomumo:

O 3asBUTb 0 KOH()JIMKTE HHTEPECOB PYKOBOJICTBY;
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Tema

Koa n
(popmynupoBka
KOMINETeHIHH

HH}IHKaTOpr JOCTHIKCHUSA
KOMIIETCHIINH

33}13]—[1/[51 K NIPAKTHYECKOMY 3aHATUIO

BO3/IEPXKATHCS OT YYacCTHs B IPUHITUH PELICHUs [0 BHIOOPY MOCTABIINKA,;

nepeaaTs NOTHOMOYHS APYTOMY COTPYTHUKY;

o0ecreunTh Ipo3pavyHOCTh IPOLETyPhl 0TOOpa (ITyOIMYHbIE KPUTEPUH, KOHKYPCHBIH 0TOOD).
YBenomienue ohopmIsieTcsl B TUCbMEHHOH (popMe ¢ yKa3aHHueM:

CcyTH KOH(DIHUKTA (POICTBCHHAS CBSI3B);

nmomwkaocTd 1 @UO poncTBeHHNKA;

Mep, MPEATI0KEHHBIX JUIS yCTPaHEHHU KOH(IINKTA;

JIaThl ¥ MIOJIIHCH.

3aganme 3

Bb1 00Hapykniu, 4TO Balll KOJUIETA PETYISIPHO NepenaéT KOH(UASHINATbHbBIC JaHHBIE CTOPOHHIM
JMIIaM 32 BO3HATrpaXJICHHUE.

3aoanue:

1. Kaxue npu3HaKu yKa3bplBalOT HAa KOPPYNIUOHHOE IPaBOHApyIIEHHE?

2. KakoBslI Bamm AEHCTBHS B COOTBETCTBUH C aHTUKOPPYIIIHOHHOH TOJIUTHKONW OpraHu3ain?
3. Kakue HOpMaTHUBHBIC aKThI PETYIUPYIOT JaHHYIO CUTYaIUio?

Pewenue:

ITpusnaku:

HECaHKIIMOHUPOBAHHBIH JOCTYII U Iiepeiadya HHPOPMAIHH;

MOJTy4eHHE MaTepHaIbHOTO BO3HATPAXKICHUS;

CKPBITHOCTH AEHCTBUI, 00X0] KOHTPOJILHBIX IPOLELYD.

JlelicTBusi:

3aukcrupoBaTh (pakThI (JIOTH, IEPETTNCKH, CBUACTEIBCTRA);

COOOIINTE PYKOBOICTBY H CITy:kK0Oe 0€30MMacHOCTH;

HE BCTYNATh B KOHTAKT C HAPYLIUTEJIEM, HE TIBITATHCSA PA3PELINTh CUTYAIUI0 CAMOCTOSTENBHO;
COTPYIHHUYATh C BHYTPEHHEH MPOBEPKOI U IPABOOXPAHUTENBHBIMI OPTaHAMHU.
HopmaTuBHbIE akThI:

®enepanbHbli 3ak0H 0T 25.12.2008 Ne 273-D3 «O npoTUBOAECUCTBUN KOPPYILIMHY;

cT. 272 YK PO (HenpaBoMepHBIil 1OCTYIT K KOMIBIOTEPHON MH(pOPMAIHN);

BHYTPEHHHE aHTHKOPPYNIIMOHHbIE PETIaMEHThI OPTraHN3alHH.

O O O O WO O O
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NVYK-10.2 Ipenynpexaaer
KOpPPYNINOHHbIE PUCKH B
npodeccuoHaIbHOM
JEATENbHOCTH; UCKITIOYaeT
BMEIIATENILCTBO B CBOIO
npodecCHoHaTBHYIO
JACATCILHOCTD B ClIydasaix
CKJIOHEHHS K

3ananue 1

Bawm HeoOxoauMo pa3paboTaTh KpaTKyIO MaMsATKY JUIs COTPYAHUKOB OTAENa HHHOPMALMOHHOM
0€301acHOCTH O ISHCTBHAX MPHU MPEUIOKESHUH B3ATKH.

3aoanue:

1. TlepeuncnuTe KIIOYEBHIE IPABOBBIE HOPMEI, KOTOPHIE CIIEAYET YIOMSIHYTD B ITAMSTKE.

2. VYKaxure NOLIArOBbIi aNropuT™ JEHCTBUM COTpYAHUKA.

3. TlpuBeaure mpuMmeps! GOPMYITUPOBOK OTKA3a OT MPEATOKEHHUS.

Pewenue:




Tema Kon u HNHaukaTopbl 10CTHKEHHSI 3aaHus K NPaKTHYECKOMY 3aHSATHIO
(dhopMyIHpOBKa KOMIEeTeHI[U!
KOMIEeTeHIINH
KOpPPYIIIHOHHBIM [TpaBOBBIE HOPMBI:
IIPaBOHAPYUICHUSAM cT. 290 YK P® (monmy4enne B3TKH);

cT. 291 YK P® (naua B3sTKN);

®3 Ne 273-D3 «O npoTHBOAEHCTBUH KOPPYNIUI» (00s13aHHOCTD COO0MIATh O (pakTax KOPPYIIIHN).
Anroputm:

OTKa3aThCs OT MPEATIOKEHHS;

3aukcrupoBaTh AeTanu (KTo, KOT/Aa, KaK IMPEeAIoKII, CyMMa, CIIoco0 mepeaadn);
HEMEIJICHHO YBEIOMUTH PYKOBOJICTBO U CIy’k0y 0€3011acHOCTH;

IIPU HEOOXOJUMOCTH 0OPAaTUTHCS B IIPABOOXPAHUTEIBHBIE OPTaHBI.

[Mpumeps! GpopmMynupoBoK:

«$1 HEe MOTY IPHHSATH 3TO MPEJIOKEHHE, TAK KaK OHO TPOTHBOPEUHUT 3aKOHY ¥ MOUM JIOJDKHOCTHBIM
0053aHHOCTIMY;

0«5l 00s13aH cOOOIINTH O JJAHHOM IPEJIOKEHUH PYKOBOJCTBY»;

o «Takue nelcTBHSI HE3aKOHHBI, 51 HE Oy/ly B HUX y4acTBOBATHY.

3aganue 2

B opranuszaiuu miaHupyercs 00ydeHrue COTPYIHUKOB M0 MPOGUIAKTHKE KOPPYIIUHU B chepe
nH(popMaLMOHHOI 6€30I1aCHOCTH.

3aoanue:

1. CocraBbTe ImIaH KOPOTKOTO TpeHHUHTa (3—4 TeMBI).

2. JIns kaxIoi TeMbl YKa)KUTe KITFOUEeBOH MPaBOBOM aKT U HOPMY.

3. Tlpemnoxkute OAHO NPAKTHYECKOE YIIPAKHEHNE [UIs 3aKPEIUICHUs] MaTepHaa.

Pewenue:

1. Ilnan TpeHuHra:

o Tewma 1. [Tonstue koppymun u e€ mposiBineHus B chepe Ub (mpumepsr: moaxym, KOHGIUKT
MHTEPECOB, yTEUKa JIaHHBIX 38 BO3HATPAXK/ICHHE).

o Tewma 2. [IpaBoBBIe OCHOBHI IpoTHBOACHCTBUS Koppyrmuu (D3 Ne 273-03, YK PD).

o Tema 3. BHyTpeHHHE aHTUKOPPYIIIIMOHHBIE IIPOLIEYPbl OPraHU3aIMH (TTOPSIIOK yBEJIOMIICHNS,
OTBETCTBCHHOCTH ).

Tema 4. DTudeckue acreKTsl MpodeccHoHanbHO nestensHocTr B Ub.

[TpaBOBEIE aKThI:

Tewma 1: @3 Ne 273-D3, crt. | (onpenenenne KOppyHiuHm).

Tema 2: c1. 290, 291 YK PD; @3 Ne 273-D3, cT. 9 (0053aHHOCTH YBEAOMIIATE).

Tema 3: ToKanbHBIE aKThl OPraHU3AIMH (TTOJI0XKEHHE O KOH(IIMKTE HHTEPECOB, KOJIEKC ITHKN).
Tema 4: npodeccuonansbie cranaaptsl b, aTnaeckuii kogexc.

YnpaxHeHue: pa3dop Kelica — COTpyIHHK MOIydYaeT IPeUI0KeHNE CKPBITh YSI3BUMOCTD 32
BO3HArpakICHUE. Y YaCTHUKH JOJKHBL:

O WO OOONOOO =
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Tema

Koa n
(popmynupoBka
KOMINETeHIHH

HH}IHKaTOpr JOCTHIKCHUSA
KOMIIETCHIINH

33}13]—[1/[51 K NIPAKTHYECKOMY 3aHATUIO

O  OIpPENCNUTh KOPPYIIIUOHHBINA PUCK;

O BBIOpATh MPaBHIbHBIC ICHCTBHS;

O COCJIaThCS Ha HOPMEI 3aKOHA.

3ananue 3

Bam nmopy4eHo npoBepUTh COOTBETCTBHE BHYTPEHHUX JOKYMEHTOB OpraHU3aIUH
AHTHKOPPYMIIHOHHOMY 3aKOHOJATEIbCTBY B yactu UB.

3aoanue:

1. Tepeuncnure, Kakue JOKYMEHTHI HY)KHO IIPOAHAIN3UPOBATb.

2. VYkaxwure, KaKue MOJOKCHUS JOJDKHBI OBITH B HUX 3aKPCIUICHBL.

3. IIpuBemurte mpumep GOPMYIHPOBKH aHTUKOPPYIIIHOHHOH OrOBOPKH JIJIsl TOTOBOPA C MOIPSITIUKOM.
Pewenue:

JlOKyMeHTBI 17151 aHanu3a:

MTOJIOYKCHHE O KOH(DIUKTE HHTEPECOB;

KOJEKC dTHKH U CIIY)KEOHOTO MOBECHNUS;

pernameHT nposenenus ayautos Ub;

JIOTOBOPEI ¢ OAPSAAYUKAMH (B T. 4. Ha okazaHue yciyr 1B);

MOPSIOK YBEOMIICHHUS O (paKTax KOPPYIIIHH.

O0s3aTeabHBIE TTOT0KEHHUS:

omnpeneneHne KOHGINKTa HHTEPECOB U MOPSIIOK €r0 YPEeryIUpOBaHHUS;

00513aHHOCTH COO0IIATH O NPE/IOKEHHSX B3STKH;

OTBETCTBCHHOCTD 33 KOPPYIIIMOHHEIC TPABOHAPYIIICHUS;

MPOIIeTypBI IPOBEPKU KOHTPATCHTOB M OCTABIMUKOB MB-pemennuit;

MpaBmiIa JOCTyIa K KOHQUICHIIMATHHON HH(DOpMAIIHY.

. IIpumep oroBopxku:

«CTOpOHBI 0053yIOTCS HE TIpeUIaraTh, He 1aBaTh, He TpeOOBAaTh U HE IPUHIMATH B3ATKH, ITOIAPKH WITH
WHBIE TIPEUMYIIECTBA, KOTOPbIE MOTYT HOBJIHATH Ha UCTIOTHEHUE 003aTENbCTB 10 HACTOAIIEMY
nmoroBopy. B ciydae BeIsSiBIeHUS (aKTOB KOPPYIIIHHA, CTOPOHEI 00S3aHBI HE3aMEIIIUTEIFHO YBEIOMHTH
JIpyT ApyTa W COOTBETCTBYIOIINE OpTaHbl. HapyIieHne TaHHOTO TOJIOKEHHS SBIISETCS OCHOBAHUEM IS
PaCTOP>KEHHUS JIOTOBOPAY.

WO O0OO0OO0OONODOOOO

Tema 2. bopbsba ¢ YK-10. Criocoben | MYK-10.2 TIpenynpexaaer 3aganue 1
BUPYCHBIM (dhopmHupoBaTH KOPPYILIMOHHBIE PUCKU B YciaoBue
3apakeHUEeM HETepIuMOoe npogecCHOHAIBHON Bbl — cHCTEeMHBIH aIMHHUCTPATOP KOMIAHUK. BaM MOCTYIMHIIO 3JIEKTPOHHOE MTHUChMO OT HEM3BECTHOTO
uH(pOpMAaIUU OTHOIICHHE K JIESTeTbHOCTH; UCKITFOYACT ornpaBures ¢ BioxeHneM «AkT_npoBepku_CHB.doc.exe». B TekcTe nucpma ykazaHo, 4To 3TO
MIPOSIBIICHUSM BMEIIATENILCTBO B CBOIO CPOYHBIN JOKYMEHT OT PEryJIATopa, TPEOYIOIINI HEMEAJICHHOTO 03HAKOMJIICHHS.
IKCTpEMHU3Ma, npodeccrnoHaATBHYIO [epeuncinre He MeHee 5 MPU3HAKOB, YKA3bIBAIONINX HA MOTCHIMAIBHYIO YIPO3Y, U
Teppopu3Ma, JISSITETTHHOCTD B CITydasix OIHUIIINTE MOCJIEA0BATEIHLHOCTh BAIKX M€l CTBHIA U TPEIOTBPALICHUS 3aPAXKCHHS.




Tema Koa n HNHauKaTopbl 10CTHKEHUS 3agaHus K NPaAKTHYECKOMY 3aHATHIO
(¢hopmyaupoBka KOMIIeTeHIIUH
KOMINETeHIHH
KOPPYIIMOHHOMY | CKJIOHEHUS K Pemenne
MIOBEJICHUIO U KOPPYIIHOHHBIM IIpu3Haku yrpo3sni:
MIPOTUBOACHCTBOB | MPaBOHAPYIIECHUSIM Pacmmpenne ¢aiina .exe (McnoiHseMbli (aiin) npu 3asBieHHOM popmate qoKyMmeHTa .doc.
aTb UM B HewnsBecTHBII OTIIPaBUTENb.
podecCHOHANBEHO ®Dpasza «cpoUHBII JOKYMEHT OT PETYJISTOpa» Kak METOJ IICHXOJIOTMYECKOT0 IaBICHHSI.

¥ IeSITENbHOCTHU

1

2

3

4. OrcyrcTBre 0pHUIHATBFHON NOANUCH M KOHTAKTOB PETYJIISITOpA.
5. Tlomo3purensHOE NMs aiina (cMemeHne GopMaToB).
HeiicTBusi:

1. He oTkpbIBaTh BIOXKEHHE.

2. TlpoBepuTb aipec OTIPABUTENS HA MOJ03PUTEIbHBIC JOMEHBI.
3. Coo06muTs B cinyx0y b kommnanum o nuceMe.

4. 3a0J0KHPOBATh OTIPABUTEISI B TOYTOBOM CUCTEME.

5. TlpoBectu ckaHMpoBaHUE paboveill CTaHIUH aHTUBHPYCOM.

3ananue 2

Yciaosue

Bar kosutera npocHT nepeaarth eMy uepes3 QIen-HaKOMUTeNb «BAXHBIH (aily, HO MpeaynpexnaeT, 4To
AQHTUBHUPYC Ha €T0 KOMIBIOTEPE «9acTo pyraercst Ha 3ToT (aitm». OH yTBEpIKAALT, 4TO 3TO «JI0XKHOE
cpabaTbIBaHUE».

OObsicHuTe, MOYeMy HeJib3sl BBIOJHSATH 3TY MPOCKOY, U MPEIIOKHUTE ATbTEePHATHBHBIN
0e3omacHbIil c110CO0 nepeayy JaHHbIX.

Pemenne

IIpuyuHbl 0TKA3a:

* AHTHBHpYC pearupyeT Ha MOTCHIUAIBLHO BPEJOHOCHBIH KOI.

e [lepenaua (aiiina MOXKET 3apa3UTh BaIlly CHCTEMY U KOPIIOPAaTUBHYIO CETb.

e JleiicTBue KOJUIErM HapywaeT nonutuky b komnanuu.

AJIbLTepHATHBHBIN €1IOCO0:

1. TlompocuTs KoOJIery 3arpy3uTh (ailil B KOPIIOPaTUBHEIA 00JIauHBII JUCK C aHTUBUPYCHOMN
MIPOBEPKOH.

2. Ecnum ¢aiin kpurnuecku BakeH — oOpartuthes B ciryx0y Wb st ananu3za daiiia B M3011MpOBaHHON
cpezne.

3. Hcnonp3oBath 3amndpoBaHHbIi KaHan nepenaun (Hanpumep, S/MIME st moutsr).

3aganne 3

YcaoBue

Bam mpeioKmm «yCKOPHUTEY YCTaHOBKY JIMIEH3HOHHOTO [10, Ipe1ocTaBuB «CIIeaabHbII
aKTHBATOD» B BUE MCIIONHIEMOTO (aiina.




Tema

Koa n
(popmynupoBka
KOMINETeHIHH

HH}IMKaTOpr JOCTHIKCHUSA
KOMIIETCHIINH

33)121]—[1/[5[ K NIPAKTHYECKOMY 3aHATUIO

VYkaxuTe He MeHee 3 PUCKOB TaKOTo ACHCTBHUS M ONHUIINTE, KaK 0(pMIIHAIBHO TOIYYUTh JIMIIEH3UIO 0e3
Hapymenus Ub.

Pemenne

Pucku:

1. AKTHBaTOp MOXET COAEpKaTh TPOSHCKYIO IPOTpaMMy.

2. HapymeHnne THIEH3HOHHOTO COTJIANICHHS BEAET K IOPUANIECKUM MOCIIEACTBHAM.

3. 3apakeHHE CCTH KOMITAHUH, yTeUKa TaHHBIX.

O¢puumaabHbIi NOPALOK:

1. OGparutbes B otaen 3akynok/UT st opopmiteHus 3asBKH Ha JIULEH3HIO.

2. Hcnonp30BaTh KOPIOPATUBHEIHM nopTan noctapmuka [10 11 ckaunBaHus 0pHIIHATBHOTO
JCTPUOYTHBA.

3. TIpuMeHSTh TOJBKO KIIIOYH, PEJOCTABICHHBIC JIUIEH3UPYIOIIMM OT/ICIOM.

NVYK-10.2 IIpexynpexnaer
KOpPpPYNIIHOHHbBIE PUCKH B
npogeCCHOHATBHOM
JIeSITEIIbHOCTH; UCKITI0YaeT
BMEIIIATENIECTBO B CBOIO
podecCHOHATBHYIO
JESATENLHOCTD B CITydasix
CKJIOHEHHS K
KOPPYILIMOHHBIM
MIpaBOHAPYIIEHUIM

3aganmne 1

Yciaosue

Bb1 06Hapy:XuiIM, 4TO Balll ITOJYMHEHHBIN PeryIsipHO UCHOB3yeT HenuueH3nonHoe [10 s
BBITIOJIHEHUS pabouux 3a1ad. OH 0OBSICHSIET 3TO «IKOHOMHUEH OI0KETay.

Ykaxure He MeHee 3 HOpMATHUBHBIX akTOB P®, perynupyronux ucnonaszoBanue I10, u
OMUIINTE BALIHU ACHCTBUSA KaK PyKOBOAUTEIIS.

Pemenne

HopmaTtuBHble aKkTbI:

1. TKP®,gacts IV (ct. 1261 — 1302) — oxpana nporpamm st OBM kak 00BbEKTOB aBTOPCKOTO
mpasa.

2. ®30127.07.2006 Ne 149-®3 «O6 nrGopMaryu, THHOPMAITMOHHBIX TEXHOJIOTHSAX. ..» —
TpeOOBaHus K UCIIOJIb30BaHUIO JIHIeH3upoBanHoro [10.

3. KoAll P®, ct1. 7.12 — agMUHUCTpATHBHAS OTBETCTBEHHOCTH 32 HapyIIEHHE aBTOPCKUX TIPaB.
JeiicTBUSI pyKOBOAUTEJIA:

1. 3aduxcupoBars pakT HCHONB30BaHUs HeMUIIEH3UOHHOTO [10 (CKPHHIIOTEL, JIOTH).

[TpoBecTn Oeceny ¢ COTPYIHUKOM O MOCIEACTBUAX HAPYLICHHH.

Hampasuts 3anpoc B UT-otnen Ha npe1ocTaBiIeHUE JINLIEH3UOHHOIO aHAJIOra.

IIpu noBTOpEeHUH — NPUMEHUTH JUCLUIUIMHAPHOE B3bICKaHUE.

bl ol N

3ananue 2

YcioBue

Bawm noctymnuio npemiokenne oT nocraBmuka Mb-pemennit «npenoctaButh ckuaky 50 %» mpu
YCIIOBUH, YTO BBl «3aKPOETE IJla3a» Ha OTCYTCTBHE CEPTU(PHUKATOB COOTBETCTBHS Y IPOJYKTA.
[lepeuncianre NpaBoBbIe NOCJAEACTBHS TAKOTO COITALICHUS M OMMIINTE MOPSIAOK 0TKA3a OT




Tema Kon u HNHaukaTopbl 10CTHKEHHSI 3aaHus K NPaKTHYECKOMY 3aHSATHIO
¢opmyaupoBka KOMITeTeHI[AH
KOMIETEHITHH
TPE/TI0KEHHS.
Pemenne
IIpaBoBbIe MOCICACTBHA:
*  YrojoBHas 0TBETCTBEHHOCTH 110 CT. 290 YK PO (nomywenue B3saTkH) unu cT. 291 YK PO (maua
B3SITKH).
*  AIMHMHUCTPATHBHAS OTBETCTBEHHOCTH 110 CT. 19.28 KoAIl P® (He3akoHHOE BO3HATPaKICHNUE).
*  AHHYJHMPOBaHHE KOHTPAKTOB U PEIYTALMOHHBIC PUCKH JUIsi KOMITAHHH.
IHopsigok oTkasza:
1. OTKJIOHMTH NPEJIOKEHUE B IIMCbMEHHOI (hopMe, yKa3aB Ha HEIOMYCTHMOCTh KOPPYIILIMH.
2. CooOmuTh 0 MOIBITKE CKIOHEHHS K IPaBOHAPYIIECHHIO B CIyX0y 0€3011acCHOCTH KOMITaHHH.
3. 3adukcupoBaTh NepenucKy/ay IMo3anuch (IPX HATMYNH) KaK JOKa3aTeIbCTBO.
4. Ilponomxuthk paboTy TONBKO ¢ CEPTUPHUINPOBAHHBIMU IIPOLYKTAMH.
3ananne 3
Ycaosue
Bl BBIIBIIIH, YTO COTPYAHUK MEPEAaéT TPETHUM JIMIIAM JOCTYIT K KopropatuBHoi cucteMe Ub mox
MPEUIOTOM «KOHCYJIBTAITUI.
HasoBute He menee 3 crateii YK P®, koTopbie MOTYT OBITh IPUMEHEHBI, ¥ ONUILIUTE AJTOPHTM
AeiicTBMIA 1151 TpeceueHNs] HapyILeHNsI.
Pemenne
Cratbn YK PO®:
1. Cr.272 — HenpaBOMEpPHBIN TOCTYN K KOMIBIOTEPHOI HH(OpMAIIHH.
2. Crt.183 — He3aKOHHOE NOJyUEHHUE U pasIilallieHUe CBEIEHUH, COCTABIISIOIINX KOMMEPUYECKYIO
TalHy.
3. Crt.292 — cimyeOHBbIi TOTOT (€CJTM U3MEHEHBI JIOTH JOCTYIA).
AJropuT™m aecTBUIl:
1. HememieHHO 3a0IOKHPOBATH YUETHYIO 3aIACH COTPYTHHUKA.
2. CoOpatb g0Ka3aTeNbCTBa (JIOTH CHCTEM, TICPEIICKH).
3. CoolmuTs B ciIy’k0y 0€30MIaCHOCTH M FOPUANIECCKUN OTHEI.
4. TIpoBecTH BHyTpPEHHEE pacciel0oBaHue.
5. Ilpu HaMMYUM cocTaBa MPECTYIUICHUS — HAIIPABUTh MaTE€PHUAIbl B IPABOOXPAHUTEIHHBIE OPTaHbI.
Tema 3. YK-10. Criocoben | MYK-10.2 TIpenynpexaaer 3aganue 1
OpraHu3auuMoHHO- | (OPMHUPOBATH KOpPPYNILUOHHbBIE PUCKH B Bl — cnenmanmct o nH(GOpMAITOHHOH 0€30IT1acHOCTH B TOCYyUpeXxXIeHIH. Bam npemararor
MIpaBoOBOE HETepIuMoe npodecCHOHAIBHON «YCKOPHUTB» COTIIACOBAaHHME TEXHIUECKOTO PEIICHHUS 110 3aIIUTe JAaHHBIX 32 ICHE)KHOE BO3HATPAKICHHE.
obecrieueHne OTHOIIICHHE K JIeSITeIIbHOCTH; UCKJIFOYaeT 3amaya:
WH(POPMAINIMOHHON | MPOSBICHUSIM BMEIIATENILCTBO B CBOIO 1. Ompenenure, KaKue HOPMBI 3aKOHOAaTeNIbCTBA PD 3anpeniatoT mojo0HbIe 1eiCTBYSL.




Tema Kon u HNHauKaTopbl 10CTHKEHUS 3agaHus K NPaAKTHYECKOMY 3aHATHIO
dopmynpoBka KOMIEeTeHI[U!
KOMIEeTeHIINH
Ge3omacHOCTH 9KCTPEMU3MA, npoheCcCHOHANIBHYIO 2. CocraBbTe KpaTkuii (5—7 MpeayoeHui) MMCbMEHHBIN 0TKa3, CChUTasiCh Ha KOHKPETHBIE CTaThH
TeppopHu3Ma, JIESITETIbHOCTD B CITy4asix 3aKOHOB.
KOPPYIILUOHHOMY | CKJIOHEHUS K 3. VYkaxwure, B Kakoi opraH cieayeT COOOLIUTH O MOMBITKE CKIIOHEHHUS K KOPPYIILIUH.
MOBEJICHUIO U KOpPPYIIIHOHHBIM Pemenue:
MIPOTUBOACHCTBOB | MpPaBOHAPYLICHUSIM 1. JleHcTBuUSs 3alpelLeHbl:
aTb UM B o cT.9 ®denepanpHOro 3akoHa ot 25.12.2008 Ne 273-D3 «O npoTuBOIHCTBUN KOPPYILIUNY (3aIpeT
podeccHoHaNBEHO Ha NIPUHSTHE BO3HATPaXK/ICHHN);

¥ IeSITENbHOCTHU

o ¢T.290 YK PO (mony4enne B3sSTKH).

2. Ilpumep otkasza:

«B coorBerctBHH cO cT. 9 @3 Ne 273-D3 51 He BIpaBe MPUHUMATH JICHEKHBIE BOSHATPAXKICHHUS 32
BBITIOJIHEHHE JIOJDKHOCTHBIX 00s13aHHOCTEH. [IpeuioskeHne o BhIIIaTe BO3HArPaXKACHHS PACIICHHUBACTCS
KaK TOTBITKA CKIIOHEHHUSI K KOPPYIIIMOHHOMY NpaBoHapyeHuto. [Ipoury npekpaTuTh noao0HbIe
obcyxnenus. B ciydae moBropeHus s Oyny BbIHYXIEH YBEJOMHTh KOMIIETEHTHBIE OPTaHbD».

3. CooOwmuTh B nojpaseicHue 1no npophuiakTHKe KOPPYIIIMOHHBIX IPaBOHAPYIIEHHH TocopraHa uiu
B IpoKyparypy (ct. 11 @3 Ne 273-D3).

3ananmne 2

Bawm kak UT-cnermmanucty mopy4deHo Beiopats mocraBmuka 10 ms 3ammter nHGopmannu. OauH U3
KaHIUIaTOB HAMEKAET, YTO «JIMYHOE BO3HATPAXKIICHNE) TTOBBICUT IIAHCHI €70 KOMIIAHUH.

3agayva:

1. TlepeuncnuTe maru, KOTOpbIE BBI IPEANPUMETE JUIS TIPEOTBPAIEHHsT KOH(PIIMKTa HHTEPECOB.

2. Ykaxwure, KaKve JOKYMEHTBI HY>)KHO O()OPMHUTbH, 4TOOBI 3a)MKCHUPOBATH HONBITKY CKJIOHEHUS K
KOPPYIILUH.

3. HazoBute cpoku moJayu yBeAOMIICHUS O KOH(IMKTE HHTEPECOB.

Pemenue:

[aru:

0TKa3aThCs OT MIEPErOBOPOB C HAMEKAIOIINM ITPEICTaBUTEINIEM;

YBEIOMHUTB PYKOBOJICTBO M KOMHCCHIO IIO 3THKE;

MIPOBECTH 3aKYTKY Yepe3 KOHKYpeHTHbIE porienypsl (44-D3 i 223-D3).

JlOKyMeHTBI:

ciry)keOHas 3alicKa Ha UMsI PyKOBOAUTEIIS C OIIMCAHHEM CHTYaIlH;

aKT 0 (pakTe CKIOHEHHS K KOPPYIIHHU (C CBUACTENSIMH, €CIIA BO3MOYXHO).

. Cpok yBemomIteHUsI — He MTO3/IHEee cienyromero padodero mus (. 1 9.2 ct. 11 @3 Ne 273-D3).
3aganne 3

Bbr1 00Hapyknnu, 9TO Balll KOJUIETa MPUHUMAET HOAAPKH OT ITOAPSIINKA, 00CTYKUBAIOIIETO CHCTEMBI
3aIUTH HHGOPMAIIHH.

3agava:

1. Ompepenure, KAKWE CTaThU 3aKOHOB HAPYIIAIOTCSI.

WO oNOOO =~




Tema

Koa n
(popmynupoBka
KOMINETeHIHH

HH}IHKaTOpr JOCTHIKCHUSA
KOMIIETCHIINH

33}13]—[1/[51 K NIPAKTHYECKOMY 3aHATUIO

2. CocraBbTe IUTaH EHCTBHUN /IS IPECEYECHUs HAapyIICHHSL.

3. VYkaxwure, Kakue Mepbl TUCHUILIMHAPHONH OTBETCTBEHHOCTH MOTYT OBITH IPUMEHEHBI.
Pemenue:

Hapymenus:

cT. 575 'K P® (3amper nogapkoB crouMocTbio cBeimie 3 000 py6. ciayxamim);
cT. 19.28 KoAIl P® (HezakoHHOE BO3HATPaKICHNE OT FOPIIHIIA).

[Inan:

3aukcupoBath ¢akt (poro, cBUAETENN);

COOOIIMTh PYKOBOJHUTEINIO i B KOMUCCHIO 110 IPOTUBOJCHCTBUIO KOPPYIILIHY;
WHHULUUPOBATH CITYKEOHYIO IIPOBEPKY.

Mepsr:

3amedanue, BIroBop (ctT. 192 TK PO);

yBosibHeHHe 110 11. 7.1 c¢1. 81 TK P® (yTpara moBepus).

O 0 WO OONO O —

NYK-10.2 IIpenynpexaaer
KOPPYINILUOHHbBIE PUCKH B
npodeccrnoHanbHOM
JIeSITEIbHOCTH; UCKITFOYaeT
BMEIIATENILCTBO B CBOIO
npodeccroHaNBHYI0
JIeSITEIILHOCTD B CITydasix
CKJIOHEHHS K
KOPPYMIIHOHHBIM
MpaBOHAPYIICHUSIM

3apnanmue 1

CocraBbTe namsTKy st corpyanukoB UT-nonpasaenenus (5—7 MyHKTOB) O NEHCTBHUAX MPU MOIBITKE
CKJIOHEHHS K Koppymiuy. BrmounTe:

®  CCBUIKM Ha 3aKOHBI;

®  [OPSIOK YBEIOMIICHHUS PYKOBOJCTBA;

®  KOHTAaKTHI OPTaHOB, KyZla MO>KHO OOpaTUTHCSI aHOHUMHO.

Pemenue:

ITamsTka:

1. OrkaxuTech OT NPUHSITHUS JIOOBIX BO3HAIPAKACHHUH 32 BBIOJHEHHE JOJDKHOCTHBIX 00s3aHHOCTEH
(cT. 9 @3 Ne 273-D3).

2. 3adukcupyiite qeTaiu MpeayioxeHus (1aTa, BpeMs, CyTh, CBUICTEIH).

3. HeszamemmrenbHO yBEIOMUTE PYKOBOAUTENS M KOMHCCHIO TI0 3THKE.

4. TlopaiiTe NMCbMEHHOE YBEIOMIICHHE O (DaKTE CKJIOHEHUS K KOPPYILUH (CPOK — CIIETYFOLIHN
pabouwuii IcHb).

5. Tlpwm yrpose wiu qaBjIeHUH 0OpaTUTECh B TPOKypaTypy win MB/I.

6. Ucnonesyiite TenedoH ropsiueil JIMHAN rocopraia Wi AHTHKOPPYIIMOHHOTO IIEHTpa.

7. CoxpansiiTe KOHOUICHINATLHOCTH HH(OPMAIIMN O pacCiIeI0BaHUH.

3amanue 2

PazpaboTaiiTe 4eK-JIMCT /ISl CAMOOIIEHKH KOPPYIIMOHHBIX PUCKOB NpH 3aKynkax [10 u obopynoBanus
Jutst “H(GOPMaIMOHHOW Oe30macHoCTH. Brimrounte He MeHee 5 KpuTepHeB.

Pemenue:

Yek-nucr:

1. EcTb 11 KOHQIIMKT HHTEPECOB Y WICHOB 3aKyno4yHoi komuccuu? (ct. 10 @3 Ne 273-D3).

2. OO60CcHOBaHHI JI1 TPeOOBAHMS K IMMOCTABIIMKY B JOKyMeHTaruu? (ct. 33 44-03).




Tema

Koa n
(popmynupoBka
KOMINETeHIHH

HH}IHKaTOpr JOCTHIKCHUSA
KOMIIETCHIINH

33}13]—[1/[51 K NIPAKTHYECKOMY 3aHATUIO

IIpoBenéH nu aHanu3 peIHOYHBIX IeH nepen onpeaereHueM HMIIK?

Ectp nmu orpanudenus Ha yaactue addummpoBanHbix aun? (ct. 31 44-03).

Benércs mu ayino- wiy BUIE03aUCh MPOIETYP BCKPHITHS 3asIBOK?

Ony0MKOBaHbI JIM POTOKOJBI 3aKynok B EVC B ycTaHOBIEHHBIE CPOKH?

EcTb 11 MexaHn3M 00KaJlOBaHMs PEIICHUH KOMHCCHN?

3aganmne 3

[MoaroroBeTe Kpatkuii (1-2 ab3ama) TEKCT BBHICTYIUICHHS Ha COOPAHUU COTPYIHHKOB O BAXXKHOCTH
aHTuKoppymnuuonHoro noeenenus B UT-cdepe. BrutounTe:

* 23 mpumepa KOppyNLUUOHHBIX puckoB B UT;

®  CCBUIKM Ha TOciencTBus (ITpadsbl, yBOILHEHUE, YTOJIOBHAS OTBETCTBEHHOCTS);

®  Ipu3bIB K (POPMUPOBAHUIO KYJIBTYPhl HETEPIUMOCTH K KOPPYIIIHH.

Pemenue:

«Kosern, B cepe nHpopMannoHHOH 6€30MaCHOCTH KOPPYIIIMOHHBIE PUCKH OCOOEHHO OIAaCHBI: 3TO
MOXeT ObITh BEIOOp HeHan&xHoro [10 3a Bo3HArpaskaeHHEe, COKPBITHE YI3BUMOCTEH HIIH
HECAaHKLMOHUPOBAHHBIN JOCTYI K JaHHBIM. Takue 1elcTBUS BEAYT K CEPbE3HBIM MTOCIEACTBUAM:
mrpadam no ct. 19.28 KoAIl PO, ysonsrenuto no 1. 7.1 ct. 81 TK P® nnm yronosnoii
otBeTcTBeHHOCTH 10 cT. 290 YK P®. MBI f011KHBI ()OPMUPOBATH KYJIBTYPY HETEPIIUMOCTH K
KOPPYIIUH: OTKA3bIBAaTh OT HE3aKOHHBIX MPEIIOKEHNH, COOOIIATh O TOA03PUTENBHBIX CUTYaIUSIX 1
CTPOTO CJIEJI0BaTh periaMenTaM. ToIbKO Tak Mbl oOecriednM 0e30MacHOCTh JaHHBIX U JOBEpHE
KIIIEHTOB.

Nk w




Kpumepuu oyenusanus npakmu4uecKux 3aHamuil:

Ounenka Kpurepun oneHuBanus

OTJIMYHO BrictaBnsiercs, eciim 00ydyaromIMHACS yMeeT YBSI3bIBaTh TEOPHIO C MPAKTHKOW (pemaer 3agaud, (GOpMyJIHpPYET BBIBOIbI,
yMeeT MOSCHUTH MOJIyYeHHbIE PE3YyJIbTaThl), BiIaJleeT NOHATUWHBIM annapaToM, IMOJIHO U MIyOOKO OBJa/ie] MaTepruaioM Mo
3aJJaHHOI Teme, 000CHOBBIBAET CBOM CYKJICHHSI U 1a€T MpaBUJIbHbIE OTBETHI HA BOIPOCHI MPENOAaBATENs

XO0po1Io BricTaBnsiercs, eciu o0y4arouuiicss ymMeeT yBsI3bIBaTh TEOPUIO C MPAKTUKOM (pelaeT 3anadu U GopMyJIupyeT BbIBOABI,
yMEeT MOSCHUTH MOJTy4YEeHHBIEC Pe3YyJIbTAThI), BIaCeT MOHATUHHBIM allapaToM, MOJHO U TITyOOKO OBJAJesl MaTepHaIOM I10
3aJJaHHOM TeMme, HO COJEep>KaHUE OTBETOB HMMEIOT HEKOTOpPbIE HETOYHOCTU M TPEeOyIOT YTOYHEHHS U KOMMEHTapHs CO
CTOPOHBI NPENO01aBATENS]

YAOBJIETBOPHUTEJIbHO BricTaBnsiercs, ecnu oOydaroIuiics 3HaeT M TMOHMMAeT MaTepuall IO 3aJlaHHOM TeMme, HO M3JI0)KEHHE HEIOJHOE,

HCIIOCJICAOBATCIIBHOC, NOMMYCKATCA HETOYHOCTHU B OMPCACICHUN HOHﬂTHﬁ,CTyHGHT HE MOXET 000CHOBATb CBOM OTBETHI
Ha YTOUHAIOIMEC BOIIPOCHI MPCIIogaBaTCIsd

HEYAOBJIETBOPUTEC/IILHO

BrictaBnsiercs, ecnu 00y4aromuiicss JomycKaeT OMOKY B OTIPEICTICHNH TIOHATHIA, NCKaXKAIOIINE UX CMBICH, OECTIOPSAI0YHO
U HEYBEPEHHO u3jaraeT MaTepuai. /lenaeT omumOKy B OTBETaX HA YTOYHSIOIINME BOIIPOCHI IPENoiaBaTess

4.3. TUIIOBBIE 3ATAHUS JJIS1 KOHTPOJIBHBIX PABOT

KonTponbHbie paboThl coepkaT HECKOJIbKO MPAKTHUECKUX 3aJaHUil 0 MHJIMBUIYaJbHBIM BapHaHTaM, B MOJHOM O0OBbEME OXBaThIBAIOIINX
M3yYeHHBI MaTepHuai no ykazaHHoi Teme (MHaukatopsl YMETD). BrinonHeHne KOHTPOJIBHBIX pabOT MO3BOJISET ONPENESIUTh PE3yIbTaT OCBOCHHUS
KOMIIETEHIIMIM MO JUCHUIUIMHE B paMKax paccMaTpUBAaEMOMl TEMbl, OLIEHMBAE€MbIl C TOMOIIBIO COOTBETCTBYIOUIMX HHAWKATOPOB JOCTH)KEHUS

KOMIIETEHIIUH.




Tema Koa n HNHauKaTopbl 10CTHKEHUS Tunosoii BApUAHT KOHTPOJIbHOI PadoThI
(¢popmyaupoBka KOMIIeTeHIIUH
KOMIIeTeHIIUH

Tema 1. Boprba c YK-10. Criocoben | MYK-10.2 Ilpenynpexnaer BapuanT 1
yrpo3aMu (dbopMupoBarth KOPPYIIHOHHBIC PUCKH B 3amanne. B opranuzaimu miaHupyeTcs 3aKyIka CUCTEMbI 3aluThl HH(opMauy. PykoBonurens oraena
HECAHKIIMOHUPOBAH | HETEPIHUMOE npodeccHOHAILHON WT nomydunn oT 0AHOTO U3 MOCTABIIMKOB KOH(pHAEHIIMANBHOE Npetoxenue: ckuaka 30 % mpu yciosuu,
HOTO JOCTyIAa K OTHOIICHHE K JEATEIbHOCTH; HCKIF0YaeT YTO pelIeHre OyIeT NPUHATO B MOJIB3Y ITOTO TOCTABIIMKA O€3 MPOBEICHUS] OTKPBITOrO TEHIEpa.
nHpOpMaINU MIPOSIBIICHUSIM BMEIIATENBCTBO B CBOIO Bonpocsr:

JKCTPEMU3Ma, npodeccrnoHaNTBHYIO 1. Kakue koppynuuOHHBIE PUCKU BO3HUKAIOT B JaHHOU CUTyaluu?

TeppopHu3Ma, JIESITETBHOCTD B CITy4asix 2. Kaxwue neficTBUS JOIDKEH MPEIIPHHATH COTPYTHHUK, YTOOBI HCKIIIOYUTH BMEIIATEIBECTBO B

KOPPYIIUOHHOMY | CKIIOHEHHS K podecCHOHANBHYIO IESTENBHOCTD U TPEA0TBPATUTh KOPPYNIIHOHHOE IIpaBOHapyIIeHHe?

MIOBEJIEHHIO U KOPPYIIHOHHBIM 3. Kakue HOpMaTHBHBIE aKThl PETYJINPYIOT IPOLENYPY 3aKyIOK B JTaHHOW CHTyaluu?

MPOTUBOJACICTBOB | MPaBOHAPYLIECHUAM Bapuant 2

aThb UM B 3apganmue. Corpyaauk ciayx0s1 Ub 00Hapy KM yI3BIMOCTH B KOPIIOPATUBHOW CHCTEME, KOTOPAst O3BOJISIET

po(heCcCHOHAIBHO MOJTy4aTh AOCTYI K KOHPHUICHIIMATBHBIM JaHHBIM. OH pemraeT He coo0ImaTh 0 Hel pyKOBOJCTBY, a

1 IeaTeIbHOCTH

MPEATI0KUTh CTOPOHHEH KOMIIAHUH «YCTPAaHUTh MPOOIIEMY 3a BO3HArpaxacHue» 0e3 oopMIeHHs
0(HIIHATBEHOTO JOTOBOpA.

Bonpocsr:

1. B uém 3akmrouaeTcs KOpPpYHIMOHHBIN PUCK B JAaHHOM cily4ae?

2. Kakue nocnencTsus MOTyT HACTYIUTh JUIS COTPYAHUKA M OpraHU3alUuu?

3. KaxoB npaBuibHBII MOPSIOK AEHCTBUI COTPYIHUKA IPH 0OHAPYKEHUH YSI3BUMOCTH?
Bapnant 3

3amanne. PykoBoauTens nmoapasaeieHus TpeOyeT OT MOAYMHEHHOTO NepeiaTh eMy JIOTHH U 1apoilb OT
CHCTEMBI KOHTPOJIS TOCTYIA, MOTUBUPYS 3TO «HEOOXOIMMOCTHIO OTIEPATHBHOTO PEarkpOBAHMSD).
Bonpocsr:

1. Tloyemy Takoe TpeGOBaHUE HECET KOPPYIIIHOHHBIN PHCK?

2. Kak 1omxeH mocTymuTh COTPYIHUK, YTOOBI HE HAPYIINTH MPO(ECCHOHANBHYIO 3THKY U
3aKOHOJATEILCTBO?

3. Kakwue Mepbl 3aiinThl ”HPOPMAIIMU HAPYLIAIOTCS B IAaHHOH CUTyaliu?

NVYK-10.2 Ipenynpexnaer
KOPPYIIHOHHBIE PUCKH B
npogeCCUOHATBHOMN
JEeATEIbHOCTH; UCKITFOYACT
BMEIIATENBCTBO B CBOIO
npodecCHOHANBHY IO
JIeSTENILHOCTD B CITydasix
CKJIOHEHHS K
KOPPYIIHUOHHBIM
MpaBOHAPYIICHUSIM

BapuanT 1

3apanme. B — cnenmanuct no Ub B rocyupexxnennu. Bam npeayoskuim Bo3HarpaxjeHue 3a
Npe/IoCTaBIICHNE JIOCTYNA K 3aKphITON 0a3e JaHHBIX.

Bonpocs! u 3apanus:

1. Tlepeuncnute ctatbu YK P®, KOTOpEIE perymupyroT JaHHYIO CUTYAITHIO.

2. CocraBbTe KpaTKUi alTOPUTM JICHCTBUI PH MOJTYYEHHH TOJA00HOTO MTPEIOKEHUSL.

3. VYkaxuTte, B KaKHe OpraHbl cieayeT o0paTuThes sl pukcanuu (hakTa CKIOHEHHS K KOPPYILHH.
Pemenne:

1. Ct.290 YK P® (momyuenue B3aTKH), cT. 291 YK PO (naua B3satkn), ct. 291.1 YK P® (mmocpenamuecTBo
BO B35S TOYHHYECTBE).




Tema

Koa n
(popmynupoBka
KOMINETeHIHH

HH}IMKaTOpr JOCTHIKCHUSA
KOMIIETCHIINH

Tunosoii BApUAHT KOHTPOJIbHOI PadoThI

AnroputMm:

OTKa3aTh B IPEJUIOKCHNY;

3a(h)MKCHPOBATh AETaIH (BpEMs, MECTO, CYTh NIPEATI0KEHHS, TaHHBIE TTPEJIOKHBIIETO);
YBEIIOMHUTB PYKOBOJICTBO H CIIy>KOY 0€301acHOCTH;

II0JIaTh 3asIBJICHUE B IIPABOOXPAHUTEIbHBIC OPraHbl.

. Opransr: MB/] (otoen o 60oprs6e ¢ xoppynmueit), @CB, mpokypatypa.

Bapuant 2

3ananune. B xoMnaHuu BEIABICH (PAKT CHCTEMATHYECKOTO KOMMPOBAHUS KOH(GHICHINATBHBIX JaHHBIX
COTPYIHHUKOM JJIsl [Iepeiaun KOHKYPEHTaM 3a BO3HArPayKACHHE.

Bonpocs! u 3aganus:

1. Kaxkue cratbu YK P® u @3 npumeHsroTcsa B JaHHOM cltydae?

2. Paspaboraiite 3—4 npodriakTHIECKHe MEPHI U PEAOTBPALICHUS IOAOOHBIX CUTYalni.

3. Onummre, Kak A0DKHA OBITH OPraHW30BaHA CUCTEMA KOHTPOJIISI JOCTYIIA, YTOOBI MUHUMHU3HUPOBATh
pHCKH.

Pemenne:

1. Cr. 183 YK PO (He3zakoHHOE MMOTyYCHHE U pa3riameHne KOMMEPUECKOH TaiHE), cT. 272 YK PO
(HenmpaBOMEPHBIH AOCTYI K KOMIBbIOTepHOH nHpopManun), P3 «O kommepueckoii TaiiHe» Ne 98-D3.
IMpodunakTuaeckue Mepsl:

PETYISIPHBINA ayANT MIpaB I0CTYIA;

DLP-cuctema [yist KOHTPOJIS YTEUEK;

MO/ CaHue CoTJIaleHni o HepasrnameHun (NDA);

obydenue nepconana mo Nb.

. Cucrema KOHTPOJISL: poJieBast MOZIEJb AOCTYIIA, )KypHaI COOBITHH, IBYX(akTopHas ayTeHTU(DHUKALUS,
OrpaHNMYCHNUEC BHCIIHUX HOCHUTEIICH.

Bapnant 3

3amanne. Bam kak pykoBogurento U T-nonpasaeneHust Opy4mIn «3aKphITh I71a3a» Ha HAPYIICHHS B
00paboTKe MepCOHANBHBIX JaHHBIX PaJiyl yCKOPEHHUS IIPOSKTa.

Bonpocs! u 3aganus:

1. Kakwue 3akonbl PO Hapymatotcs B 3Toi cuTyauun?

2. Tlpueaute 3 aprymenTa, 00OCHOBBIBAIOIINE HEIOITYCTUMOCT TAKOTO PEIICHUS.

3. Tlpeamoxxute abTepHATUBHBIA BapHaHT IEHCTBUH, COOTBETCTBYIOIIUI 3aKOHY.

Pemenue:

@3 «O nepconanbHbIx gaHHBIX» Ne 152-D3, KoAll ct. 13.11, VK 1. 137.

ApryMeHTBI:

pucK mTpadoB ¥ yroJIOBHOI OTBETCTBEHHOCTH;

yTpara 10Bepus KIMEHTOB U PEIyTalluH;

BO3MOYKHOCTB CYJ€OHBIX HCKOB CO CTOPOHBI CyOBhekTOB T1/IH.
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Tema

Koa n
(popmynupoBka
KOMINETeHIHH

HH}IMKaTOpr JOCTHIKCHUSA
KOMIIETCHIINH

Tunosoii BApUAHT KOHTPOJIbHOI PadoThI

3. AJ'H)TepHaTI/IBaZ MMPOBECTU ayAUT COOTBETCTBUSA HJIH, BHCIAPUTH HeO6XO}II/IMLIe MCpPhbI 3allUThI,
COrjiacoBaTb CPOKU C y‘IéTOM Tpe60BaHI/II71 3aKOHa.

Tema 2. boprba ¢
BUPYCHBIM
3apaxeHneM
nHpOpMAHN

YK-10. Criocoben
(dbopMupoBath
HETepIuMoe
OTHOIIIEHHE K
TIPOSIBIICHUSIM
9KCTPEMHU3MA,
Teppopusma,
KOPPYIIUOHHOMY
TIOBEACHUIO U
IIPOTUBOJCUCTBOB
aTb UM B
podecCHOHANBEHO
H IeATEeIbHOCTH

NYK-10.2 TIpenynpexaer
KOpPYTNIHOHHbIE PUCKH B
npodeccrnoHaNIbHOM
JeSITENILHOCTH; HCKITI0YaeT
BMEIIIATENIECTBO B CBOIO
npodecCHOHATBHYIO
JEATENILHOCTD B CITydasix
CKJIOHEHHMS K
KOpPPYIIHOHHBIM
IIPaBOHAPYUICHUAM

Bapuanr 1

Bl — cnenmanuct no Ub B rocyupexnennn. Bam npennararoT «3a onpeen€éHHOE BO3HATPAXKACHUE) HE
(huKcupoBaTh OOHAPYKEHHBIH BUPYC B OTYETHOCTH, YTOOBI H30€KaTh IPOBEPKH BBIIIECTOSIICH HHCTAHINH.
3aganne:

1. Omwmmmure 3—4 aprymMeHTa, mo4eMy Hellb3s COTJIAIaThCs.

2. VYkaxunTe, KaKie HOPMAaTUBHBIE aKThI PETYIUPYIOT HOZOOHBIC CUTYaLUH.

3. Ilpeanoxute arOPUTM AESHCTBHIA B 3TOW CUTYaIHH.

Bapuant 2

B xoMnaHuu BbISBICH (aKT HCIOIB30BaHMUS HEJMIIEH3MOHHOTO aHTHBUpYycHOro [10. PykoBoauTens mpocut
«He auIIUPOBaTH» MPOOIEMY, YTOOBI HE IUIATHTH ITPadBbL.

3aganmne:

1. Tlepeunciure pUCKH AJIsl OPraHU3ALUK IPU COKPBITHH (aKTa.

2. Hazoure crateu KoAIl/YK P®, koTopble MOTYT OBITH IPUMEHEHEI.

3. CocraBbTe KpaTkuil miaH Jeranuzauuu [10.

Bapuant 3

Baum kak UT-crienmanmcTty mpeuiaraior 3a BO3HarpakIeHHE YCTAaHOBUTH «OCOOBIN) aHTHBHPYC, KOTOPBIH
OyneT nmepenaBaTh JaHHBIE TPETHEH CTOPOHE.

3ananue:

1. Omnpenenurte MpU3HAKU KOPPYTIIHOHHOTO MPEITOKEHHS.

2. VYxkaxuTe, KaKHe 3aKOHBI 3alpematoT 000HbIE TeHCTBHS.

3. OnuimmTte NOPsIOK YBEAOMIICHHS PYKOBOJCTBA U IIPAaBOOXPAHUTENIBHBIX OPTaHOB.

NYK-10.2 IIpexynpexnaer
KOpPPYNIIUOHHbBIE PUCKH B
npogeCCHOHATBHOMN
JIeSITEIIbHOCTH; HCKITIOYaeT
BMEIIIATENIECTBO B CBOIO
npodecCHOHaTbHYIO
JEATENFHOCTD B CITydasix
CKJIOHEHHS K
KOpPPYNIHOHHBIM
MpaBOHAPYIIEHUIM

Bapuant 1

Cutyanus: B xone ayaura oOHapyxeHo, yTo coTpyAHUK M T-oTaena perynspHo nomydaer «00HyChD» OT
nocrasiuuka anTuBupycHoro I10 3a npojieHue KOHTPaKTOB.

3anannue:

1. Hazosure crarbu @3 «O npoTHUBOAEHCTBUN KOPPYIILUNY, HAPYILIEHHBIE COTPYIHUKOM.

2. Ilepeuncnure Mepbl AUCUUITIMHAPHON U YTOJIOBHOM OTBETCTBEHHOCTH.

3. Paspaboraiite 3—4 npodrIakTHIECKHEe MEPHI U TPEAOTBPALICHNS TOIOOHBIX CITydaceB.

Pemenue:

1. Hapymensi ct. 10 (KOHQIUKT HHTEpECOB), cT. 12 (orpanuyenus 1 rocciryxanmx) O3 Ne 273-03.
2. JlucuurumHapHAs OTBETCTBEHHOCTH (BBITOBOD, YBOJIBHEHHE), yronoBHas 1Mo cT. 290 YK PO (Bzsarka).
3. TlpodumakTHyecKue Meph:

O @XEerojiHoe JICKJIApUPOBAHNE HHTEPECOB;




Tema Koa n HNHauKaTopsl 10CTHKEHUS Tunosoii BApUAHT KOHTPOJIbHOI PadoThI
(dopmyaupoBka KOMIIeTeHIMH
KOMIIETCHIIUH

O poTaiys NOCTaBIINKOB;

O ayAHWT 3aKyTOK;

O TopsYast JIMHUS U COOOIECHNH O KOPPYIILIUH.

Bapuanr 2

Curyanus: Pyxosogurens UT-noapaszaenenns HacTanBaeT Ha 3aKynke gopororo 10 y kommnanum,
MPUHAJICKAIIECH €T0 POJCTBEHHHUKY, HECMOTPS Ha HAW4KE Oojee NemEBBIX aHAIOTOB.
3aganne:

1. VkaxuTe HOPMBI, pETYIUPYIOIIHe KOH(INKT HHTEPECOB B TOC3AKYTIKAX.

2. Onummre NOpsiOK NJEHCTBUI COTPYAHUKA, 3aMETHBILETO HAPYILICHHUE.

3. TlpuBeaute 3 mpumMepa JOKYMEHTOB, TOJTBEPIKAAIOIINX 3I0YHOTpeOIeHHE.
Pemenue:

1. ®3 No44-D3 (cT. 31 — TpeboBanus k yaactHuKam), O3 Ne 273-D3 (cT. 10).
2. Tlopsimok aewcTBwmiA:
o 3aHKCHPOBATH (HaKT MPEITOKECHUS;
O YBEIOMHTH KOMHCCHIO TI0 3THKE;
o mnoxats 3asBienue B ®AC/mpokyparypy.
3. JIOKyMEHTHI-JJOKa3aTe/IbCTBRA:
O TIPOTOKOJIBI 3aKYTIOK;
O JOroBOpEI ¢ adhHUIMPOBaHHOM (HUPMOH;
MIEPEITUCKA C PYKOBOAHUTEIICM.
Bapuant 3
Curyanus: BaM kak ayquTopy MpeararoT «3aKphITh Tla3ay Ha ysa3BuUMocTH B cucteme Wb 3a
BO3HATpaXKIACHUE.
3aganue:

1. Tlepeuncnure ctathl YK P®, kacatomuecss KOMMEPYECKOTO MOAKYTIA.

2. CocraBbTe 1a0JI0H YBEJOMIICHHSI O KOPPYIIIMOHHOM MPEIOKEHUH (5—7 MyHKTOB).
3. VYkaxuTe oprasbl, KyJa MOXHO HalPaBUTh KaJo0y.

Pemenne:

Cr. 204 YK PO (xommepueckuii mozkym), ct. 304 YK P® (mpoBokarus B3sSTKH).
[Tabnon yBegomieHus:

®OUO zasgBurens;

OTIHCAHNE MPEIOKEHIS,

JlaTa ¥ MECTO WHIIMCHTA;

JTAaHHBIE TIPE]IOKUBIIIETO;

CBHJIETENN (€CITH €CTh);

IpujaraeMble J0Ka3aTeIbCTBa;

TIOJINKCh U JIATa.

O 00O0O0O0O0 N~




Tema Koa n HNHauKaTopsl 10CTHKEHUS Tunosoii BApUAHT KOHTPOJIbHOI PadoThI
(popmynupoBka KOMIIeTeHIIUH
KOMINETeHIHH
3. Oprassr:
O KOMHUCCHS 10 3TUKE OpPraHu3aluu;
O TpOKyparypa;
o MB/J (otmer mo 60pbde ¢ IKOHOMUIECKHMH PECTYTUICHUSIMH ),

DAC (eciu CBsA3aHBI C TOC3aAKYIIKAMH).

Kpumepuu ouenusanus KOHmpoabHol pabomol:

Onenka

KpuTtepun oneHuBaHus

OTJIHUYHO

BricTaBisiercs, eciu o0ydaromuiicss yMeeT YBS3bIBATh TEOPUIO C MPAKTHKOW (pemaeT 3amaqn, GopMyIUpyeT BBIBOJBI, YMEET
MOSICHUTH TIOJyYEHHBIE PE3yIbTaThl), BJIaIeeT MOHATUIHHBIM alapaToM, MOJHO U TIIyOOKO OBJaJeN MaTepHalioM MO 33aJaHHOM
TeMe, 00OCHOBBIBACT CBOU CYXKICHUS U HaéT

MIPAaBUWJIbHBIE OTBETHI HA BONPOCHI IPENOAABATENS

X0po1o

BricTaBisiercs, eciin o0ydaronuiicss yMeeT yBsA3bIBaTh TEOPUIO C IMPAKTUKON (perraer 3agauu U GopMyIUpyET BHIBOJbI, YMEET
MOSICHUTH MOJIyYEHHbIE PE3yJIbTaThl), BIaJeeT MOHATHIHBIM alnapaToM, MOJIHO U IIyOOKO OBJIaAe] MaTepHalioM IO 3aJaHHON
T€Me, HO COJEep)KaHUE OTBETOB HMMEIOT HEKOTOPblE€ HETOYHOCTH M TpPeOYIOT YTOUYHEHUS M KOMMEHTapUs CO CTOPOHBI
[IPENOAaBaTEII.

YI0BJIETBOPUTEIbHO

BI:ICT&BJ'I?IGTCS[, €ClIIn O6yanOHIHI>'IC${ 3HACT W TIOHMUMACT MaTepuaa 110 3a)IaHHOI71 TEMC, HO H3JIOKCHHC HCIIOJIHOC,
HEMOCJICAOBATCIIBHOC, NOMYCKAOTCA HETOYHOCTH B OIIPCACICHUN HOHHTHﬁ, CTYACHT HC MOXKCT 000CHOBaTh CBOM OTBETHI Ha
YTOYHAIOIIME BOIIPOCHI IPCIOaaBaTCIIsA

HEYy/10BJICTBOPHUTEJIBLHO

BrictaBnsiercs, ecinu oOydaroniuiics JOMYCKaeT OMIMOKU B ONpPEACTICHUN MOHATHH, NCKaXKaIOLIHe UX CMBICH, O€CHOPSI0YHO U
HEYBEPEHHO M3J1araeT Marepuai. Jlenaer omMOKM B OTBETaX HA YTOUHSIOLIME BOIPOCHI IIPENoiaBaTelis

4.4. TATIOBBIE 3AJIAHUA JIJISI CAMOCTOSITEJIbHOM PABOTHI

CamocrostensHas padora (maaukatopsl 3HATH, YMETD — Ha BbiO0p) BKiIIOUaeT B ce0si MpopabOTKy TEOPETHUECKOT0 MaTepuaa, n3yueHue
PEKOMEHyeMOI JIMTEpaTypbl, BBIOJHEHHE MPAKTHKO-OPUEHTHPOBAHHBIX 3aJaHWil (3alONHEHHWE TaONuI, MPOBEACHHE CPAaBHHUTEIBHOTO aHANN3A,
COCTaBJIGHHE CXEM M Jp.), pPelIeHHe MPAaKTUYECKHX 3a7ay, CO3JaHue Npe3eHTalMl, HamucaHue pedepaTtoB, MoaOOpKa HOPMATUBHOTO U WHOTO
MaTepHaa 1 BEIITOJHEHUE JPYTHX 3a/IaHHH.

Tema Kon u HNuaukaTopbl 10CTHKEHHST TumnoBoe 3a1aHue 1151 CAMOCTOSATENLHOI PadoTHI
(dopMyIHpOBKa KOMIEeTeHI[U!
KOMIEeTeHIINH
Tema 1. bopsba ¢ VYK-10. Criocoben | MYK-10.1 3naer ciocoObt 3apanme 1. CocraBsre rioccapuii (10—12 TepmunHOB) 110 Teme «KoppyHIHOHHBIE PUCKH B cepe
yrpo3amu (dbopMupoBaTh NpOQUIAKTHKY KOPPYNIMU U | uH(OpMALMOHHOM Ge30macHocTr». JUisl KaKI0r0 TEPMUHA!




Tema Koa n HNHauKaTopbl 10CTHKEHUS Tunosoe 3aaHue VISl CAMOCTOATEIbHOM padoThI
(¢hopmyaupoBka KOMIIeTeHIIUH
KOMINETeHIHH

HECAHKIIMOHUPOBAH | HETEPIHUMOE (hopMHpOBaHUS HETEPIIUMOTO | ® JaiiTe omnpeseneHne (C OIOpol Ha HOPMAaTUBHBIEC aKThI);

HOTO JIOCTYyIA K OTHOIICHHE K OTHOILIEHUSI K Hell. ® npuseaute npumep npossieHus B UT-cpene (Hampumep, «Iipogaxa J0CTYNOB K

nHpOpMaU MIPOSIBICHUSIM KOH(UACHIIMAIBHBIM JaHHBIM»);
JKCTPEMU3Ma, ® yYKaXHUTE Crocod MpOPUIaKTHKH.
TeppopHU3Ma, ®opmat: Tabauua ¢ konoHkaMu: « Tepmuny, «Onpenenenney, «Ipumep», «IIpoduraktukar.
KOPPYILLIUOHHOMY 3ananme 2. [Ipoananusupyiite 3 peanbHbIX Kelica (M3 OTKPBITHIX HCTOYHHUKOB) O KOPPYMIIMOHHBIX
NIOBEACHUIO U HapymeHusx B chepe Ub (Harmpumep, nHcaiinepckue yreuku, noJxyn corpyanukoB M T-otnenos). s
MIPOTHUBOACHCTBOB KaKJIOro Kewnca:
aTh UM B 1. OnummuTe cxeMy IpaBOHAPYIIECHHUS.
po(heCcCHOHAIBHO 2. Vxaxwure ys3BUMOCTH B crcteme 1B, koTopble ObUTH NCTIONB30BaHbI.

¥ JIeSITENbHOCTHU

3. Ilpennoxxute Meps! NPOPHUIAKTUKH, KOTOPBIE MOTJIN OBl IPEJOTBPATUTh HHIUACHT.
®opmart: kpaTkuii oT9€T (1-2 CTp. HA Ke¥ic) ¢ BEIBOJAMH.

3amanne 3. PazpaboraiiTe mamMaTKy AJsl COTpyIHHKOB «Kak pacrio3HaTh U MpeoTBpaTuTh
KOppYyNIHOHHOE Npeiokenne B cepe Vby. Brmounre:

® TUNWYHBIC CIEHAPHUH CKJIOHEHHMS K HAapyIICHUIO (HE MeHee 5);

® aNropuTM JEWCTBHH NPH HOIYyYCHNH MTOJO3PUTEIBHOTO MPEAT0KEHHS;

® KOHTAaKTBI /I COOOIIEHHUS O HAPYILICHHUSX.

®opmat: nndorpaduka uiam Oykiet (5—7 cnaiiioB/cTpaHHIT).

3ananmne 4. [Tonrorossre noknan (5—7 MuH.) Ha TeMy: «Poib KOpHOpaTHBHON KYJIBTYpPHI B
npodunaktike koppyniun B M T-kommanusax». Ocserure:

® [pUHIUIE! HOPMUPOBAHUS «AHTUKOPPYNIIHOHHOTO KINMATay;

® npumepsl KogekcoB 3Tuku UT-cnermanucTos;

® MeTo/bl 00yUeHHs COTPYJHUKOB PACIIO3HABAHUIO PHUCKOB.

3apanme S. Coznaiite Tect (10 BompocoB) st camonpoBepky 3HaHui 110 TeMe «[Ipodumakrika
koppynuuu B Ub». Bxitouaiite:

® BOINPOCH Ha 3HAHHE HOPMATHBHBIX aKTOB;

® CHTyalHMOHHBIE 3a7auu (Hampumep, «Kak mocTynmuTh, eCiiu KoJuiera npeajiaraeT npoaars 6asy
JIAHHBIX ?»);

® BapHaHTHI OTBETOB C 0OOCHOBAHUEM TPABHIIBHOTO PEIICHHSI.

NYK-10.2 IIpenynpexnaer
KOpPPYNIHOHHbBIE PUCKH B
npodeCCHOHATBHOM
JIeSTeIbHOCTH; HCKITI0YaeT
BMEIIATENIECTBO B CBOIO
podecCHOHATBHYIO
JEATENLHOCTD B CITydasix

3apanme 1. Pa3paboraiite permamenT «IIpoBepka KOHTpareHTOB Ha KOPPYIIIMOHHBIE PHCKH MTPH
3akynkax U T-pemennin». Bkitouure:

® STanbl NPOBEPKH (aHAIM3 PENyTallH, ayJUT TOKYMEHTOB, MOHUTOPHHT KOH(IMKTOB HHTEPECOB);
® KpuTepuu oTOOpa HaJEKHBIX MTOCTABIIUKOB;

* Qopmy oTuéTa 0 pe3ysbTaTax MPOBEPKH.

®opmaTt: TOKyMEHT B BUJIE HHCTPYKIMHU (2—3 CTp.) C YEK-JICTOM.

3ananne 2. Pemute keiic:




Tema

Koa n
(popmynupoBka
KOMINETeHIHH

HH}IMKaTOpr JOCTHIKCHUSA
KOMIIETCHIINH

TumnoBoe 3aaHue JUIs CAMOCTOSITEIbHOI padoThI

CKJIOHEHHS K
KOPPYILIHUOHHBIM
NpaBOHAPYLICHUSIM

B xoMIanuu rmiaHupyeTcs BHEJPEHNE HOBOM CHCTEMBI 3aIlIUThI JaHHBIX. OJJMH U3 MOCTABIIMKOB
IpesIaraeT «yCKOPHUTh Ipolece 3a Heo(HIMaIbHOEe BO3HArpaKieHHE, 00eIast [Py 3TOM CKUIKY Ha
Io.

3agaum:

1. Onpenenure KOPPYNIIMOHHBIE PHCKU B JAHHOW CUTYallHH.

2. CocraBbTe MMCHMO-0TKA3 IIOCTABIIUKY C 000CHOBaHMEM (CCHIIAsACh HA HOPMBI 3aKOHA).

3. IlpennoxxuTe anbTepHATHBHBIN MEXaHU3M BHIOOpA NMOCTABIIHMKA (HAIIPUMED, TEHEP C MPO3PadHbIMH
KPUTEPHSIMUA).

®opmar: mucbMmo (0,5 ctp.) + kparkuit anamus (1 cTp.).

3amanmne 3. [Tocrpoiite cxemy «CucremMa BHYTPEHHETO KOHTPOJIS 38 KOPPYNIIMOHHBIMU PHCKaMH B
UT-otneney». OTpasure:

® PO OTBETCTBEHHBIX JIHII (PyKOBOAUTEIND, CIyk0a 0€30IIacHOCTH, ayTUTOPEI);

® [EpPUOJUYHOCTH IPOBEPOK;

® WHCTPYMEHTHI MOHUTOPHHTA (KypHAJIBI IOCTYTIa, ayAUT NpaB, aHAJIN3 aHOMAJIHH);

. MOpAAOK pe€arupoBaHrd Ha UHIUJIACHTEI.

®opmart: rpaduueckas cxema + nosicHuTeNbHas 3amnucka (1 crp.).

3apanme 4. [Togrorossre npezeHTanuio (8—10 craiimoB) s TpeHUHATa «3amuTa npodecCHoHaTFHON
HE3aBUCHUMOCTHU: KaK OTKa3aTb B KOPPYHNIIUMOHHOM IMPECIATOKCHUN . Bxmtouure:

* opuanYecKue OCHOBaHUs i 0TKa3a (cchulkd Ha YK P®, @3 «O nmpoTHBOAECHCTBUN KOPPYTILIHI);
® [ICUXOJIOTMYECKUE TEXHUKU YBEPECHHOI'O OTKa3a,

® CIEHApUU POJIEBBIX UTP (HAIIPUMED, AUANIOT C IIPEATAralonM» KOJUIETON).

3apanme S. Pa3paboraiite mian aynuta UT-nHbpacTpyKTYpHl Ha IpeAMET KOPPYIIIHOHHBIX
yA3BUMOCTEHN. Y KaKUTE:

® 00BEKTHI MPOBEPKH (CepBepbI, 0a3bl JaAHHBIX, CUCTEMBI JOCTYIIA);

® METOABI BHISABJICHUS 3JI0yNOTpeOIeHnH (aHaIN3 JIOTOB, TPOBEPKa IIPaB M0JIb30BaTENEH,
TECTUPOBAaHNE Ha IPOHUKHOBEHHUE);

® KPUTEPHH OLEHKH PHCKOB (IIKaia OT HU3KOTO JI0 KPUTHUECKOT0);

® (opMmy UTOrOBOrO OTYETA.

®opmart: miaH-rpaduk (Tadnuia) + onrcaHne METOHAOIOTHH (2 CTp.).

Tema 2. Boprba ¢
BUPYCHBIM
3apakeHueM
uHbOpMAIH

YK-10. Criocoben
(dbopmupoBaTh
HETepIHUMOe
OTHOLIEHHE K
MIPOSABJICHUAM
9KCTPEMHU3Ma,
Teppopu3Ma,

MVYK-10.1 3naer cmocoOsl
MPOPUIAKTHKH KOPPYTILUH H
(hopMupOBaHUS HETEPIIUMOTO
OTHOIICHHS K HEH.

1. Ananu3 keiica: «TeneBble cxembl B 3akynkax I1O»

3aoanue. zyanTe peanbHBIH Keiic (HalIpuMep, IeI0 O 3aBBIIICHAN CTOMMOCTH JINIICH3NH Ha
aaTuBupycHoe 110 B rocyupexxaernn). Bemmmmmre:

O TPU3HAKU KOPPYIILIMOHHOM CXeMbl (OTKAThI, aGUINPOBAHHOCTS);

o croco0bl €€ MacKUpOBKH ((UKTUBHBIE TEHAEPDI, IPOOJICHUE 3aKyIIOK);

O Mepbl MPOPUIAKTUKY (TTyOJIMYHOCTh 3aKYIIOK, ay/IUT).

@opmam: TabauIa U3 3 KOJIOHOK ¢ KPaTKUMHU Te3nucaMu (He 0ojiee 5 TYHKTOB B KXKIOH).




Tema Kon n HNHAMKATOPBI JOCTHKEHUS Tunoroe 3axaHue JUIsi CAMOCTOATEIbHOM paGoThI
¢opmyaupoBka KOMITeTeHI[AH
KOMIETEHITHH
KOPPYIIITUOHHOMY Kpumepuu oyenxu:
MTOBEIICHUIO U O TOYHOCTbH BBISBJIICHUS KOPPYIIIMOHHBIX MPHU3HAKOB;
MIPOTHBOJICHCTBOB 0 000CHOBaHHOCTB MPETIOKCHHBIX MEp MPO(QUITAKTHKH;
aTh UM B O CCBUIKM Ha aHTUKOPPYNIHOHHBIE HOPMBI (D3 Ne 273).
podeCCHOHANTBEHO 2. Pa3padorka mamMaTkn «ITH4yHbIe npaBuia UT-cnemuamucra»

¥ IeSITENbHOCTHU

3aoanue. CocTaBbTe MaMATKY Ui cOTpyAHUKOB U T-oTaena (5—7 MyHKTOB), BKIFOUYAIOIIYIO:

O 3ampeT Ha NPUHATHE NOAAPKOB OT nocTaBmuKoB [10;

O TIOPSZOK YBEIOMIIEHUS 0 KOH(DINKTE HHTEPECOB;

O TpaBWia BBIOOpA aHTHBHUPYCHBIX PELIEHUH 0€3 JINYHON BBITOJIBI.

@opmam: TEKCTOBBIN TOKYMEHT C MAaPKHPOBAHHBIMH CIIHCKaMH.

Kpumepuu oyenku:

O COOTBETCTBHE MPHHIHIAM aHTHKOPPYNIIMOHHON ONNTHKH;

O TPAKTUYHOCTh PEKOMEHAALIHH;

O SICHOCTH (hOPMYIHPOBOK.

3. Muckyccusi «MopanbHblii Be10oop B UT»

3aoanue. IoaroroBere 3 apryMeHTa «3a» U 3 «IPOTHBY» CJIEAYIOIIEH CUTYallUH:

«Compyonux UT-omoena snaem, umo e20 HaYanbHUK NOJyYaAem OmKam om nHOCMAGUUKA AHMUBUPYCOS,
HO MOJYUM, ONACAACH YEONbHEHUS).

@Dopmam: 3cce 00pEMoM 300400 ci10B ¢ BBIBOJAMHU.

Kpumepuu oyenxu:

O TiTyOMHA aHAIN3a STHYECKUX acIleKTOB,;

O OmOpa Ha aHTUKOPPYIIIMOHHBIE TPUHIIHIIBI;

O JIOTHYHOCTb apTyMEHTAIHH.

4. Keiic-3anaua «IIpoBepka mocTaBUIUKA

3aoanue. BaMm Kak wieHy 3aKylOYHOI KOMHCCHU HYKHO IPOBEPUTH KOMIAHUIO-IIOCTABIINKA
aHTUBUpYCcOB. COCTaBbTE CIIMCOK U3 5 BOIPOCOB, KOTOPBIE IOMOT'YT BBISIBUTD IPHU3HAKU KOPPYIILIHU
(Hanpumep, CBsI3b C YUHOBHUKAMH, O(IIOPHBIC CUETa).

@dopmam: HyMEpOBaHHBIN CITCOK BOIPOCOB C MOSICHEHUsIMU (1—2 Tpeu1oKeHus Ha BOTIPOC).
Kpumepuu oyenxu:

O PpEJIEBaHTHOCTbH BOIIPOCOB KOPPYILIMOHHBIM PHUCKaM;

O KOHKpeTHKa (hOpMYIJIHPOBOK;

o yuér TpeboBanuii @3 Ne 44,

5. Munn-ucciegosanue «O0mecTBeHHOe MHeHHe 0 Koppynuuu B UT»

3aoanue. IpoBeaure onpoc 5—7 4enoBek (CTyneHTHI, npenoaasareny, M T-criennanucTer) Ha TeMy:
«Cuumaeme i 8vl, umo 3axynku aumusupycroeo 110 uacmo conposodcoaiomes koppynyuei?
Houemy? »

O06001mHKTe pe3yabTaThl B BUAC AMArpaMMBI M KpaTKoro ananusa (1 ctpaHuia).




Tema

Koa n
(popmynupoBka
KOMITeTeHIIUH

I/I]—[}II/IKaTopr JOCTHIKCHUSA
KOMIIETCHIINH

TumnoBoe 3aaHue JUIs CAMOCTOSITEIbHOI padoThI

@opmam: PDF-10KyMeHT ¢ [uarpaMMoii U BIBOJIaMHU.

Kpumepuu oyenxu:

O PEOpE3CHTATUBHOCTD BI)I60pKI/I;

O KOPPEKTHOCTh BU3yaIM3allMK JaHHBIX;
O BBIBOJIBI O MYTSIX NPOGUIAKTHKHA KOPPYIIIHH

NVYK-10.2 Tlpenynpexgaer
KOPPYNIHUOHHbIE PUCKH B
npodeccnoHaIbHOM
JESATENbHOCTH; HCKITIOYaeT
BMEIIATENILCTBO B CBOIO
npodeccroHaNbHYI0
JACATCILHOCTD B ClIydasx
CKJIOHEHHS K
KOpPPYILHOHHBIM
NIpaBOHAPYIICHUSM

1. CpaBHHUTEJbHBIN aHAJN3 IPABOBBIX HOPM

3aoanue. 3anomauTe Tabnuiy, conoctaBuB crathll YK PO n @3, perymupyromue 60proy ¢

koppynuueit B UT-chepe:

HopmaTuBHBIN aKkT

Cratps

ConepxkaHue

IIpumenenue k UT-chepe

YK PO Ne 290

cT. 290

Ilonyuyenue
B3SITKH

3akynku [10

@3 Ne 273

ct. 13.3

OO0s3aHHOCTh
opraHuzanui
l'[pI/IHI/IMaTI)
aHTHUKOPPYIIIHO
HHBIC MCPbI

ITomutnka UT-komnanui

. Kpumepuu oyenxu:

WO O 0N

TOYHOCTH [IUTHPOBAHUS HOPM;
KOppeKTHOCTB nprMepoB n3 UT-chepsr;
TIOJTHOTA OXBaTa (He MEeHee 4 HOpM).

. Pa30op cyaeOHOI NpaKTUKH

3aoanue. Haiinure 2 cyneOHBIX peMIeHHUs 10 1enaM o kKoppynuu B chepe UT (Hanpumep, 3aBBIIIIEHHE
IICH Ha aHTUBHPYCHI). Beimumure:

o (abyny nena;

o npuMeHEHHbIe cTaThil YK PO/D3;

O HaKa3aHHC;

O YPOKH JUIsl MPOPHUIAKTHKH.
@opmam: KpaTKuil OTYET (2 CTPAHUIIBI) C CCHIJIKAMU HA UCTOYHUKH.

Kpumepuu oyenxu:

O aKTyaJIbHOCTh KEHCOB (He cTapiie 5 JeT);

TOYHOCTD IPAaBOBBIX CCBHIIIOK;

O
O MPpaKTHYCCKasd 3HAYUMOCTL BBIBOOOB.
4.

Pa3padoTKa JIOKAJIbHOI0 AKTa «KAHTHKOpPpYNuHoHHas noautuka UT-otaena»




Tema

Koa n
(popmynupoBka
KOMINETeHIHH

HH}IHKaTOpr JOCTHIKCHUSA
KOMIIETCHIINH

TumnoBoe 3aaHue JUIs CAMOCTOSITEIbHOI padoThI

3aoanue. Coznaiite mpoeKT foKyMeHTa (3—4 pasjena), BKIIFOYArOIIEero:

O 1IEJH ¥ 33a7a4M TOJUTHKH;

O TepedyeHb KOPPYIIMOHHO-OIACHBIX J0JDKHOCTEH (HarpuMep, MeHepKep 1o 3akynkam [10);
O TIOPSOK IMPOBEPKH KOHTPAreHTOB;

O CaHKIMHM 32 HApyIICHUSI.

@opmam: TOKYMEHT B CTHIJIE KOPIIOPATUBHOTO PETJIAMEHTA.

Kpumepuu oyenku:

o cootBercTBHE D3 N 273;

O JeTanM3aLys Ipoueayp;

O PeaTMCTUYHOCTH CAHKIHH.

5. TlpaBoBas 3KcHepTH3a 10roBOPa HA NOCTABKY AHTMBHPYCOB
3aoanue. IlpoaHanm3upyiTe THIIOBON TOTOBOP (IIPEAOCTABIAETCSA IPENoJaBaTeeM) Ha HaTHIre
KOPPYNIHOHHBIX PUCKOB. Beimumnre:

O TIO/I03PUTEJBHBIC YCIOBUS (HAIpUMeEp, OTCYTCTBUE IITPA(HBIX CAHKIIHIA);
O TpOOEIBI B ONMMCAHUH 00513aTENILCTB IOCTABIINKA;

O PpEeKOMEHJaluH 1o JAopadoTKe.

@opmam: Tabnuua ¢ kooHkamu «Pucky», «ObocHoBaHUE, «Perienuey.
Kpumepuu oyenxu:

O TiyOWHa NpaBOBOTO aHAIN3A;

O KOHKpPETHBIE MPEATI0KEHHS TI0 HCIPABIICHUIO;

o ccouiku Ha 'K PO u @3 Ne 44,

6. CuTyanHmoHHas 32/1a4a «YBeAOMJIEHHe 0 KOPPYIIHI)

3aoanue. Bbl 00Hapy X1, 4TO Balll KOJUIETA ITOJyYaeT BO3HArPaKAECHHE OT ITOCTAaBIINKA aHTUBHPYCOB.
CocraBbre:

O CIyXeOHYIO 3aITiCKy Ha HMSI pYKOBOANTENS (C OMcaHueM (aKkToB);

o o0pa3selr 3asBICHUS B IPOKypatypy (o popme O3 Ne 273).

@Dopmam: 2 TOKyMEHTa B IEJIOBOM cTHJIE (110 1 cTpaHMIe KaxXIblii).
Kpumepuu oyenxu:

O COOJI0/ICHNE MTPOIIeCCYaTbHBIX TpeOOBaHNMH;

0 9ETKOCTH (hOPMYIIHPOBOK;

O YyKaszaHHe Ha IpaBoBble OCHOBaHUS (cT. 9 @3 Ne 273).

Kpumepuu oyenusanus camocmoamenvHoll paoomeol:

Onenka

Kputepun onennBanus

OTJIMYHO

BBICTABJIACTCA CCIH pa60Ta HOCHUT Hay‘{HO-I/ICCJ'IeI[OBElTeJ'ILCKI/Iﬁ XapaKkTep, MPOAHAIMU3UPOBAH U CHACIAH CpaBHI/ITeJ'IBHI:Jﬁ
aHaJIn3 HCCKOJBKUX JIMTCPATYPHBIX HCTOYHHUKOB, IIPUBCACHBI IIPUMCEPHbI




Xopouo BBICTABIIIETCA €CJIM IPOAHAIU3UPOBAH U CHEJIAH CPAaBHUTEIbHBIM aHAIM3 HECKOJBKHUX JINTEPaTypPHBIX MCTOYHUKOB,
MIPUBEEHBI IPUMEPHI
Y0BJIETBOPHUTEIbHO BBICTABJISIETCS €CJIM [TPOBEJIEH CPAaBHUTEIbHBIN aHAJIN3 HAYYHO-METOAMYECKOM JINTEPATYPbl, IPUBEACHBI IPUMEPbI

HCYJ0BJECTBOPUTEC/IBbHO

BBICTABJIACTCA CCIIN pa60Ta nponuuia IMPpOBCPKY HAa aHTUILIATWAT U COOTBETCTBYCT Tpe6OBaHI/I$IM Od)OpMJ'ICHI/IH

5. MATEPHUAJIBI JIJISI TMATHOCTUYECKOM PABOTBI

33.IlaHI/I${ JUUISI JUarHOCTHUYECKOM pa6OTLI JOJIXKHBI o0ecneynBaTh OLCHKY MOJHOCTBIO WK YaCTHUYHO C(pOpMI/IpOBaHHLIX KOMIIETCHITUHN. Ka)KI[OC

3aJlaHue JI0JKHO OBITH MPUBSA3aHO K TOMY MJIM MHOMY MHJUKATOPY CPOPMUPOBAHHOCTU KOMIIETEHIIHH.
Ilpu ¢popmupoeanuu 3a0anuit 013 OuazHOCMUYECKOU PAOOMbl HEOOX0OUMO UCHOIb308AMb MECHOBbIE 3A0AHUS C/10YIOU{UX MUNOE:
Tun 3a1aHUA 1. 3a)1aH1/151 3aKPBITOTO THIIA HA YCTAHOBJICHUC COOTBETCTBUA.
Tun 3aganusd 2. 3agaHus 3aKPHITOTO TUTIA HA YCTAHOBJICHHUE MOCJIEI0BATEILHOCTH.
Tun 3a1aHUA 3. 3a)1aH1/151 KOM6I/IHI/IpOBaHHOFO TUIIA, IPEAIIoJararomuc BI)I60p OAHOI'0 MMPaBUJIIBHOI'O OTBETA U3 MPCAIIOKCHHDBIX.
Tun 3aganusd 4. 3ananus KOMOMHHUPOBAHHOTO TUTIA, IPEATNONATAIONIIE BHIOOP HECKOIBKUX OTBETOB U3 MPEIOKECHHBIX.
Tun 3aganud 5. 3aganus OTKPHITOrO TUIIA C PA3BEPHYTHIM OTBETOM.
Bce Tunbl 3a1anuii 10/KHBI OBITH PEACTABIEHBI He MEHee OTHOI0 pa3a.

Ne Tema 3ansATUSA Kon HNupukatop Tun 3ananne VYposen
n/n KOMITETEeHIUH 3a/iaHus Bapuant 1 Bapmnanr 2 b
OCBOEH
nst
KOMITET
SHIINHI
1 Tema 1. boprba ¢ YK-10. NYK-10.1 3naer 1 3aganus 3aKpbHITOro THMA HA 1. YcTaHOBUTE COOTBETCTBHE MEXKITY BazoBbr
yrpozamu Criocoben crocoOBI YCTaHOBJIEHHE COOTBETCTBHUS MIPUHITUIIAMH 3aIIUTH HTHPOPMAITIH U X i (1-3
HECAaHKIMOHUPOBAHH | ()OPMHUPOBATH IPOQUIAKTUKI 1. YcraHOBHUTE COOTBETCTBHE MEXIY BUAAMU | CYTBIO. MHUHYT
oro gocCrymna K HCTCPITUMOC KO Y 1 TPO3 HHPO MaHHOHHOﬁ 0€30IaCHOCTH U UX bI
I/Ichongmm OTHOII)HeHI/Ie K Q)OI;)II)\ZII/IpOBaHI/IH ZaﬁaKTep%)lcfnxaMﬂ. [Ipunin CyTh npuHIIa :
IMPOABJICHUAM HETEPIIMMOT'O . BI/I}I A OGeCHequHe
IKCTPEMHU3MA, OTHOUICHHS K HEH. yrpo3E! XapakTepHucTHKa 1. Kosdpi B(;3MO)KHOCTI/I
Teppopu3Ma, :
KOpPYILIOHHOM IeHIIaIb MOy 9EHUS
y NOBEACHHUIO 1 1. Ousiae A. HeSaHKHHOHHpOB HOCTb HH)OPMALNH B
MPOTHBOJIEHCTBO exas aHHBIN TOCTYH K HYKHOE BpeMsI
BATH UM B Tposa JTaHHBIM Yepe3
HpO(i)eCCI/IOHaHB YA3BUMOCTH B 1o 2. HCHOCT B. 3amura ot

HOH




JACATCIIBHOCTHU

b. IToBpexnenue
2. IIporpa 000pyIOBaHUS B
MMHast pe3yabTare
lyrpo3a CTUXUNHBIX
OencTBHiA
B. Oumbku
3. Opranu
TepCoHaNa Ipu
3alMOHHA
pabote ¢
ST yrpo3a .
nH(popManuen
I'. OrcyrcTBHE
HEO00XOIUMBIX
4. IIpaBoB A
HOPMATHUBHBIX
ast yrposa
JIOKYMEHTOB TIO
3aIuTe HHPOPMAITIH

IIpaBuabublii oTBeT: 1 —b,2-A, 3-B,

HOCTb HECAaHKI[MOHUPOBAH
HOT'0 U3MEHEHUS
JAHHBIX

B. 3amura ot

3. Joctyn HECAaHKLIMOHUPOBAH
HOCTb HOTO 03HAKOMJICHUS
C JaHHBIMH

[IpaBuabublii oTBeT: 1 —B,2-b,3-A.

4-T.

Tema 1. Bopsba c YK-10. NVYK-10.1 3naer 3ananus 3aKpbITOro THIIA HA 2. Pacnionoxxure B IpaBUIBHOMN BbazoBel
yrpozamu Cnocoben CIOCOOBI yCTaHOBJIEHHE MOCIEA0BATEIbHOCTH TIOCIJIEI0BATEIILHOCTH 3Talbl HOCTPOCHHUS i (1-3
HECaHKIIMOHUPOBAaHH | (OPMHUPOBATH IPOQHIAKTUKI 2. YcTaHOBHTE NPABIILHYIO CHCTEMBI 3aIIUTH HH(OPMAIIHH: MHHYT
Oro JI0CTyIa K HeTeprnumoe KOpPYIIUH U TIOCJIEI0BATENILHOCTD 3TAllOB peann3alin 1. PazpaboTka nonuTHKKU 0€301MacHOCTH. BI)
nHpOpManuu OTHOIIIEHHE K (opMupoBaHus aTaKkd Ha MH)OPMAIIOHHYIO CHCTEMY: 2. AHanM3 PUCKOB.

TIPOSIBIICHUSIM HETEPITUMOTO 1. Dkcrutyaranust ysi3BUMOCTH. 3. BHenpeHue 3alUTHBIX MEXaHU3MOB.

OKCTPEMHU3MA, OTHOMICHHS K HEHl. 2. Coop unpopmManuu o Leu. 4. Onpezienienye TpeOOBAHMIA K 3alTUTE.

Teppopu3Ma, 3. 3aKkperuieHne B CHCTEME. 5. MOHUTOPHHT U ayIHT.

KOppyMIHOHHOM 4. Hony4enue 10cTymna. IpaBuabHelii oTBeT: 2 >4 —1—3 > 5.

y HOBCICHHUIO 1 5. [InaHupOBaHKE aTaKH.

IpOTUBOACUCTBO IpaBuabHbIA 0TBET: 5 —2 — 1 — 4 — 3,

BaTh UM B

pogecCHOHATh

HOU

JeATeIILHOCTH
Tema 1. Bopsba c YK-10. NVYK-10.1 3naer 3anannsa koMOMHMpPOBaHHOro TUNA (BBIOOP | 3. Kakoil crannapr sBnsercs [oBbIm
yrpo3amu Crocoben CIOCOOBI OJHOIr0 OTBETA) OCHOBOIIOJIATAIOIIMM /ISl TOCTPOCHHS CHHBIN
HECAaHKIIMOHUPOBaHH | (hOpMHpPOBATH TIPOPUITAKTUKA 3. Kakoit meron sBisieTcst Hanboee CHCTEMBI MEHEKMEHTa WH(POPMAIIMOHHON (3-5
Oro JOCTYIIa K HETEPIINMOE KOPPYMIMH U 5O PEKTUBHBIM JIJIsl 3aIUTHI OT Oe3omacHocTu? MHHYT)




uHpopMaIuu OTHOLIEHHUE K (dhopmMHUpOBaHUs HECAaHKLIMOHUPOBAHHOI'O KOITMPOBAHUS A) ISO/IEC 27001.
MPOSIBJIIEHUSAM HETEPIIUMOTO MpOrpaMMHOI0 oOecriedeHust? B) 'OCT P 57580.1-2017.
JKCTPEMU3MA, OTHOIICHUS K HEH. A) Hcnonp3oBanue MapoIbHOM 3aIIUTHI. B) PCIDSS.
Teppopusma, b) IlpumeneHue 3NeKTPOHHBIX KITFOUen I') NIST SP 800-53.
KOppyNIHOHHOM (anmapaTHBIX JOHTJIOB). IpaBuasheii otBet: A) ISO/IEC 27001.
y MOBECHUIO U B) Pazmemenwne nmpeaynpexarome HAIMUCH | Oppachenme: ISO/IEC 27001 —
MIPOTUBOJEHCTBO 00 aBTOPCKHX MpaBax. MESK/TyHAPOIHBII CTAHAAPT, ONPEACIAIOMINIT
BaTh MM B I') Orparnvenne moctyma K Qaiinam depes TpeGOBAHKA K CHCTEME MEHEKMEHTA
npodeccHonab npasa NTFS. undopmanuonHoii 6ezonacuoctu (CMUB).
HOH HpasuibHbIi OTBeT: B) Tlpumenenue OH yHHUBepcalleH, IPU3HAETCA BO BCEM MUpe
JEATebHOCTU 3JIEKTPOHHBIX KJIFOUEH (ammnapaTHBIX U CIY’KHUT OCHOBO# JUTS cepTH(UKALIM.
JIOHIJIOB). T'OCT P 57580.1-2017 (B) cneumduden s
ObwsacHenme: DICKTPOHHEIE KIIOTH ¢unancoBoro cexropa P®. PCI DSS (B)
obecneumsaroT ammaparHylo allluTy, KacaeTcsl TOJIbKO 00pa0OTKH TIATEMKHBIX
KOTOPYIO CIIOXKHO 0OOHTH Iporp AMMHBIMH nmanaex. NIST SP 800-53 (I') mpumensiercs
MeTo/aMHu. B oTinune oT napoiapHON 3aIUThL IIPeHMYIIIECTBEHHO B TOCYUPENICHHAX
(Jlerko B37IaMbIBaETCs), PETYTIPEKTAFOIIIX CILA
HaJanucel (He IMEIOT TEXHUYECKOH CHIIBI) 1 '
paB JocTyna (MOTYT OBITh H3MEHEHBI
aJIMHHHCTPATOPOM ), alinapaTHbIe JOHTIIbI
TpeOyOT (PU3NIECKOTO HATHYHS yCTPOHCTBA
1t pabotsr [10, 9T0 cymecTBeHHO
MOBHIIIAET YPOBEHD 3AIIUTHI.
Tema 1. bopsba ¢ YK-10. NVYK-10.1 3naer 3aganusa KoMOMHMPOBaHHOTO THNA (BbIOOP | 4. Kakue MexaHU3MbI BXOJAT B CUCTEMY [oBsImm
yrpo3aMu Crniocobex CHOCOOBI HEeCKOJIbKHUX 0TBETOB) uaeHTH(UKALNY U ayTeHTUUKaIuu? CHHBIH
HECaHKIIMOHUPOBAaHH | ()OPMHUPOBATH IPOQHIAKTUKI 4. Kakue U3 nepeuucieHHbIX Mep OTHOCATCS Bribepure Bce BepHBIC BapHaHTHI. (3-5
Oro JOCTyma K HEeTepIIuMoe KOPpYILUH U K OpraHU3allMOHHBIM METOJIaM 3alllUThI A) BBop storuHa 1 napouts. MUHYT)
nHpopManuu OTHOIIICHHE K (opMupoBaHus nHdopmanun? Beidepure Bce BepHbIE b) CxannpoBanue 0THEYaTKOB ITAJIBIIEB.
NIPOSIBIICHUAM HETEPIIHMOI0 BApUAHTBHL. B) IIpoBepka MAC-anpeca ycrpoiicTsa.
9KCTpEMHU3Ma, OTHOUICHHS K HEH. A) PazpaboTka pernaMeHToB paboTHI ¢ I') Ananu3 nosenenus nosip3oBarens (User
TeppopHu3Ma, KOH(HICHIINATHHBIMHA JaHHBIMU. Behavior Analytics).
KOPPYIIIIHOHHOM B) Ycranoska antuBupycHoro 110. ) lIndpoBanre TaHHBIX HA AHUCKE.
y TIOBEJICHUIO U B) Ilposenenne Tpennnros mo Ub mms IpaBuasHbie oTBeTHI: A, B, B, T
MPOTHUBOACHCTBO COTPYIHUKOB. Oo0bsicHeHHe:
BaTh UM B I') Ucnonb30BaHne MEXCETEBBIX SKPAHOB. e A) Jlorun/maposs — 06a30BbIi METOL
npodeccronans /1) Haznauenue orBeTcTBeHHBIX 3a 1B B ayTeHTU(QHKAIIH.
HOM1 HOPa3CIICHUSX. ¢ b) buomerpus (otneyaTku) —
JIeSATEIIBHOCTH IIpaBuabHble oTBeTHI: A, B, 1. COBPEMEHHBIH METO Ay TeHTU(PHKAIHIH.
Oo0bsicHeHHE: e B) MAC-aapec MOXKET HCIOJI30BaThCs




e A) PermameHTHI — KJIIOYEBOH
OpraHU3aIMOHHBIN TOKYMEHT,
HOPMUPYIOIIUN TIPOIECCHI.

¢ B) TpeHUHTH NOBBIIAIOT
OCBEIOMJIEHHOCTb IIEPCOHANIA — BaXKHAs
4acTh OPraHU3alMOHHON 3aIIUTHI.

e 1) Pacripenenenue OTBETCTBEHHOCTH —
OCHOBa OpraHU3alMOHHON cTpyKTYyphl Ub.
B) uI') oTHOCATCS K TEXHUYECKAM Mepam, TaK
Kak IpEeIoNaraiT HCIIOJIb30BaHUE
I10/060pyaoBaHwsL.

JUTS. MACHTU(HUKAIIMK YCTPOWCTRA.

¢ ') AHanu3 noBeJeHUs JOMOIHSET
ayTeHTH(UKANHUIO (HaIpUMep, OOHAPYKCHUE
aHOMaJIui).

) llInppoBanre — METO. 3aIIUATHI JaAHHBIX,
HO HE OTHOCHTCS HANPIMYIO K
UACHTU(DUKAINN/ay TCHTH(PUKALINH.

Tema 1. boprba ¢
yrposamu

HECAHKIIUOHUPOBAHH

Oro JOCTyIa K
nHpopManuu

VK-10.
Criocoben
(dbopmupoBath
HETEePIHMOE
OTHOILIEHHE K
MIPOSIBJICHUSIM
IKCTPEMU3Ma,
Teppopu3Ma,
KOPPYIIIUOHHOM
y MOBEJICHUIO U
NPOTHUBOAEUCTBO
BaTh UM B
npodecCHOHATb
HOH
JIEATEILHOCTH

NYK-10.1 3naer
CHOCOOBI
POQHIAKTUKH
KOpPYILUHU U
(dbopmupoBaHus
HETEPITUMOTO

OTHONIIECHHS K HEH.

3asaHus OTKPBITOIO THIIA € Pa3BEPHYTHIM
O0TBETOM

5. OnummTe TpY KIIOUEBBIX NPHHIINNA
nH(popMaMOHHOI 6e301acHOCTH (Tpuasa
CIA) u npuBeanTe NpUMeEpPHI UX pealnu3aliu
B KOPIIOPaTUBHOMU Cpee.

OrtBer:

1. Kon¢puaeHumaabHOCTh — 3aIIuTa
nH}popMannK 0T HECAHKIIMOHUPOBAHHOTO
JIOCTyTIA.

Ipumep: mmdppoBaHue TaHHBIX IPH
nepesiayue 1o CeTu, pasrpaHuydeHUE MPaB
JIOCTyNa K (aiiam, UCTIOIb30BaHHE
IBYyX(aKTOPHOH ayTeHTU(PHUKAIINU IS BXOIa
B CHCTEMY.

2. l1es10cTHOCTH — rapaHTHsi HEU3MEHHOCTH
JTAaHHBIX.

Ilpumep: NpUMEHEHNE X3UI-CYMM IS
MIPOBEPKH LIETIOCTHOCTH (aifyioB, BeeHUE
XKypHajoB u3MeHeHui (audit trails),
pe3epBHOE KOMUPOBAHUE C KOHTPOJIEM
Bepcuil.

3. JocTynHoCcTh — obecrieucHre
paboTOCTIOCOOHOCTH CHCTEM H JaHHBIX.
IIpumep: pe3epBUPOBAHUE CEPBEPOB,
HCIIOJIb30BaHUE CUCTEM OecriepeOoitHOro
nutanus (UBI1), opranuzarus
reopacrpee’éHHbIX 1aTa-1IeHTPOB JIJIs
OTKa30yCTOHYMBOCTH.

5. O6BsacHUTE, TOYEMY KOMIUICKCHBIH
MOJIXO/I K 3auTe nHdopmauu (coueTaHue
3aKOHOJIATENbHBIX, OPraHU3AIIMOHHBIX,
TEXHUUYECKHX U Ipyrux mMep) 3 dexTuBHeEe,
YeM UCIOJIb30BaHUE TOJBKO OJHOTO THUMA
3amuThl. [IpuBenuTe KOHKPETHBIE TPUMEPEL.
Otser:

KoMIiekcHBINA TOaXon

obecrieunBacT MHOTOYPOBHEBYIO

3aIIUTY («IPUHIIAI SIIEIOHUPOBAHU ), T/IE
€11a00CTh OTHOTO CJI051 KOMIIEHCHPYETCSI
HaJE&KHOCTBIO APYTHX.

IIpu4nHbl 3PPeKTUBHOCTH:

1. TlepexkpbiTHE BCeX BEKTOPOB aTaK
OpvH TUI 3aIIUTHI HE 3aKPBIBACT BCE
yrpossl. [lpumep:

e Texauueckue cpeactna ((paipBoIibl) He
NPEAOTBPATAT YTEUKY JAHHBIX Yepe3
COTPYIHHKA.

¢  OpraHu3alMOHHBIE MEPhI (HHCTPYKIIMH)
Oecrone3Hbl IPOTHB BUPYCHOM aTaku 0e3
aHTUBHpYCA.

2. CHUKeHHe 3aBHCUMOCTH OT
YyeJI0Be4ecKoro (pakropa

Jlaxxe npu ommOKe cOTpyAHUKA
TEXHHYECKHE CPEJICTBA MOTYT OJIOKMPOBATh
yrpo3y. Ilpumep: DLP-cucTtema He MO3BOJIUT
OTIPABUTH KOHPHUICHINATBHBIN (haii1 1o
email, maxe eciu COTPyTHHK CITydaHO

Bricok
nit (5-
10

MHUHYT)




MIPUKPEHJI ero.

3. CooTBETCTBHE HOPMATHBHBIM
TpedoBaHUAM

3akononarenbHbie Mepsl (O3-152, GDPR)
00513bIBAIOT UCIIOJIL30BATh KOMOMHAIIHIO
METOJOB. [Ipumep: Jisl 3a1IUTHI
MIepCOHAJILHBIX JAHHBIX TPEOyeTCst:

* opuaryeckoe oopMIIeHHE COTIacHs
(3aKoHOATENbHAS MEPa);

®  pasrpaHHYEHHE JJOCTYIIa
(opranm3anuoHHas);

¢ mmppoBaHUe (TEXHIYCCKAS).

4. JkoHOMHIYeCKasI [1e1ec000pa3HOCTh
Pacnpenencraue OropkeTa MeXIy MEpaMu
naét myummit ROL. IIpumep: 3atpatsl Ha
o0ydenue nepcoHana (opraHMu3aluoOHHAs
Mepa) CHIKAIOT PUCKU (PHUITHHTA, COKpAIast

pacxoabl Ha JINKBUAAITUIO MOCJICICTBUH aTaK.

5. ARanTHBHOCTH K HOBBIM YIpo3am
Komruteke Mep mo3BosisieT onepaTuBHO
pearupoBaTh Ha U3MEHEHUS. [Ipumep: IpH
MOSIBJICHNH HOBOTO BHPYCa TEXHUIECKHUE
cpencTBa (aHTUBUPYC) OIOKHPYIOT €ro, a
OpraHM3aIlMOHHBIC (BPEMEHHBIN 3alpeT
USB-HOCuTeNeH) MUHUMHU3UPYIOT
pacnpocTpaHEeHHE.

Tema 2. boprba ¢
BUPYCHBIM
3apaxeHHEeM
nHpOpMannuu

YK-10.
Cnocoben
(dbopmupoBarth
HETepIUMOoe
OTHOIIEHHE K
MIPOSIBIICHUSAM
9KCTPEMHU3MA,
TeppopU3Ma,
KOPPYIIIHOHHOM
y TIOBEJICHHIO H
IIPOTUBOJEHUCTBO
BaTh UM B
npoeCCHOHAIb

NVYK-10.1 3naer
CIIOCOOBI
IPOQUIAKTUKI
KOpPYIIUH U
(dhopmMuEpOBaHUS
HETePIIUMOTO

OTHONICHHSA K HEH.

3aganns 3aKpHITOr0 THIA HA
YCTAHOBJIEHHE COOTBETCTBHUS
6. YcTaHOBHUTE COOTBETCTBUE MEX]Y TUIIOM
AHTHBHUPYCHOI IIporpaMMsbl M €€ PyHKIUEH.

6. CootHecure Buj BpenoHocHoro I10 ¢ ero
XapaKTEPUCTHKOM.

Ty
OyHKIMS
TPOTPaMMEI
A. OTclexxuBaroT
1. IIporpam U3MEHEHHS B
MBI-JIETEKT ¢aitnax u
OpbI CHCTEMHBIX
obnacTax

Bun [10 XapakTepucTuka
A. Cobupaer u

1. Komms nepenaér

FOTEPHBIN KOH(UICHIIMAIIbHBIE

BUpYC JlaHHBIE Oe3 BeoMa

T10JIb30BATEIIS

2. IIporpa B. CamoBocmipon3Bo

MMa-IIInu JUTCA U BHEAPACTCA

bazoBb1
i (1-3
MUHYT
BI)




HOM
NeATENEHOCTH 2. Tiporpam b. Brokupyrot OH B pyrue
TI0JJO3PHUTEIBHBIC IpPOTPaMMBI
MBI-JIOKTOP .
JEHCTBHSA B
a peajbHOM BpEMEHU B. Umer
3. IIporpa ySA3BUMOCTH B
3. IIporpam B. Uyt MMa-CKaH CUCTEME TSt
MBI-PEBH30 N3BECTHBIE BUPYCHI ep HOCJIEAYIOLIETO
pHI 10 CUTHATypam UCIIONIb30BAHMS
IIpaBuabHblii oTBeT: 1 —b; 2 —-A; 3 -B.
I'. JIewar
4. IIporpam ..
3apaxxEHHbBIE
MBI-(OHITBTP .
o (aitner, yoamss
BHpYC
IpaBuabHblii oTBeT: 1 —B;2-T;3-A;
4-b.
Tema 2. bopsba ¢ YK-10. NVYK-10.1 3naer 3aganus 3aKpbITOro THIA HA 7. Onpenenure BEPHYIO BazoBer
BUPYCHBIM Cnocoben CIHOCOOBI YCTaHOBJIEHHE MOCJIe0BATEIbHOCTH MOCJIEI0BATEILHOCTD 3TANoB npodunaktuku | 4 (1-3
3apaxeHHEeM (dbopmupoBath IPOQHIAKTUKI 7. Pacnionoxxute 3Tarnbl pacupoCTpaHeHHs BUPYCHOTO 3apaKeHHUSI: MHUHYT
nHpopMannuu HEeTeprnumoe KOpPYILUH U KOMITBIOTEPHOT'O BUpYCa B PABHILHOM A. Perymsiproe 0GHOBIICHHE aHTHBUPYCHOTO | bI)
OTHOIICHHE K (opMupoBaHus MIOCJIE/I0BATENILHOCTH: I10.
MIPOSIBIIEHUSIM HETEPIHUMOT0 A. AKTUBHU3AINSI BUPYCa MIPH 3aITyCKe b. O6y4enue monp3oBateneit ocaoBam Ub.
AKCTPEMHU3Ma, OTHOILIEHUS K HEH. 3apaxxéHHOTO (haiina. B. Hacrpoiika 6panaMayspa 1 GUIBTPOB.
Teppopu3Ma, b. ITonck HOBBIX OOBEKTOB IS 3aAPAXKCHUSL. I'. Co3nanve pe3epBHBIX KONU JaHHBIX.
KOPPYIIIHOHHOM B. Brenpenue Bupyca B clcTeMy. J1. KoHTpoJib BHEIIHUX HOCUTENCH U
Y MOBEIEHUIO H I'. Pennukanus (konupoBaHue) BUpyca. 3NEKTPOHHOHN TTOYTHI.
NPOTHBOJCHCTBO /1. BeionHeHNE NECTPYKTUBHBIX AEHCTBUM. IIpaBuibHBIH
BaTh MM B IpaBuiabublii orBer: B—>A ->I'—>B5—]. | orBer: b —>B—>A - [ —T.
npodecCHOHANb
HOM
JIeSTeIbHOCTH
Tema 2. Bopsba ¢ YK-10. NVYK-10.1 3naer 3ananns koMouHUpoBaHHoro THNa (BeIoop | 8. Kakoii MeTo MpoduiIakTUKN BUPYCHOTO [ToBbImm
BUPYCHBIM Cnocoben CIOCOOBI OHOTr0 OTBETA) 3apa)XeHUs! SBJISETCS IEPBOOYECPETHBIM IS CHHBIN
3apaXCHUEM ¢dbopmupoBath IPOQUIAKTUKI 8. Kakoil Tun aHTUBUPYCHOM MPOTrpaMMBbI opranuzanuu? (3-5
uHpOpMALIN HETEpPIIMOE KOPPYIIIUH U HanOoee 3((HeKTUBCH TSI O0HAPYKCHUS A. Ycranoska antusupycHoro I10 Ha Bce MUHYT)
OTHOIIICHHE K (opMupoBanus HOBBIX, HEN3BECTHBIX BUPYCOB? KOMITBIOTEPHI.
NIPOSIBJIEHUSAM HETEPIIMMOTO A. TIporpaMMBI-1€TEKTOPBI. b. PerynsipHoe pe3epBHOE KOMUPOBAHHE
9KCTPEMHU3MA, OTHOIIEHUS K HEMH. b. IIporpaMMBbI-peBU30PEL. JIAHHBIX.




Teppopu3Ma, B. IIporpamMMBbI-HUIBTPEL. B. O0yuenune coTpyTHUKOB OCHOBaM
KOppyHnuHOHHOM I'. I[IporpammeI-1OKTOpA. I/IchopMauI/IOHHOI‘/'I 0€301IacHOCTH.
Y TIOBEJIEHUIO U [paBuabHbIT I'. Orpanuuenue npas JocTyna
NPOTHBOJIEUCTBO 0oTBeT: b — IporpamMmsI-peBU30PEL. MOJIb30BaTENEH.
BaTb UM B O0BbsicHeHHe: IPOrPaMMBI-PEBU30PbI IpaBuabHbIi oTBeT: B — 00yueHune
npoQeccHoHab OTCJIC)KUBAIOT U3MEHEeHNs B (aiinax u COTPYIHUKOB OCHOBaM MH(OPMAIIIOHHON
HOM CHCTEMHBIX 00JIaCTSIX, CPAaBHUBAS UX C 0e301acHOCTH.
ACATCIIBHOCTH STAJIOHHBIMH 3HAYE€HUSAMH. JTO HO3BOJISIET O0bsicHeHHe: YeloBeuecKuid (GpakTop — OUH
OOHapy’KMBaTh HOBBIE BUPYCHI, JAXKE €CJIM X | U3 TJIABHBIX HCTOYHUKOB yrpo3. OOydeHue
CUTHATYPBHI €II€ HE N3BECTHBI, TOCKOIBKY COTPYJIHHMKOB TIO3BOJIIET CHH3HTh PHCK
11000€ HECAaHKIIMOHMPOBAaHHOE N3MEHEHNE 3apaXeHUsl dyepe3 (UILIHHT, [T0JO3PUTEIbHbIC
MOXET YKa3bIBaTh Ha 3apakeHMHE. BIOXKEHHS M HEHAAE&XKHBIE CCBUIKH. be3s
OCO3HAHHOTO OTHOIIEHHWsA nepcoHana k Mb
TEXHHYECKHE MEpPbl  MOTYT  OKa3aThCs
HeJIOCTaTOYHO 3((HEKTUBHBIMHU
Tema 2. boprba ¢ YK-10. NYK-10.1 3naer 3aganusa KoMOMHMPOBaHHOrO THNA (BbIOOP | 9. Kakue nmeiicTBus Bupyca OTHOCATCS K [oBpIm
BHPYCHBIM Cnocoben CII0COOBI HECKOJILKHX OTBETOB) JeCTpyKTUBHBIM? BrIOepuTe Bce BepHBIE €HHBIN
3apakeHHEeM (dbopmupoBath POQUIAKTUKH 9. Bribepure Bce 23 HeKTUBHBIE MEPBI BapHaHTHI. 3-5
uHpopMaIuu HETEPIIUMOe KOPPYIIUHN U MPOGUIAKTUKN BUPYCHOTO 3apasKeHHSL: A. Hludposanue daitnos nons3osarens 6e3 | MUHYT)
OTHOIICHHE K (dhopmupoBaHUs A. Perynsapnoe oonoBienue OC u I10. €ro corjacusl.
MIPOSIBJICHUSIM HETEepIIMOTro b. Ucnionp3oBaHKe HENUIIEH3NOHHOTO b. Coop nndopmaruu o moceniéHHbIX
9KCTpEMHU3Ma, OTHOLICHHS K HEH. antusupycHoro I10. BeO-caiiTax.
Teppopusma, B. Orpanunuenue A0CTyna K moao3putenbHbiM | B. Y aanenue cucreMHbIX (ailiios.
KOppyHIHNOHHOM BeO-caiitam. I'. Memennas paboTa KOMIBIOTEpa U3-3a
Y TIOBEICHUIO 1 I'. OTKpBITHE BIOXKEHUH U3 ITUCEM OT (hOHOBBIX ITPOIIECCOB.
HPOTHBOJICHCTBO HEU3BECTHBIX OTIPABUTENEH. J1. BroknpoBka 10CTymna K Ba)KHBIM JTaHHBIM.
BaTb MM B J1. PezepBHOE KOITMpOBaHNE BaKHBIX NaHHBIX. | [IpaBuMibHBIE 0TBeTHI: A, B, /1.
Hp(j‘beCCHOHaﬂb IpaBuabHbie oTBeTHI: A, B, 1. O0bsicHeHHe:
HOH Oo0bsicHeHHe: e A -—mmudpoBanue 6e3 coriacus
JeSITeTbHOCTH

¢ A —0OHOBICHHUS 3aKPBIBAIOT ySI3BUMOCTH,
KOTOPBIC MOT'YT UCIIOJIb30BATH BUPYCHI.

* B - orpanudenue gocryma K
MOZI03PUTEIBHBIM PECypcaM CHHXKAET PHUCK
3arpy3KH BPEeZOHOCHOTO KOJa.

e ]I —pe3epBHBIE KONUU MO3BOJISAIOT
BOCCTaHOBHTbH JAHHBIE MTOCIIE ATaKH.

Oteetsl b u I' yBennuuBaroT pucku:
HenuueHsnoHHoe 110 MoxeT conepxaTsh
BUPYCBI, a HOJ03PUTEIbHbIE

T0JIb30BaTeNs (HalpuMep, ransomware)
JIMIIaceT 10CTyna K JaHHBIM.

¢ B -ynamenue cucteMHBIX (paiiiioB
Hapymaet padoty OC.

e ]I GJIOKMPOBKA JJaHHBIX MPEISTCTBYET
WX WCTIOJB30BaHUIO.

OtBeT B OTHOCHTCS K IITTHOHCKON
JIesITeNIbHOCTH, a I' — K KOCBEHHBIM
MTOCTICICTBHSIM, HO HE SBISCTCS IPSIMBIM
JIECTPYKTUBHBIM JICHCTBHEM.




BJIOJKCHHS — OCHOBHOM KaHaJI 3apaxKCHU.

10

Tema 2. boprba ¢
BUPYCHBIM
3apakKeHuEeM
nHdopManuu

YK-10.
Criocoben
(dhopmupoBaTh
HeTepIuMoe
OTHOIIICHUC K
TIPOSIBJICHUSIM
9KCTpEMHU3Ma,
Teppopu3Ma,
KOPPYIIIMOHHOM
y MOBEJICHUIO U
MIPOTHUBOJCUCTBO
BaTh UM B
mpo¢eccHoHaIh
HOH
JeATeIbHOCTH

NYK-10.1 3naer
CrocoOBI
POGUITAKTHKA
KOPpYIILUU U
(dbopmupoBaHus
HETEPITUMOTO

OTHOIIEHHS K HEH.

3asaHus OTKPBITOTO THIIA € Pa3BEPHYTHIM
0TBETOM

10. OnumuTe CTPYKTYPYy COBPEMEHHOTO
KOMITBIOTEPHOTO BHpYCa U OOBSICHUTE, KaKk
Ka)[[blil KOMIIOHEHT CIIOCOOCTBYET €ro
(hYyHKIIMOHHPOBAHUIO.

Otser:

CoBpeMeHHbII KOMIIBIOTEPHBIN BUPYC
OOBIYHO COCTOMT 3 CIEAYIOIINX
KOMITOHEHTOB:

1. Mexanu3M 3apaskeHHs

(MHbeKIUM) — 00ecTIeYnBaeT BHEIPEHUE
BHpYCa B CUCTEMY (HampHumep, depes
YSI3BUMOCTH HJIH COLUATBHYIO HHXCHEPHUIO).
2. Kon penyiMKkanmuu — OTBEYaET 3a
KOIMPOBAaHUE BUpPYCa B Apyrue Qpanibl Uiu
CHCTCMBI.

3. Tpurrep (ycioBue

AKTHBAINHN) — OTIPE/IEIISIET, KOTJa BUPYC
HAYHET BBITIOJIHATD AECTPYKTHBHBIC ICHCTBUS
(HamprmMep, IpH OTIpEeeIEHHON 1aTe WK
NEHCTBUU TIOJIL30BATEINS).

4. Ilone3nast HATPY3Ka

(payload) — BeITIONTHSAET BPEIOHOCHBIE
JISWCTBUSA: yIaJeHUe AaHHbBIX, IH(poBaHuE,
cO0p MHpOPMALIUH | T. TI.

5. MexaHHM3M CKPBITHOCTH — IIO3BOJISIET
BUpYCY n3beratb oOHapy»eHus (Harpumep,
MacKHpoBKa rmof gerutumuoe 10 mun
muppoBaHUe KOJA).

Kaxxnpiii KOMIOHEHT yCUITUBAET

3¢ $EeKTUBHOCTD BUPYCa: MEXaHN3M
3apaXeHHsI 00eCIIeUNBAET pacpoCcTpaHEeHHUE,
peruIMKanys — MaclTabupoBaHie Yrpo3bl,
TPUTTEP — HEOKUJAHHOCTD aTaKu.

10. OnmumnTe KOMIUIEKCHBIN TJIaH IEHCTBHI
OpTaHM3aLUH [0 TIPEJOTBPAILECHHIO
BUPYCHBIX 3apa)XKEHHH 1 PearnpoBaHUIO Ha
MHIUJIEHTHl. YKa)KUTE HE MEHEE MATH
KJIFOUEBBIX MEp MPO(HIAKTUKH U HE MEHEe
TpéX aTanoB pearupoBanus. OOOCHYyITE,
noyeMy KakJas Mepa BakHa.

OrtBer:

Mepbs! npouIaKTHKH:

1. Peryasipnoe o6HoBeHue ITO n OC
O0ocHOBaHMeE: 3aKPHIBACT YSI3BUMOCTH,
KOTOPBIE MOTYT OBITh UCITOJIb30BAHBI
BUPYCaMH ISl TIPOHUKHOBEHMS.
ABTOMaTH4eCKHEe OOHOBIICHHS CHI)KAIOT
PHICK DKCILTyaTalliy U3BECTHBIX Operei.

2. Ucnonb30BaHNe MHOTOYPOBHEBOH
AHTUBHUPYCHOI 3aIHUTHI

OObocHOBaHME: COUYETAHUE
AHTUBUPYCOB-/IETEKTOPOB, MOHUTOPOB U
(aiiepBonoB obecrieunBaeT 0OHapYyKEHHUE HA
Pa3HBIX CTaIUsIX — OT 3arpy3kH (aiina 1o
CETEBBIX aTaK.

3. O0y4eHue nepcoHaa 0CHOBaAM
KHOepruruensbl

O6ocHoBaHMe: (GUIIMHT U COIHATIbHAS
WHKCHEPHUS — TJIaBHBIE KaHAIIBI 3aPa)KEHHUS.
OOyueHne CHIKAET PUCK OTKPBITHS
TOAO3PUTECIIBHBIX BJIOXKEHUH U nepexoga mo
BPCAOHOCHBIM CCBIIIKaM.

4. OrpannyeHue NMpaB NMoJab30BaTe el
O0o0cHOBaHHME: MUHUMU3ALIUS
aIMAHHUCTPATUBHBIX IIPAB IIPEIATCTBYET
3aIycKy BPEeAOHOCHOTO KoJa €
NpUBWIETHSIMU cucTeMbl. [loap30Barenn
paboTaroT B peKUME «TOIBKO
HE0OX0aANMOeY.

5. Pe3epBHOE KONMPOBAaHUE JAHHBIX
O0ocHOBaHMeE: T03BOJISIET BOCCTAHOBHTH

Bricok
nit (5-
10

MUHYT)




UH(OPMAIIUIO TTOCTIe aTaku (HarpuMmep,
ransomware). Pe3epBbl JOKHBI XPaHUTHCS
odduaiin wim B 3aUIIEHHOM 00JaKe,
4TOOBI H30€KaTh UX MMUPPOBAHHMS.

JTanbl pearnpoBaHUs HA HHIHUIEHT:

1. M3oasiuust 3apakéHHOI CHCTEMBI
JIeWCTBUS: OTKITIIOUECHHE OT CETH,
OJIOKHMpOBKa YUETHBIX 3alHMCeil, IEPEeBO B
KapaHTHH.

OO6ocHOBaHMeE: TIPEIOTBPAIIACT
pacmpocTpaHeHHe BUpYyca Ha IPyTUE Y3IIbI
CeTH U YTEUKY TaHHBIX.

2. AHaJIM3 M MAeHTH(PUKALNS YTPO3bI
HeiictBus: cOop JIOTOB, aHATTU3
MTOTO3PUTEIBHBIX MIPOIIECCOB, OMPEIEICHUE
THTIa BEpYca (C TIOMOIIBIO IECOYHHIT
aHTHBHUPYCHBIX JabopaTopuii).
O6ocHOBaHHUE: TOYHAS TUATHOCTHKA
M03BOJISIET BEIOPATh 3P PEKTUBHBIC METOIbI
JICUCHUA U TPEAOTBPATUTDE ITOBTOPHEBIC
aTaKH.

3. JIukBUaaLusa ¥ BOCCTAHOBJICHHE
HeiictBus: ynanenue Bupyca (c
HCIIOJIb30BaHHEM CIIEIIMATU3UPOBAHHBIX
yTI/IJ'II/IT), BOCCTAHOBJICHHUEC CUCTEMBI U3
PE3EpBHBIX KOIMUM, CMEHA MapoJIei.
OO0ocHOBaHMeE: TapaHTUPYET MOJTHOE
yCTpaHEHHUE yrpo3bl U BO3BPAT K LIITATHOM
pabore. IIpoBepka 1IeITOCTHOCTH AaHHBIX
HCKJTFOYAET CKPBITBIC O9KIOPHI.
JlomoJHUTEeTbHO: TIOCIIC MHIIUACHTA BaKHO
MpoBeCTH pa3dop mpuuuH (post-mortem
analysis) 1 OOHOBHTH ITOJUTHKH
0e301acHOCTH, 9TOOBI MUHIMU3HPOBATh
PUCKH B OyIyIIeM.

11 | Tema 3. YK-10. NVYK-10.1 3naer 3aganus 3aKpbITOro THIA HA 11. CootHecuTe BUbI HHOOPMALIUH C BbazoBer
Opranu3annoHHO- Criocobex CHOCOOBI YCTAHOBJIEHHE COOTBETCTBHUS peXuMamu e€ 3aluThI. i(1-3
paBoOBOE (dbopmupoBath POQUIAKTUKI 11. YcTaHOBUTE COOTBETCTBHE MEXKILY A) [lepcoHanbHbIE 1aHHBIE MUHYT
obecrieueHue HEeTeprnuMoe KOpPYILUH U NIPAaBOBBIMHU JIOKYMEHTAMH U X YPOBHEM b) 'ocynapcrBenHas Taiina bl)




HHOPMAIMOHHOMN OTHOLLIEHHE K (dbopmupoBanus peryJInpoBaHus. B) Kommepueckas TaiiHa
0e30macHOCTH MPOSIBJICHUSIM HETepPIIMOTO A) ®enepanbhblii 3akoH «O0 MHOpMAIHH, I') CnyxeGHast nH(bOpMaNys OrpaHUYEHHOTO
SKCTPEMU3Ma, OTHOILIEHUS K HEeH. MH(OPMAIMOHHBIX TEXHOJIOTHSX U O 3allUTe | JOCTyma
TeppopusMa, HHPOPMALTUN 1. Pexum rocynapcTBeHHOH TaliHbI
KOPPYIILIUOHHOM b) KonBennus o kubeprpecTymHocTH 2. Pexum KoHpHICHIIMATBHON
y MOBECHUIO U (BynamnemTckast KOHBEHITHS) nHpopMannuu
MPOTHUBOAECHCTBO B) Ipuxaz ®CTIK Poccum Ne 21 3. Pexum nepcoHaIbHBIX JaHHBIX
BaTh UM B I') JlokanbHbIC aKTHI OpPraHU3AIMH 110 3AIMUTE 4. Pexum cmyxeOHOU TalHBI
mpo¢eccCHOHAh HHpOpMALIUU IIpaBuabHbiii oTBeT: A—-3;5—-1; B-2;
HOU 1. MexnyHapoaHbI ypOBEHb r-4.
JIESTEIIBHOCTH 2. ®epaepanbHbI YPOBEHb
3. BenomcTBeHHBIN YPOBEHB
4. KopmnopaTuBHBIN YPOBEHB
IpaBuabueblii oTBeT: A—2; b—1; B—3;
r-4.

12 | Tema YV K -10 NVYK-10.1 3naer 3agaHus 3aKPBITOr0 THNIA HA 12. OnpepenuTte MoOCieI0BATENLHOCTD BaszoBu1
OpranusanroHHO- Cniocoben CIOCOOBI YCTAHOBJICHHE 10CJIeJ0BATEIbHOCTH JIeliCTBUI TP pacciae0BaHUU UHLIUACHTA i (1-3
IIPaBOBOE (dbopmupoBath IPOQUIAKTUKI 12. YcraHOBHTE IPaBUIBHYIO nH(POPMAMOHHOH 6€30MacHOCTH. MUHYT
obecrieueHne HeTeprnumoe KOpPYILUH U MIOCJIEI0BATEIIFHOCTD 3TAIlOB pa3paboTKu 1. ®uxcanus 10Ka3aTeIbCTB BI)
nH()OPMANOHHON OTHOIIEHWE K | (hOpMUPOBAaHUS HOpPMaTHBHO-TIpaBoBo# 0a3sl B cepe Vb B 2. YcraHoBieHHE (aKTa HAPYILICHNSA
6e3omacHOCTH TIPOSIBJICHUSAM HETEPIIMOTO Po. 3. YBemomieHue

9KCTPEMU3MA, OTHOMIECHUS K HEH. 1. Ilpunstue denepanbHBIX 3aKOHOB MIPaBOOXPAaHUTENILHBIX OPTaHOB
Teppopu3Ma, 2. Pa3paboTka BeTOMCTBEHHBIX (ipn HEOOXOTUMOCTH)
KOPPYHITHOHHOM MIPUKA30B U MHCTPYKITHHA 4. AHanu3 NpuYUH U TOCIEIACTBUN
y TOBEACHUIO U 3. VYtBepxkaenue Konnenuu IpaBuiabHbli oTBeT: 2 — 1 — 4 — 3.
IIPOTUBOJEHCTBO npaBoBoro obecnedenus b PO

BaTb UM B 4. IlpuHsATHE MEXTYHAPOIHBIX

npodeccroHanb o0s3arenbseTB (parnuxanus

HOH KOHBCHIIUT)

JIeSITEIbHOCTH IpaBuabHblii oTBeT: 4 >3 — 1 — 2.

13 | Tema Y K-10 NVYK-10.1 3naer 3ananusa koMOMHMpoBaHHOro THNA (BbIOOp | 13. Kakoit MexayHapo HBII JOKYMEHT IToBb1n
Opranu3anroHHO- Cnocoben CHOCOOBI 0JTHOTO0 OTBETA) BIIEPBBIE 3aKPEMIII IPABOBBIE HOPMBI €HHBII
IIPaBOBOE (dopmupoBath IPOQUIAKTUKI 13. Kakoil JOKyMEHT OIpeJesieT OCHOBHBIE 60pBOBI ¢ KNOEPIPECTYITHOCTHIO? (3-5
obecrieueHne HETEPIHMOE KOppYIIUH U HarpasJIeHHUs TOCYAapCTBEHHON MOMUTUKY B | A) KoHBeHIMA 0 3amuTe GU3NIecKuX JINI MHUHYT)
nH()OPMaNOHHON OTHOIIEHWE K | (hOpMUPOBAHUS oGractu HH(GOPMAITMOHHON 0€30ITaCHOCTH IIPY aBTOMAaTH3UPOBAHHON 00paboTKe
6e3omacHOCTH TIPOSIBICHUSM HETEPIIMOTO P®? nepcoHanbHbBIX HaHHBIX (CoBet EBporer,

IKCTPEMHU3Ma, OTHOIIICHUS K HEeH. A) JloxTpuHa nHGOPMATMOHHON 1981r.)

TeppopusMa,

oe3onacHocTH PD

b) bynanemTckass KOHBEHITUS O




KOPPYNLIHOHHOM b) ®enepanbhblii 3akoH «O 0e30MacHOCTH knbeprpectynaoctH (2001 r.)

y TOBEICHUIO U B) Koncrurymus PO B) Pezomorist OOH o mexayHapoaHO

MIPOTHBOJAEHCTBO I') Vka3 Ilpe3unenra o cTpaTeruu pa3BUTUs WH(POPMAIIMOHHONW O€30MTaCHOCTH

BaTh UM B UKT I') JloroBop 0 COTPYIHHYECTBE B 00JIACTH

npodeccroHanb IIpaBuasHbIii oTBeT: A) JlokTprHa Wb mexnay crpanamu CHI'

HOM uH(popManuoHHOU Ge3omacHocTU PO. IIpaBnabHbIi oTBeT: b) bynanemrckas

JeATEIIBHOCTH Oo0bsicuenne: JloktpuHa MHOOPMALTMOHHOM KOHBEHIHSA 0 kuOeprpectymHocTr (2001 1.).
GesonacHoctn P® (yTBepkaeHa Yxazom O0bsicnenue: By anenrckas KOHBEHIUs
[Ipesunenta PO) sBisercs KIIOYEBHIM (KoHBEHIMS 0 MPECTYIHOCTH B cepe
JOKYMEHTOM, OTIPEIC/IAIOIINM KOMITBIOTEPHOH MH(OpMAIINK) — TIePBBIH
CTPaTCrun4€CKUC LECIN, 3ala4i 1 HAIIPaBJICHUA Me)KﬂyHapOﬂH])Iﬁ J0roBop,
rocyaapcTBeHHOU monutuku B chepe Ub. CHCTEMAaTH3UPOBABIIHIA COCTABBI
Ona CITy?>KHT OCHOBOM IS pa3pa60TKPI KnﬁepnpeCTynneHI/H‘/i, MEXaHU3MBI
3aKOHOAATCIIbHBIX 1 HOPMAaTHUBHBIX aKTOB, a pacciaenoBaHuA U MEXKIyHApOIHOE
TaKKe MEXBEJOMCTBEHHOTO COTPYIHHYECTBO B 3TOM cdepe. OHa crana
B3aUMO/JICICTBUSI. OCHOBOM JJI1 HAIIMOHAIILHOT'O

3aKOHOJATENbCTBA MHOTHX CTPaH.

14 | Tema YK-10 NYK-10.1 3naer 3aganusa koMOuHMpoBaHHOro TUNA (BBIOOP | 14. Kakne HopmatuBHBIe akTsl PO conmepxar | [loBpim
OpraHu3anuoHHO- Criocoben CITOCOOBI HECKOJILKHX OTBETOB) MTOJIOKEHUS O 3aIUTE TOCYAaPCTBEHHON EHHBIN
IIpaBOBOE (dbopmupoBath POQHIAKTUKI 14. Kakne MexXayHapOTHBIE TOKYMEHTHI Taitasl? (Beibepure 3 Bapuanra.) 3-5
obecrieueHne HETEPIIUMOE KOPpYIILUU U PEryJIMpYIOT 3aIIUTy HHPOpMaKU? A) 3akoH PO «O rocynapcTBeHHOI TaiiHE» MUHYT)
nH(OPMaIMOHHON OTHOLIEHHEe K | (OopMUpPOBaHUS (Bsibepute 3 Bapuanra.) B) Vxa3 IIpe3unenTa o nepeyHe CBeACHUIl,
0e30macHOCTH MIPOSIBICHUSAM HETEepPIIMOTo A) Bynanemrckas KOHBEHIUS O OTHECEHHBIX K TOCTaliHe

JKCTPEMU3MA, OTHOILIEHUS K HEel. KHOEpIIpecTyTHOCTH B) ®enepanbhblii 3ak0H «O KOMMeEpPYECKOH
TeppopU3Ma, b) Beeobmast neknapanus mpas desioBeKa TaitHe»
KOPPYHIIHOHHOM B) KonBenmws o 3ammure GU3NIECKUX JIUIT I') ITocranosnenne [IpaBuTenscrBa o
y MOBEACHUIO U npu obopadotke [1/Ta (Coset EBpomsrn) MOpAJIKE JOMyCKa K rocTaiiHe
MIPOTUBOICHCTBO I') KeneBckue KOHBEHITUU 1) Tpynootii konexc PD
BaTh AM B ) Pezomonnu OOH no MexayHapomHOn [paBuiasnbie oTBeTHI: A, b, .
npogeccHoHaIh WHPOPMALIMOHHON 6€30MaCHOCTH O0BsicHeHUeE:
HOH IIpaBuabHbIe 0TBeTHI: A, B, 1. ® A — 0a30BBIi 3aKOH, OIPEACIISIOIIHIA
JeSITeTbHOCTH Oo0bsicHeHMe: MIOHATHE, PEKUMBI M TOPSIO0K 3AIIUTHI

e A — perynupyet 00prOy ¢ TOCTAHBI.

KHOEpIIPECTYITHOCTBIO. ¢ b — ycraHaBnMBaeT KOHKPETHBIN

e B — ycraHaBIMBaeT CTaHAAPTHI 3ALIUTHI
MePCOHAIBHBIX JAHHBIX.

e ]I — 3aKkperuisieT IpUHIIMIIEL
MEKIyHapOIHOTO COTPYAHHUYECTBA B cepe
Ub.

IepeueHb CBEJCHHI, COCTABISIOIIUX
roCTaiHy.

e ' — pernaMeHTHPYET NPOLEAYPHI
JTOITyCKa JINII K TOCTalHe.

Bapuanumut B u /] ne pecyrupyrom 3awumy




Bapuanmer b u I’ he omnocames nanpamyro K
pezynuposaruio UB.

eocmatuinsl (B — o xommepueckou mauine, /]
— 0bwue mpyoosevie HOPMbl).

15

Tema 3.
OpraHu3airoHHO-
IIPaBOBOE
obecrieueHue
HHPOPMATMOHHOM
0e30IMacHOCTH

YK-10.
Cnocoben
¢dbopmupoBath
HETepIUMOe
OTHOILICHHE K
MIPOSIBIICHUSAM
9KCTPEMHU3MA,
TeppOpU3Ma,
KOPPYIIIHOHHOM
y TIOBEJICHHIO H
IIPOTUBOJEUCTBO
BaThb UM B
npodeccroHanb
HOU
JeATEeTbHOCTH

NVYK-10.1 3naer
CIIOCOOBI
IPOQUIAKTUKI
KOpPYIIUH U
(dhopmupoBaHUs
HETePIIMMOTO

OTHONICHHSA K HEH.

3amaHust OTKPHITOTO THIIA € Pa3BEPHYTHIM
O0TBETOM

15. OnummnTe OCHOBHBIE JIEMEHTHI
Konnenmuu npaBoBoro odecneyeHus
nHPOPMAMOHHOH Oe3omacHocTH PO.
[IpuBenuTe MpUMEpPHl HOPMATUBHBIX aKTOB,
peamu3yromuX KaXIbIi YIEMEHT.
IIpumepHBbIii OTBeET:

Konnenmus npaBoBoro obecnieuenus: b PO
BKJTIOYAET:

HopmatusHo-nnpaBoByio 6a3y (D3 «O06
nHdopmanui...», O3 «O nepcoHaNBHBIX
IaHHBIXY, lokTpuHa UB).

MexaHH3MBbI

peryJiupoBaHus (JMIIEH3UPOBaHUE,
cepTuUKaIM, KOHTPOJIb 33 COOIOJCHHEM
TpeboBaHUH).

MexayHapoaHoe

COTPYAHUYECTBO (paTuduKarus
Bynamnemrckoil KOHBEHIIMH, y4acTHE B
OOH-rpynnax no UB).

OTBeTCTBEHHOCTH 32

Hapywenus (ct. 272-274.1 YK PO,
aJIMUHUCTPATUBHBIC ITPAQBI).
IIpocBeTuTeabckne Mepol (00yueHne
CHELHUaINCTOB, NHPOPMUPOBAHHUE TPAXKIAH O
pHCKax).

IIpumeps! akTOB:

e D3 Ne 149-03 — 6a30BbIC TPUHITUIIBI
Ub.

e Vka3 [Ipesunenta PO ot

05.12.2016 Ne 646 ([loxkTpuna
nHdopmannoHHoit 6e3onacHocTn PO) —
CTpaTernvecKkue ey U 3a1a4m;

¢ [locranosnenue [IpaBuTenncTBa OT
01.11.2012 Ne 1119 — TpeboBaHms K 3aiure
NIepCOHAJIBHBIX JJAHHBIX IIPU UX 00paboTKe;

15. IIpoananusupyire, Kak
3aKoHoaarenbcTBO PO npotuBoneiicTByeT
KOpPYNIHMOHHBIM PUCKaM B cepe 3aKynoK
WT-pemennii Ans rocy1apCTBEHHBIX HYK.
VYKaxuTe KOHKPETHbIEC IPaBOBbIC
MEXaHHU3MBI 1 HOPMaTHBHBIC AKTHI.
IIpumepHBbIii OTBeT:

3akoHomaTenscTBo PO ucmonsiyer
KOMIUIEKC TTPABOBBIX MEXAHU3MOB JUIs
npodunakTuky koppyniuu B M T-3akynkax:
Oos3aTenbHast IPO3PAYHOCTH

npouenyp (PenepanbHblid 3aKOH OT
05.04.2013 Ne 44-®3 «O KOHTPAKTHOM
CHUCTEME...»):

O myOJNUKaIUs U3BCIICHUNA U
nokymentanuu B EC (Enunas
nH(pOpMaLMOHHAs CHCTEMA);

O OTKPBITHIE ayKIIMOHBI M KOHKYPCBI;

o 00s3arenbHOe 00IIECTBEHHOE
o0CyXJeHne KPYITHBIX 3aKyIOK.
AHTHMKOPPYNLMOHHbIE

orpanndenus (ct. 31 Ne 4 Newton-D3):

O 3ampeT Ha y4acTHe JIUI C KOH(INKTOM
HUHTEPECOB;

O TIpOBEpKa HAIWYHS CyTUMOCTH 3a
9KOHOMHYECKHE MPECTYIUICHHS;

o TpeOOBaHHUE OTCYTCTBHS B pEECTpe
HEI0OPOCOBECTHBIX MTOCTABIIUKOB.
Kontpoas u ayaut (ct. 99 Ne 44-D3):

O MOHHUTOPHHT co cTopoHEI DAC,
Ka3HauelcTBa, IPOKYpaTyphbl;

O 00s3arenpHbIe OTYETHI O UCIIOHECHUT
KOHTPAKTOB;

O BHCIUIAHOBBIC ITPOBEPKHU IIPU CUT'HAJIAX O
HapyLICHUSX.

OtBeTrcTBeHHOCTH 32 HapymeHus (YK PO,
KoAIl P®):

Bsicok
nit (5-
10
MHUHYT)




¢ [Ipukazet DCTIK, ®Ch, Munuudpsr —
BE/IOMCTBEHHBIE PETJIAMEHTHI 110
TEXHUYECKOH M OpraHU3alMOHHON 3aluTe
nHpopManum.

o cr.200.4 YK P® — 310ynorpedienus B
ctepe 3aKyToK;

O aIMHMHHUCTpaTHBHBIC MTpadsl 3a
Hapymienue npouenyp (ri. 7 KoAIl POD);

O JUCKBaTH(UKAIMS JOIHKHOCTHBIX JIHII.
CranaapTu3anus TpedoBaHU (TIPHUKa3EI
Munnudpst, FOCTEr):

O THIOBBIE TEXHUYECKHE 3a/1aHHUs;

O eIUHbIC KPUTEPHHU OLCHKU
NPEeJI0KEHNH;

o0si3arenbHast sxcneprusa UT-permennii.

16

Tema 1. boprba ¢
yrpozamu
HECaHKLHOHUPOBAHH
Oro JOCTyIa K
nHpOpMaIN

YK-10.
Cnocoben
(dopmupoBath
HETEepPIuMOoe
OTHOIIICHHE K
MIPOSIBIICHUSIM
IKCTPEMHU3Ma,
TeppopusMa,
KOPPYIIHOHHOM
y MOBEJICHUIO U
IIPOTUBOJAEUCTBO
BaTh MM B
pogeCCHOHATh
HOH
JeATEeTEHOCTH

NYK-10.2
[Ipenynpexnaer
KOpPYIIMOHHEIE
PUCKH B
po¢heCCHOHATBEHO
H ICATCIHLHOCTH,
HCKITI0YaeT
BMEIIIATEIECTBO B
CBOIO
poheCCUOHATIbHY
10 JICATENbHOCTh B
ciydasx
CKJIOHEHUSI K
KOpPYILMOHHBIM
MIPaBOHAPYIICHUS
M

Pemrenue
3ama4

16.

Be1 paboTaeTte crieranucTom no
nH(pOpManMOHHOH 0e30I1acHOCTH B
TOCYZapCTBEHHOM YyupexaeHnu. Bam
MOCTYMAET MPEATIOKEHHUE OT MPEICTABUTEIS
KOMMEPYECKOH KOMIIAHUH: 32 JICHE)KHOE
BO3HArpak€HHUE BBI IOJDKHBI «3aKPBITh
I71a3a» Ha BBUIBJICHHBIC B XO/I€ ayIUTa
YS3BUMOCTH B CUCTEME 3aIIUTHI
nHpopManum, 4To0bI KOMIIAHHS TOTyYHIIa
BBIFOJIHBIN KOHTPAKT.

3aganue:

1. Onumwure, Kakue KOPPYIIIMOHHBIE PUCKU
BO3HHUKAIOT B JAHHOM CUTYyalHH.

2. Ilepeuucnute OeHCTBUS, KOTOPBIE BB
00513aHbI IPEATIPUHSATH COTIACHO
AQHTUKOPPYIIIIHIOHHOMY 3aKOHOJATEIbCTBY U
BHYTPEHHUM PETJIaMEHTaM.

3. Vkaxure, K KAKUM IOCIEACTBHSIM /TSI Bac
U OpraHU3alud MOXKET IIPUBECTH COTTIACHE Ha
MIpeUIOKEHHE.

Pemenue:

1. KoppyniuoHHBIH PUCK — KOHQIIUKT
HUHTEPECOB, MOAKYI JOLKHOCTHOTO JIMILIA,
HapylIeHHe IPUHIUIIOB HHPOPMaNnOHHOH
0€301acHOCTH pajiyl IMYHOH BBITO/BI.

2. Heobxomumo:

0 OTKazaThbCs OT NMPEIOKCHUS;

16.

Bawm kak coTpyHHKY oTaena
nH(POPMaNOHHOH 0€30aCHOCTH IIOPYUYEHO
BBIOPATh NOCTABIINKA CPEJCTB 3AIIUTHI
nHpopManuu. OOUH U3 KaHAUIATOB —
¢upma, rae paboTaet Bamr OIU3KAN
POICTBCHHHUK.

3aganue:

1. Omnpenenure, €CTh U B 3TOH CUTYyaIUH
KOH(JIMKT MHTEPECOB.

2. Kaxkue Mepsl BB TOJIKHBI IPEIIPUHSATD,
YTOOBI HCKIIOUUTH KOPPYIIIMOHHBIE PUCKU?
3. Kaxk opopMuTh yBenomieHue o
KOH(]IMKTE HHTEpEeCcOB?

Pemenue:

1. Ha, cutyauus co3aaéT NOTEHUUANbHBIN
KOH(JIMKT MHTEPECOB: JIUIHAS CBA3b MOXKET
MOBJIHATH HA 00BEKTUBHOCTH BBIOOpA.

2. Heob6xoaumo:

0 3asBUTH O KOH(IMKTE HHTEPECOB
PYKOBOJICTBY;

0 BO3/IEPXKATBCS OT Y4acTUs B IPUHITHH
peLIeHus 10 BEIOOPY MOCTABIINKA;

0 ImepenaTh HOJIHOMOYHS APYTOMY
COTpPYIHHKY;

0 o0ecrednTh NPO3pavyHOCTh IPOIETY P
otbopa (ImyOIMIHbIe KPUTEPHH, KOHKYPCHBIH
oTOop).

Beicok
nit (5-
10
MUHYT)




0 YBEIOMHTH PYKOBOJCTBO H CIIyKOy
0€3011acHOCTH OpraHu3allly;

0 3aduKCHpOBaTh (aKT MPEIIIOKEHUS
(nepemnucky, ayauo-, BUeOMaTepHabl, €CIH
BO3MOJKHO);

0 TMOJaTh yBeIOMIICHHE B
AQHTHKOPPYILHOHHYIO KOMHCCHIO HIIH
NPaBOOXPaHHUTEIbHBIC OPraHbl.

3. Tlocnexmcrus:

0 YTOJIOBHAsl OTBETCTBEHHOCTb

(ct. 290 YK P® — nonyuenue B3STKN);
0 yTpara JIOBepHs, yBOJIbHCHHUE,
JUCKBANA(UKAITHS,

0 KOMIIPOMETAIHs CUCTEMBI 3aLUTHI
nH(OPMaNNH, YTeUKa JaHHbIX,
penyTaniMOHHLIC U (bl/IHaHCOBBIe oTepu
OpraHH3aIix

3. VBenomiieHue opopmiseTcs B
MUCbMEHHOU (OpME ¢ YKazaHHEM:

0 cyTH KOH(]IMKTa (POACTBEHHAS CBSI3b);
o gomkHocTd U PUO poacTBEeHHUKA;

0 Mep, MPEAJIOKEHHBIX JUIS yCTpaHECHHS
KOH(]IMKTA;

O  JaThl ¥ MOJIIHCH.
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Tema 2. bopwba ¢
BUPYCHBIM
3apaxeHHEeM
nHpoOpManuu

YK-10.
Cnocoben
(dbopmupoBath
HETepIUMOoe
OTHOIIICHHE K
MIPOSIBIICHUSAM
IKCTPEMHU3MA,
TeppoOpU3Ma,
KOPPYIIIHOHHOM
y HOBEJCHHIO U
IIPOTUBOJEHUCTBO
BaThb UM B
npodeccroHanb
HOMU
JeATEeTbHOCTH

NYK-10.2
[Ipenynpexnaer
KOpPYILHOHHBIC
PHCKH B
npoheCCHOHATBHO
il IeSITeNbHOCTH;
HCKITIOYAeT
BMEIIATEIbCTBO B
CBOIO
poheCCHOHATBHY
0 IEATETBHOCTD B
clyJasx
CKJIOHCHHSI K
KOPPYILUHOHHBIM
MpaBOHAPYLICHHS
M

Pemenue
3a1a4

17.

Vcnosue

Bl — cucteMHBIif afMUHHCTPATOP
KOMMaHuU. BaM nocTynuiio aneKTpoHHoe
MUCbMO OT HEU3BECTHOTO OTIPABUTENS C
BioxeHneM «AKT_tpoBepku_CHB.doc.exe».
B tekcTe nuckMa yka3zaHo, 4YTO 3TO CPOYHBII
JIOKyMEHT OT PETYJISITOpa, TpeOyommit
HEMEAJICHHOTO 03HAKOMJICHHSI.
[Tepeuucnure He MeHee 5 IPU3HAKOB,
YKa3bIBAIOIIUX Ha MOTEHIHATIBHYIO YTPO3Y, U
OIHIINTE TOCJIEA0BATEIFHOCTD BALITHX
JIeficTBUI IS TPEeIOTBPAILLICHUS 3apaXKeHUS.
Pemenue

IIpu3Haku yrpo3sl:

1. Pacmmpenne ¢aiina .exe (MCIOTHAESMBIHA
(hatir) mpu 3asiBICHHOM popmMaTe
nIokymenTa .doc.

2. HewusBecTHbII OTIIpaBUTEb.

3. ®pasa «CpOYHBII TOKYMEHT OT
pEryIATOpa» Kak METOJ ICUXOJIOTHIECKOTr0
JIABJICHUSI.

17.

VYcnosue

Bam xostera mpocuT nepenaTs emMy depes
(Irerr HaKONUTENb «BAXHBINA (Qaliin», HO
MIPEAYNPEKIACT, YTO AHTHUBHUPYC Ha €To
KOMITBIOTEPE «YaCTO pyraeTcs Ha 3TOT
¢aitm». OH yTBEpKIaeT, YTO ATO «IOKHOE
cpabaTbIBaHHEY.

OOBsCHUTE, TOYEMY HEIJIb3S BBITIOIHATE 3Ty
IIPOCkOY, U MPEJIOKUTE aTbTEPHATUBHBIN
Oe3onacHblil crocob nepenayu JaHHbIX.
Pemenue

IIpuunHel oTKa3a:

* AHTHUBHpPYC pearupyer Ha NOTEHIHAJIbHO
BPEOHOCHBIH KOI.

* Ilepenaua ¢aitna MoXeT 3apa3uTh Bally
CHCTEMY U KOPIIOPaTUBHYIO CETb.

»  JlelicTBHE KOJUIETY HAPYIIACT MOJIUTHKY
Wb xommnanum.

ATnBTepHATUBHBIN CTIOCO0:

1. TlompocuTs KOJUIETy 3arpy3uTh (aii B
KOPITIOPaTUBHBIN 00JaYHBINA JTUCK C

Bsicok
nit (5-
10
MUHYT)




4. OrcyrcrBue 0O(QUIMATBEHON MOIUCH WIN
KOHTaKTOB pEryJsiTopa.

5. Tlomo3putenbHoe MMs (aiiia (cMeleHue
dbopmaToB).

JlelicTBusi:

1. He oTkpbIBaTh BIIOXKEHHUE.

2. TlpoBeputs agpec OTHpaBHUTEINS HA
MOZI03PUTEIIHHBIE TOMEHBI.

3. CooOmuTs B cnyx0y Ub xommanum o
MIHCBME.

4. 3a0IOKHpPOBATH OTIPABUTEIIS B IIOYTOBOM
cucTeme.

5. TlpoBectu ckaHupoBaHKE paboueit
CTaHLIMM aHTUBUPYCOM.

AHTUBUPYCHOI IPOBEPKOM.

2. Ecnu ¢aiin kpUTHYECKH BaykeH —
oOpartuThes B ciyx0y b nis ananuza
(aiina B M30JIMpOBaHHOM cpeze.

3. Hcnonb3oBaTh 3amnppoBaHHbBIA KaHa
nepenauu (Harpumep, S/MIME it moursr).
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Tema 3.
OpraHu3anuoHHO-
IIPaBOBOE
obecrieyenue
WH(POPMAITMOHHOM
Oe3omacHOCTH

YK-10.
Cnocoben
¢dbopmupoBath
HETEepIuMoe
OTHOIIICHHE K
MIPOSIBIICHUSIM
IKCTPEMHU3Ma,
TeppopusMa,
KOPPYIIIIHOHHOM
y MOBEJICHUIO U
IIPOTUBOJAEUCTBO
BaTh MM B
npogecCHOHAIb
HOH
JeITeIIHOCTH

NYK-10.2
[Ipenynpexnaer
KOpPYILHUOHHBIE
PUCKH B
po¢heCCHOHATBEHO
H IeATCIBLHOCTH,
HCKITIOYaeT
BMEIIIATEIECTBO B
CBOIO
poeCCHOHATIBHY
10 JICATENbHOCTh B
ciy4dasx
CKJIOHEHHUSI K
KOPPYIIMOHHBIM
TIPaBOHAPYIICHUS
M

Pemrenue
3amaq

18.

Bb1 — crienmanuct no nHGOpMaMOHHON
0e301acHOCTH B rocyupesxaeHnn. Bam
MPEeUIaraloT KYCKOPHUTE) COTIIACOBAHUE
TEXHUYECKOTO PEIICHHUS IO 3alUTEe TaHHBIX
3a IeHE)KHOE BO3HATPAKICHUE.

3amaqa:

1. Omnpenenure, Kakue HOPMBI
3aKOoHOJaTeNbCcTBa PO 3anmpenaioT mogo0HbIe
JIEUCTBHUS.

2. CocraBbTe KpaTkuii (5—7 npennoxeHuil)
MUCBMEHHBIN OTKa3, CChUIasCh Ha
KOHKPETHBIE CTaThH 3aKOHOB.

3. VYkaxure, B KaKoi OpraH cienyer
COOOIIUTH O TOMBITKE CKIIOHEHHUS K
KOPPYITIUH.

Pewenue:

1. JleiicTBUS 3ampeIICHBI:

0 cT.9 ®enepanbHOro 3aKOHA OT
25.12.2008 Ne 273 @3 «O npoTHUBOAEHCTBHH
KOPPYIIIUI» (3alpeT Ha MIPUHSATHE
BO3HATPAXKICHUI);

0 cr.290 YK PO (monmy4yeHune B3ATKH).

2. Ilpumep oTkaza:

«B cootBerctBHu co cT. 9 D3 N 273 D3 51 HE

18.

Bawm kak UT cneunanucty nopyyeHo
BbIOpaTh nocrasiuka [10 jyis 3amuTs!
nHdpopmanuu. OIMH U3 KaHAUIATOB
HaMEKaeT, YTO «INYHOE BO3HATPAXKICHUE»
MIOBBICUT IIAHCHI €r0 KOMITAaHHH.

3amaya:

1. Tlepeuncnure mary, KOTOPHIE BbI
MpEANpPUMETE JUIS TIPEIOTBPAIICHHS
KOH(JIMKTa HHTEPECOB.

2. VYxaxure, Kakue TOKYMEHTHI HY)KHO
odopMHTh, YTOOBI 3a)KCUPOBATH MOIBITKY
CKJIOHEHUSI K KOPPYIIIHH.

3. HasoBure cpoku 1ojauu yBeJOMIICHHS O
KOH(JIMKTE HHTEPECOB.

Pewmenue:

1. Illarm:

0 O0TKa3aThCs OT IEPETOBOPOB C
HaMEKaIOIUM MPEICTABUTEIIEM;

0 YBEJOMHTb PYKOBOACTBO M KOMHUCCHIO T10
ITHKE;

0 TIPOBECTH 3aKYIKy Yepe3 KOHKYPEHTHBIE
npoueaypst (44 @3 wiu 223 O3).

2. JIOKyMEHTSI:

0 ciyxeOHas 3amHCKa Ha UMs

Bricok
nit (5-
10
MUHYT)




BIIPaBE IPUHUMATH JACHEKHBIC
BO3HATPAXKICHUS 3a BBHIIIOJTHCHUE
JIOJDKHOCTHBIX 00si3anHOCTei. [Tpemmoxenue
0 BBIIIATE BO3HATPAXKICHUS PACIICHUBACTCS
KaK IOMBITKA CKJIOHCHHS K KOPPYIIIHOHHOMY
npaBoHapymIeHuto. [Ipomry npekpaTuTh
nmofo0HBIe 00CyXaeHus. B ciyuae
MOBTOPEHUSI 51 Oy/1y BBIHYK/ICH YBEIOMUTh
KOMITETEHTHBIC OPTaHbD).

3. CooOmuTh B MoApa3AeIeHre 110
npodHUITaKTHKE KOPPYILIIUOHHBIX
MPaBOHAPYIICHUI TOCOpraHa Uik B
npokypatypy (ct. 11 @3 Ne 273 D3).

PYKOBOIUTEINS C ONIMCAHUEM CUTYALUH;

0 akT 0 (pakTe CKIOHEHUsI K KOppyMIHH (C
CBUJICTENISIMHU, €CJTH BO3MOXKHO).

3. Cpok yBenoMIIeHUSI — HE 03 JHEE
ciexyromero padouero qus (m. 1 4. 2 cr. 11
D3 Ne 273 @3).

Kpumepuu ouenusanus ouaznocmuueckoil padbomol:

Ouenka Kputepun oueHuBaHusi
OTJHUYHO ot 90 10 100 % npaBUABLHO BHITOJHEHHBIX 3aJaHUM
X0pOIIo oT 70 10 89 % npaBUIBLHO BHITIOJHEHHBIX 3aIaHUH
YAOBJIETBOPUTEIbHO oT 50 10 69 % npaBUIBLHO BHIITOJHEHHBIX 3aJaHUM

HEYJAOBJECTBOPHUTCJIBbHO

MeHee S0 % IpaBUIIBHO BEITOJHEHHBIX 3aJaHHI




