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Pabouas nporpamma nuctuminasl « MHbopMaronHas 0e30macHoCTh U 3amuTta HHpopmanuny. [1o
cnemmanbHocTH  38.05.02 TamoxkeHHoe nen0, chenmann3anus <« TamMoKeHHBIE TIIIATeXKH |
BaMIOTHBIA KOHTPOIbY / O.A. JleBuueB — M.: UMIID um. A.C. I'puboenosa

Pabouas mporpamMma JUCHMIUIMHBI COCTaBJI€HAa Ha OCHOBaHWM TpeboBaHmii DenepaabHOro
roCy/IapCTBEHHOI'O0 00pa30BaTENbHOIO CTaHAapTa BBICHIETO OOPa30BaHMS — CIEHUAIUTET IO
cnenuanbHocTh 38.05.02 «TamoxeHHOE €710, YTBEPKIEHHOI0 IpUKa3oM MUHUCTEPCTBA HAYKU U
BbIcIIeTO oOpa3oBanus Poccuiickoit @Depepanmm ot 25 Hos0ps 2020r. Ne 1453 wu
[Ipodeccuonansuoro cranaapra «Crenuanict N0 BHEITHEAKOHOMUYECKON NIESTETLHOCTID OT «17»
utoHs 2019 r. Ne 409H (3apeructpupoBan MunucrepctBoM roctutinu Poccuiickoit @enepanuu «11»
utoyst 2019 r., peructparmonnsiii Ne 55208).

Pa3paborunku: O.A. JleBuues, K.B.H., JIOIEHT
OTBETCTBEHHBIN PEIICH3CHT: M.K. YuctskoBa, KaHAUIAT 3KOHOMUYECKUX HAYK, JOLEHT,
nekaH s3koHoMudeckoro akyapreta OAHO BO
«MOCKOBCKHI IICUXO0JIOTO-COLIMAJIbHOTO YHUBEPCUTETA»
(D.U.0., yu. cmenens, yu. 36aHue, 00JIHCHOCHb)

Pabouas mporpamMma IUCHMIUIMHBI pacCMOTpeHa M 0J00peHa Ha 3acelaHuH Kadempbl
aynuta, GUHAHCOB M KpenuTa «22» nexadps 2023, nmpotokoi Ne 4

3aBenyronuii kadeapoit ’)7%/ /T. B. HoBuKOBa, K. 3. H., JOLIEHT

.
CornacoBaHo oT bubnnoreku K% /O.E. Crénkuna/




Paznen 1. llesan u 3a1a4u 0CBOEHUS TMCUUILINHBI

Ilenvro  ocBoeHust mucnuiuimHbl  «MHbOpManmoHHass 0e€30mMacHOCT, W 3alIuTa
uHbopManum» SABIsETCS (OPMHPOBAHWUE Yy CTYJCHTOB 3HAHMH M YMEHHH B o00jactu
oOecriedeHrs: HHPOPMAIIMOHHON 0€301MacHOCTH, CIIOCOOHOCTEH K PEIICHUIO 3ajad 10 3alluTe
uHbOpMAlMM  OT HECAHKIHOHUPOBAHHOTO JIOCTYINA, MOIU(PUKAINK, KONMHUPOBAHUS U
YHUYTOXKCHUSI.

3aoauu nUCUUIUIVHBL

® 13y4eHHE OCHOBHBIX MOHATHI U TEPMUHOB B 00JIaCTH HHPOPMALIMOHHOHN 0€3011acHOCTH;
® 03HAKOMJICHHE C METO/IaMU M CPEICTBAMU 3aIIUTHI HH(POPMAIINH;
® aHAJM3 YIPO3 U PUCKOB MH(POPMAITMOHHOW O€30MaCHOCTH;
e pazpaboTka Mep MO TPEAOTBPAIICHUIO U  JUKBUJALUU
nH(pOpMaIMOHHOM 06€301MacHOCTH;
® IIPOCKTHPOBAHUE CUCTEM 3alIUTHI HH()OPMAIIHH.

IIOCJIEICTBUM  HApYILICHUN

Pa3nen 2. [lnanupyemble pe3yJibTaThbl 00y4eHUsl 0 JMCHHUIJIMHE, COOTHECEHHbIE ¢
IUVIAHUPYEMbIMU Pe3yJIbTATAMHU 0CBOEHHs 00Pa30BaTEIbHOMH POrPaMMBbl

Kon
DopmMyJIMPOBKA
KOMIIETEH HNHAuKATOPBI 10CTHKEHHS KOMIIETEHIIMU
KOMIETEeHI[UH
U
YK-10 Cnocoben popmupoBars MNYK-10.1 3naer cnoco6b! NpodUIaKTUKN KOPPYIILIUU
HeTepnuMOoe OTHOIIEHHE K | M JOPMUPOBAHUS HETEPITUMOTO OTHOIICHUS K HEH.
NPOSABJIEHUSIM
IKCTpeMu3Ma, Teppopusma, | MYK-10.2 [Ipenynpexnaet KOppynInOHHBIC PUCKH B
KOPPYNIIHOHHOMY PO eCCHOHATIBHOM JeATEIbHOCTH; UCKITFOUaeT

NMOBEAEHUI0 U
NPOTHBO/JEHCTBOBATH UM B
npogdeccuoHaIbLHOM
AeSITeIbHOCTH

BMEIIATEIIECTBO B CBOIO MPO()ECCHOHAIBHYIO
JEATEIIBHOCTh B CIIy4asiX CKJIOHEHHUS K
KOpPPYNIMOHHBIM IIPABOHAPYLICHUAM

Pasjnen 3. MecTo AUCHUNJIMHBI B CTPYKTYpe
o0pa3oBaTeIbHOM NMPOTrPaMMBbI CIICIHAJIUTETA
Juctumimna «MHpopmanmonHas 0e30nmacHOCTh W 3amuTa MHGOpMaluu» H3ydaercs B 5
ceMecTpe OYHOW M 3a04HOM Gopm oOydeHus, otHocuTcs K biaoky b.1 «luctummuns! (Moaynn)y,
«Obs13aTenpHas 4acThy» 00pa3oBaTeNIbHON TporpamMmsl 1o crneruanbHocTu 38.05.02 TamoxenHnoe
neino (YpoBeHb CIIELUAUTET), crieruanu3anus: « TaMokeHHbIE MIaTeXH U BATIOTHBIA KOHTPOJIbY.

Pa3nea 4. O0beM (TPyA0eMKOCTB) JMCIHIIIHHBI
(o0mas, mo BuaamM y4eOHoOi padoThl, BUAAM NMPOMEKYTOYHOH aTTECTAIMHU)

TpynoeMKOCTh IMCHUIUIMHBI U BUAbI Y4e0OHOI padoThI
HA 04HOI (popMe 00yUeHH S

IIpakTuuec Kypcosoe . KouTpons
Hro p yp Camocrositens | Texkymui POIb,
3.€. Jlexun KHe MIPOEKTUPOBA MIPOMEKYTOUH
ro Hasi paboTa KOHTPOJIb
3aHATHS HUE ast aTTecTalus
5 cemecTp
4
3 108 16 32 56
3aueT
HA 3204HOI hopme 00yUeHuUs
IIpakTuuec Kypcosoe . Koutpons
HUto p YP Camocrositens | Tekyuui POIIb,
3.€. Jlexun KHe MIPOEKTUPOBA MIPOMEKYTOUH
o Has pabora KOHTPOJTh
3aHATHS HHUE ast aTTeCTals




S ceMecTp

3 | 108 2 8 94
3auer
TeMaTuyecKUuil NJIAH IUCHUTIIUHBI
Ounas ¢popma o0ydeHus1
Texk
[Ipaktnue | Camocroste Y KoHntpous,
Jlex 10005051 Bcero
Paznensr / Temsr CKHE JbHas IPOMEKYTOUHAS
100707 KOHT 4acoB
3aHATUA paboTta aTTecTanus
poib
5 cemecTp
Tema 1. boprba ¢ yrpozamu
HECaHKITMOHUPOBAHHOTO 6 12 20 38
J0CTyTa K HHQOpMaIiH
Tema 2. Bopr6a ¢ BUpyCHBIM
P Py 4 10 18 32
3apakeHHeM HHGOpMaluu.
Tema 3. OpranuzanoHHO-
MpaBOBOE OOecIeYeHre
P . 6 10 18 34
MH(POPMAIIMOHHOM
0€30MacHOCTH
3auer 4 4
Hroro no gucuunjinue 16 32 56 4 108
HA 3204HOI (hopme 00yUeHuUs
Tek
[Ipaktnue | Camocrosite Y Kontpouss,
Jlex U Bcero
Paznensl / Temsl CKHe JbHAS IPOMEKYTOUHAs
10701 KOHT 4acoB
3aHATHS pabora aTTecTalus
poib
5 cemecTp
Tema 1. boprba ¢ yrpozamu
HECaHKLIHOHUPOBAHHOTO 2 4 32 38
JocTyna K uHpopmanuu
Tema 2. bopr6a ¢ BUpYCHBIM 5 32 34
3apakeHHeM HH(GOpMalUu.
Tema 3. OpranuszanoHHO-
IIpaBOBOE 00eCIeYeHre
. 2 30 32
MH(POPMAIMOHHOM
0€30MacHOCTH
3auer 4 4
HToro mo tucuunjnHe 2 8 94 4 108
CTpyKTypa U coaep:kaHue TUCHUTIUHBI
HaumeHoBaHue
pasaena/ Copep:xanue AUCUHILTUHBI
TeMbI TUCIUTLIHHBI
AKTyabHOCTh po0OJIeMBI o0ecrnieueHue 0€30MacHOCTH
Tewma 1. boprba ¢
DO3AMI uHpOpMaLUH. OcHoBHBIE MIOHSITHS 0€30MaCHOCTH:
yrp KOH(UIEHIIMATBHOCTD, HEIOCTHOCTh, JOCTYMHOCTh. OOBEKTHI, LIEeTU
HECAaHKIIMOHHUPOBAHHOTO .
U 337a4d  3alMThl  MHpOpMauMU. YTpo3sl HH(POPMAITMOHHOU
JOCTYyTIa K HHPOpMAITH
0€30MMacHOCTH: KJacCH(pUKallKs, HICTOYHUKH BOZHUKHOBEHUS U MYTH




peanmuzanuu. OnpeneneHue TPeOOBaHWI K YPOBHIO OOecCIeueHUS
nHpopmanmonHot  OGezomacHoctu.  CraHmapTtel B oOmactw
uHpOpMaMOHHOM  Oe3omacHocTH. Buasl Mep  obecrieueHus
MH(OPMALIMOHHON O€30MaCHOCTU: 3aKOHOAATEIbHbIE, MOpPAIbHO-
ATUYECKHE,  OPraHU3alMOHHbIE, TEXHUUYECKHE, IPOrPaMMHO-
MaTeMaTHYeCKHUE. Crenuguyeckue IPUEMBbI yIpaBlIeHUs
TEXHUYECKUMHU CPEJACTBaMU. METONbI 3allUThl OT KOIUPOBAHHSL.
3amuTa nporpaMMm B omneparuBHOM namsaTv. 3amurta [IK ot
BPEIOHOCHBIX 3akiaaoK. 3amurta uHpopmamuu B [IK. OcHoBHBIE
MPUHLIMIIBI TOCTPOCHUS CHUCTEM 3alluThl UHPopManuu. OCHOBHbBIE
3alIUTHBIE MEXaHW3Mbl: HMICHTH(PUKALWIO ¥ ayTEHTH(PHUKAIHIO.
Knaccudpukanuio arak, Mojenu | pe3yibTaTbl aTak. OTarlbl
peanu3anuu arak. OOHapyxeHue arak. [IpoTHBOIEHCTBUS aTakam.
AHanu3 pucka.

[IpoGiieMbl BHUpPYCHOTO 3apaXX€HUsi M CTPYKTypa COBPEMEHHBIX
BUpYCcOB. KOMITbIOTEpHBIN BUPYC: MOHATHE, IMYTH PaCIpOCTPaHEHUS,
nposiBiieHue JeicTBUs BUpyca. CTpyKTypa COBPEMEHHBIX BUPYCOB:
MOJIeJI TIOBEJCHUS BUPYCOB; JECTPYKTHBHBIC ACHCTBUS BHPYCa;

Tema 2. boprba ¢ paspylIeHHe MpOTrpaMMBbl 3alIUThl WM HU3MEHEHHE COCTOSHUSA
BUPYCHBIM 3apaKEHUEM | IPOIPAMMHOM Cpelbl; BO3JEHUCTBUSA Ha IPOrPaMMHO-aNIapaTHbIE
nHpOpMaIny. CpeAcTBa 3amMTHl HMHPOpPManuu. B370M NapoIbHONW CHCTEMBI.

[Tporpammel-imuonbl.  [Iporpammbi-ckanepsl.  Knaccudukarus
aHTUBUPYCHBIX nporpamm. IIporpammei-nerextopsl. IIporpammbl-
JIOKTOPA. [IporpammbI-peBU30PHI. [IporpaMMbI-QHIBTPHI.
[TpodunakTuka 3apaxeHHsi BAPYCOM.

MexnayHapoaHble,  POCCHIICKME M  OTpacjieBble  IPABOBBIC

Tema 3. JOKYMEHTHL. OnpIT 3aKOHOJATEIFHOIO peryInpoBaHus
OpraHu3anuoHHO- uHpopmaruzanuu B Poccun u 3a pyoexom. KoHuenius npaBoBoro
npaBoBoe o0ecrieueHue | obdecneyeHus: uHbopmaronHon Oe3zonacHoct P®. Cranmapthl u
MH(OPMAaIMOHHOM HOPMaTHBHO-METOJMUYECKUE JIOKYMEHThl B 00JacTH oOecredeHus
0€30MacHOCTH MH(pOPMaLlMOHHON Oe30macHOCTH. MexayHapo HbIe TPABOBHIE aKThI

110 3alIUTC I/IHq)OpMaI_II/II/I. KOMHLIOTepHLIe IPECTYIJICHUA.

3aHATHA CEMHHAPCKOI0 THIIA
(ITpakTHYecKHe 3aHATHA)

O0111e peKoOMeHIaluH 110 MOATOTOBKE K MPAKTUUECKUM 3aHATUAM. [Ipu moaroroske k
paboTe BO BpeMs IPOBEACHUS 3aHATHI MPAKTUYECKOr0 TUIIA ClIeAyeT OOpaTUTh BHUMaHUE Ha
CJIEAYIOIIME MOMEHTBI: Ha IIPOLecC NpeABapUTEeNbHON NOATOTOBKH, Ha pabOTy BO BpeMs 3aHSTHS,
00palboTKy MOTY4YEHHBIX PE3yJIbTaTOB, UCIIPaBJICHNE OMyUYeHHBIX 3aMeyanuil. [IpenBapurenshas
MOJITOTOBKA K YUeOHOMY 3aHSATHIO MPAKTUYECKOTO THIIA 3aKJIFI0YAETCS B U3YUEHUU TEOPETHUECKOTO
MaTepuasa B OTBEJCHHOE JJIsi CAMOCTOSITENIbHOM pabOThl BpeMsi, 03HAKOMJIEHHE C MHCTPYKTUBHBIMU
MaTepHajIaMHy € LENbI0 OCO3HAHUS 3a7a4 3aHATHUS.

Pabora Bo BpeMsi mpoBeeHUS 3aHATUS IPAKTUYECKOT0 TUITAa BKIIFOUAET HECKOJIBKO
MOMEHTOB: a) KOHCYJIbTHUPOBAaHUE 00YYaIOLINXCS MPETNOAABATENAMU C LIEIbIO MPEI0CTABICHHUS
ycyepneiBaroliel nHGopMauu, He0OX0AUMOM JIsi CAMOCTOSITETLHOTO BBITTOJIHEHUS
MIPEUIOKEHHBIX MPeToiaBaTesieM 3a/1a4; 0) CaMOCTOATENbHOE BHITIOJIHEHUE 3a/IJaHUH COTIIaCHO
0003HaYeHHON Y4eOHOH MporpaMMon TEMaTHKH.

Tema 1. «bopb0a ¢ yrpozaMu HECAHKIIHOHMPOBAHHOI'0 A0CTYNIa K MHpopManumn»
Bonpocel u/unu 3a0anusn
1. TpeGoBanus k ypoBHIO oOecrieueHrss MHPOPMAIMOHHOHN 0€30MacHOCTH.
2. CtanmapTsl B 061acT HHPOPMALTMOHHON OE€30MaCHOCTH.
3. Bunsl mep obecrieuennst ”HGOPMAIIMOHHON O€30TaCHOCTH.



Tema 2. «bopbs0a ¢ BUPYCHBIM 3apaskeHHeM HH(opManum»
Bonpocwl u/unu 3a0anusn
1. CtpykTypa COBpEMEHHBIX BUPYCOB.
2. B3j10M 11apoJIbHOM CHUCTEMBI.
3. Knaccu¢ukanus aHTUBUPYCHBIX TPOTPAMM.

Tema 3. «OpranuzannoHHO-NPaBoOBOe odecneyeHne HHGPOPMAMOHHOI 6€30MaCHOCTH
Bonpocwt u/unu 3a0anusn

1. Konnenius mpaBoBoro odecrnedeHus: nHGopmarmoHHou 6e3omacHocty PO.

2. CtarnapTtel B o0nactu obecnieueHus HH(OOPMAIIMOHHON O€30MMaCHOCTH.

3. MexyHapo IHbIe MPaBOBBIC aKTHI MO 3aIIUTE HHPOPMAIIHH.

Paznea S. YueOHO-MeTOAMYeCKOE 00eclIeYeHHEe CAMOCTOSITEIbHOM PadoThl
00y4YaKOIIHUXCS M0 TUCHHILINHE

Hapsiny ¢ ureHuem JneKkuuid M MPOBEACHHUEM IMPAKTUUYECKUX 3aHSATHH HEOThEMJIEMBIM
JJIEMEHTOM Y4YeOHOI0 Tporecca SIBISICTCS camocmosmenvhas paboma. Ilpu camMoCTOSTETHHOM
paboTte mocTUraeTcsi KOHKPETHOE YCBOEHHE y4eOHOro MaTepuasa, pa3BUBAIOTCS TEOPETUUYECKHE
CTIOCOOHOCTH, CTOJIb Ba)KHBIE JJISl YCIEITHON MOATOTOBKU M 3aIIUTHI BBITYCKHON paboTsl. Dopmbl
CaMOCTOSITENTLHOM paboThl, 00ydaeMbIX MOTYT ObITh pazHooOpasHbiMU. CamocTosiTenbHas pabora
BKIJIFOYACT: H3YYCHHE JIMTEPATyphl, BEO-pPECypCcoOB, OIICHKY, OOCYXJICHHE W pPEICH3MPOBAHHE
myOJMUKYyeMBbIX CTaTel; OTBEThl Ha KOHTPOJbHBIC BOIPOCHI, pEIICHHE 3aJay; CaMOTECTHPOBAHMUE.
BI)IHOJIHGHI/Ie BCEX BUI0B CaMOCTOﬂTeHBHOfI pa60TI)I YB$I3I)IBa€TC$I C I/ISYHGHI/IGM KOHerTHI)IX TCM.

Tunosble 3a1aHus AJI1 CAMOCTOATEIbHOU PadOTHl U MPUMEpHasi TeMaTHKa KypCOBBIX padboOT
(TIPOEKTOB), MPEYCMOTPEHHBIX Y4eOHBIM TUTAHOM, MIPEJCTABICHBI B (JOHJIE OIEHOYHBIX CPECTB IO
JUACIUTUIMHE.

5.1. UuauBuayajibHbie 3aJaHNs J1JIs1 KYPCOBBIX padoT

KypcoBast paboTa mo3BoJisieT BBISIBUTH CTETICHb BIaJICHUs 0a30BBIMU 3HAHUSMU, YMEHUSIMU
HGO6XOI[I/IMI>IMI/I JJIA O6y‘~I€HI/I$I, 158 onpej:[eJme ypOBeHI: BJIaACHUA HOBBIM MaTepI/Ia.TIOM.
PexoMenganuu mo moAroToBke, OOPMIICHUIO U 3alllUTE KypcOBOI paboThHI (KypCOBOTO MPOEKTA),
MPEAYCMOTPEHHOW  y4eOHBIM  TUUIAHOM, HWB3JIOKEHBI B METOAMYECKHMX  YKa3aHUSIX IO
COOTBETCTBYIOIIECH TUCLIMILINHE

5.1.1. IlpuMepHast TeMATHKA KyPCOBBIX padoT (IIPOEKTOB)
Kypcosas paboma ne npedycmompena yueouvim nianom.

Pa3nes 6. OneHo4HbIe M METOANYECKHE MATEPHAJIBI 110 00pa30BaTeIbHOM NPorpaMmme
(hoHA OLIEHOYHBIX CPE/ACTB) AJIsl IPOBEJAEHUS TEeKYlero KOHTPOJIS yCIeBaeMOCTH 1
NPOMEKYTOYHOM aTTeCTANMHU

B mpomecce ocBoeHus yueOHOW AWCHUUIUIMHBI 71 OLEHUBAHUS C(HOPMHUPOBAHHOCTHU
TpeOyeMbIX KOMIETEHIIMI UCIIONb3YIOTCS OLIEHOUHbIE MaTepuaibl ((POHIBI OIIEHOUYHBIX CPE/ICTB).

Tunosble TecTOBBIE 3aJjaHUS, TUIIOBBIE NPAKTHUECKHUE 3aJaHUsl, TUIIOBBIC 3aJaHUs IS
KOHTPOJIbHBIX paldoT, Marepuanbl JUIsl OLEHKH pe3yJbTaTOB INPOMEXYTOYHOM arTecTaluu Hu
MaTepuaibl JUIsl JAMAarHOCTUYECKOW paboThl MpeAcTaBieHbl B (OHJE OIEHOYHBIX CPEICTB IO
JUCLUIUINHE.

6.1. MaTepuasbl 1Jisl OLEHKH Pe3yJIbTAaTOB NPOMEKYTOUYHOM aTTecTAlNU

Ilepeyenb BONPOCOB /ISl NOATOTOBKH K MPOMEKYTOYHOM aTTecTanuu (3a4er)
1. TpeGoBanus K ypoBHIO oOecrieueHus: THPOPMAITMOHHOM 0€30M1acHOCTH.
2. CtanmapThl B 061acT HHPOPMAITMOHHON OE€30MAaCHOCTH.
3. Bunsl mep obecnieuenrss ”HGOPMAIMOHHON 0€30MacHOCTH
4. CTpyKTypa COBPEMEHHBIX BUPYCOB.



5. B31noM naposabHON CUCTEMBI.

6. Knaccudukamus aHTUBUPYCHBIX TTPOTPaMM

7. KoHuemniust mpaBoBoro odecrneueHus: nHpopMaImoHHoi 6e3onacHoctu PO.

8. CranmapTtsl B 00s1acTu obecrniedeHusi HHGOPMAITMOHHON O€301aCHOCTH.

9. MexayHapoaHbIe TIPABOBHIC aKTHI IO 3aIUTE HHPOPMAITHH.

10. AHanu3 3alMIEHHOCTH Web-IIPUIIOKEHNS HA OCHOBE MOJEIMPOBAHUS CETEBbIX aTaK.

11. brok 3amuThl HHGOPMAIIUN KaHAJIOB yIPaBJIEHUS] aBTOMAaTU3UPOBAHHON CHCTEMBI

CILyTHHUKOBOH CBSI3H.

12. KomMruiekcHoe obecrieueHre HHGOPMAIIMOHHON 0€30MaCHOCTH MPHU PeasTh3aI[ii YTPO3bI

MOTIBITKH JIOCTYTIA B YAAJIEHHYIO CUCTEMY .

13. Konnenuus noauTuky 6€300acCHOCTH U CUCTEM KOHTPOJIS 10CTYyIa JUIsl JIOKAIbHbIX

BBIUYUCIIUTEIILHBIX CETEH.

14. Monenb cucteMsl ynpaBieHus: HHQOpMaMOHHON 0€3011aCHOCTBIO B YCIOBUAX

HEOIPEIETEHHOCTH BO3ICHCTBUS.

15. Obecnieyenne 6€30MaCHOCTH TPAH3AKIIMIA C UCTIOJIb30BaHUEM 0aHKOBCKHX KapT.

16. Opranu3anust THPOPMAITMOHHOHN 0€30MaCHOCTH JIEKTPOHHOTO apXHUBa OIUIATHI TIATEKHBIX

JOKYMEHTOB HACEJIEHUEM.

17. Ouenka 3¢ppeKTHBHOCTH CPEACTB M METOIOB 3aIUTH HH(OPMAIH HA TIPEATIPUITHH.

18. ITocTpoenue THIIOBOI MO/IEH yrpo3 O€30MacCHOCTH HH(POPMALUK KPEIUTHON OpraHu3aluy.

19. IIpumenenne DLP-cucTem kak HHCTpyMeHTa obecrieueHust HH)OpMaMOHHON 0€30MacHOCTH

KOMIIaHHUU.

20. Pa3zpaboTka 3amuniéHHoN HHPOPMAIIMOHHOW CTPYKTYPBI ISl OFOPKETHOTO METUITUHCKOTO

YUPEXKIACHUS.

21. Pa3paboTka 1 BHEJPEHHE CUCTEMBI HH(POPMAIIMOHHOMN 0€301MacHOCTH B TPAHCIIOPTHOM

KOMIIaHHU.

22. Pa3paboTka METOIMKH 3aIlIUTHI MHPOPMALIMHU OT IEJIEBOr0 (PUIIMHTA B aBTOMATU3HPOBAHHON

cucTeMe MpepUiTHUs.

23. Pa3paboTka mporpaMMBI Il OBBIIIEHHS HH(OPMAIIMOHHON 0€30ITacCHOCTH B KOMMEPYECKOM

OaHKe.

24. Pa3paboTKa periamMeHTa MpoBeIeHHS ayIuTa HHPOPMALIMOHHON 0€301TacHOCTH

rOCYJJapCTBEHHOTO OIO/PKETHOTO YUPEXKICHHSL.

25. Pa3paboTka cpe/icTB 3alIUThI OT yTedek ceaHcoB VPN MOOMIBHBIX TOIH30BATENECH.

26. Cucrema 3aluThl IEPCOHANBHBIX JIaHHBIX HA MPEANPUITUH.

27. CucreMa obecrieueHus 3anThl THPOPMAILIMU B IIEPETOBOPHOM KOMHATE.

28. YrpasneHue puckaMyu HHPOPMALMOHHOM O€30MaCHOCTH B OpraHU3aIUH.

29. BHenpeHne cucteMbl MOHUTOPHUHTA U aHaJH3a COOBITHH HH(POPMAITMOHHON 0€30MaCHOCTH.

30. Mcnonp3oBaHue KpUNTOTpahUUECKUX METOI0B ISl 3alIUThl HH()OPMAIUH.

31. TectupoBaHue 1 OIIEHKA YPPEKTUBHOCTH CUCTEM 3aIIUTHI HHPOPMALINH.

32. YrpaBieHue WHIMIEHTaMU HHPOPMAIIMOHHONW O€30MTaCHOCTH U pearupoBaHUe Ha HUX.
Kpartkast xapakTepucTHKA 0TBETOB (KJIKYH):

1. TpeOGoBaHusi K ypoBHIO o0ecriedeHHs] HH(POPMAILIMOHHOI 0e30MaCHOCTH ONpe/eAIoTC Ha
OCHOBE aHaJTH3a IIEHHOCTH 3alIHAIIIaeMON HH(POPMAIIH 1 OI[CHKH IOTEHIIMABHBIX PUCKOB. OHH
(bopMupyrOTCs ¢ YU€TOM 3aKOHOAaTeNbeTBa PD, B yacTHOCTH, 3aKOHOB «O roCy1apCTBEHHOM TaltHE»,
«O nepcoHaNBHBIX JaHHBIX» U «O KOMMepuecKol TaiiHe». TpeOoBaHus perIaMeHTHPYIOT CO3aHue
KOMIUIEKCHOM CHCTEMBI 3allUThI, OXBAThIBAIOIIEH OpraHU3al[MOHHbIE, TEXHUYECKHE U ITPABOBBIE MEPBI.
KiTroueBbIM MPUHIUTIOM SIBJISIETCST HEMPEPHIBHOCTD 3aIUTHI U €€ IeKBaTHOCTh aKTYaJIbHBIM yTPO3aM.

2. CranaapThl B 00J1acTH HHGOPMALMOHHOI (6€30IMACHOCTH CITY)KAT OCHOBOH JJIS TOCTPOCHHS
HaJEKHBIX CHCTEM 3aIlUThI M 00ECTIEUNBAIOT METOI0IOTHYecKoe eInHCTBO. B Poccun 6a3oBbM
sersiercst 'OCT P MICO/MOK 27001, onuchiBarormii TpeOOBaHHUS K CHCTEME MEHEDKMEHTA
uHpopmarmonnoi 6e3onacHoctr (CYUD). Jlns cierududeckux orpaciei, Harpumep, 0aHKOBCKOM
ceprbl, MPUMEHSIOTCS TOTTOJTHUTEbHBIE cTaHaapThl (Harpumep, [OCT P 57580). MexmyHapoaHbie
craaaptsl, Takue Kak cepust ISO/IEC 27000, rapMOHM3UPYIOT MOJXOAbI K O€30IMaCHOCTH Ha
rI100ATbHOM YPOBHE.



3. Buasbl Mep odecrieyeHns1 HHPOPMALMOHHOI 6€30MACHOCTH TPAIUIMOHHO JIETIATCS Ha TPU
ocHOBHbIE rpymibl. [IpaBoBbIe Mepbl BKIIIOYAIOT 3aKOHOIATENbCTBO U HOPMAaTUBHBIE aKThI,
yCTaHaBJIMBAIOIINE OTBETCTBEHHOCTD 32 HapylleHus. Opranu3anMoHHble Mepbl — 3TO BHYTPEHHHE
MIOJIMTUKH, PETJIaMEHTBI, MIPaBUiia JOCTyNa 1 o0yueHue nepcoHana. Texnuyeckue (MporpaMMHO-
annapaTtHble) Mepbl PEJICTABISIOT CO00I KOHKPETHBIE HHCTPYMEHTBI: MEXKCETEBbIE YKPAHBI,
AHTUBHUPYCHI, CUCTEMBI IM(PPOBAHUS U CPEICTBA OOHAPYKEHUS BTOP’KEHUH.

4. CTpyKTypa cOBpeMeHHbIX BUPYCOB 3BOJIIOIMOHUPOBAJA OT IPOCTHIX
CaMOpacIpOCTPAHSIIOIIMXCS KOJIOB 10 CIOKHBIX IIPOrpaMMHBIX KOMIUIEKcoB. Kak npasuiio,
BpenoHocHOE [TO cocTOUT 13 HHCTALIATOPA, KOTOPBIN IPOHUKAET B CUCTEMY, I0JI€3HOM HATPY3KH
(payload), BbimonHsitoIIEl AECTPYKTUBHBIE WM IIIMUOHCKUE ACHCTBUS, 1 MEXaHU3MOB MACKUPOBKH U
CaMO3AaLIUThI OT aHTUBUPYCOB. COBPEMEHHBIE YTPO3bl HACTO UCIIONB3YIOT MOIYJIbHYIO apXUTEKTYPY U
MOTYT MOJTy4aTh KOMaH/Ibl C yJaEHHBIX CEPBEPOB YIIPABICHHUSL.

5. B3sioM maposibHOIi CHCTEMBI — ATO MPOIECC MOTYYESHHS HeCAHKIIMOHUPOBAHHOT'O JIOCTYIIA K
YU€THOM 3ammcy myTéM 00xoza ayreHTrdukarmi. OCHOBHBIC METOIBI BKITIOUAIOT OpyTdopc (repedop
BCEX BO3MOKHBIX KOMOWHAIINI), CJIOBAPHYIO aTaKYy (1Iepedop CIIOB U3 TOTOBBIX CITUCKOB) U
COLMAJIbHYI0 MHKeHepHIo (0OMaH MMOJIb30BaTeNs C IENTBI0 BEIBEAATH Mapoib). Takke NCIIONb3YIOTCS
YSI3BUMOCTH B IIPOTPAaMMHOM 00ECIICUEHUH TSl TIepexBara Xellei naposiei wim ux copoca.

6. Knaccudukanusi aHTHBHPYCHBIX IIPOIPAMM MOXET IPOBOJUTHCS 110 HECKOJIBKUM
kpurepusim. [1o pexxnmy padoTbl OHU JIENIATCSA Ha CKaHePhI (IIPOBEPSIIOT (aiiiibl [0 3apocy WK
PACIHCAHUIO) U MOHUTOPBI (TIOCTOSIHHO OTCIIEKUBAIOT AKTUBHOCTh B pealbHOM BpeMeHH). [To meToxy
00Hapy:KeHHUsl BbLACISAIOT CHTHATYPHBIN aHAJIM3 (CpaBHEHHE ¢ 02301 U3BECTHBIX BUPYCOB) U
IBPUCTUYCCKHIT aHAJIN3 (TTOUCK HOA03PUTENIBHOIO IOBEJICHUS, XapaKTEepHOTo Juis BpeaoHocHoro I10).

7. KoHuenuusi mpaBoBoro odecnevyeHusi nHGopMammoHHoii 6e3onacHoctu P® npencrasisier
c000i1 COBOKYITHOCTb 3aKOHO/IaTEIbHBIX aKTOB, PETYJIMPYIOIIUX OTHOIIEHHUS B 3TOH cepe. OCHOBY
cocrapisitoT Koncturyrms PO, a Takxke denepanbuble 3akoHbl: Ne 149-D3 «O6 nndopmarmu...», Ne
152-®3 «O nepcoHATBHBIX JaHHBIX», Ne 98-D3 «O komMMepUeckoii TaiiHey. J1a npaBoBas 0aza
yCTaHaBJIMBAET ITpaBa M 00s13aHHOCTH CYObEKTOB, a TAKXKE OTBETCTBEHHOCTH 32 MPAaBOHAPYILIEHUSL.

8. CranaapTtsl B 00/1acTH obecnedennst HHPOPMALMOHHOM 6e30macHoCTH (JTyOmupyeT 11.2).
Cw. otBet Ha Borpoc Ne2.

9. MexayHapoaHble PaBOBbIe AKTHI M0 3alITe HH(POPMALUK UTPAIOT KITFOUYEBYIO POJIH B
PEeryJIMpoBaHuM II100aIbHOT0 HH(POpPMAIIOHHOT0 ipocTpaHcTBa. K HuUM otHOcsTCs Konsenyus Cosema
Esponvi o kubepnpecmynnocmu (byoanewmckas konsenyusi), KOTOpasi yCTaHaBIIMBAET CTAHIAPTHI IS
HalMOHAIBHOT'O 3aKOHO/IATENbCTBA, U pasiInuHble cortameHns B paMkax OOH u BTO, xacaromuecst
3aIUThl UHTEJUIEKTYaJIbHOM COOCTBEHHOCTH U AJIEKTPOHHOM TOPrOBIIH.

10. AHan3 3aIMIIEHHOCTH Web-NPUJI0sKeHUsI HA OCHOBE MO/IeTMPOBAHMS CETEBbIX aTAK —
9TO MPOIIECC UMHUTAIIUYU JEUCTBUI 3II0YMBIIUICHHUKA JUTS BBISIBIICHHS Ysi3BUMOCTel. CHelManicThI 1o
0e301macHOCTH (TICHTECTEPHI) UCITOIB3YIOT TE e MHCTPYMEHTBI M METOJTUKH, YTO U XaKEPhI, YTOOBI
MIPOBEPHUTH YCTOWIUBOCTh MPUIIOKEHUS K TaKUM atakam, kak SQL-unwvexyuu, XSS u CSRF.
Pe3ynbsTaToMm sBIIsSIeTCS OTUET C ONMMCAHUEM HAlICHHBIX YA3BUMOCTEH U PEKOMEHIAITUSAMU 110 UX
YCTpaHEHHUIO.

11.Baok 3amuThHI HHPOPMALUH KAHAJIOB YIPABJIEHUS] ABTOMATH3HPOBAHHOI CHCTEMBbI
CIIYTHUKOBOI CBSI3M IIpeAHA3HauYeH /11l o0ecrieueHns] KOHPUIEHINATbHOCTH, LIEJIOCTHOCTH U
JOCTYITHOCTH KOMaH/I, [IEpEIaBaeMbIX MEXK/y Ha3€MHBIM CETMEHTOM M KOCMUYECKUM arnmaparoMm. OH
BKJIFOYAET B ce0s armapaTHble MOY/IH MU(POBAHUS, CUCTEMBI ayTeHTU(HUKAIINH Y3JI0B CETH U CPEJICTBA
KOHTPOJIS LIEJIOCTHOCTH NIE€PEAABAEMBIX [TAKETOB JAHHBIX AJIs IPEIOTBPALICHUS IIEpEXBATa yIpaBICHUS
WJIN TIOIMEHBI KOMaHI.



12 KommjiekcHoe obecrnieueHue HH(PpOPMAIMOHHOI 0€30MACHOCTH MPH Peau3aluH Yrpo3bl
MOMNBITKH JI0CTYNA B YIAJIEHHYIO CHCTEMY TpeOyeT dIIIeIOHMpOBaHHON 000poHbI. Ha BHEITHEM
pyOexe ucnomnb3yrotces Mexceresbie dkpanbl (firewall) ms punbrparmu tpaduka. Jlanee cucrema
obHapy»xenus/npeaorparienus sropskenuii (IDS/IPS) ananusupyer monbITku npoHUKHOBEHMS. J{yist
CaMoro JIOCTYIa MPUMEHSETCS CTporas ayTeHTH(DUKAINS, & ISHCTBHS IMOJIL30BATEIISI BHYTPH CUCTEMBI
MPOTOKOJIMPYFOTCS JJISI TIOCIICAYFOIIETO ayNTa.

13.KoHuenuus noauTHKH 0€30MACHOCTH M CHCTEM KOHTPOJISI 10CTYNA /ISl JIOKAJIbHbBIX
BBIYHCIUTEIBHBIX ceTeil (JIBC) onpenensier mpaBuiia, o KOTOPBIM CYOBEKTHI (TI0JTK30BATEIIH )
MOJTYYaroT JOCTYI K 00BbekTaM ((aiimam, mamkam, ycrpoiictBam). OCHOBO SIBISIETCS. MOJIENb
yIpaBieHUs TOCTYIIOM: OucKpeyuonHas (BIaJelel] pecypca caM Ha3HayvaeT npasa), MaHoamHas (I0CTyI
Ha OCHOBE METOK KOH(UICHIINATEHOCTH) WK posiesas (TIpaBa HA3HAYAIOTCSI POJISIM, @ POITH —
TTOJIL30BATEIISIM).

14. Mopnenb cuctembl ynpapjeHusi UHGOPMAIMOHHON 0€30MACHOCTHIO B YCJIOBHSX
Heonpe/eJéHHOCTH BO3/1eliCTBUS YUUTHIBACT, YTO HEBO3MOXKHO MPE/ICKa3aTh BCE YIPO3bI CO
CTOMPOLEHTHOIM TOYHOCTHIO. Takue MoJienu CTposTCsl Ha MPUHIUIIAX PUCK-MEHEKMEHTA: BBISBIISIOTCS
AKTHBBI, OI[CHUBAIOTCS BEPOSITHOCTH PEATU3aIK YTPO3 U BO3MOXKHBIN yIIIepO, TOCIIe 9ero s
Har0oJIee KPUTUYHBIX PUCKOB BIOMPAIOTCS a/IeKBATHBIE M SKOHOMHUYECKH OIPaBIaHHbBIE MEPbI 3alUTHL

15.06ecnieuenne 6€30MaACHOCTH TPAH3AKIINI ¢ MCMO0JIb30BAaHHEM 0AHKOBCKHX KapT
JOCTUTACTCS 32 CUET MHOTOYPOBHEBOH 3anuThl. KiroueByto pors urpaer cranaapt PCI DSS,
00SI3BIBAIOIINI OAHKK M Mara3uHbl COOJIIOATh CTPOrHe Mephl Oe30macHOCTH. JIJ1st KaXK/Io1 oreparu
ucnosb3yrorest Texunostoruu 3D-Secure (Verified by Visa, Mastercard ID Check), a narnbIe kapThi
TiepeIatoTCs B 3aIM(ppPOBAHHOM BHJIE C UCIIOIBb30BaHUEM TIPOTOKOa TLS.

16.Opranu3anus nH(popMaNOHHOI 6€30IIACHOCTH 3JIEKTPOHHOI'0 APXHMBA OILIATHI
IJIATEKHBIX JOKYMEHTOB HaceJleHHeM HalpaB/IeHa Ha 3aIUTy (PMHAHCOBBIX JAHHBIX TPAXKIAH U
obecreueHre nx Hem3MeHHocTH. CucreMa JJoJbKHa 00ecTieunBaTh CTPOTUi KOHTPOJIb JOCTYIa Ha
OCHOBE poJiel, Mn(poBaHUE JaHHBIX KaK MPU XpaHEHUH, TaK U IIPU Iiepeaye, a TakKe BeIeHUe
HEM3MEHSIEMBIX JIOTOB BCEX ONEPALIUN 17151 BO3MOKHOCTH ayIUTa U PACcCIeI0BaHNs MHIIUIEHTOB.

17.0uenxka 3¢ peKTHBHOCTH CPEICTB H METOI0B 3aIIUTHI HH(OPMAIIMH HA NPeINPHITHH
TIPOBOJIUITCSI JIJISL ONPEIETICHHS X aJISKBATHOCTH TEKYIIIM yTpo3aM U PEHTA0ETbHOCTH BIIOYKEHHH B
Oe3onacHocTh. OlleHKa BKIFOYACT aHAIN3 KITFOUeBbIX Mokasareneii addexrusHocTr (KPI), Takux kak
cpemHee BpeMst OOHapYKEHHS M pearnpoBaHMsl HA MHIIUJICHTHI, a TAKXKE TPOBEJCHIE MMUTAIIMOHHBIX
arak (newmecmog) 1jist POBEPKHU PEATBHOM YCTOHYUBOCTH CHCTEM.

18.IocTpoenue TUIIOBOIT MO/IeIH YIpo3 6e30nacHoCcTH HHGOPMALUH KPeTUTHOM
OPraHu3alMM SBIIIETCS 00s3aTEIIbHBIM ATAIIOM CO3/IaHHSl CHCTEMBI 3aLLUThI COITIACHO TPEOOBAaHUAM
perynsitopa (I{b P®). Monienb BKITIOYAET KIACCU(PUKAIMIO aKTHBOB (0a3bl JaHHBIX, TPAH3AKIIHOHHBIE
CHCTEMBI), UIEHTU(HUKALIMIO TOTEHIIMAIBHBIX HapyIIUTEIeH (BHELIHNUE XaKepbl, HHCAlIephl) U
OIMCaHue BEKTOPOB aTak (¢uumHr, DDOS, B310M npunoxenuii).

19.11pumenenne DLP-cucTeM Kak HHCTPYMeHTa obecrniedyeHns1 HHGOPMaLHOHHOI
oe3onacuoctu kommnanuu (Data Loss/Leak Prevention) HampasiieHO Ha MpeIOTBPaIlCHHE YTeUeK
KOH(UISHITMAIBbHOM MH(OPMAIIH 32 MTPeIeibl KOPIOPAaTUBHOIO KOHTYpa. CucTeMa aHaIu3upyeT
UCXOIAIMM TpaduK (T1ouTa, MECCEHIKEPHI, BeO-(pOpMbI) U IEHCTBHS COTPYAHUKOB Ha pabounx
CTaHLUSIX, OJIOKUPYS Mepenady (aiyioB, COAEPKAIIMX KITFOUEBbIE CJI0BA I OTHOCSILUXCS K
3aIUIIAEMBIM KaTErOPHSIM.

20.Pa3paboTka 3auIéHHO MH(OPMAIIMOHHOH CTPYKTYPHI 1151 OI0/IKETHOT 0
MEIHMIIMHCKOr0 yupeskaeHust Tpe0yeT 0co00ro BHUMAaHHUS K 3aIIUTE MePCOHATBHBIX TAaHHBIX
MAIMEHTOB M BpaueOHOM TaifHbl. CHcTeMa JTOJHKHA COOTBETCTBOBATh TpeboBaHusM P3-152 «O
NEePCOHANLHBIX OAHHBIXY, UTO TIOAPA3yMEBAET BHEPEHHUE CPECTB 3AIUTHI OT HECAHKITMOHHPOBAHHOTO



nocryma, mudpoBanre 6a3 JAHHBIX ¥ CTPOTUH ayIUT BCEX JACHCTBHUI MOIb30BATENICH ¢ MEIUITMHCKON
nHpopMaImen.

21.Pa3pa6oTka U BHEPeHHe CUCTeMbI HH(OPMAIIMOHHOI 0€30MACHOCTH B TPAHCIIOPTHOI
KOMIIAHUH UMEET CBOIO CIEIU(HKY, CBSI3AHHYIO C 3aIIUTON HE TOIBKO OQHUCHBIX TAaHHBIX, HO H CHCTEM
ynpasierus goructakoit (TMS), GPS/TJIOHACC-monutopuHroM aBromnapka. KimoueBsiMu 3a1a9aMu
SIBJIFOTCS 3alMTa OT B3JIOMA CHCTEM HaBUTAIMH JUIS [IPEIOTBPAILICHHUS YTOHOB M 00ecTieueHe
LEJIOCTHOCTH JJAHHBIX O TPy3aX U MapIIpyTax MepeBO3KH.

22.Pa3paboTKa MeTOAUKH 3aIIUTHI HH(OPMAIIUH OT 11eJIeBOr0 (PMIIIUHTA B
ABTOMATH3HUPOBAHHOM cucTeMe MpeINpPUsiTHs J0JDKHA ObITh KOMIUIEKCHOM, TaK KaK TEXHUYECKHE
cpenctpa He Beeraa 3P QeKTUBHBI MPOTHUB COMMATLHON HHXKeHepry. MeTOIMKa BKITFOUaeT BHEIPCHUE
COBPEMEHHBIX TOYTOBBIX (PUIIBTPOB, UCIIOJIb30BAHUE CUCTEM MHOTO(AKTOPHOM ayTeHTH(PUKAIIN
(MFA) s tocTyra K KpUTUYIHBIM PeCypcaM M, YTO CaMOe BAXKHOE, PETyJISIPHOE 00YUCHUE COTPYTHUKOB
pacro3HaBaHUIO (PUITMHTOBBIX TUCEM.

23.Pa3paboTka nporpamMmabl /IJisl MOBBILIEHHs HH(POPMAIIMOHHOIT 0€3011aCHOCTH B
KOMMepPYeCcKOM 0aHKe — 3TO CTpaTernuecKas 3aa4a, Tak Kak OaHK sSIBJISICTCS] OTHOM W3 TJIaBHBIX
Heneu A kKuoeprpecTynHUKoB. [IporpaMma JomKHa BKITFOYATh BHEIPEHUE MEPEOBBIX CPE/ICTB
3amuthl (SIEM, WAF, EDR), peryisipHbIii aHaIn3 3aIiUIIEHHOCTH ITPUIIOKESHHUN U CO3/IaHUE
COOCTBEHHOTO IIEHTPa MOHUTOPHHTA U pearnpoBanus Ha HHIHACHTHI (SOC).

24.Pa3paboTKa perjiaMeHTa NPoBeIeHus ayinTa HH(POPMAIHOHHOI 0€301acCHOCTH
rocy/IapcTBEHHOT0 OI0/IKeTHOT0 YUpesKaeHus (GoOpMaTH3YeT MPOIECC MPOBEPKU COOTBETCTBUSI
CHCTEMBI 3allIUThl YCTAaHOBJICHHBIM HOpMaM (Harnpumep, TpedoBanusm OCTIK). Pernmament
OTIpeIeIIsAeT LIEU, OOBEKTHI, IEPUONIHOCTD ayAUTa, METOIMKY OIICHKH PUCKOB U (hopMy OT4ETA C
BbIBOJAMHU 0 cocTosiHuM Ub ¥ 11aHoM ycTpaHeHUs! BBISIBIIEHHBIX HEIOCTAaTKOB.

25.Pa3paGoTka cpeacTB 3alIMTHI OT yTeuek ceancoB VPN MoOHIbHBIX N0JIb30BaTe el
aKTyaJbHa B yCIOBUSIX YIAIEHHON paOoThL. Takue cpeicTBa BKIIOYAIOT BHEPEHUE CUCTEM
mHorodaktoproii ayrentudukaipu (MFA) npu noakmouernu K VPN-IILTI03y, HCTOIB30BaHKME areHTOB
KOHTpOJIs1 cocTostHus koreunoro ycrpoiictBa (NAC/EDR) nepen npeocTaBieHHeM JI0CTyIa |
umdposanue Tpaduka 1o nmpotokonam IPsec mmu SSL/TLS ¢ npoBepkoii cepTr(hHKaTOB.

26.CucreMa 3alIMTHI IEPCOHAILHBIX JAHHBIX HA NPeINPUSTHU CTPOUTCS B COOTBETCTBUH C
TpeOoBaHMAMHU 3aKOHOAATeNbCTBA (D3-152) 1 HOpMaTHBHBIX akTOB peryisitopoB (PCTIOK, @CK). Ouna
BKJIIOYAET ONpeJIeNIeHHe YPOBHEH 3alMIIIEHHOCTH MePCOHANBHBIX 1aHHbIX (Y3), BHEpeHue
TexHuueckux (MexcereBble 3kpanbl, C3U or HCJI) n opranu3ainoHHbIX Mep (TIPUKa3bl, THCTPYKIMH,
Ha3HAuYeHUE OTBETCTBEHHBIX), @ TAK)KE PUMEHEHHE CPE/ICTB KPUNTOrpadhuuecKon 3aluThl U
HEOOXOIUMOCTH.

27.Cuctema odecredyeHus! 3alIUThI HHPOPMALUHU B NIePeroBOPHOii KOMHATE («YHCTas
KOMHATa») [IpeIHa3HaueHa JJIsl IPeIOTBPAICHHS YTEUKH aKyCTHYECKON U BU3YAJIbHOW MH(pOpMaLIUH
BO BpeMs1 KOH(UACHIIMATBHBIX BcTped. OHa BKITFOUaeT KOMIUIEKC Mep: SKpaHUPOBaHHUE CTEH IS
omokupoBkH paaunocuraaioB (Wi-Fi, GSM), cucteMbl BHOpOAKYCTHYECKOM 3alTyMIICHUSI 7SI 3aIIUTHI OT
MIPOCITYIIIMBAHMS Yepe3 CTEKIIA M CTEHBI, a TaKKe TeHEePaTOPBI AIEKTPOMArHUTHOTO TITyMa.

28.Ynpasienue puckamu HHGOPMAIMOHHON 0€30MaCHOCTH B OPraHU3alUU — 3TO
LUKJINYECKUH TPOLIECC, ABIISIOLIMICS ApOoM coBpeMeHHOi crpareruu Mb. OH Bkitouaer
UAEHTU(UKAIMIO aKTUBOB M YTPO3, OLIEHKY BEPOSITHOCTHU U yliepOa OT pea3aluy pUcKoB, BHIOOP
cTpaTeruu 00pabOTKH (CHUKEHHE, PUHSATHE, YKIIOHEHUE) U BHEIPEHNE KOHTPOJIEH JUIs UX
MUHUMM3ALNH C TIOCIEAYFOIUM MOHUTOPHHIOM.

29.BHepenue cucTeMbl MOHUTOPHHIA M AHAJIN3A COOBITHI HHPOPMALMOHHOMH 6€30I1aCHOCTH
(SIEM) no3BoxsieT coOMpaTh JIOTH CO BCErO CETEBOr0 000PYI0BaHMUS, CEPBEPOB H IPUIIOKEHHUI B
€IMHOE XPaHWIHILE I KOPPEALMOHHOTO aHAIN3a B PEAJIbHOM BPEMEHU. JTO JaéT BO3MOXKHOCTh
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BbIABJIATH CJI0XKHBIC aTaKH Ha paHHeﬁ CTaauH 10 KOCBCHHbIM IIPU3HAKAM, OIICPATUBHO pCarupoBaTh Ha
HWHIOWOCHTEI U ITPOBOJIUTH pCTPOCHCKTI/IBHBIﬁ AHaJIN3 1A PacCICa0BaHUA IMTPUINH c00€EB WJIU B3JIOMOB.

30.Ucnoab3oBanne KpunTorpaguyecknx MeToA0B /ISl 32U THI HHGOpMAaIUU 00ecTieYBaeT
€€ KOH(UIECHITMATLHOCTD (IU(POBAHKUE), IIETIOCTHOCTH (XEIIMPOBAHUE) U TIOUTUHHOCTD (JICKTPOHHAS
MOJMHKCH). B 3aBUCHMOCTH OT 337124 MPUMEHSIOTCS CUMMETPUYHBIE allTOPUTMBI (ObICTpOe MM poBaHUE
OO0JBIIIMX 00BEMOB JTAHHBIX) HJITH aCHMMETPUYHBIC (0€30IacHbIi 0OMEH KITIoYamMH, [upoBast OAIUCH),
KOTOpBIE SIBIISIFOTCS (PYyHIAMEHTOM JJIs TOCTPOSHHS 3aIUIIEHHBIX KaHAJIOB CBS3HU.

31.TectupoBanue u oneHka 3PPeKTUBHOCTH CUCTEM 3AIUTHI HH(OPMAIIUH TTPOBOJIATCS IS
MPOBEPKHU UX peabHON pab0TOCTIOCOOHOCTH POTHUB aKTYAIIbHBIX YIPO3. ITO JOCTHTACTCs Yepes3
MPOBE/ICHHE TECTOB HAa IIPOHUKHOBEHUE (nenmecmos), Korjia CrelHaINCThl UMUTHPYIOT JICHCTBUS
XaKepOoB, a TAK)KE Yepe3 aHaIn3 3alUIIEHHOCTH Koja nputoxennii (SAST/DAST) u npoBepky
KoH(UTyparmii 000pyI0BaHUSI HA COOTBETCTBUE JTYUIIINM ITPAKTUKAM.

32.Ynpasienue MHIUIEHTaAMH HH(POPMALMOHHOI §€30MACHOCTH U pearnpoBaHue HA HUX —
3TO NPOLIECC MUHUMU3ALIUH YIIepOa OT yKe MPOU30LIEIEro B3aomMa win c6ost. OH periaMeHTupyeTcs
3apaHee pa3paboTaHHbIM T1aHoM pearupoBanust (IRP), koTopslil onpeaenser poiik COTpy/IHHKOB,
HOPAIOK JOKAJIM3alMU YTPO3bl (HAIIpuMep, OTKIIOUEHHE 3apaXEHHOTO cepBepa), BOCCTAHOBIICHUS
CHUCTEM U3 PC3CPBHBIX KOITMH 1 N3BJICUCHHUS YPOKOB M NPEAOTBPALLICHUS HOI{O6HI)IX HHIUACHTOB B

Oymy1eMm.

6.2. OleHuBaHNe OTBETOB HA BONPOCHI M BbINOJHEHUS 3aJaHUI MPOMEKYTOYHOMH aTTecTAlUH
IIpu ouieHKe 3HAHUH YUUTBIBACTCSA YPOBEHb CHOPMUPOBAHHOCTH KOMITETEHIIMHA:

1. YpoBeHb YCBOCHHUSI TEOPETUYECKHX MOJONKECHHH TUCHUIUIMHBI, MPABUIBHOCTh (POPMYIUPOBKH
OCHOBHBIX OHSATHH U 3aKOHOMEPHOCTEHA.

2. YpoBeHb 3HaHUS (PAKTUUECKOTO MaTepuasia B 00beMe MporpamMmal.

3. Jloruka, cTpyKTypa ¥ IpaMOTHOCTb M3JI0KEHHUS BOIIpOCa.

4. YMeHue cBsi3aTh TEOPUIO C MPAKTUKOM.

5. YMmenue genath 0000IIEeHHs, BBIBOIBI.

IIIkana oneHUBAHNA HA YK3aMeHe, 3a4eTe ¢ OIeHKOM

Onenka KpuTtepun BbicTaBJIeHUS] OLIEHKHU

OTin4yHO OOyuaromuiics 10HKeH:

- TPOJEMOHCTPUPOBATh IIIyOOKOE M IPOYHOE YCBOCHHME 3HAHUMN
IIPOrpPaMMHOT0 MaTepHaa;

- HCYEPIIBIBAIOLIE, IT0CJIEI0BATENBHO, TPAMOTHO U JIOTUYECKH CTPOMHO
U3JI0KUTh TEOPETUUECKUI MaTepual;

- IPaBUIILHO (POPMYIIMPOBATH ONPEIECIICHHS;

- TPOJIEMOHCTPUPOBATH YMEHMSI CaMOCTOSATENbHOH paboOThl €
JIUTEPaTypoi;

- YMETb CJIeNaTh BBIBOJIbI 110 U3JIaraéMoMy MaTepuaiy.

Xopomo OO0yuaromuiics J0KeH:

- IPOAEMOHCTPUPOBATh JOCTATOYHO IOJHOE 3HAHUE IMPOTrPAMMHOIO
MaTepuana;

- IPOJIEMOHCTPUPOBATH 3HAHUE OCHOBHBIX TEOPETUUECKUX MTOHSTHIA;

- JOCTaTOYHO MOCJEA0BATEIbHO, T'PAMOTHO U JIOTUYECKU CTPOMHO
u3Jarath MaTepua;

- IPOJIEMOHCTPUPOBATh YMEHUE OPUEHTUPOBATHLCS B JINTEPATYPE;

- yMeThb clenarb JOCTaTOYHO OOOCHOBaHHBIE BBIBOABI IO
U3JIaraéMoOMy MaTepuaiy.

VY 10BII€TBOPUTEIIHHO OO0yJarommiics 10HKeH:
- IPOJIEMOHCTPUPOBATH O0IIIee 3HAHUE U3YIAEMOT0 MaTepUAIIa;
- IOKa3aTh 0011Iee BJIAJICHNE TOHATHIHHBIM anmnapaToM AUCITUTIINHBL,
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- YMCTh CTPOUTH OTBET B COOTBCTCTBUU CO CprKTypOﬁ nu3jaracmMoro

BOIIPOCA;
- 3HaTh OCHOBHYI) pEKOMEHAYEMYHI TPOrpaMMoil  y4eOHYIO
JUTEpaTypy.

HeynosnerBopurenbHo OOyyaronuiicst IEMOHCTPUPYET:

- HE3HAHHE 3HAYUTEIIBHOM YaCTH NIPOrPaMMHOI0 MaTepUaa;

- HE BJIaJICHUE [TOHATUIHBIM anapaToM JUCHUILINHBI;

- CYLIIECTBEHHbIE OUIMOKU IPU M3JI0)KEHUH Y4eOHOTr0 MaTepuana;

- HEyMEHUE CTPOUTb OTBET B COOTBETCTBUH CO CTPYKTYpOH
M3JIaraeMoro BOIIPOCa;

- HEYMEHHE JIe/1aTh BbIBOJIBI 110 M3J1araéMOMY MaTepHally.

[IIxana oneHNBaHUA HA 3a4YeTe

Ouenka Kpurtepun BbIcTaBJeHUS OLEHKHU

OOyuaromuiicsi JOJKEH: YMETh CTPOUTh OTBET B COOTBETCTBHH CO
CTPYKTYPOH H3J1araeMoro BOIIPOCa; MPOJEMOHCTPUPOBATh MPOYHOE,
JOCTAaTOYHO IIOJIHOE YCBOEHHE 3HAHWH MPOTrpaMMHOIO MaTepHaa,
MPOJEMOHCTPUPOBATh 3HAHUE OCHOBHBIX TEOPETHUCCKUX ITOHSITHIA;
«3a4TeHo» NpaBUIBHO  (OPMYJIHMPOBATH  OIpPENENICHUs;  MOCIEAOBATEIBHO,
IPaMOTHO M JIOTUYECKU CTPOHHO MU3JIOKUTh TEOPETHUCCKUN MaTepHal;
MPOJIEMOHCTPUPOBATh ~ YMEHHS ~ CAMOCTOSTEIBHOW  paboOThI  C
JUTEPATypOil; YMETh C/IeNaTh JOCTATOYHO 0OOOCHOBAHHBIC BBIBOIBI 110
M3JIaracMoMy MaTepHay.

OOyuaromuiics JIEMOHCTPUPYET: HE3HAaHHE 3HAYUTEIbHOM YacTH
MIPOTPAaMMHOIO MaTrepuasa; He BIIQJEHUE ITOHATUHWHBIM aIlapaToM
JUCLUIUIMHBL, CYIIECTBEHHbIE OLIMOKM NpPU H3JIOKEHUU Y4eOHOro
Marepuana; HEyMEHHE CTPOUTh OTBET B COOTBETCTBHM CO CTPYKTYpOM
M3JIaraéMoro BOIIPOCA; HEYMEHHE JIeNaTh BBIBOJBI [0 H3JIAraeMoOMy
MaTepHaiy.

«He 3aureno»

MeToanyecKkue MaTepuaIbl, oNpeaessionue Npoueaypy oueHuBaHUsA c(hOPMHPOBAHHBIX
KoMneTeHuui B coorsercrenu ¢ OOII

Kauecmeo  3manuit  Xxapaktepusyercs  CIOCOOHOCTbIO  OOydaromierocs  TOYHO,
CTPYKTYPUPOBAHHO U YMECTHO BOCIIPOM3BOANTH HHPOPMALIMIO, TIOTYUYEHHYIO B IPOLIECCE OCBOECHUS
JIMCUWIUIMHBL, B TOM BHJE, B KOTOPOM OHa ObUla H3JI0)KEHA B YyYeOHOM W3JIAaHUHM WIN
MIPETo1aBaTeNeM.

YMeHus, Kak MpaBuio, (HOPMHUPYIOTCS Ha 3aHATHSAX CEMHHAPCKOTO THIA. 3aJaHus,
HampaBjICHHbIE Ha OLIEHKY YMEHMH, B 3HAYMTEIbHOM CTENeHH TpeOyloT OT oOydaromuierocs
MPOSIBJICHUSI CTEPEOTHUITHOCTH MBIIUICHUS, T.€. CIOCOOHOCTH BBIMOJHUTH pabOTy MO 00pasiam, C
KOTOpBIMH OH paboTai B mpouecce oOyuenus. [IpenonaBarens ke OIEHUBAET CBOEBPEMEHHOCTh U
MIPAaBUILHOCTH BEHITIOJTHEHUS 3a/IaHMSI.

Haegbiku MOXHO TPaKTOBAaTh KaK aBTOMATU3UPOBAHHBIE YMEHUS, Pa3BUTHIE U 3aKPEIUIICHHBIE
OCO3HAHHBIM CaMOCTOSATEIBHBIM TPyIAOM. HaBBIKM (QOpPMHPYIOTCS TIPH CaMOCTOSTEIHHOM
BBITIOTHEHUH OOYYAIOIIMMUCS MPAKTUKO-OPUECHTHPOBAHHBIX 33JaHUM, MOJIETHPYIONINX PpEIICHUE
UM  TPOU3BOJICTBEHHBIX W  COIMOKYJIBTYpHBIX 337ad B  COOTBETCTBYIOIIEH  oOlacTu
npodeccnoHaNbHOM eATENbHOCTH, KaK MPABUIIO, IIPU BHIMOJIHEHUU JOMAIIHUX 33JaHUH, KYPCOBBIX
MPOEKTOB (paboT), HAYYHO-HCCIIEOBATENbCKUX pPadOT, MPOXOKIECHUH TNPAKTUK, Mpu padoTe
WHIUBUAYATHHO WIHA B COCTABE TPYIIIBI U T.1I.

Yemuwviit  onpoc — 5310 nmpouenypa, opraHu3oBaHHas Kak crHeluaibHas Oecena
mpernojiaBaTenss C rpynmnoi  oOywaromuxcs ((QpOHTaNbHBIA OMpPOC) WM C  OTIEIbHBIMU
oOyJaronuMucs (MHAUBUAYATBHBIN OMPOC) C MEJbI0 OIeHKH C(HOPMHUPOBAHHOCTH Y HUX OCHOBHBIX
MOHATUN M YCBOGHMS YYEOHOro MaTepuaja. YCTHBIH OMpPOC MOXKET HCIOJIb30BATHCA KaK BUJ
KOHTPOJISI U METOJ OIICHUBaHUs (HOPMHUPYEMBIX KOMITETCHIIMH (KaK M KadyecTBa UX (HOPMUPOBAHMS)
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B paMKax caMbIX pa3HbBIX (OpM KOHTPOJs, TaKMX Kak: coOeceoBaHUE, KOJJIOKBHYM, 3ayerT,
9K3aMeH N0 JuciuIimHe. YCTHhIM omnpoc (YO) mMmo3BONSET OLEHUTh 3HAHWS W KPYro3op
00yyYaroIerocsi, yMeHue JIOTH4eCKH TOCTPOUTh OTBET, BJIAJICHUE MOHOJIOIMYECKON PEUbl0 U MHBIE
KOMMYHUKaTHBHbIE HaBblkM. YO o0Osagaer OOJBIIMMHU BO3MOXHOCTSIMH BOCIIMTATEILHOIO
BO3ZCHCTBUS TpernojaBareis. BocnutarensHas ¢yHkius YO wuMeeT psii BaKHBIX AaCIEKTOB:
Ipo(eCCUOHATIbHO-3TUYECKM M HPABCTBEHHBIM AaCHEKThl, JUJAKTUYECKUN (cucTeMaTh3alus
MaTepuaia Ipy OTBETE, Jyullee 3all0OMUHAHNE MaTepuasa IpyU HHTEUIEKTyalIbHOM KOHLIEHTPALIH),
SMOLMOHANBHBIM (PaoCTh OT YCHELIHOIO MPOXOXKAEHUs cobecenoBanus) u ap. OOyuwaromas
¢yHkuua YO cOCTOMT B BBISBIEHHM [JETajei, KOTOpble 0 KAaKUM-TO INPUYMHAM OKa3alHuCh
HE/IOCTaTOYHO OCMBICJICHHBIMH B XOJ€ Y4YeOHBIX 3aHATUH M TpPU TOATOTOBKE K 3a4éTy WIH
sk3aMeHy. YO oOsagaer Takke MOTHBHMpYIOLIEH (QYyHKUMEH: NpaBUIbHO OPraHU30BAHHBIE
cobecesoBaHUE, KOJUIOKBHYM, 3a4€T M 3K3aMEH MOTYT CTUMYJIHPOBATh Y4YEOHYIO AEATEIbHOCTH
CTYZIEHTA, €ro y4acTue B Hay4yHOU paboTe.

Tecmut sBisitOTCS TpocTeiiiel (opMol KOHTPOJISI, HAIIPABICHHON Ha MPOBEPKY BIIAICHUS
TEPMUHOJIOTUYECKUM  alllapaToM, COBPEMEHHBIMM HH(POPMALMOHHBIMU TEXHOJOTMAMU U
KOHKPETHBIMU 3HAaHUSIMH B O0JIACTH (PYHIAMEHTAIBHBIX M MPUKIATHBIX JUCIHHUILIMH. TecT MOXEeT
IIPEJOCTAaBIIATh BO3MOKHOCTh BbIOOpa M3 IMEpeyHsl OTBETOB (OJMH WJIM HECKOJBKO IPaBUIIbHBIX
OTBETOB).

Cemunapckue 3anamus. OCHOBHOE Ha3HAYEHHUE CEMUHAPCKUX 3aHATHH MO JUCLHUIUIMHE —
o0ecreynTh TIIyOOKOe YCBOCHHE OOYYAIOUIMMHCS MAaTEpUAIOB JICKIMH, TNPUBUBATH HABBIKU
CaMOCTOSITENIbHON pabOThI C IUTEPATypOil, BOCIIUTHIBATE YMEHUE HAXOAUTh ONTUMAIIbHBIE PEIICHUS
B YCJIOBUSX W3MEHSIOMMXCS OTHOIICHWH, (OPMHUPOBATH COBPEMEHHOE MpPO(hecCHOHAIBHOE
MbllIUIeHHE oOydaromuxcsa. Ha ceMMHapcKuX 3aHATUSAX NpernojaBareib MPOBEPSCT BBIIOJHEHHE
CaMOCTOSITEJIbHBIX 3aJaHUil M KauecTBO YCBOCHHMS 3HAHUI, yMEHHH, OIpenesser ypOBEHb
c(OPMHUPOBAHHOCTU KOMIIETEHLIUH.

Pasznen 7. MeTtoguveckne yKazanus sl 00y4AOUIUXCS 10 OCHOBAHMIO THCHMILINHBI

OcBoenne oOydaromuMcss y4eOHOM JMCUUIUIMHBI NpeArnojaraeT M3yudeHHEe MaTepuasoB
JTUCIUIUTAHBI HA ayAUTOPHBIX 3aHATHSAX U B XOJ€ CAMOCTOATEIbHONU pabOThl. AYAUTOPHBIE 3aHATHUS
nmpoxoAsaT B (GopMe JIEKIHA, CEMHUHApPOB W MpakTHUeCKuX 3aHsaTHil. CamocrosiTenbHas padora
BKJIIOUAET pa3HOOOpa3HbIi KOMILIEKC BUIOB U (hopM pabOThl 00yUaOIIUXCS.

Jnst ycremHoro OCBOCHHSI Y4e€OHOM UCHUIUIMHBI U JOCTHOXKCHHS TIOCTABIICHHBIX IIeJIeH
HE0OXOUMO BHHMATEIbHO O3HAKOMHUTHCS C HacTosmied pabodeil mnporpamMmbl yueOHOU
nucturIuHel. Cienyer oOpaTuTh BHUMaHUE Ha CIIMCOK OCHOBHOM W JTOTIOJTHUTENLHOMN JTUTEPATYPHI,
KOTOpasi MMeEeTCS B JJIEKTPOHHOW OMOIMOTeuHOW cucTeMe YHUBepcuTeTa. JTa HHpopmanus
HE0OXoauMa I CaMOCTOSITEIFHON paboThl 00yYarOIIerocs.

[Ipy MOATOTOBKE K ayAMTOPHBIM 3aHATHUAM HEOOXOJMMO MOMHUTH OCOOEHHOCTH KaXKIOU
(hOpMBI €ro MpoBEIEHUS.

[TonroroBka Kk y4eOHOMY 3aHSATHIO JEKIIMOHHOTO THMa. C eNbo 00eceueHus YCIEerHOro
o0ydeHus: 00ydJaroImMiicsi JOJKEH TOTOBHUTHCS K JICKIIUU, TMOCKOJBKY OHA SIBJISETCS Ba)KHEHIIEH
(dhopMoii opraHuzanuu y4eO0HOTo mpoIiecca, MOCKOIbKY: 3HAKOMHUT C HOBBIM YY€OHBIM MaTE€pPHAIIOM;
pa3bICHIET yUeOHBIC DJIEMEHTHI, TPYIHBIE JIJIsl TOHUMAHHMS; CHCTEMAaTH3UPYeT yU4eOHbIN MaTepua;
OpPHEHTHUPYET B yueOHOM IpoIiecce.

C 5TO# LeNbI0: BHUMATEIBHO TPOUYUTANTE MaTepHall MPEAbIIYIIEN JIEKIIUNA; 03HAKOMBTECH C
y4eOHBIM MaTepUaoM MO Y4YeOHMKY U Y4eOHBIM MOCOOHMSM C TeMOW MPOYMTAHHON IEKIIUH;
BHECHUTE JOTIOJHEHHUS K TOJYYEHHBIM paHee 3HAHUSAM [0 TeME JIEKIIMH Ha TOJISX JICKITMOHHOU
TETpaau; 3allMIIUTE BO3MOXHBIE BOIPOCHI, KOTOpPHIE BBl 3aJaUTE JIEKTOPY Ha JIEKIUU IO
Marepuagy HW3YYEHHOM JIEKIIMU; IOCTAPANTECh YSICHUTh MECTO H3y4aeMOM TEMBI B CBOEH
MOATOTOBKE; Y3HAWTE TeMy MPEACTOAIIEH JEeKIUH (M0 TeMaTHYeCKOMY IUIaHy, M0 MH(OpMAaIu
JIEKTOpa) U 3aIUIINTEe HHPOPMAIIUIO, KOTOPOU BBI BIIAJEETE TI0 JAHHOMY BOTIPOCY

[TpenBapuTenbHas MOATOTOBKA K y4eOHOMY 3aHSATHIO CEMHUHAPCKOTO THUIA 3aKIFOYAeTCs B
M3YYEHHH TEOPETHUYECKOT0 MarepHuajia B OTBEACHHOE JUIsl CaMOCTOSITENIbHOM paboOThl Bpems,
03HAKOMJICHHUE C MHCTPYKTUBHBIMU MaTE€pHaIaMH C LIETbI0O OCO3HAHUS 3a7a4 3aHSATHSL.
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CamocrosrenbHas pabota. [lns Oornee yriayOleHHOTro H3Y4YeHHsS TEMBbl 3alaHUs s
CaMOCTOSATENILHON PabOThl PEKOMEH/IYETCsl BBINOIHATh MapauIebHO C M3YYEHHUEM TaHHOW TEMBI.
[Ipu BRINOJIHEHUY 3a1aHUM 110 BO3MOKHOCTH MCITOJIB3YWTE HATJIAIHOE MPEICTABICHUE MATEPHUAIIA.

[TogroroBka Kk 3auery, ok3ameHy. K 3adery, »K3amMeHy HE0OXOIMMO TOTOBHUTCS
[[EJICHANPABJICHHO, PEeryJsApHO, CHUCTEMAaTH4YeCKH M C TMEpBBIX JAHEH O0OydeHWs Mo JaHHOU
mucuuiinHe. [IonbITKH OCBOMTH Y4EeOHYIO AMCLMIUIMHY B IEPHOA 3a4eTHO-IK3aMEHAIMOHHOM
ceccuu, Kak MpaBUIIo, MPUHOCAT HE CIUIIKOM yIOBJIETBOPUTEIbHBIE pe3ynbTaThl. [Ipu moaroroske
K 3a4eTy oOpaTWTe BHUMaHHE Ha 3alIUTy NPAKTUYECKUX 3aJaHU Ha OCHOBE TEOPETUYECKOTO
Mmarepuana. [Ipu moaroToBke kK sK3aMeHy IO TEOPETHYECKON YacTH BBIICIUTE B BOIPOCE TTIABHOE,
CyllecTBeHHOE  (TIOHSTHS, TPHU3HAKH, KIACCUPUKAMM © Tp.), M[PHUBEIUTE IMPUMEPHI,
WLTIOCTPUPYIOIINE TEOPETHYECKUE TTOJIOKECHUS.

Pa3znea 8. YueOHo-MeToan4eckoe 1 HHGOPMAINIMOHHOE O0ecneyeHHue U CIIUILTHHbI

Ochnognas numepamypa
1. MupoumankoB A.M. OcHOBBI WH(GOPMAIMOHHON 0€30MacCHOCTH M 3aluTa WH(POPMALUK:

yuebHoe nocobue / MupomnukoB A.U., CeicoeB A.C. — Jlunenk: Jlunenkuii rocyjapcTBEHHBIH
texHndyeckuii yausepcuret, ObC ACB, 2022. — 107 ¢. — ISBN 978-5-00175-160-1. — Texkcr:
anekTpoHHslt // Uudposoii obpazoBatenbubiii pecypc IPR  SMART: [caiit]. — URL:

https://www.iprbookshop.ru/128718.html

2. lllanerun, B. ®. MadopmanronHas Oe3omacHOCTh, W 3ammta MHpopmanuu / B. .
Hlanberun. — 3-e m3a. — Caparos: [Ipododpaszosanue, 2024. — 702 c. — ISBN 978-5-4488-0070-
2. — Texkcr: snextponnslii // Ludposoii oopazosarensusiii pecypc IPR SMART: [caiit]. — URL:
https://www.iprbookshop.ru/145912.html

3. MapteiHoB, A. I1. MHpopmannonHas 0e30mMacHOCTh M 3amuTa MHPOpMaIuu: yueOHOe
nocobue / A. I1. Mapteinos, U. A. MapteiHoBa, A. A. PycakoB. — 2-e uzn. — Mocksa: Aii [1u Ap
Menua, 2026. — 130 c. — ISBN 978-5-4497-2349-9. — Texkct: snekrponHblit // Ludposoii
obpasoBatensHbIil pecypc IPR SMART: [caiit]. — URL.: https://www.iprbookshop.ru/155918.html

Jononnumensnas numepamypa
1. MudopmarmonHast 6e30MacHOCTh U 3aIiuTa MUHGOpPMAIMU: Y4eOHO-METOJUUECKUN KOMIUIEKC /

cocraButenu C. A. Omaposa, K. A. HckakoBa, H. A. Toiiran6aesa. — Anmatsl: Hyp-Ilpunr,
2012. — 98 c¢. — ISBN 9965-756-05-8. — Texkct: osnexktponusni // Uudposoit
o0pa3oBaTenbHbBIN pecypc IPR SMART: [caiiT]. — URL:

https://www.iprbookshop.ru/67055.html
2. Ilpoxoposa, O. B. Nudopmannonnas 6e30macHOCTh ¥ 3amuTa uHpopmamn: ydeoHuk / O. B.

[TIpoxopoBa. — Camapa: Camapckuii TOCyIapCTBEHHBIH apXHTEKTYpPHO-CTPOHUTEIBHBIN
yausepcuret, 96C ACB, 2014. — 113 ¢. — ISBN 978-5-9585-0603-3. — TekcT: 351eKTpOHHBII
/I LudpoBoit  obpazoBatenbnbiii  pecypc IPR SMART: [caiit]. —  URL:

https://www.iprbookshop.ru/43183.html/

3. baxapos, JI. E. Unpopmanronnas 6e30macHOCTb U 3amuTa nHpopmamu: cOopHuk tectos / JI.
E. BaxapoB. — Mocksa: MU3narensckuii Jlom MUCuC, 2015. — 43 ¢. — TeKcT: 37IeKTpOHHBIH //
Hudposoii o0pa3oBaTeIbHBIN pecypc IPR SMART: [caiiT]. — URL:
https://www.iprbookshop.ru/98858.html

8.1. TpeGoBanus kK MaTEPHAIBHO-TEXHHYECKOMY U YU4eOHO-METOAMYECKOMY
olecre4yeHN10 MPOrpaMMBbl CIIELUATUTETA

8.1.1. YHuBepcHUTET pacmojiaraeT MaTepHaIbHO-TEXHUYECKOW 0a30il, COOTBETCTBYIOIICH
JeUCTBYIOIMM NPOTUBONOXAPHBIM MpPaBUIaM W HOpMaMm M 00eCHeunBalolIel MPOBEACHUE BCEX
BUJIOB JIUCUUIUIMHAPDHOW U MEXIUCUUIUIMHAPHONW TOATOTOBKH, TMPAKTUYECKOM U Hay4yHO-
UCCIIEI0BATENLCKON paboT 00yUaromuxcs, IPeayCMOTPEHHBIX YU€OHBIM IIJIAHOM.

[ToMermienus npeacTaBidAOT co00i yuyeOHble ayJUTOPUU AJIS MPOBEACHMS yUEOHBIX 3aHATHH,
MPEIYCMOTPEHHBIX MPOTPaMMOIl CIEUANNUTETa, OCHALICHHbIE 00OPYAOBAaHHMEM M TEXHUYECKHUMHU
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https://www.iprbookshop.ru/98858.html

CpeICcTBaMU OOYYCHHs, COCTAaB KOTOPBIX OMpEAeNseTcs B pPabouux MporpaMmax TUCITUTUIAH
(Momymneit).

B YuuBepcutere MMEIOTCS CHENUATU3UPOBAHHBIE AYJUTOPUM JIJISI TIPOBEJICHUS 3aHATUN 1O
MH(POPMAITMOHHBIM TEXHOJIOTHSIM.

[TomemeHust UIsi CaMOCTOSITENILHON pabOThl OOYYArOMIMXCS OCHAIICHBl KOMIBIOTEPHON
TEXHUKOW C BO3MOKHOCTHIO TMOJKIOUEeHHS K cetu "MHTepHer" u obecrieueHneM J0CTyma K
ANEKTPOHHOU NH(POPMAITMOHHO-00Pa30BaATEIBLHOM cpelie Y HUBEPCUTETA.

JyleKTPOHHAsi UHPOPMALMOHHO-00pPa30BaTe/IbHAs cpela YHUBEPCUTETA BKIKOYAET:

1. Odunmaneusii caiit Yausepcutera (https://www.iile.ru/)

2. DnextpoHHas uHGOpMaMOHHO-00pa3oBarenbHas cpena «1C: YHHBepCcUTET» TOTOBOP OT
10.09.2018 1. NeITPKT-18281 (6eccpouno)

3. IIporpammsl mist DBM. Cucrema aucraniuonHoro ooydenus «Mirapolisy - JIurieH3noHHbIIH
norosop Nel07/06/24-x ot 27.06.2024 (Cnenudukanus k JIMIEH3MOHHOMY JIOTOBOpPY
Nel07/06/24-x ot 27.06.2024, cpox geiictBus c¢ 02.07.2025 mno 01.07.2026 r.)
https://impe.Ims.mirapolis.ru/mira/

4. Tlporpamma mis DBM. Bupryanbaas komuata «Mirapolisy - JIMieH3HOHHBIH JOrOBOP
Nel107/06/24-x ot 27.06.2024 (Cneundukanus k Jluuensuonnomy goroopy Nel07/06/24-k
oT 27.06.2024, CpOK JEeUCTBUSA c 02.07.2025 o 01.07.2026 r.)
https://impe.Ims.mirapolis.ru/mira/

5. Cucrema tectupoBanus INDIGO munensunonnoe cornamenue (JJorosop ot 07.11.2018 r.
NeJ1-54792, nomnonuutenpHoe coriamenne Ne J[-5479/6 o mposoHramuu J0roBopa 0
01.06.2026r.) http://212.48.35.211:85/

8.1.2. VYHuBepcurer obOecrneueH HEOOXOAUMBIM KOMIUJIEKTOM JIMIIEH3MOHHOTO U CBOOOJIHO
pachpoCTpaHseMOro MPOrpaMMHOTO OOecredeHus, B TOM YHCJIe€ OTEYECTBEHHOI'O IPOU3BOJCTBA
(coctaB ompenensieTcss B pabouux Mmporpammax JUCHUIIINH (MOAYJIEH) U MOJJICKUT OOHOBIICHHUIO
MIpH HEOOXOAUMOCTH).

IlepeyeHsb JHIIEH3MOHHOTO POrPAMMHOI0 O0ecneYeHHusl, B TOM YHcCJIe
0Te4eCTBEHHOI0 MPOM3BO/CTBA:
1. Omnepanuonnas cuctema «Atiaant» - Atlant Academ ot 24.01.2024 r. (6eccpouHo)
2. AntuBHpycHOe mporpammMHoe obecnieuenue Kaspersky Endpoint Security s Ousneca —
Pacimpennsiii Russian Edition noroop-odepra Ne Tr000941765 ot 16.10.2025 r.
8.1.3. OOyuaroummcst  obecrieyeH  JocTyn  (yJajd€HHBIM  JIOCTYN) K  COBPEMEHHBIM
npogeccuoHaIbHBIM 0a3aM JaHHBIX M MH()OPMAIIMOHHBIM CIIPAaBOYHBIM CHCTEMaM, COCTAaB KOTOPBIX
orpezensercs B pabouux nporpamMmax AUCHUIIINH (MOAYJeH) 1 OOHOBIIIETCS IPU HEOOXOIUMOCTH,
HO HE peXe OJTHOTO Pa3 B TOJ.

Ilepeyenn coBpeMeHHBIX NPO(ecCHOHANBHBIX 023 JAHHBIX U
HH(OPMANIMOHHBIX CIIPABOYHBIX CHCTEM:

1. Hudopmaunonno-nouckosas cucremMa «Koucynaprant Ilmoc» - [loroBop NeMM-BUII-
79717-56/2022 (6eccpodHO)

2. DnexTpoHHO-OmOmuoreunas cuctema IPRsmart nunensuonnsiit forosop ot 01.09.2024 r.
Nel11652/24C (cpox nmeiictBus mo 31.08.2027 r.) https://www.iprbookshop.ru/

3. Hayunas snextponnas 6ubnmnoreka eLIBRARY nunensuonnsiit norosop SCIENC INDEX
Ne SIO -3079/2026 ot 30.01.2026 r. (cpok nericTBus g0 29.01.2027r.) https://elibrary.ru

8.1.4. OoOyuarommecss u3 unciaa wHBaIMAOB W Juil ¢ OB3 olecreueHsl 3JIEKTPOHHBIMU
o0pa3oBaTeNnbHBIMH peCypcaMu B (popMax, alaliTHPOBAHHBIX K OTPAHUYEHUSM UX 3I0POBbSL.

Pa3nen 9. MaTrepuajibHO-TEXHHYECKOe 00ecneyeHne 00pa3oBaTeILHOI0 mpouecca
YueOHast ayTUTOpHS AJIsI IPOBEACHUS OO0opyznoBaHue:  crnenNuaJM3UpoBaHHas  MeOenb
3aHATUI JICKIMOHHOTO TUIIA, 3aHATHU (mebenp  ayauTopHas  (CTOJIBL,  CTYJbs, JIOCKa
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CEMUHAPCKOI0 TUIIA, TPYIIIOBLIX U
WMHIVBHUAYaJIbHBIX KOHCYJIbTAIUMH,
TEKYILEro KOHTPOJISL ¥ IPOMEKYTOUHON
aTTecTauuu

ayIUTOpHas HAaBECHas), CTOJ MpPEmnoJaBaress, CTYJ
Mpero1aBaTels.

TexHnudeckue cpencTBa 00yUCHHS: IEPCOHATBHBIN
KOMITBIOTEP; MYJIbTUMEINHHOE 000PYI0BaHUE
(IpoeKTop, KpaH).

ITomenienue aj1st caMOCTOATENLHON
paboThI

Crnenunanu3upoBaHHas MeOeIb (CTOJIBI, CTYJIbs),
MEPCOHANBHBIE KOMITBIOTEPHI ¢ BO3MOKHOCTBIO
MOJIKITIOYEHUS K ceTh «IHTepHe™» u oOecrieueHrneM
JIOCTyTa B 3JICKTPOHHYIO HH(POPMAIIHOHHO-
o0pa3oBaTeNbHYIO cpeny YHHUBEpCUTETa
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JUCT UBMEHEHUA
AxkTtyanausupoBanbl B 2024 roay (pemenue Yuenoro coeta 26.12.2024r., mporokoin Ne3):
- [IepeueHb OCHOBHOM U JOIOJHUTEIBHOM JIUTEPATYPHI;
- [lepeuenb nHGOPMALIMOHHBIX TEXHOJIOTUH, UCIIOJIb3YEMbIX IIPU OCYLIECTBICHUN
00pa3oBaTEeNBFHOrO MPOIIECCca 10 AUCIUILTHHE;
- KoMILJIeK T JIMIIeH3MOHHOTO MTPOrPaMMHOT0 00ECTICUEHUSI.

AxkTtyasausupoBanbl B 2025 roay (pemenue Yuenoro coeta 23.12.2025r., mporokoi Ne3):

- [IlepeyeHb OCHOBHOM M JIOTIOJIHUTEIBHON JIUTEPATYPHI;

- [lepedens nHGOPMAIIMOHHBIX TEXHOJIOTHH, UCIIOJIb3YEMbIX TIPH OCYIIECTBICHUN
00pa30BaTeNbHOr0 MpoIiecca Mo TUCIHUIUINHE;

- KoMmiekT TMieH3MOHHOT0 MPOrPaMMHOTO O0ECIIeYEHUSI.
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