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Pabouas mporpamma nuctuminabl «MHpopMmanmonHas Oe3omacHocTh». HampaBieHue moAroTOBKU
09.03.03 Ipuknagnas nHGopMaTHKa, HAMPABJICHHOCTD (Mpoduis): «AHanmu3 ganHbx» / O.A. JleBuueB
— M.: UMIID um. A.C. I'puboenosa.

Pabouass mporpamMma JHCHMIUIMHBI COCTAaBJICHA HAa OCHOBaHUM (helepaibHOr0 TOCYIAapPCTBEHHOTO
00pa30BaTeNpHOr0 CTaHJapTa BbICIIEro oOpa3oBaHHUs — OakajaBpHUaT MO HAIMPABJICHUIO MOATOTOBKHU
09.03.03 IlpuknagHas nHPOpMATHKA, YTBEPKIESHHOTO MPUKa30M MUHHCTEPCTBA 00pa30BaHUS U HAYKH
Poccuiickoit @enepanuu ot «19» centsaOps 2017 Ne 922 (¢ uW3MEHEHUSIMH U JOTOJHEHUSMH) H
[Ipodeccuonansupim ctanaapToM «IIporpammucty, Y TBEpKAEHHBIM IPUKa30M MUHKCTEPCTBA TPyAa U
conanbHo 3amuThl Poccuiickoit deneparuu ot 20 urosnst 2022 Ne 4241 (peructpallioHHbIA HOMED 4).

PazpaboTunku: O.A. JleBnues, K. B. H., JOLIEHT

OTBETCTBEHHBIN PELIEH3EHT: E.B. Muxanésa, k. ¢.-M. H.
VCIIOJHUTEJIbHBIA TUPEKTOP MHCTUTYTa UH()OPMAIIMOHHBIX
CUCTEM U MHKEHEPHO- KOMIIBIOTEPHBIX TEXHOJIOTUI

PaGouast mporpamMma TUCHMIUIMHBI PacCMOTpPEHa W o100peHa Ha 3acefaHuM Kadenpbl MPHKIaTHOM
MHPOPMATUKU 1 UHPOPMATMOHHBIX TexHoiorui 23.12.2024r., mpotokon Ne 4

—

3aBenyiouuii kadenpoi / H. H. 3aryckuH, K.;0.H, IOLICHT
MO/INHCH)

‘/
CornacoBado oT OHOIHOTEKH @/ / O. E. Ctenkuna
(n/oa‘ﬁplcs)




Paznen 1. llesu u 3a1a4m 0CBOEHUS M CIANJINHBI
Ilenpt0 OCBOGHUSI JUCHMIUIMHBI SBJISETCS (OPMHPOBAHHE OOYYAIONTUMHUCS OCHOBHBIX
IIPUHITUIIOB, MOI[CJICﬁ 1 METOOO0B 3allIUThI I/IH(I)OpMaLII/II/I; OBJIAACHUC MCTOAAMU OPraHU3allUOHHOTO U
MPaBOBOTO obecredeHus 6€30macHOCTH HH(GOPMAIIMOHHBIX CHCTEM M JIAaHHBIX; TPHOOPETEHNE HaBBIKOB
U OCHOBHBIX IPHUEMOB 3alllUThI I/IH(I)OpMaI_II/II/I OT YTCYKU M HCCAHKIIUOHUPOBAHHOI'O JOCTYyIIA,

AHTHUBUPYCHOU OOPBHOBI; IPUMEHEHUE KPUNTOrpahUISCKUX METOJIOB 3aIUTHI.
3a1aun TUCHMILINHbI:
— U3YYUTh XapaKTepHbIC CBOMCTBA 3aluiacMoil MH(OpPMAIMK, OCHOBHbIC HH(MOPMAIIMOHHBIC
yIPO3bl, CYIICCTBYIONINE HAPABICHHS 3aIlUTHI;
— MOJYYUTh TEOPETUUCCKUE 3HAHKS B 00JIACTH 3aIUTH HHPOPMAIIHH;
— O3HAKOMHUTBHCSA C TPEOOBAHUSIMH POCCHHCKHMX M MEXKIyHApOJHBIX CTaHIAPTOB B 00JacTH
nH()OPMAIMOHHON 0E30MaCHOCTH;

— HAYUUTbCA NPUMCHATHL COBPCMCHHBIC MPOIrpaMMHO-AIIIapaTHBIC CPEACTBA 3allUThI

IIPaKTUKE.

Pa3znea 2. [llianupoBaHune pe3yJbTATOB 00yUYeHHs 10 AUCHUIJIMHE, COOTHECEHHbIE ¢
IUVIAHUPYEMbIMU Pe3yJIbTATAMHU 0CBOEHHs 00Pa30BaTEIbHOM MPOTrPaMMBbl

Kon
DopMyJIHpPOBKA
KOMIIETeHI] NHaukaTopsl 10CTHKEHUA KOMIIETeH MU

i KOMIIeTeHIIUH

YK-10 Crocoben  dopmuporars | UYK-10.1. 3HaTh pupoy SKCTpEeMHU3Ma, TEPpOpHU3Ma,
HETepIMMOE OTHOLICHHE K | KOPPYNLMOHHOTO  TOBEACHUS  KAaK  COLUAJIbHO-
MIPOSIBJIEHUSIM SKCTPEMU3MA, | IpaBoBOro  spjieHus. IloHumarh  OOILECTBEHHYIO
TeppopH3Ma, OIaCHOCTb HKCTpEeMHU3Ma, TeppopHU3Ma,
KOPPYHLIMOHHOMY KOPPYILIMOHHOTO [TOBEICHUS BO BCEX X MPOSBICHUSIX,
MOBEJICHUIO U | MOCJIEACTBUS U HEOOXOUMOCTb IPOTHBOECHCTBUS UM
npotuBoaeiictBoBath UM B | UYK-10.2. YMeTp  pealn30BbIBATH  CpPEICTBa
npogeccuoHaIbHON o0ecrieyeHns: 3aKOHHOCTH U IpaBolopsaka B cdepe
JeSITEIbHOCTH IIPOTUBOAECUCTBUS JKCTPEMU3MA, TeppopusMa,

KOPPYILMOHHOMY IOBE/ICHUIO

OIIK-3 Crniocoben pemats | MOIIK-3.1. 3HaTe NpUHLMIBIL, METOABI U CPEICTBA
CTaHJIapTHbHIE 3a/la4yM | peuleHus] CTaHJApTHBIX 3a7ad MpodeccHOHATbHOU
npodeccuoHaTbHON NeSITeIbHOCTM Ha OCHOBE HWH(QOPMALMOHHOM U
NEeSTEIbHOCTH Ha OCHOBE | OuOianorpaduueckoil  KyJbTypbl € NPUMEHEHUEM
MH(OPMAaIMOHHOM U | ”HPOPMALMOHHO KOMMYHHKAIIMOHHBIX TEXHOJIOTHH U ¢
6ubanorpaduueckoit y4€TOM OCHOBHBIX TpeOoBaHMM WH(POPMAIMOHHON
KyJbTyphl C TpUMEHEHHEM | 0€30MacHOCTH Ha 6a30BOM ypOBHE
MH(}OPMALIOHHO- NOIIK-3.2. VYmerp pemare CTaHIApPTHBIE 33/a4U
KOMMYHHMKAIIMOHHBIX npoeCCUOHAIbHON ~ JESATEIbHOCTH  HAa  OCHOBE
TEXHOJOTUH M C Y4eToM | HH(OPMALMOHHON U OMOIMorpapuueckoi KyiabTypbl C
OCHOBHBIX TpeOOBaHUH | MpUMEHEHUEM HH(POPMAIIMOHHO KOMMYHHMKAIIMOHHBIX
nH(}OPMALIMOHHOU TEXHOJIOTMM M ¢ Yy4€TOM OCHOBHBIX TpeOOBaHUI
0e30macHOCTH H(pOpPMaAIIMOHHOM 0€301MacHOCTH Ha 6a30BOM YpOBHE

Pasnen 3. MecTo AUCHUIIMHBI B CTPYKTYpe 00pa3oBaTe/IbHOM

Ha

NporpamMmsbl 0aKajlaBpuarta
Hucuumnuna «MHpopmaronHass 0e30MacHOCTh» HM3y4yaeTcs B 5 ceMecTpe OYHOM u B 6
cemecTpe 3a0uHOi PopM oOydeHus, oTHOCUTCS K broky 1 «Jluctumnauasr (Moxynn)y», «O0s3aTenbHast
qacTe», OOpa3oBaTeNbHOW MporpaMMmbl 1o HampasieHuto noarotoBkd 09.03.03 Ilpuknannas
nHpopmartrka (ypoBeHb OakaaBpHar), HalpaBIeHHOCTh (MIPOPIIIb): «AHATU3 JaHHBIX).



Pazgen 4. O0beM (TPYyA10€eMKOCTb) TUCHUILIHHBI

(o0masi, mo BuAaM y4eOHOM padoThI, BUAAM NMPOMEKYTOYHON ATTECTAILUH)

TpynoeMKoCTh JMCHUIIIMHBI M BH/IbI Y4e0HOM HArPy3KH

HA 04HOI1 (hopMe 00yUeHH S

KonTtposb,
Kypcosoe .
s.e. | Viroro | Jlexumn IIpakTruec IPOSKTHPOBA CamocrosTens | Tekymuid | IpoMexyTo
KM€ 3aHATHS e Has paboTa KOHTPOJIb YHas
arTecranus
5 cemecTp
3| 108 | 16 16 72 4
3auer
HA 3204HOI (popme 00yUeHuUs
Kontpouss,
KypcoBoe N
se. | Mroro | Jexunn [TpakTuyec HpoeKTHPOBa Camocrosarens | Tekymuit | mpoMeExyTo
KM€ 3aHSITUS e Has pabota KOHTPOJIb YyHast
arTecTauus
6 cemecTp
3 | 108 4 4 96 4
3auer
TemaTH4ecknii MJIAH IMCHUTINHBI
Ounasn ¢popma o0yueHus
Paznensr / Temsr Jlex | Ilpaktuue | Camocros | Texy | Kourtpous, Bcero
U CKHe TeJbHAs | LM | MPOMEXYTOY | 4acoB
3aHATHS pabota | KOHT Has
poJib | aTTecTanus
5 ceMecTp
Tema. 1 Begenune B 3 2 7 12
MH(OPMaLIMOHHYIO 0€30IacCHOCTh
Tema. 2 3akoHOaTENbHBIN
YpOBEHb HH(HOPMAITMOHHON 3 2 7 12
0e3011acHOCTH
Tewma. 3 Ctanaaptsl u
cneuudukanuu B 061acTu 2 2 7 11
MH(OpMallMOHHON 0€30M1acCHOCTU
Tema. 4 AIMUHUCTPATHUBHBII
ypOBEHb HH(POPMAIMOHHOM 1 2 7 10
0e30IacHOCTH
Tema. 5 IIponenypHslii ypoBEeHb 1 2 7 10
MH(GOpMallMOHHON 06€30MacCHOCTH
Tema. 6 Unentudukanus u 1 1 7 9
ayTeHTHUhUKAIIS
Tema. 7 YpasieHue JOCTYIIOM. 1 1 7 9
[TpoTOKOIMpPOBAHKE U ayJIUT
Tema. 8 Kpunrorpaduueckue 1 1 7 9
METO/IbI 3aILUTHI
Tema. 9 KoHTpoIIb 11EI0CTHOCTH 1 1 6 8




Tema. 10 DxpanupoBaHue. 1 1 5 7
TyHenupoBanue

Tema. 11 AHanu3 3alMIIEHHOCTH 1 1 5 7
3auyer 4 4
HTOro mo IuCUMIIINHE 16 16 72 4 108

3aounas popma oOyueHnust

Paznensr / Temsr Jlex | Ilpaktuue | Camocros | Texy | Konrtpous, Bcero
1007011 CKHe TeNbHAS | MU | TPOMEXKYTOY | YacOB
3aHATUA pabota | KOHT Has
poiib | arrecranus
6 cemecTp
Tema. 1 Beenenue B 1 9 10
UHPOPMALIMOHHYIO 0€30MacCHOCTh
Tema. 2 3akoHOOATENLHBIN
ypOBEHb HH(POPMAIIMOHHOM 1 9 10
0€301acCHOCTH
Tema. 3 Ctanmaptsl u
crenudukanuu B 001acTu 1 8 9
UH(POPMALMOHHON 0€30MaCHOCTH
Tema. 4 AIMUHUCTPATUBHBIN
yYpOBEHb HH(POPMAIIMOHHOM 1 9 10
0€301acCHOCTH
Tewma. 5 [IpouenypHslil ypoBEeHb 1 9 10
nH(pOpMaMOHHOM 0€30MMacHOCTH
Tema. 6 nentudukanus u 9 9
ayTeHTUdUKaIHs
Tema. 7 YrpaBiieHUE JOCTYIIOM. 1 9 10
ITpoTOKOIMPOBAHKE U AyJIUT
Tewma. 8 Kpunrorpaduyeckue 1 9 10
METO/TbI 3AIIUTHI
Tema. 9 KoHTpoIIb 11€I0CTHOCTH 8 8
Tema. 10 DxpanupoBaHue. 8 8
TynenupoBaHue
Tema. 11 Ananu3 3aMIIEHHOCTH 1 9 10
3auer 4 4
Hrtoro no nucumiuiviee 4 4 96 4 108

CTpyKTypa M coepKaHNe U CHUIITHHBI

HanmeHoBaHue pa3iesioB/TeM

Conep:xaHue TeMbl

Tema 1. BBegenune B
MH(OPMALIMOHHYIO O€30MaCHOCTb

[Tonsatne wunHdOpmMarmonHoi OGe3onacHOCTH. OCHOBHBIE
COCTABJISIOIINE WH(pOPMAITUOHHOM 0€30MacHOCTH:
JOCTYITHOCTh, IIEIOCTHOCTh ¥ KOH(UICHIHAIBHOCTb.
VYrpo3el  uwHGOpPMAIMOHHOW  0€30MacHOCTH.  3aja4yu
cUCTeMbl HH(POPMAIIMOHHOI 0€30MMacHOCTH.

Mepb! NpOTHBOIEHCTBUS YTpo3aM O€30MacHOCTH.
OcHOBHBIE IPUHLIUIIBI IOCTpOeHUs cucTeM 3amuTel AVC.
HNupopmanronnasi 6€301acHOCTh Ha YpPOBHE T'OCY/IapCTBa.
Konuenmus 6e3onacHoctu  P®. BaxnocTs mnpoOieMsl
nH(popMalMoOHHON Oe3omacHOCTH. [IpuMepsl HapylIeHHH
MH(POPMALIMOHHOM 0€30MaCHOCTH.




HanmeHoBaHue pa3iesioB/TeM

Conep:xaHue TeMbl

Tewma 2. 3akoHOAATENbHBIN YPOBEHD
UH(POPMALIMOHHOM 0€30MaCHOCTH

[ToHATHE W  BaXHOCTb  3aKOHOJATENILHOTO  YPOBHS
uHpopMalMOHHON ©6e3omacHocTH. O030p POCCUHCKOTO
3aKOHOJAaTelabcTBA B oOsacTh  HMH(pOPMALMOHHOMN
Oe3omacHoctu. IIpaBoBbIe aKTBl O0OIIEro Ha3HAYCHWS,
3aTparuBaroIme BOIIPOCHI UH(POPMALMOHHOM
0€3011aCHOCTH. 3aKoH "O6 uHpOpMaLuy,
MHPOPMALIMOHHBIX ~ TEXHOJOTMSAX M O  3alluTe
uHpopmanuu . 3akoH OO0 FIEKTPOHHON MOJINHUCH . 3aKOH
'O nepcoHaNbHBIX JAHHBIX . 3alllMTa aBTOPCKOIO IpaBa Ha
nporpaMMHble  MPOAYKThL.  O030p  MEXIYHAapPOIHOTO
3aKOHOJATeIbcTBA B oOsacTh  HMH(pOPMALMOHHOMN
6e3onacHoctu. PenepanbHblil 3aK0H O rocyaapcTBEHHON
TaiiHe'.

Tema 3. CtannapTsl U crienupUKaIIHA
B 00J1acT HH(POPMAITMOHHOM
0€30MacHOCTH

OrneHouHbIE CTAaHAAPTHl M TEXHUYECKHE cHenu(uKanuu.
Ouenounsnii cranaapt [OCT P UCO/M3K 15408 "Oo6mue
KPUTEPUH  OICHKH 0e30macHOCTH  MH(POPMALMOHHBIX
TEXHOJIOTUH . Beenenue u o01mas MO/IEJTb.
OyHKIMOHATBHBIE KOMITOHEHTBI 0€301acHOCTH.
Komnonents! noBepusi k 6ezonacHocTu. COMyTCTBYIOLINE
JIOKYMEHTBI. VYnpasiendyeckue CTaHIAPTHI
unpopmannonHor 6ezonacHoctu. ['OCT P MCO/M3K
17799 ‘HWndopmarmonnsie TexHOJOTUU. [IpakTHdeckue
npaBuiia yHpaBjieHUss WHPOPMAIIMOHHON 0€30MacHOCTHIO .
'oCT P HCO/MDBK 27001 "HndpopmanmoHHbIE
TexHojoruu. Merozsl 6ezonacHocTu. CucreMa ynpaBieHUs
0€3011acCHOCTbIO uHpOpMaLIUH. TpeboBanust .
PykoBopsiniue nokymeHThl ['octexkomuiccun Poccun.

Tema 4. AIMUHUCTPATUBHBIN YPOBEHb
nH(pOpMaIMOHHOM 0€30MMacHOCTH

OcuHoBueble nonsTus. [lonutuka 6e3onacuoctu. [Iporpamma
6e3omacHoctu. CHHXpOHHU3AIMS POTrpaMMbl O€30M1aCHOCTH
C JKU3HCHHBIM IUKJIIOM CUCTEM HpI/IMepBI TUITOBBIX ITOJIUTHUK
0€30MacHOCTH OpraHU3aIUH.

Tewma 5. [IponienypHslil ypoBeHb
UH(POPMALIMOHHOM 6€30MacCHOCTH

OcHOBHBIE  KJIacCBl ~ M€p  MPOLEIYpPHOTO  YpPOBHS.
Vnpasienue — mepcoHasioM. — Dusmyeckas  3aliMra.
[Tognepxka paboTOCTIOCOOHOCTH

PearupoBanne Ha HapylleHue pexnuMa O0e30MacHOCTH.
[InanupoBaHue  BOCCTAaHOBHUTENBHBIX  pabor.  [lman
BOCCTAHOBUTEJIBHBIX paboT.

Tema 6. Unentudukanus u
ayTeHTU(UKaus

OnpeneneHnve WASHTUPUKAUUMU W ayTEHTHU(PHUKALUU.
[TaponpHas ayrtenTudukanus. TpeOGoBaHHs K HapoJsM.
OHOpa30BBIC MTAPOJIH.

Cepsep ayTeHTU(UKaAIIH Kerberos.
WNnentuduxanus/ayreHTupUKaLus c ITOMOILIBIO
OMOMETPUUYECKUX  JAHHBIX.  AJITOPUTMBI  CO3JIAHMS
0JIHOpa30BbIX naposie. ConraibHbId HHKUHUPHUHT .

Tema 7. YpasieHue JOCTYIIOM.
[IpoTokonupoBaHue U ayIUT

[Tonstue ymnpasienust noctynom. Mojenu 6€30MacHOCTH:
MOJEIb AMCKPELIMOHHOIO  JOCTyIa; Mozenb beina-
Jlallagyner; poneBas MOJENb YIPABICHUS JOCTYIIOM.
[TonsiTHE TPOTOKOIMPOBAHUS U ayAUTA. AKTUBHBIN ayauT.
CucreMbl pasrpaHuueHuss joctyna. @OyHKIMOHAJIbHbBIE
KOMITIOHEHTHI apXUTEKTYPBL.

Tema 8. Kpunrorpadpuyeckne MeToab
3aIIHTHI

Beenenne B kpunrorpaguio. OCHOBHbIE TEPMHMHBI U
noHsTust  kpuntorpaduu. Tumbsl  KpunTorpaduyeckux

6




HanmeHoBaHue pa3iesioB/TeM Copep:xanue TeMbl

cucreM. [Iudper moacTaHOBKU U mepecTaHOBKHU. biiouHbie
mmdpsl. Cetp Deitmrens.

CUMMETpUYHbBIE QITOPUTMBI MUGPOBAHUA. AJTOPUTMBI
DES, TOCT 34.12-2015, AES. AcuMmMeTpu4Hble
anropuTMbl mmdpoaHus. Anroput™ RSA. Pexumbl
mmdpoBanuss 6ounbix 1mKppoB. [loToxoBble MHPHL
O6men kmouamu J{uddu-Xenmana. [ludpocucrema Diib-
I"amans. Cranmapt 'OCT P 34.10-2012.

Tema 9. KOHTpOJIb 11€I0CTHOCTH Onpenenenne GyHKIUK XemUpoBaHus. TpeOoBaHUs K XeII-
bykHIuaAM. QOyHKIUMU XeIUPOBAHHS. DneKTpOHHas
nudposas MTOATHCh. Hudpossie cepTU(UKATHI.

JlesTenbHOCTh  YIOCTOBEPSIIOIIMX — LEHTpoB. DyHKIUA
xemurpoBanust MDS.

Tema 10. DxpanupoBanue. IlonssTne  skpaHupoBaHusA.  MexKceTeBble  JKpaHBI.
TynenupoBanue Knaccugukaius MexceTeBbIX 3KpaHOB. Buabl MexceTeBbIX
sKkpaHoB. [loHsATHE TyHENMUpOBaHUs. BupTyaibHble yacTHbIE
cetu. VPN IPsec, PPTP.

Pa3paboTka KOHpHUTypaI MEKCETEBOT0 KpaHa.

Tema 11. AHasu3 3aUUIIEHHOCTH [Tonatne ananmza 3amuuieHHOCTH. CeTeBble CKaHEpHI.
AnTHBUpycHas  3ammrTa. Kiaccupukamus — BUPYCOB.
[Tpu3Haku NPUCYTCTBHS HA KOMIIBIOTEPE BPEIOHOCHBIX
nporpaMM. MeTozbl 3aIMTHI OT BPEAOHOCHBIX IIPOrpaMM.
OcHOBBI pa0OThI AaHTUBUPYCHBIX IPOTrPAMM.
AHTUBHpYCHAas 3alIUTa KOMIIBIOTEPHOU CETH.

3aHATHSA CEMUHAPCKOT0 THIIA
(IlpakTHyeckue 3aHATHSA)

OO01re peKOMEeHJaI|H 110 OANOTOBKE K MPAaKTUYECKUM 3aHATusAM. [Ipu noaroroske k padore
BO BpeMs NPOBEIEHUs 3aHATUH MPAKTUYECKOIO THUIA CleAyeT OOpaTUTh BHHMAaHHE Ha CIEAYyHOLIHE
MOMEHTHI: Ha MpoIlecC MpeABapUTEIbHON MOJIrOTOBKH, Ha pabdOTy BO BpeMsl 3aHATHUS, 00pabOTKy
MIOJIyYEHHBIX PE3yJIbTAaTOB, MCIIpaBJI€HHE MOJY4YeHHbIX 3ameuaHuil. IlpeaBaputenbHas MoAroToBKa K
yLIC6HOMy 3aHATUIO TNPAKTHYCCKOTI'O THUIIA 3aKJIIOYACTCAd B H3YYCHHHU TCOPETHUYCCKOr0 Martcpuajlia B
OTBEJICHHOE ISl CAMOCTOSITENIbHON PabOThl BpeMsi, 03HAKOMJIEHUE C MHCTPYKTUBHBIMU MaTepHallaMH C
IEJTBI0 OCO3HAHMS 33124 3aHSTHSL.

PaboTa BO BpeMs ITPOBECHUS 3aHATUS MPAKTUUYECKOTO THUIIA BKIOYAET HECKOIBKO MOMEHTOB:
a) KOHCYJIbTUPOBAHHE OOYYarOIIUXCSl TPEMOaBaTEISIMU C MEIbI0 MPEIOCTABICHUSI HCUSPIIBIBAIOIICH
uHpopMalny, HEOOXOUMOM IJIsi CaMOCTOSITEIILHOTO BBIMOJIHEHUS MPEATIOKEHHBIX IpenojaBaTeiaeM
3a1a4, 0) CaMOCTOSATEIbHOE BBINOJHEHUE 3aJaHUN COrJIaCHO 0003HAYeHHOW y4eOHOW MporpaMMoi
TEMaTHUKH.

Paznen Nel «3akoHoaTenbHbIHN, MPOLeypHBIH 1 aAMUHUCTPATUBHBIN YPOBHH HH(OPMAIIMOHHOM
0e3onacHOCTI»
[Tpaktuyeckas pabora 1. O030pa pocCUHCKOro 3aKOHO/IATENILCTBA B 0071acTH MH(DOPMALIMOHHON

0€30MacHOCTH

1. Kakue OcCHOBHBIE Li€nM W NpUHIUNBL 3akpemieHel B PexepanbHoM 3akoHe Ne 187-D3 «O

0e30MacHOCTH KpUTHYECKOi nH(popMalnoHHON UHppacTpyKkTypsl Poccuiickoit denepanun», 1 Kak oH

COOTHOCHTCS C JPYTUMHU HOPMAaTUBHBIMH akTaMu B cepe Nb?

2. Kak ®enepanbubiii 3akoH Ne 152-D3 «O nmepcoHanbHBIX JaHHBIX)» PETYIUPYET 00paboTKy, XpaHEHUE

U 3aIIUTY MEpCOHATIbHOM MH(pOpMaIMM, U Kakue 00s3aTeNbCcTBAa OH HAKJIAJBIBAET HA ONEPAaTOPOB B

KOHTEKCTe o0ecreueHus: nHPpopMarmoHHOM 0e301macHOCTH?



3. Kakue nonnomouns B cepe nHGOPMAITMOHHON 0€30IacCHOCTH 3aKPEIICHBI 32 YIOJIHOMOYEHHBIMU
opranamu Biactu (PCB, PockomHam3op, MuHIMGpeI), 1 Kak UX B3aUMOJCUCTBHE OTPaKaeTCs Ha
MIPAKTUKE COOIIIOJICHHSI 3aKOHOIATEIILCTBA OPTraHNU3aLUsAMU?

[Tpaktuyeckas padora 2. PazpaboTka NOIUTUKKA OE30MIACHOCTH OpraHU3aLUuN

1. Kakue ocHOBHBIE pa3zenbl JOKHA BKIOYATh MOJIMTHKA HMH(DOPMALMOHHOW 0€30MacHOCTH
OpraHM3aIly, U KaK OHa COOTHOCHUTCS C MEXIyHapoaHbIMU cTanaaptamu (Hanpumep, ISO/TEC 27001)?
2. Kak yuuteiBaTh cnenuduky NpeaMeTHON obiactu (Hampumep, 3apaBOOXpaHeHHEe, 00pa3oBaHHUE,
(¢uHaHCHI) MpU pa3paboOTKe IMONMMTHKKA O€30MacHOCTH, YTOOBI OOCCIEUHUTh OanmaHC MEXIy 3alluTOn
JTAHHBIX U OTIEPAIMOHHON 3D PEKTUBHOCTHIO?

3. Kakue MexaHM3Mbl HCHOJB3YIOTCS [Js BHEIPEHHS,, KOMMYHHMKAIMM W KOHTPOJS COOIIOICHUS
MOJIMTUKA OE30MaCHOCTH COTPYJHUKAMU, H ToueMy (OpMalbHOE YTBEPKACHHE JOKYMEHTa
HeZocTaTouHO ISt €€ 3 (HEeKTUBHOCTH?

[TpakTrueckas pabota 3. AHalu3 pUCKOB HH(POPMAIIMOHHOM 0€30MacCHOCTH OpraHU3al|H
1. Kakue sTambl BKJIIOYAET IMPOLECC aHAIM3a PUCKOB HH(GOPMAIMOHHON OE30MacHOCTH COTJIACHO
craugapty ISO/IEC 27005, u nmoyemy uaeHTHU(UKAIMS aKTUBOB SIBJISICTCS OTIPABHON TOYKOW 3TOTO
nporiecca?
2. B uém paznuynie Mex a1y Ka4eCTBEHHBIM M KOJMYECTBEHHBIM MOAXO0/IaMHU K OIICHKE PUCKOB, U B KAKUX
CIIy4asix 1eJIeCO00Pa3HO UCIOIB30BATh KAKIBIA U3 HUX B JICATSIBHOCTH OpPraHUu3aiin’?
3. Kak pe3ynbraThl aHanu3a puckoB WH(OOPMALMOHHON 0€30IMaCHOCTH BIHSIOT HA BHIOOP MEp 3allUTHI,
pacripenenienue OI0KeTa U IPUOPUTETHI B pean3auy nporpaMm o odecrneyennto b?

Paznen No2 «IIporpaMMHO-TeXHUYECKHI yPOBEHb HH(POPMALIMOHHOM O€30MTaCHOCTH
[IpakTryeckas pabota 4. 3amura HHGOPMALIUU B KOMIIBIOTEPHON CHCTEME OT CIIy4alHBIX yIpo3.
Coznanue U ynpapieHUE YYETHBIMH 3aIIMCAMU 0JIb30BaTENEH
1. Kakue Mepbl 3alluThl MO3BOJSIOT MMUHHMHU3UPOBATh MOCIEACTBUS CIy4ailHBIX Yrpo3 (Hampumep,
OLIMOOK I0JIb30BaTeNEN, CO0EB 000PY10BaHMUS) B KOMIIBIOTEPHOM CUCTEME, U KaKyIO POJIb B 3TOM UTPAET

KOppEeKTHas HacTpolKa npas jocryna?

2. Kakue npuHuuns! (HarpuMmep, NPUHLUI MUHUMAJIbHBIX HNPUBUWIETHH, pa3/ieieHue 00s3aHHOCTEN)
clieyeT coOuolaTh MPU CO3JaHMM M HAaCTPOMKE YYETHBIX 3alMceil MoJib30BaTeliei, 4ToObl CHU3UTH
PHUCKHU KaK YMBIIUIEHHBIX, TaK U CIy4allHbIX HapylIeHniH nHPOpMallmoHHOHN Oe30macHocTr?

3. Kakue npoueaypbl HE0OX0AMMO BHEJIPUTh B OpraHU3alMU JUIsl )KU3HEHHOTO LIMKJIa YYETHOM 3amucu
0JIb30BaTeNs (Co3aHue, N3MEHEHUE TpaB, OJOKUPOBKA, yAAJEHHUE), YTOOBI 00€CNIEUUTh aKTyalbHOCTh
J0CTYTIa U MIPEOTBPATUTH MOSBICHUE «30MOU-aKKayHTOB»?

IIpakTryeckas padora 5. ObecnieueHre 6€30MACHOCTH PECYPCOB € IOMOIIBIO pa3pelieHuit (aitinoBoi
cuctembl NTFS. Ayaut pecypcoB u cOOBITHI CHCTEMBI 3allIUTHI

1. Kak paspemenust NTFS no3Bossitor peann3oBarh THOKYI0 MOJIENb YIIPABICHUS JIOCTYNIOM K (paiiinam
U TIAIIKaM, ¥ B YEM COCTOUT Pa3iIMune MEX/y pa3pelieHUsIMA Ha YPOBHE «Pa3pEIINTh)» U «3alPETUTH
MIPU HAJTMYUU HECKOJIKHUX TPYTMITOBBIX YJIEHCTB?
2. Kak nacnenoBanue paspemieHuit NTFS ynpomaer agMuHHCTpUpOBaHWE, W B KaKUX CIydasx
11eJ1ec000pa3HO ero OTKII0YaTh UM HACTpauBaTh BHBIM 00pa3oM?
3. Kak nacrtpoiika ayaura B NTFS u xypHanupoBanue coOwiTHii 6e3omacHoctu (depe3 «IIpocmotp
COOBITHII») TIOMOTAIOT BBISABISATh HECAHKIIMOHUPOBAHHBIC [EHCTBUS WM HAPYIICHUS TOJUTHKU
0€30MacHOCTH, ¥ KaKHe TUITBI COOBITHI HanOoJiee KpUTHYHBI I MOHUTOPUHTA?

[IpakTuueckas padota 6. HacTpoiika CHCTEMHBIX IMapaMeTpoB 0€30MMacHOCTH
1. Kakue Kareropuum CHUCTEMHBIX IapaMeTpoB O€30MacCHOCTH (HampuUMep, HOJUTUKHU TMapojei,
OJIOKMpOBKA YUETHBIX 3alMCel, ayTUT BX0Jla B CUCTEMY) HanboJsiee KpUTUYHBI JUIs 3auThl Windows-
CHUCTEMBl OT HECAHKLIMOHUPOBAHHOIO JOCTYNa, M IOYEMY HMX HACTpOlKa BaXKHEE YCTAHOBKH
aHTHBHUpYca?



2. Kak mHCcTpyMeHT «JlokanbHas monuTHkKa 0e30macHoCTH» (secpol.msc) Wiy TpyIIoOBbIC MOJUTHKU
(GPO) nomoraroT EeHTPaIM30BaHHO yIPABIATH TapaMeTpaMu O€30IaCHOCTH B KOPIIOPATUBHOM CETH, U
KaKUe PUCKU BO3HUKAIOT MPU X HEKOPPEKTHOU KOH(DUTYpaIiu?

3. B uém 3akirovaeTcs MpUHIKI «0€30MacHOCTH 0 YMOI4aHuio» (secure by default), u kak HacTpoiika
CUCTEMHBIX TapaMeTpoB (OTKIIOUEHUE HEHYKHBIX CIIyXkO, OrpaHHYCHHE MpaB aIMHUHHCTPATOPA,
Hactpoiika UAC) crnocoOCTByeT peajau3aludy 3TOr0 IMPHUHIMIIA B COBPEMEHHBIX OINEPalMOHHBIX
cucremax?

[IpakTrueckas padota 7. HacTpoiika mapamMeTpoB 0€3011acHOCTH MOAKIIYeHHS K IHTepHeT
1. Kakue nactpoiiku Oe3omacHocTH BeO-Opaysepa (ympabieHue cookie, OJIOKHPOBKA BCILIBIBAFOIIMX
OKOH, PEXHM «HE OTCIIeKUBATh», OOHOBIIEHUS) Hanbosnee 3(pPEeKTUBHO 3AMIMIIAIOT MOIH30BATENS OT
CJIeXKKH, (PUIITMHTA ¥ BPEJJOHOCHOTO KOHTEHTA MPH MOAKII0YeHnH K HTEepHETY?
2. Kak nactpoiika O6panamayspa (MEXKCETEBOro SKpaHa) U MapamMeTpoB YaCTHOW/MyONUYHON CeTH B
OMEpPAllMOHHON CHCTEME BIIMAET Ha YPOBEHb 3alMIIEHHOCTH YCTPOMCTBA MPU MOJKIIOUYEHUH K
pa3IMYHBIM THIIAM HHTEpHET-coeauHeHui (momarmmHuit Wi-Fi, oGmectBeHHbIi hotspot, MoOuiIbHas
ceTh)?
3. Kakue nononauTtenbHbie Mepbl (ncnoias3oBanue HTTPS, DNS-over-HTTPS, VPN, aByxdakropHas
ayTeHTU(UKANKS) CIeAyeT NPHUMEHSTHh MPU HACTPOHKE MOAKIIOYCHUS K VHTEpHETY IS 3allUThI
KOH(UIEHIIMATBHOCTH W IIEJIOCTHOCTH JaHHBIX, OCOOEGHHO MpHU paboTe C KOPIOPATUBHBIMHU WU
MEePCOHAILHBIMU pecypcaMu’?

[IpakTuyeckas padora 8. PazpaboTka arOpUTMOB KpUNITOTPAUIECKOM 3aIUTHI
1. Kakue ocHOBHBIE TpeOOBaHUs (CTOMKOCTb K aTakaM, SHTPOINHUS KIIF04a, BEIUUCIUTENIbHAS CII0KHOCTh
U JIp.) IPEIbSABISAIOTCSA K KpUIITOrpaduIeCKUM aIrOpuTMaM IIpU UX pa3zpaboTKe, U IOUEMY «CEKPETHOCTh
JITOPUTMAay He sIBJIETCS HaAEKHOW OCHOBOM Oe3omacHOCTH?
2. B uéMm 3akimoyaroTcs pasMyus MeEXIy pa3padOTKOW CHMMETPUYHBIX M ACUMMETPUYHBIX
KPUNTOCHCTEM, U KaKME€ MaTeMaTHYecKHe MpoOJIeMbl JeKaT B OCHOBE MX CTOMKOCTH (Hampumep,
(bakTopu3anys, AMCKPETHBIN JOrapu(M, HITUNTHICCKUE KPUBBIE)?
3. Kak obecrnieunBaeTcsi KOppEeKTHas peaiu3alus KpunTorpauyeckoro ajaroputMa Ha MpakTHKe, U
IIOYEMy JJa’Ke TEOPETUUECKH CTOMKUN aJITOPUTM MOKET CTaTh YSA3BUMBIM M3-3a OLIMOOK B IPOTpaMMHOMN
peanu3aly WK yrpaBlIeHHH KIto4aMu?

Pasnen 5. YueOHo-MeTOqMYecKOE 00ecniedeHHEe CAMOCTOSATEIbHOH Pa00ThI 00y4aIOIINXCH
N0 JMCHUILINHE

Hapsiny ¢ uTeHreM JIeKUni ¥ IPOBEACHUEM IPAKTUYECKUX 3aHATUI HEOTHEMIIEMBIM 2JIEMEHTOM
y4eOHOro0 npolecca BIseTcs camocmosmenvuas paboma. Ilpu caMocTosTeNbHON paboTe 10CTUraeTCs
KOHKPETHOE YCBOEHHE Y4eOHOr0 MaTepuraa, pa3BUBatOTCs TEOPETHUECKUE CTIOCOOHOCTH, CTOJIb BaXKHbIE
JUIS YCTEIIHOW MOJATOTOBKM W 3aIlMTHI BBITYCKHOW paboThl OakanaBpa. ®OpMbI caMOCTOSTENBHON
paboThl, 00yyaeMbIX MOTYT ObITh pazHOOOpasHbIMU. CamocTosATenbHas paboTa BKIKOYAET: U3y4YEeHUE
JUTEPaTyphbl, BeO-peCypcoB, OLIEHKY, OOCYKJCHHE U pEeLeH3UPOBaHNE yOIMKYEMbIX CTaTel; OTBETHI HA
KOHTPOJIbHBIE ~ BONPOCHI; PEIIEHUE 3a7ad; CaMOTECTUpPOBAaHME. BbIonHEHHWE BCEX BHJIOB
CaMOCTOSITENIbHOM pabOThl YBA3BIBAETCS C U3YUYEHHUEM KOHKPETHBIX TEM.

TunoBsle 3aaHus i1 CaMOCTOSITEIbHOM, MpPEJCTaBICHbI B (DOHJE OLIEHOUHBIX CPEJCTB IO
JOUCIUILINHE.

5.1. UnguBuayaabHble 3aJaHUs A5l KYPpCOBBIX padoT
KypcoBas paGoTa mo3BOJSI€T BBIABUTH CTENEHb BIAJCHUS 0Aa30BBIMM 3HAHUSMH, YMEHUSMH
HEO0OXOIUMBIMHU ISl 00YUYEHHSI, U OIIPEEIUTh YPOBEHD BJIa/IeHNs HOBBIM MaTepuanoM. Pexkomennanuun
M0 MOJATOTOBKE, O(OPMIICHHUIO M 3alllUTe KYpCOBOW paboThl (KypCcOBOTO MPOEKTa), MPEeAyCMOTPEHHON
y4eOHBIM IJIAHOM, M3JI0KEHBI B METOMUECKUX yKa3aHUAX 110 COOTBETCTBYIOLIEH AUCLIUIUINHE.



5.1.1. IlpuMepHasi TeMaTHKAa KypCOBBIX padoT (IPOEKTOB)
Kypcosas paboma ne npedycmompena y4eOHbiM NIAHOM.

Paznen 6. OueHovYHbIE M METOAMYECKHE MATEPUAJIBI 110 00Pa30BaTeILHOM NporpaMmme
(hoH OLIEHOYHBIX CPEACTB) AJIsl IPOBEACHUS TEKYlIero KOHTPOJIS yCIIeBaeMOCTH 1
NMPOMEKYTOYHOM aTTeCTALMHU

B nporuiecce ocBoeHus yueOHOM NUCIUITIIMHBI AJ1s1 OLIEHUBAHUS c(hOPMUPOBAHHOCTH TPEOyEeMbIX
KOMITETEHIIHH UCIIOJIb3YIOTCA OIICHOYHBIE MaTepuabl ((POHIbI OLIECHOYHBIX CPEJNICTB).
TunoBble TeCTOBbIE 3aJaHUs, TUMOBbIE MPAKTUUYECKHUE 33JaHUS, TUIIOBBIC 3aJaHUSI JJIsi KOHTPOJIbHBIX
paboT u Marepuanbl s JUArHOCTHYECKOW paboThl MpeACTaBIeHBl B (DOHAE OIEHOYHBIX CPEICTB IO
muctuminHe. [IpomMexxyTodHast arTecTanus mpoBoAUTCS B popMe 3aueTa/ 3aueTa ¢ OI[eHKOM/9K3aMeHa.

6.1. MaTepuaJbl 1Jisl OleHKHU Pe3yJIbTATOB NPOMEKYTOUYHOMH aTTecTaluN

IlepeyeHb BOPOCOB /IJIsl MOATOTOBKH K MPOMEKYTOYHOM aTTecTallMU (324€T)
. OcHOBBI HH(OPMAITMOHHON 0€301aCHOCTHU: TIOHATHE, LIeNTU U 33Ja4u.
. ¥Yrpo3bl HHPOPMALIMOHHON OE€30MaCHOCTH U MX KJIaCCU(PHUKALIHSL.
. MeToap! u cpeacTBa 3auiuThl HHOOPMAITHH.
. Kpunrorpaguueckue MeTo 1! 3a1IUThl HH(GOPMALIHH.
. CereBble TEXHOJOTHH U HH(POpMAIIMOHHAs 0€301TaCHOCTb.
. be3onacHOCTb onepanMoHHbIX CUCTEM U MTPUIIOKEHUH.
. AHTHBHpYCHas 3amuTa 1 e€ pojib B o0ecrieueHnr HHPOPMAIIMOHHON 0€30MacHOCTH.
. YpaBieHue J0CTyIIOM U ayTeHTU(HUKALHS [10JIb30BaTECH.
. PesepBHOE KOIMpOBaHUE U BOCCTAHOBJICHUE TaHHBIX.
10. 3aK0HOIAaTENBCTBO U CTAaHAAPTHI B 00J1aCTH HH(DOPMAITMOHHOM 0€30ITaCHOCTH.
11. ConmanpHast HMHXCHEPHUS KaK METO]I peaTu3allii yrpo3 HHPOPMAITMOHHON 0€301aCHOCTH.
12. Mogenu 6e3omacHoctu: guckpenuonHas (DAC), mangarnas (MAC), poneBas (RBAC) u
arpudytHas (ABAC).
13. Obnapy>kenue u npeaoTBpaiieHue srop>kenuii (IDS/IPS): npununs paboThl 1 MpUMEHEHHE.
14. bezonacuocTs 6ecipoBoanbix cereit (Wi-Fi, Bluetooth, MmoOumnbHEIE ceTH).
15. 3amuTa nepcoHaIbHBIX JAHHBIX: IPUHIUIIBI, METO/IbI U TPEOOBaHMS 3aKOHOAATENbCTBA (Ha MpUMepe
®3-152).
16. MHumaenTsl ”HPOPMALMOHHOM 6€30MaCHOCTH: Kilaccu(UKalus, pacciieIoBaHUE U pearnpoBaHue.
17. AynuTt u MOHUTOPUHT HHPOPMALIMOHHBIX CUCTEM: 1I€JIH, METOAbl U HHCTPYMEHTHI.
18. bezomnacHocTb 061auHbIX Beruncienuit (laaS, PaaS, SaaS): pucku u Mojenn 0OTBETCTBEHHOCTH.
19. IIpoGemsr 6e30nacaocT B aTepHETe Bemei (IoT) u BCTpOSHHBIX cHCTEMaX.
20. Iludposas noanuch U MEKTPOHHAS Ay TEHTU(UKALUSA: TEXHOJIOIUU U TPUMEHEHHE.
21. CpenctBa obecrieueHus1 KOH(QUACHIIMATFHOCTH: MH(pPOBaHNE TaHHBIX HA JMCKE, B TPAH3UTE U B
HaMSTH.
22. Tomutuky HHGOPMAITMOHHON 0€30MMaCHOCTH OpTaHU3aINK: pa3paboTKa, BHEJAPESHUE W KOHTPOJIb.
23. bezonacHocTh BeO-npuiioxkeHuit: Tunuunele ysa3BumMoct (OWASP Top 10) u MeTobl 3alUThI.
24. ®OummHT, cny(GUHT U ApYTHe BUIBI MOIIEHHUYECTBA B IU(PPOBOH Cpeje.
25. DTUYECKUIl XaKUHT ¥ TECTUPOBAaHUE Ha MPOHUKHOBEHHE (penetration testing).
26. 3amuTa KOPIOPATUBHOM CETH: MEKCETEBBIC dKPAHBI, IIUTI03bI, CerMeHTaIus 1 DMZ.
27. YrpaneHue ysi3BUMOCTSIMH U naT4-MeHekMeHT B UT-undpactpykrype.
28. KubepOe30nmacHOCTh KPUTHYCCKH BAKHBIX HHPOPMAITMOHHBIX HHppacTpykTyp (KNUN).
29. MexnyHapoHble cTanaapTsl nHpopMmaronHoi 6ezonacHoctu (ISO/IEC 27001, NIST, COBIT).
30. byaymue BBI30BBI  MH(DOPMAIIMOHHOW  0OE30MMACHOCTH: KBAaHTOBBIC BbIUHCIeHUs, WU w
JIeLIEHTPATU30BaHHbIE TEXHOJIOTHH.

O©CoOoO~NO O WDN P
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6.2. OleHUBaHNe OTBETOB HA BONPOCHI M BBLINMOJHEHUS 3aJaHUI MIPOMEKYTOYHOI

aTrrecralnumn

[Tpu ouieHKe 3HAHMI YYUTHIBACTCS YPOBEHb CHOPMHUPOBAHHOCTU KOMITETCHIIUHA:
1. VYpoBeHb ycCBOEHHUS TEOPETUYECKUX TOJOKEHUN TUCIUIUIMHBI, MPaBUIBHOCTH (POPMYIUPOBKU
OCHOBHBIX IIOHATHUH U 3aKOHOMEPHOCTEH.
2. YpoBeHb 3HaHUS (PAaKTHUECKOTO MaTepuasia B 00beMe MporpamMmal.
3. Jloruka, cTpyKTypa 1 IpaMOTHOCTb M3JI0KEHHS BOIIPOCa.
4. YMeHue CBA3aTh TEOPUIO C MTPAKTUKOM.
5. YMenue nenarts 0000IIEHNS, BEIBOIEI.

IlIkaa omeHUBaHUA HA DK3aMeHe, 3a4UeTe C OIleHKOM

Onenka

Kputepun BbicTaBJIeHUSI OLEHKHU

OTIINYHO

OOyyJarommiicst TOJKEH:

- TPOAEMOHCTPUPOBATH TIyOOKOE€ U MPOYHOE YCBOCHHE 3HAHUUN
MIPOrpaMMHOT0 MaTepHaia;

- HCUEPIBIBAIOLIE, [IOCIE0BATENBHO, TPAMOTHO U JIOTUYECKH CTPOHHO
M3JI0KUTH TEOPETUUYECKUI MaTepua;

- IPaBUWJIBHO (YOPMYIUPOBATH ONPECIICHNUS;

-  MPOJAEMOHCTPUPOBATH YMEHHUS CaMOCTOSITEIbHOW paboThl C
JINTEPATYPOH;

- YMETb CJIeJaTh BBIBOJIBI IO M3J1araeMOMYy MaTepHaly.

Xopo1io

OO0yyaromuiicst TOJIKeH:

- TPOJIEMOHCTPHUPOBATH JOCTATOYHO IOJTHOE 3HAHUE MPOTPAMMHOIO
Marepuana,

- MPOJAEMOHCTPUPOBATH 3HAHUE OCHOBHBIX TEOPETHUECKUX IMOHATHIA,

- JIOCTaTOYHO IIOCJICIOBATEIbHO, I'PAMOTHO M JIOTHYECKH CTPOHHO
M3JIaraTh MaTepHua,

- IPOJIEMOHCTPUPOBATH YMEHHE OPUEHTUPOBATHCS B INTEPATYPE;

- YMETh CJIeJIaTh JJOCTATOYHO OOOCHOBAHHBIC BBIBOIBI 110 U3JIATAEMOMY
Marepuaiy.

Y 10BIIETBOPUTEIEHO

OO0yuaromuiicst 10KeH:

- IPOJIEMOHCTPUPOBATH O0IIIee 3HAHUE N3Y4aeMOro MaTepuana;

- ITIOKa3aThb 06HIC€ BJIAICHUC HOHATUHHBIM arrmapaToM JUCHUIIIINHEL,

- YMETh CTPOHUTH OTBET B COOTBETCTBUH CO CTPYKTYpOH H3JaraeMoro
BOIIPOCA;

- 3HaTh OCHOBHYIO pPEKOMEHIYEeMYyI TporpaMMoil  yueOHYIO

JUTEPATYPY.

HeynosnersopurenpHo

OOyuaromuiics AeMOHCTPUPYET:

- He3HaHME 3HAUUTEJbHOM YacTH MPOrpaMMHOI0 MaTepuara;

- HE BJIa/ICHNE NOHATUHHBIM alapaToM AUCLUIIINHBL

- CYIIIECTBEHHbIE OMIMOKU MTPH U3JI0)KEHUH yueOHOro MaTepuaa,

- HEYMEHUE CTPOUTb OTBET B COOTBETCTBUU CO CTPYKTYpOM
M3J1araeMoro BOIIpoca;

- HEYMEHME JIeJIaTh BBIBOJIBI 10 U3J1araéMOMy MaTepuaiy.

HIxaJia oneHUBAHHUSA HA 3a4eTe

Onenka

Kpurepuu BbicTaBJICHUS] OLICHKHU

«3aureHO)

OOyuaromuiicss J0JKEH: YMETh CTPOUTh OTBET B COOTBETCTBUU CO
CTPYKTYpOH H3JIaraéMOro BOIIPOCA; MPOAEMOHCTPHUPOBATH IIPOYHOE,
JIOCTaTOYHO IIOJIHOE YCBOEHUE 3HAHWM IMPOrpaMMHOIO MaTepuaa;
MIPOJIEMOHCTPUPOBATh 3HAHHE OCHOBHBIX TEOPETHUECKHUX IOHSATHUM;
NpaBUIBHO  (OPMYJIHMPOBATH  OINpENENIEHUs;  IOCIE0BATENBHO,
I'PAMOTHO U JIOTUYECKU CTPOWHO M3JIOKUTh TEOPETUUECKUN MATEepHal;
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MPOJAEMOHCTPUPOBATE  YMEHHUS  CaMOCTOATENbHOH  paboThl ¢
JTUTEPaTypoil; yMeTh ceNaTh JOCTaATOYHO OOOCHOBAaHHBIE BHIBOJBI 10
U3JIaraéMOMY MaTepHaiy.

OOyyaromuiics AEMOHCTPUPYET: HE3HAHUE 3HAYUTENIbHOM YacTH
IIPOrpaMMHOTO MaTepuajia; HE BIJIAJICHUE NOHSITHMHBIM alapaTrom
JTUCHUIUIMHBL, CYIIECTBEHHbIE OMIMOKH TMpPU HU3JI0KEHUH Y4eOHOro
MaTepuasa; HEyMEHHE CTPOUTh OTBET B COOTBETCTBUU CO CTPYKTYpPOH
M3JIaraéMoro BOIPOCa; HEYMEHHE JeNaTh BBIBOJBI IO H3JaracéMoMy
MaTepuaiy.

«He 3auteno»

MeTtoauyeckue MaTepuaJbl, ONpeae/siione Npoueaypy oueHnBaHust ¢(pOPMUPOBAHHBIX
KoMuneTreHnui B coorBercTBuH ¢ OOII

Kauecmeo 3nanuii XapakTepu3yeTcsi CIOCOOHOCTHIO0 00YYarOIIErocsi TOUHO, CTPYKTYPHUPOBAHHO
U YMECTHO BOCHPOU3BOJUTH MH(POPMAIUIO, MOJYYEHHYIO B MPOIECCe OCBOCHHS AMCLUUILUINHBI, B TOM
BHUJIe, B KOTOPOM OHa ObLjIa M3JI0KEHA B y4eOHOM M3JaHUU WM TPENOIaBaTEIEeM.

YMeHus, Kak MpaBuwio, (OPMHUPYIOTCS Ha 3aHSATHSIX CEMHHAPCKOTO THUIMA. 3a/JaHuf,
HaIpaBJICHHBIC HA OLIEHKY YMEHHI, B 3HAUUTEIBHON CTENEHH TPEOYIOT OT 00y4aroLIerocs MposBICHUS
CTEPEOTUITHOCTH MBIIUICHUS, T.€. CIIOCOOHOCTH BBIOJHUTH paboTy mo obpasliaM, ¢ KOTOPBIMU OH
pabortan B mporecce oOyueHus. [IpermomaBarenb e OLEHMBAECT CBOCBPEMEHHOCTh M INPABHILHOCTh
BBITIOJTHEHUS 3aaHMUSL.

Haegbiku MOXHO TPakTOBAaTh KaK aBTOMAaTU3UPOBAaHHBIE YMEHMS, pPa3BUTHIE M 3aKpEIJICHHbBIE
OCO3HAaHHBIM CaMOCTOSITENIbHBIM TpyAoM. HaBbiku POpMHUPYIOTCS IPU CAMOCTOSITEIILHOM BBITIOTTHEHUH
O0yYaroIMMHUCST ~ NPAKTUKO- OPUEHTUPOBAHHBIX  33/JaHUH, MOJCIUPYIONIMX  pPEIICHHE WM
MIPOM3BOJICTBEHHBIX M COIMOKYJIBTYPHBIX 3aJ]ad B COOTBETCTBYIOIICH 00JIacTH MpoQecCHOHATHHON
NeSITeIbHOCTH, KaK MPaBUJIO, NMPU BHIIOJHEHUM JOMAIIHMX 3a/laHdi, KypCOBBIX MPOEKTOB (pador),
Hay4YHO-HUCCIEeI0BATEILCKUX padoT, MPOXOKIACHUH MPAKTUK, IPU pab0Te MHIUBUIYaIbHO WU B COCTaBE
TPYIIIHI U T.1I.

Yemmuwtit onpoc — 310 nponienypa, opraHu3oBaHHas Kak CHelralibHas 0ece/ia mpenoiaBaTes ¢
rpynmnoi o0ydaronmxcs (PpOHTATBHBIN OTPOC) WIH C OTACTHBIMHA 00yYaIOMUMUCS (MHINBUIY ATHHBIN
OIpPOC) C IENbI0 OIEHKH CHOPMHUPOBAHHOCTH y HUX OCHOBHBIX TMOHSATUH U YCBOEHHUS y4eOHOTO
MaTepuanga. YCTHBIH ONPOC MOXKET HCIOJb30BaThCS KakK BHJ KOHTPOJS M METOJA OLCHUBAHUS
(dbopMUpYyEeMBbIX KOMIETEHIMH (Kak M KadyecTBa MX (OPMHUPOBAHUS) B paMKax CaMblX pa3HbIX (opm
KOHTpOJISI, TAKUX KakK: cobeceoBaHNe, KOJUIOKBUYM, 3a4€eT, 3K3aMEH MO JUCIUIUIMHE. Y CTHBIN ompoc
(YO) no3BossieT OLIEHUTh 3HAHHS M KPYyro3op oO0yyaroIierocsi, yMeHue JIOTHUYECKH MOCTPOUTh OTBET,
BJIa/ICHUE MOHOJIOTMYECKON peubl0 M HMHbIE KOMMYHHMKATHBHBbIE HaBblkM. YO o00namaer OoibLIMMU
BO3MO’KHOCTSIMH BOCIIUTATEIbHOIO BO3/IeicTBUs penoaasarens. Bocnurarenshas Gynkuus YO numeer
PO BaKHBIX AacleKTOB: MPOQECCHOHATbHO-ITUUYECKUM M HPABCTBEHHBIM AacNeKThl, AUJAKTHUECKUN
(cucTemaruzanus MaTepuaia IMpu OTBETe, Jydlllee 3allOMUHAHME MaTepuaja MPU WHTEIUIEKTyallbHOU
KOHILEHTPALMK), SMOLMOHANbHBINA (PaJoCTh OT YCIEUIHOIO MPOXOXKIAEHHUsSI coOeceoBaHMs) U Jp.
Ooyuaromias ¢pyHkuus YO COCTOUT B BBISIBICHUH J€Talel, KOTOpbIE 110 KAKUM-TO IPUYMHAM OKa3aJIHCh
HEJ0CTaTOYHO OCMBICICHHBIMU B X0/1€ YUE€OHBIX 3aHATHH U IPU MOATOTOBKE K 3a4€TYy WM SK3aMEHY.
YO obnanaer Takxke MOTUBHpYIOUIeH (QYHKIMEH: NpaBUJIBHO OpraHU30BaHHbBIE coOeceoBaHue,
KOJUIOKBUYM, 3a4€T ¥ 3K3aME€H MOT'YT CTUMYJIMPOBATh YUEOHYIO JAESITEIbHOCTh CTY/IEHTa, €r0 y4acTUe B
Hay4yHOH paboTe.

Tecmur siBnsitoTCA TpocTeineil (GpopmMol KOHTpOJIS, HAmpaBJIEHHOM Ha TMPOBEpPKY BIAJCHUS
TEPMUHOJIOTMUYECKUM aNlapaToM, COBPEMEHHBIMU HH()OPMAITMOHHBIMU TEXHOJIOTUSMHU U KOHKPETHBIMU
3HAaHUAMU B 00JIacTH (PYHIAMEHTAJIBHBIX M MPUKIATHBIX JUCIUIUIMH. TeCT MOXKET MpeoCTaBisATh
BO3MOKHOCTb BBIOOPA U3 TIEpEUHsl OTBETOB (OJJMH UM HECKOJBKO IMPABUIBHBIX OTBETOB).

Cemunapckue 3anamusa. OCHOBHOE HAa3HaUYE€HUWE CEMHHAPCKHUX 3aHATUN MO TUCHUIUIMHE —
obecreynTh TIyOOKO€ YyCBOEHHE OOYyYarolIMMHUCS MAaTepHaliOB JIEKIMH, NpPUBUBATh HAaBBIKU
CaMOCTOSITENIbHOM paboThl C TUTEPATypOil, BOCOUTHIBATh YMEHNUE HaXOAUTh ONTUMAaJIbHbIE PELICHUS B
YCIIOBUAX M3MEHSIOLIMXCS OTHOULICHUH, (opMUpOBaTH COBpEMEHHOE NMPO(ECCHOHAIBHOE MBILIUICHUE
oOyuatomuxcs. Ha ceMuHapckux 3aHATHSX NMPENoJaBaTellb MPOBEPSET BBIIOTHEHHE CAMOCTOATEIbHBIX
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3aJaHUi M Ka4yecTBO YCBOGHHUS 3HAHUH, YyMEHUH, ompenenseT ypoBeHb C(HOPMUPOBAHHOCTU
KOMITETECHIINH.

Paznen 7. Metoanueckune ykazanus 1Js 00y4arOUXCcsi 10 OCHOBAHUIO TUCHMILIHHBI

OcBoenue oOyyaromuMcsi y4eOHOM AMCHUIUIMHBI TpPENNojiaracT M3yuyeHHe MaTepuanoB
JUCLUIUIMHBl Ha ayJUTOPHBIX 3aHATHUAX U B XOJE CaMOCTOATEIBHOM paboThl. AyAMTOpPHBIE 3aHATHA
IIPOXOAAT B pOpMeE JIEKLIUHA, CEMUHAPOB U MPaKTUUECKUX 3aHATUI. CaMocTosTenbHas paboTa BKIIOYAET
pa3zHo00pa3HbIil KOMILIEKC BUJOB U (OPM pabOThI 00YHYaIOIIHXCS.

JUis ycHemHoro oOcCBOEGHUs Y4eOHON IUCHMIIMHBI M JIOCTM)KEHHUS IIOCTABJICHHBIX Lelel
HE00X0/IMMO BHUMATEIBbHO O3HAKOMHUTBCS C HACTOALICH paboueil mporpaMmbl y4eOHON JUCIUTUTUHBL.
Crnenyer oOpaTuTh BHUMaHUE HAa CHMCOK OCHOBHOM U JIONOJIHUTENIBHON JIUTEPATyphl, KOTOpas UMEeTCs
B OJIGKTPOHHOW OMOIMOTeYHOW cucTeMe YHHBepcuTera. JTa HHGpOpMaIMs HEOOXoauma Ui
CaMOCTOSITENIbHON paboThl 00yUaroIerocs.

[Tpu TOATOTOBKE K ayAUTOPHBIM 3aHIATUSAM HEOOXOIMMO IIOMHUTH OCOOCHHOCTH KaxX 101 (hOpMBI
€ro MpOBEJCHHUS.

[ToaroroBka K y4eOHOMY 3aHSATHIO JICKIMOHHOTO THMA. C HENbl0 OOECIeYeHUs YCHEITHOTO
00yueHHs 00yUaroIUICs JOIKEH TOTOBUTHCS K JICKI[UH, TIOCKOJIBKY OHA SIBJISIETCS BaXkHeHel popmoit
OpraHu3aly y4eOHOT0 mpoIiecca, MOCKOJIBKY: 3HAKOMHUT C HOBBIM Y4eOHBIM MaTepHAIOM; Pa3bsCHSIET
yueOHbI€ 3JIEeMEHThI, TPYAHbIE /17151 HOHUMaHUS; CUCTEMATU3UPYeT yueOHbId MaTepuall; OpUEHTHPYET B
y4eOHOM Iporecce.

C 57Ol 1enblo: BHUMATENBHO IPOYUTATe MaTepuai MpeablIyle JeKIUH; 03HAKOMbTECh C
y4eOHBIM MaTepHaIoOM 10 YYeOHHKY M y4eOHBIM MOCOOMSAM C TEMOH MPOYUTAHHOW JICKIMH;, BHECUTE
JIONIOJTHEHHUS K ITOJyYEHHBIM paHee 3HaHUSIM I10 TeMe JIEKLIUU Ha MOJIAX JIGKIIUOHHOW TeTpajiy; 3alUILIUTe
BO3MOJKHBIE BOIIPOCHI, KOTOPBIE BBI 3aJIaINTE JIEKTOPY HA JIEKIUH 110 MaTepHaly U3yUYCHHOH JICKIUH;
rocrapaiTech ySICHUTh MECTO M3y4yaeMOH TeMbl B CBOEH HOJTrOTOBKE; y3HAlTe TeMy IpelcTosIIen
JeKIUH (TI0 TEeMaTHYEeCKOMY TUIaHy, 0 HHPOPMALIMH JIEKTOpA) U 3aIHUIIUTE HHPOPMAIIHIO, KOTOPOl BBI
BJIaJieeTe IO JAHHOMY BOIIPOCY

[IpenBapuTenpHas MOATOTOBKA K y4eOHOMY 3aHSATHIO CEMHUHApPCKOTO THIIA 3aKJIIOYACTCS B
U3YYEHUH TEOPEeTUYECKOro Marepuajga B OTBEICHHOE JJIsi CaMOCTOATENbHOM paboThl Bpems,
03HAKOMJICHHE C MHCTPYKTHBHBIMH MaTepHaJIaMH C IIETTbI0 OCO3HAHMUS 3a71a4 3aHSTHS.

CamocrosrtenbHas pabota. Jlns Ooznee yriayOJIEHHOIO HW3Y4YEeHUs TeMbl 3aflaHus  JUId
CaMOCTOSITENTLHON pabOThl PEKOMEH/IYETCs BBIIOJIHATH MapaJIebHO ¢ M3yYeHHEM TaHHOH Tembl. [lpu
BBINOJIHEHUH 3aJIJaHUH 10 BO3MOXXHOCTH UCHOJIb3YHTE HAIJIAHOE MPEICTaBIEHUE MaTepuaa.

[lonrotroBka Kk 3adery, »9k3ameHy. K 3auery, »5Kk3aMeHy HEOOXOAMMO TOTOBUTCS
LIeJIEHANPaBJIEHHO, PETyIPHO, CUCTEMaTUYECKH U C MEPBbIX JHEH 00y4YeHHs MO JaHHON AMCLUILINHE.
[TombITKM OCBOHUTH YYEOHYIO JUCHUIUIMHY B IEPUO]] 3a4€THO-IK3aMEHAIIMIOHHON CECCHH, KaK TPaBHUIIO,
MPUHOCAT HE CIUIIKOM YAOBJIETBOPUTENbHbIE pe3ynbTaThl. Ilpum moaroroBke kK 3ayery oOparute
BHUMAaHHE Ha 3alIUTY MPAKTHYECKUX 33aJaHUI Ha OCHOBE TeOpeTHIeCcKoro Marepuaina. [Ipu moaroroske
K 9K3aMEHy IO TEOpPETHYECKON YacTh BBIJIEIUTE B BONPOCE TIJIABHOE, CYIIECTBEHHOE (MOHATHS,
NPU3HAKH, KIACCU(PHUKAIMA ¥ Tp.), TPUBEAUTE TMPHUMEPHI, WUTIOCTPUPYIOIINE TEOPETHIECKUE
MIOJIOKEHHUS.

Pa3pnen 8. YueOHo-MeTOoan4ueckoe 1 uH(popMannoHHoe o0ecneyeHne 1 CHUIITHHbI

Ocnoenan numepamypa
1. bounapenxo, U. C. Undopmarnuonnas 6e3onacHocts: yueOHuk / M. C. bonnapenko. —
Mocksa: Uznparensckuii JJom MUCuC, 2023. — 254 ¢. — ISBN 978-5-907560-71-0. — Texkcr:
anexktporHeid //  IludpoBoiri obOpazoBarenmpHBId pecypc IPR SMART: [caiit]. — URL:
https://www.iprbookshop.ru/137525.html
2. T'amarenko, B. A. OcHoBbl mH(OpManoHHOW Oe30macHOCTH: ydeOHoe mocodme / B. A.
I"anarenko. - 3-e u3a. - MockBa: Untepuer-YHuusepcurer Mudopmarnmonnsix Texnonoruit (MHTYUT),
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Aii TIm Ap Menaua, 2020. - 266 c. - ISBN 978-5-4497-0675-1. - Tekcr: anexkrponnsiii // Iudposoii
obpazoBatensHbIi pecypc IPR SMART: [caiit]. - URL: https://www.IPRsmart hop.ru/97562.html

3. ®omun, . B. Madopmarnmonnas 6e3omnacHocth: yueOHuk / 1. B. ®omun. — MockBa: Aif
I[Iu Ap Menua, 2022. — 222 c¢. — ISBN 978-5-4497-1548-7. — Texkcr: anextponusiii // [{udposoit
obpazoBatenbHbIi pecypc IPR SMART: [caiit]. — URL: https://www.iprbookshop.ru/118876.html

Jononnumenvnas numepamypa

1. CyBopoga, I'. M. Uudopmarmonnas 6e3onacHocTh: yueoHoe mocooue / I'. M. CyBopoBa. —
2-¢ u3n. — Caparos: By3oBckoe oOpazoBanue, 2024. — 214 ¢c. — ISBN 978-5-4487-1026-1. — TekcT:
anekTpoHHbd //  IludpoBoit oOpazoBarenpHbli pecypc IPR SMART: [caiir]. — URL:
https://www.iprbookshop.ru/142805.html

2. OBunHHUKOBa, E. A. MHpopmarnmonnas 6e3onacHocts: yuebnoe nocobue aist CI1O / E. A.
OBunnHukoBa. — CapatoB: [IpodoOpazoBanue, 2024. — 166 ¢. — ISBN 978-5-4488-1872-1. — Tekcr:
anekTpoHHbd // IludpoBoit obOpaszoBarenpHbi pecypc IPR SMART: [caiit]. — URL:
https://www.iprbookshop.ru/139028.html

8.1. TpeOoBaHMsI K MATEPUAIBLHO-TEXHUYECKOMY M YUeOHO-MeTOANYeCKOMY 00ecriedeHu10
NporpamMmsbl 0aKajlaBpuarta

8.1.1. YHuBepcHTeT pacroyiaraeT MaTepuaibHO-TEXHUUECKOM 0a30i1, COOTBETCTBYIOIIEH AEHCTBYIOIIIM
IIPOTUBOIOXKAPHBIM ~IIpaBUJIaM ¥ HopMaM M oO0ecHeuMBaollell IPOBEJEHUE BCEX BHJIOB
JUCIHUIUTMHAPHON M MEXIUCUUTUTMHAPHONW MOATOTOBKU, MPAKTUYECKON U HAYYHO-HCCIIEI0BATENbCKON
paboT 00yUaroNIMXcs, IPEyCMOTPEHHBIX YUSOHBIM TUTAHOM.
[Tomemienuss TPEACTaBISIIOT cOOOW ydeOHbIE ayJIUTOPUU JJIs MPOBENCHHUS Y4YEOHBIX 3aHATHIA,
MPEAYCMOTPEHHBIX MpOrpaMMoil 0OakanaBpuara, OCHAIICHHBbIE OOOpPYAOBAHHUEM W TEXHUYECKUMH
CpeacTBaMu O0yUYEeHUs, COCTaB KOTOPBIX OMpeeNnseTcs B padounx mporpaMmax JUCUUILINH (MOIYyIIEH).

B yHI/IBepCI/ITCTC HMCIOTCA CIICHUAIM3UPOBAHHBLIC ayAUTOPUH AJId HPOBCACHUA 3aHATHH TI0
MH(OPMALIMOHHBIM TEXHOJIOTHSIM.

[TomemieHust UIE CaMOCTOSITENILHOW pabOThl  OOYYAIOIIMXCS OCHAIICHBI KOMIIBIOTEPHON
TEXHHUKOU C BO3MOXKHOCTBIO OJIKIIFOUeHUS K ceTu "MHTepHeT" 1 oOecrieueHueM J0CTYIIa K JIEKTPOHHON
MH(POPMAIIMOHHO-00pa30BaTENBHON cpelie Y HUBEPCUTETA.

JJiekTpoHHasi UHGOPMANIMOHHO-00pa30oBaTeIbHAs cpela Y HUBEPCUTETAa BKJIKOYAET:
1. Odpunmansuelil caiit YHuBepcurera (https:/www.iile.ru/)
2. DnexTpoHHas nH(popMamonHo-o0pa3oBatenbHas cpena «1C: Yauepcure» gorosop ot 10.09.2018
r. Ne[TPKT-18281 (6eccpouHo)
3. Iporpammet st IBM. Cucrema auctanipoHsoro ooy4uenus «Mirapolisy - JIuiieH3noHHbIit 10roBop
Nel07/06/24-x ot 27.06.2024 (Cneumdpuxauus x JlunensunonHomy porosopy Nel07/06/24-x ot
27.06.2024, cpok neiictus ¢ 02.07.2025 mo 01.07.2026 r.) https://impe.Ims.mirapolis.ru/mira/
4. Tlporpamma mist OBM. Bupryansnast komHata «Mirapolisy - JIunensuonssiii gorosop Nel07/06/24-
K oT 27.06.2024 (Crneuuduxanus k Jlunensnonnomy goroBopy Nel07/06/24-x ot 27.06.2024, cpok
neiicteus ¢ 02.07.2025 mo 01.07.2026 r.) https://impe.Ims.mirapolis.ru/mira/
5. Cucrema tectupoBanus INDIGO muniensnonnoe cornamenwne (JJororop ot 07.11.2018 r. NeJ[-54792,

nomnonHutenbHoe coriameHne Ne  J1-5479/6 o mposnonranmm moroBopa go 01.06.2026r.)
http://212.48.35.211:85/

8.1.2. VYHuBepcurer o00OecTedeH HEOOXOJUMBIM KOMIUIEKTOM JIMIIEH3MOHHOTO H  CBOOOJHO
pacrpocTpaHsieMOro NporpaMMHOI0 00ecreueHusi, B TOM YHCJIe OTEYeCTBEHHOTO TPOU3BOICTBA (COCTaB
ompezensercs B pabouux mporpamMmax IJUCHUIUIMH (MOAyJel) U TNOIJIEKUT OOHOBJICHUIO IPHU
HEOOXOIUMOCTH ).

IlepeyeHb JHUIIEH3NOHHOTO MPOTPAMMHOIO 00ecneyeHnsl, B TOM YUCJIe 0Te4eCTBEHHOI0
NMPOU3BO/CTBA:
1. Onepanuonnas cucrema «Atimant» - Atlant Academ ot 24.01.2024 r. (6eccpouHo)
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2. AutuBupycHoe mporpammHoe obecneuenune Kaspersky Endpoint Security s OusHeca —
Pacmmpennsriii Russian Edition qorosop-odepra Ne Tr000941765 ot 16.10.2025 1.

8.1.3. OOy4arommmcst ooecriedeH N0CTyn (yIaJIeHHBIH JTOCTYN) K COBPEMEHHBIM ITpodeccHoHaIbHBIM
0a3aM JaHHBIX U HHPOPMAITMOHHBIM CIIPABOYHBIM CHCTEMaM, COCTaB KOTOPBIX OIPEICTAETCs B pabounx
porpamMmax JUCUUIUIMH (MOyJIei) U OOHOBIISIETCS TPH HEOOXOIUMOCTH, HO HE PEKE OJTHOTO Pa3 B TOJI.

IlepeyeHb coBpeMeHHBIX MPO(eCCHOHATBHBIX 023 JaHHBIX U HHPOPMALIMOHHBIX CIIPABOYHBIX
cucTem:

1. Uadopmannonno-nonckoBasi cucrema «Koncynaprant Ilmoc» - [doroBop NeMUW-BUII-79717-
56/2022 (6eccpouHo)
2. DnexTpoHHO-OMbOaMoTeunas cucrema IPRsmart nunenswonssiii  morosop ot 01.09.2024 .
Nel11652/24C (cpok aeiictBus g0 31.08.2027 r.) https://www.iprbookshop.ru/
3. Hayunas snexrponnas 6ubnmoreka eLIBRARY munensuonnsiit noroBop SCIENC INDEX Ne S10 -
3079/2026 ot 30.01.2026 r. (cpok nerictBus 1o 29.01.2027r.) https://elibrary.ru

8.1.4. OOyuarommecs u3 uuciaa wuHBaAIMAOB W Jjmi ¢ OB3  obecrnedeHbl  3JIEKTPOHHBIMU
o0Opa3oBaTeNbHBIME pecypcaMu B (popmax, alaliTHPOBAHHBIX K OTPAaHUYCHUSM UX 3I0POBbSL.

Pasnes 9. MaTepuaibHO-TeXHHYecKOe o0ecriedeHre 00pa30BaTeJIbHOI0 Mpoiecca
VYuebnas ayauTopus Ui poBeneHus | O0opyaoBaHue: CHeNHATM3UpOBaHHAs MeOenb (Mebensb
3aHATHH JICKIIMOHHOTO THIIA, 3aHATHH | ayAMTOPHAs (CTOJBI, CTYJIbsS, TOCKA ayIMTOPHAs HaBECHAas),

CEMHHApPCKOI'0 TUIA, IPYIIOBLIX U CTOJI IIPETIO/IaBaTells, CTYJI IPEenoJaBaTes.
WH/MBUYalbHbBIX KOHCYJIbTAIUMH, TexHuueckue cpesicTBa 00y4eHuUs: NEePCOHATbHBIN
TEKYLIETro KOHTPOJIA U KOMITBIOTEP; MYJbTUMEINHHOE 000pyI0BaHuE (TIPOEKTOP,
IIPOMEKYTOUYHOM aTTECTaluU JKpaH).

[Tomenienue i1 caMOCTOATENBHOU Cneunanu3upoBaHHas MeOelb (CTOMbI, CTYJbS),

paboThI HEPCOHAIbHbBIE KOMIIBIOTEPHI C BO3MOXKHOCTBIO

noAKItoueHus K cetu «MluTepHeT u obecrneueHnem
JOCTyTa B 3JIEKTPOHHYIO HHPOPMAIIMOHHO-
00pa3oBaTeNIbHYIO Cpely Y HUBEPCUTETA
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JIUCT UBMEHEHUU

AxkTtyasausupoBanbl B 2025 roay (pemenue Yuenoro coeta 23.12.2025r., mporokoi Ne3):

- [IepeueHb OCHOBHOM M JOIIOJHUTEIBHOM JINTEPATYPHI;

- [lepeuenb nHGOPMALIMOHHBIX TEXHOJIOTHH, UCIIOJIb3YEMbIX IIPU OCYLIECTBICHUN
00pa30BaTeNbHOro MpoIiecca Mo JUCIHUIUINHE;

- KoMIIIeKT JIMIIEH3MOHHOTIO TPOrPaMMHOI0 00ECTIEYEHUS.
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