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PabGouast mporpamma mucrmmumasl «MHpOpManonHas Oe3omacHOCT». HampaBieHne HOATOTOBKH
09.03.03 IMpuknaanas nHGOpPMATHKA, HATIPABICHHOCTH (TIpouib): «AHanu3 qaHHeix» / O.A. JleBuueB
— M.: UMIID um. A.C. I'puboenona.

PaGouass mporpamMma NHMCHUMIUIMHBI COCTaBJIEHa HAa OCHOBaHUM (helepaibHOro TOCYJapCTBEHHOTO
00pa30BaTeNpHOTO CTaHAApTa BhHICIIEro oOpa3oBaHUs — OakalaBpHWAT MO HAMPABICHHUIO TMOJITOTOBKHU
09.03.03 Ilpuxnannas nHPOPMATHUKA, YTBEPIKIACHHOTO ITPUKa30M MHUHHUCTEPCTBA 00pa30BaHUs U HAYKH
Poccuiickoit ®denepaunn ot «19» centsops 2017 Ne 922 (c u3MEHEHUSIMU U JOINOJHEHUSMHU) U
[Ipodeccuonanbupim ctanaapToM «lIporpammucty, Y TBepKAEHHBIM IPUKa30M MUHHUCTEPCTBA TPyAa U
conuabHOM 3amuThl Poccuiickoit ®eneparuu ot 20 urosst 2022 Ne 4241 (peructpalinOHHBIA HOMED 4).

Pa3paborunku: O.A. JleBuues, K. B. H., JOLIEHT

OTBETCTBEHHBIN PEIICH3EHT: E.B. Muxanéga, k. ¢.-M. H.
WCIIOJIHUTENIBHBIN AUPEKTOP HHCTUTYTA HHPOPMAIIHOHHBIX
CHCTEM U MHKEHEPHO- KOMIIBIOTEPHBIX TEXHOJOTUI

Pabouass mporpamMma JUCHMIUIMHBI PacCMOTPEHa M OJ00peHa Ha 3acelaHuu Kadeapbl HMpUKIIaTHON
nHpopMaTHKX U HHPOPMAIMOHHBIX TexHOMorui 16.12.2025r., mpoTtokos Ne 4

—
3aBenyiomuii kadenpoii / H. H. 3aryckuH, K.10.H, IOUEHT
MO/THCH)

o
Cornacosano ot OubGIHOTEKH @A/ / O. E. Crenkuna
(H/oa‘ﬁm,b)




Paznen 1. Ilenn u 3a1a44 0CBOEGHHUSA JUCIHUTIIUHBI
[lenpto OCBOEHUS AUCUUIUIMHBI SBISETCS (POPMHUPOBAHUE OOYYAIOIIUMHUCS OCHOBHBIX
MIPUHITUIIOB, MOJIENICH ¥ METOJIOB 3alUThl MHPOPMAIIUH; OBJIaICHIEC METOJJaMH OPTaHU3allMOHHOTO U
paBoBOro obecredeHust 6€30MacHOCTH HH(DOPMAIIMOHHBIX CHCTEM U JIaHHBIX; MPUOOPETCHNE HABBIKOB
U OCHOBHBIX TPHEMOB 3allMThl HH()OPMAIUK OT YTEYKH KM HECAHKIIMOHUPOBAHHOTO JOCTYIIa,

AHTUBUPYCHON OOPHOBI; MPUMEHEHUE KPUMNTOTPAQUISCKUX METOIOB 3alHTHI.
3amaun TUCHUTUTAHBL:
— M3YYHTh XapaKTEpHBIE CBOWCTBA 3alIUIIaeMOil MH(OpPMAINK, OCHOBHBIC MH(DOPMAIIMOHHBIC
YTPO3bI, CYIIECTBYIOIINE HATIPABIICHUS 3aIUTHI;
— MOJIyYUTh TEOPETUYECKHIE 3HAHUS B 00JIACTH 3aIIUTHI MHPOPMAIINY;
— 03HAKOMHUTBLCS C TPEOOBAaHMSIMH POCCHHCKUX M MEXIYHAPOIHBIX CTaHAapTOB B 00JIACTH
nH(pOpMaMOHHOM 0€30MMacHOCTH;

— HAYYUTBCA MNPHUMCHATH COBPCMCHHBIC IPOIrpaMMHO-AIIIapaTHBIC CPCACTBA 3allUThHI

IIPAKTHKE.

Pa3nes 2. [lnanupoBanue pe3yibTaTOB 00y4eHUs! N0 JMCHHUILJIMHE, COOTHECEHHbIE ¢
IJIAHUPYEMBbIMH Pe3y/IbTaTaAMH OCBOCHHs 00pa30BaTe/JbHON MPOrpaMMbI

Koxa
DopMyIHMpPOBKA
KOMIIETEHII HNuankaTopsl 10CTHKEHHUSI KOMIIETeH T

. KOMIIeTeHIIUH

YK-10 Cnocoben  dopmuponars | UYK-10.1. 3naTe npupoay sKCTpemMu3mMa, Teppopusma,
HETEpIUMOE OTHOUIEHHE K | KOPPYNLIMOHHOTO  IOBEIEHUS  KaK  COLMAIbHO-
IPOSIBJICHUSM SKCTPEMHU3Ma, | IpaBoBOro  siBieHus. [loHMMaTh  OOIECTBEHHYIO
TeppopusMa, OIACHOCTb JKCTpEMU3MA, TeppopusMa,
KOPPYILIHOHHOMY KOPPYIILMOHHOTO MIOBE/IEHUS BO BCEX UX MPOSBICHHUSAX,
MIOBE/ICHHUIO U | TIOCIICACTBUS U HEOOXOJMMOCTD MTPOTHBOICHCTBUS UM
nporuBoaeiictBoBath UM B | UYK-10.2. YMeTp  pealn30BbIBATH  CpPEICTBA
npodeccnoHaTBEHOM oOecrieueHrsT 3aKOHHOCTH W TIpaBoOIOpsikKa B chepe
JesTeNbHOCTH IIPOTUBOJECHCTBUS JKCTpEeMHU3Ma, TeppOpU3Ma,

KOPPYHNLIMOHHOMY IIOBE/IEHUIO

OIlK-3 Cnocoben pemats | MOIIK-3.1. 3HaTh NpuUHLMIBI, METOIBI M CpPEICTBA
CTaHJapTHbBIE 3a]auu | peUIeHnsl CTaHAAPTHBIX 3a7ay MpodhecCHOHAIbHON
npodeccnoHanbHOM NEeSATeIbHOCTM Ha OCHOBE HH(OpPMALlMOHHOW U
NeSTeIbHOCTH Ha OCHOBE | OMOmuorpauueckoil  KyabTypbl C NpPUMEHEHHEM
nH(}OPMALIMOHHOU U | “H(HOPMALIMOHHO KOMMYHHUKAIIMOHHBIX TEXHOJIOTUH U C
o6ubnuorpaduyeckoit y4€TOM OCHOBHBIX TpeOoBaHUIl HH(POPMALMOHHOM
KyJIbTYpbl C NpPUMEHEHUEM | Oe30MacHOCTH Ha 6a30BOM ypOBHE
MH(pOPMAaIMOHHO- NOIIK-3.2. YmMerp pemats CTaHIApPTHBIE 3aJa4d
KOMMYHHUKAITHOHHBIX npodeccuoHaIbHOM ~ JEATENIbHOCTH  Ha  OCHOBE
TEXHOJIOTUH W C Yy4eToM | MH(pOpMalmoHHON u 6ubnuorpaduueckoi KyabTyphl €
OCHOBHBIX TpeOoBaHUll | NpUMEHEHHEM HHPOPMAIMOHHO KOMMYHHUKAIIHOHHBIX
MH(OPMAaIMOHHOM TEXHOJIOTUI M C Y4€TOM OCHOBHBIX TpeOOBaHUI
0€30MacHOCTH nH(}OpMaMOHHON 6€30MacHOCTH Ha 6a30BOM YPOBHE

Pa3nea 3. MecTo IMCHMILIMHBI B CTPYKTYpe 00pa3oBaTeIbHOM

Ha

nporpamMmsl 0akajiaBpuara
Hucuumuna «MHpopmanonHas 0€30MacHOCTh» M3y4aeTcss B 5 ceMecTpe O4YHOM u B 6
cemecTpe 3a04HOU GopM 00yueHus1, oTHOocUTCS K brioky 1 «/{ucuummuasl (Momynn)y», «O0s3aTenpHas
4acTh», O00pa3oBaTeIbHON TmporpamMmbl 10 HampasieHuio mnoarotoBku 09.03.03 Ilpuxnagaas
uHpopmartrka (ypoBeHb OakanaBpHuar), HalpaBJICHHOCTb (MPOPUIIb): «AHAIU3 TaHHBIX).



Paznen 4. O0bem (TPya0eMKOCTB) AU CHUIIIHHBI
(o0mas, mo BuAaM y4ueOHOH padoThl, BUAAM MPOMEKYTOUYHOM aTTECTAIUN)

TpynoeMKOCTh IMCHUIIMHBI U BUAbI Y4e0OHOI HATPY3KH

Ha 04HO# (hopme 00yUeHUs

Kontpous,
KypcoBoe N
se. | Uroro | Jlexunn [IpakTuuec HpOCKTHPOBa Camoctositens | Tekymuil | mpoMexyTo
KM€ 3aHSTHS e Has paboTa KOHTPOJIb qHast
aTTecranus
5 cemecTp
3| 108 | 16 16 72 4
3auer
HA 3204HOI1 (hopMe 00yUeHH s
KonTtposb,
Kypcosoe .
se. | Wiroro | Jlexumn IIpakTnuec IpoeKTHpOBa Camocrostens | Tekymuil | MpoMexyTo
KHE 3aHITHS e Hasi paboTa KOHTPOJIb YHas
aTTecranus
6 cemecTp
3| 108 | 4 4 96 4
3auer
TemaTuyecKHuil NJIAH IUCHUTIIMHBI
Ounasi popma 00yueHus
Paznenst / Tembl Jlex | Ilpaktuue | Camocros | Texky | Koutpoub, Bcero
1005031 CKHE TelabHAsl | LIUH | IPOMEXKYTOUY | 4acoB
3aHATUS paboTa | KOHT Has
ponb | aTrTrecranus
5 cemecTp
Tema. 1 Beenenue B 3 5 7 12
UH(POPMALIMOHHYIO 0€3011aCHOCTh
Tema. 2 3akoHO1aTENbHBIN
ypOBEHb HH(POPMALMOHHOM 3 2 7 12
0€30MacHOCTH
Tewma. 3 Ctanaaptsl u
crienrdukanuu B 00actu 2 2 7 11
UH(POPMALIMOHHOM 6€30M1aCHOCTH
Tema. 4 AIMUHHUCTPATUBHBIN
ypoBeHb UH(POPMALIMOHHON 1 2 7 10
0€3011aCHOCTH
Tewma. 5 [IponenypHslil ypoBeHb 1 2 7 10
UH(POPMALIMOHHOM 6€30MTaCHOCTH
Tema. 6 Unentudukanus u 1 1 7 9
ayTeHTU(DUKAIIH
Tema. 7 YripaBiieHHE JOCTYIIOM. 1 1 7 9
[IpoTrokonupoBaHue u ayauT
Tema. 8 Kpunrorpapuyeckue 1 1 7 9
METO/Ibl 3AIUTHI
Tema. 9 KoHTPOJITb IIEIIOCTHOCTH 1 1 6 8




Tema. 10 DxpanupoBaHue. 1 1 5 7
TyHnenupoBanue
Tema. 11 AHanu3 3alIUIIEHHOCTA 1 1 5 7
3auer 4 4
Wroro no nucummuivae 16 16 72 4 108
3aounas popma 00yyeHuUs
Paznensl / Tembr Jlex | IIpaktnue | Camoctos | Texky | KoHTtpois, Bcero
1007011 CKHe TeNbHAS | IUH | TPOMEXKYTOU | YacOB
3aHATHUS pabota | KOHT Hast
ponb | arTecranus
6 cemecTp

Tema. 1 Brenenue B

1 9 10
nH(pOpMaAIMOHHYIO 6€301aCHOCTh
Tema. 2 3akoHO1aTENbHBIN
YpOBEeHb HH(HOPMAITMOHHON 1 9 10
0€30MaCHOCTH
Tema. 3 CtangapThsl U
cnenuukanuy B 06IacTu 1 8 9
nH(pOpMaIMOHHOM 06€30MMacHOCTH
Tema. 4 AIMUHUCTPATUBHBIN
ypoBeHb UH(GOPMAIMOHHON 1 9 10
0€30MacCHOCTH
Tema. 5 IIpouenypHslii ypOBEHb 1 9 10
UH(POPMALMOHHON O€30MTaCHOCTH
Tema. 6 nentudukanus u 9 9
ayTeHTU(UKAIIHS
Tema. 7 YripaBiieHHE JOCTYIIOM. 1 9 10
[TpoTokonupoBaHue u ayJauT
Tema. 8 Kpunrorpaduueckue 1 9 10
METO/IbI 3aIIUTHI
Tema. 9 KoHTpOITb TIEIIOCTHOCTH 8 8
Tema. 10 DOxpanupoBanue. 8 8
TyHnenupoBanue
Tema. 11 AHanu3 3alIMIIEHHOCTH 1 9 10
3auer 4 4
HToro mo qUCHIUTIINHE 4 4 96 4 108

CTpyKTypa M coep:KaHue AUCIUNITHHbI

HaumeHoBaHue pa3iesioB/TeM

ConepxaHue TeMbl

Tema 1. Benenue B
UH(POPMALIMOHHYIO 0€30M1aCHOCTh

[TonsTue wuHpopManuoHHON Oe3omacHOCTH. (OCHOBHBIE
COCTaBJIAIOIIUE MH(pOPMaIIMOHHOMN 0€30IaCHOCTH:
JOCTYIIHOCTh, LEJIOCTHOCTh U  KOH(PHUAECHUUAIbHOCTD.
Vrpo3sl  uHpOpManMOHHONW  Oe30macHOCTH.  3ajayu
cucTteMbl HTHGOPMAIIMOHHON 0€30MacHOCTH.

Mepsl IPOTHBOACHCTBUS YIpo3aM O€30MaCHOCTH.
OCHOBHBIE TPUHIUIIBI OCTPOEeHUS cucTeM 3amuTel AVC.
HNudopmanronHas 6€30MaCHOCTh Ha YPOBHE TOCYyJapCcTBa.
Konnermust  Ge3omacHoctu P®. BaknocTh mpoOsemsl
uHpOpMalMOHHOM Oe3omacHocTH. [Ipumepsl HapymeHHiA
nH(OPMaIMOHHON 6€30MaCHOCTH.




HaumeHoBaHue pa3aeoB/Tem

Copep:xxaHue TeMbl

Tema 2. 3akoHOIATENBHBIN YPOBEHB
nH(pOpMaIMOHHOM 0€30MMacHOCTH

[lonsiTMe W  BaXHOCTb  3aKOHOAATEJILHOTO  YPOBHS
nHpopmanmonHoit OGezomacHocTH. O030p POCCUHCKOTO
3aKOHOJATeIhCTBA B oOmacTH  HMHGOPMAIMOHHOMN
6e3omacHoctu. IIpaBoBble akThl 0O0IIEro Ha3HAYCHMUS,
3aTparuBaoIlne BOIIPOCHI nH()OPMATMOHHON
0€30MacHOCTH. 3akoH 006 uHpopmanuu,
WHOOPMALIMOHHBIX ~ TEXHOJIOTUAX W O  3aluTe
uHpopmanuu'. 3akoH OO0 JIEKTPOHHON MOAMUCH . 3aKOH
O nepcoHaNIbHBIX JAHHBIX . 3alMTa aBTOPCKOTO IIpaBa Ha
nporpaMMHble  HPOAYKTBL. O030p  MEXIyHapOJIHOTO
3aKOHOJATeIbCTBA B oOsacTH  HMH(GOPMAIMOHHON
6e3onacHocTH. DenepanbHbi 3akoH O roCyIapCTBEHHOU
TalHe .

Tema 3. CtanaapTsl U crienpUuKaIum
B 00yacT HH(MOPMAITMOHHON
0€e30MacHOCTH

OueHOYHBIE CTaHIAPTHl U TEXHUYECKHE CHelU(pUKALUU.
Onenounsrii crangapt [OCT P UCO/MDK 15408 “O6mime
KpUTEpUU OLEHKH Oe30macHOCTH  HMH(OPMALMOHHBIX
TEXHOJIOTHI . Bsenenue u oOrmast MOJENb.
OyHKIMOHAIBHBIE KOMIIOHEHTBI 0€30MMacHOCTH.
Komnonents! nosepust k 6ezonacHoctd. ConyTCTBYIOIIME
JIOKYMEHTHI. VYmpasienyeckue CTaHJapThI
uHpopmannonnoit 6e3onacoctu. 'OCT P MCO/MBK
17799 ‘UndopmanuoHHble TexHoJoruH. IIpakTuyeckue
IpaBWia yrnpasieHUs MH(POPMALMOHHONW 0€30IacHOCTBIO .
'oCT P HCO/MDBK 27001 ‘HuadopmanuoHHbIe
TEXHOJIOTUH. MeTo el Oe30macHocTH. CUcTeMa yrpaBieHus
0€301acHOCThIO uHpopmanuu. TpebGoBanus .
PykoBogsaniue nokymentsl I ocrexkomuccnu Pocenn.

Tema 4. AIMUHUCTPATUBHBIN YPOBEHb
MH(pOpPMaLlMOHHON 0€3011aCHOCTH

OcnoBuble noHsATHs. [TonuTuka 6e3onacHoctu. Ilporpamma
6e3onacHocTd. CHHXpOHHU3AIHS TPOTPaMMBbI O€30MTaCHOCTH
C )KU3HEHHBIM IUKJIOM cucTeM [Ipumepsl TUITIOBBIX MTOJUTHK
0€30MacHOCTH OpPTaHU3aIUH.

Tewma 5. IIpouenypHslii ypoBEeHb
MH(}OPMaLMOHHON 06€30M1acCHOCTH

OcHOBHBIE ~ KJIacChl ~ Mep  NPOLEAYPHOTO  YPOBHS.
VYhpasneHue  NEpPCOHAIOM. @usnueckas  3alMTa.
[Tonnepskka paboTocmocoOHOCTH

PearnpoBanune Ha HapylleHHE peXUMa O0€30IacHOCTH.
[TnanupoBaHre  BOCCTAaHOBUTENBHBIX  pabor.  Ilman
BOCCTAaHOBUTCIBbHBIX pa60T.

Tema 6. Unentudukanus u
ayTeHTH(UKAIUS

Onpenenenve MAGHTHQUKAIMK M ayTeHTH(UKALUU.
[TaponbHast ayreHTHuKanus. TpeboBaHHS K MNapossaM.
OnHopa3oBble APOIIH.

Cepsep ayTeHTU(UKAITTU Kerberos.
W nentudukanys/ayTeHTUUKALH c MIOMOIIBIO
OMOMETPUYECKUX  JaHHBIX.  AJTOPUTMBI  CO3JIaHUS

OJHOPA30BbIX naponei/'l. COI_II/IaJ'IBHLII\/'1 WHXUHUPUHT.

Tema 7. YripaBiieHHE JOCTYIIOM.
[IpoTtokonupoBaHue U ayJuT

[TonsaTne ynpasieHus noctynom. Mozaenu 6€30MacHOCTH:
MOJIeJb AUCKPELIMOHHOIO  JIOCTyma; Mozaens benna-
Jlallagynel; poneBas MOJENb YOPABJIEHHUS JOCTYIIOM.
[TonsiTE TPOTOKOIMPOBAHUS U aylANTa. AKTUBHBIN ayIuT.
Cucremsl pasrpaHudeHus jaoctyna. OyHKIHOHAIbHBIE
KOMIIOHEHTBI ApXUTEKTYPBHI.

Tema 8. Kpunirorpadudeckune MeToab1
3aIUTHI

Beenenune B kpunrtorpaduio. OCHOBHbBIE TEPMHUHBI U
noHATus: Kpunrorpadguu. Tumbl Kpunrorpaduyeckux

6




HaumeHoBaHue pa3aeoB/Tem Copep:xxaHue TeMbl

cucteM. LlIudpel mogCcTaHOBKY U MEPECTAaHOBKH. briouHbie
mugpel. Cets Oeitmrerns.

CHUMMETpPUYHBIE QITOPUTMBI MHUGPOBAHUSA. AJTOPUTMEI
DES, TOCT 34.12-2015, AES. AcummeTpuyHbie
anroput™Mbl mudpoBanus. AnroputM RSA. Pexumsr
mudpoBanus Og04HBIX MmUMpoB. [loTokoBbie MmHUQPEHIL.
O6wmen xmouamu uddu-Xenmana. [udppocucrema Dib-
I"amains. Crangapt 'OCT P 34.10-2012.

Tema 9. KoHTposb 11€510CTHOCTH Onpenenenne QyHKIUHN XemHpoBanus. TpeboBaHMs K Xelll-
bykHnusM. DyHKIUM ~ XeITUPOBaHHUS. DJIeKTpOHHAA
udpoBast IIOJIIHUCK. Hudpossie CepTU(HKATHI.

JlesATenpbHOCTh  yAOCTOBEPAIOIIUX LEHTPOB. DyHKIMA
xemupoBanust MDS.

Tema 10. DxpanupoBaHue. [ToussiTue  sKkpaHupoBaHus.  MeXKCeTeBbIE  JKpaHBbI.
TyHenupoBanue Knaccudukanus Me:KCceTeBbIX 3KPaHOB. BHUIBI MEKCETEBBIX
sKkpaHoB. [loHaTHE TyHENMMpOBaHUs. BupTyanbHble yacTHbIE
cetu. VPN IPsec, PPTP.

Pa3paboTka koH(UTypaIli MEKCETEBOT0 SKpaHa.

Tema 11. Ananu3 3amMIIEHHOCTH [Tonsitne ananu3a 3amuineHHOCTH. (CeTeBble CKAaHEPHI.
AnTuBupycHass  3ammrta. Kiaccudukanuss — BUPYCOB.
[Ipu3Haku nOpPUCYTCTBUS Ha KOMIIBIOTEPE BPEIOHOCHBIX
nporpamMm. MeTobl 3alIUThl OT BPEJOHOCHBIX ITPOrpamMM.
OcHOBBI Pa0OTHI AHTHBUPYCHBIX IIPOTPAMM.
AHTHBUPYCHAas 3alIUTa KOMIIBIOTEPHOM CETH.

3aHATHA CEMHMHAPCKOI0 THUIIA
(IIpakTHYecKHue 3aHATHA)

OO61ure peKoOMEeHJAIH 10 MOAMOTOBKE K MpaKTUYecKuM 3aHsaTusM. [lpu noaroroske k pabore
BO BpeMs TPOBEACHHS 3aHSATHUH NMPAKTHYECKOTO THUIA CIIEAyeT OOpaTHTh BHUMAaHHE HA CIICAYIONIUE
MOMEHTHI: Ha MpoIlecCc MPEeABAPUTENBHON MOATOTOBKM, Ha pabOTy BO BpeMsi 3aHATUSA, 00pabOTKy
MOJYYECHHBIX pPE3yJbTaTOB, UCIPABICHUE MOJYYECHHBIX 3aMeuyaHuil. [IpeaBapurenbHas mOATOTOBKA K
y4eOHOMY 3aHSATHIO MPAKTUYECKOTO THUIMA 3aKI0YaeTcss B U3YYCHHHM TEOPETHUYECKOTO Marepualia B
OTBEJCHHOE JIJIsSi CAMOCTOSITEIbHOM PabOThI BpeMsi, 03HAKOMJICHHE C HHCTPYKTUBHBIMU MaTepuagaMu ¢
LIEJIBI0 OCO3HAHMSA 3a/1a4 3aHATHS.

Pabota Bo BpeMs npoBeieHUs 3aHATUS MPAKTUIECKOTO TUIA BKIFOUYAET HECKOJIBKO MOMEHTOB:
a) KOHCYJIbTHPOBaHUE OOYYAIOIIMXCS MPErnoaBaTeNiIMU C HENbI0 MPEIOCTABICHUS HCUEPIIBbIBAOIIEH
nH(popMaIuu, HEOOXOJUMOM HJII CAMOCTOSTEIHLHOTO BBITIOJHEHUS MPEAJIOKEHHBIX TMPEnoaaBaTesieM
3aa4, 0) caMOCTOSITENIbHOE BBHITIOJHEHHE 3aJlaHuil coriiacHO 0003HaYeHHOW y4eOHO# mporpamMMoi
TEMaTHUKH.

Pa3znen Nel «3akoHoAaTenbHBIN, IPOLEAYPHBIN U aIMUHUCTPATUBHBIA YPOBHU HHPOPMAIIMOHHOM
0e3omacHOCTI»
[Ipaktuueckas padota 1. O630pa pocCUICKOT0 3aKOHOAATENHCTBA B 001aCTH HH(GOPMAITMOHHON

0e3omacHOCTH

1. Kakme oOcHOBHBIE LM W TNpuHOUINBL 3akperuieHsl B DenepanbHoMm 3akoHe Ne 187-D3 «O

0€30MacHOCTH KpUTHYECKOH MH(pOopMarmoHHol uHppacTpykTypsl Poccuiickoit @enepanumn», U Kak OH

COOTHOCHUTCS C IpyTMMH HOPMAaTUBHBIMU aKkTamu B cepe B?

2. Kak @enepanbubiif 3akoH Ne 152-D3 «O nepcoHambHBIX JaHHBIX» PETYIHpPYeT 00paboTKy, XpaHEeHUE

U 3alIUTYy NEepCOHATbHON HMHQOpMAIMK, U KaKhe 00s3aTesbcTBA OH HAKJIAJIbIBA€T HA ONEpPaToOpOB B

KOHTEKCTe o0ecredeHns HHPOPMALMOHHOM Ge3omacHocTH?



3. Kakue nonHomouus B cepe HHOOPMAIIMOHHON 0€30IaCHOCTU 3aKPEIJIEHbI 3a YIIOJIHOMOYEHHBIMU
opranamu Binactu (PCb, Pockomuanzop, Munuudpsl), 1 Kak HX B3aMMOJEHCTBHE OTpa)kaeTcsi Ha
MIPAKTHUKE COOJIIO/ICHHSI 3aKOHOJATEIbCTBA OPraHU3alUsIMU?

[TpakTrueckas pabota 2. PazpaboTka mOJUTHUKN OE30MMaCHOCTH OpraHU3aluu

1. Kakue OCHOBHBIE pasfensl JO0DKHA BKJIIOYATh MOJUTHKA WH(POPMALMOHHON 0e30MacHOCTH
OpraHu3aIkH, U KaK OHa COOTHOCHUTCS C MEXIyHapoIHbIMU cTaHAapTamu (Hanpumep, ISO/IEC 27001)?
2. Kak yuuThIBaTh CHENU(UKY MpeIMeTHOW obnacTu (Hampumep, 3ApaBOOXpaHEHHE, 00pa3oBaHUE,
(¢buHaHCH) mpU pa3paboTKe MONMMTHKKA O€30macHOCTH, YTOOBI OO0eCredyuTh OajaHC MEXIY 3alluTOu
JTAHHBIX U ONePalluOHHON 3P PEKTUBHOCTHIO?

3. Kakuwe MexaHW3Mbl HCHOJB3YIOTCS [UIsl BHEIPCHHS, KOMMYHHKAIIMM W KOHTPOJS COONIOACHUS
MOJIMTUKA O€30MacCHOCTH COTPYJHUKaMU, M ToueMy (opMaabHOE YTBEpXKACHHUE JOKyMEHTa
HEI0CTaTOYHO AJis €€ 3P HEKTUBHOCTH?

[Tpaktuyeckas padora 3. AHaIM3 pUCKOB HH(OPMAIIMOHHON 0€30IaCHOCTH OpPTaHU3AINH
1. Kakue sTambl BKIIIOYAeT MpOIECC aHAIM3a PUCKOB HH(POPMAIIMOHHON OE30MacHOCTH COIJIACHO
cragnapty ISO/IEC 27005, u moyemy uaeHTU(DUKALNNS aKTUBOB SIBJISICTCS OTIPABHOM TOYKOW 3TOTO
npouecca?
2. B uém paznuunie Mex a1y Ka4eCTBEHHBIM U KOJMYECTBEHHBIM MOAX0/1aMHU K OIICHKE PUCKOB, U B KaKUX
ClIydasx IeJIecO00pa3HO UCIONB30BATh KaXAbIH U3 HUX B JESATEIILHOCTH OpraHU3auu?
3. Kak pe3ynbraThl aHau3a pucKoB WHOOPMAIIMOHHONW 0€30MaCHOCTH BIUSIOT HAa BRIOOP MEp 3aIUTHI,
pacnpezeneHue O0raKeTa U MIPUOPUTETHI B pealn3aliy mporpamm mno odecrneuenuto Ub?

Paznen No2 «IIporpaMMHO-TeXHUYECKUN YpOBEHb MH(DOPMAIIMOHHON 0€30I1aCHOCTH»
[IpakTuyeckas padora 4. 3ammura HHPOPMAIIUN B KOMIIBIOTEPHON CHCTEME OT CITy9alHBIX YTPO3.
Co3naHue U yrpaBiieHUE YYETHBIMH 3alIUCSIMU M0JIb30BaTeNIeH
1. Kakue Mepbl 3amuThl MO3BOJSIOT MUHUMU3HUPOBATH IMOCIEJICTBUS CIy4YallHBIX yrpo3 (Hampumep,
olKOO0K NoJIb30BaTesel, cooeB 000py10BaHNUs) B KOMIIBIOTEPHOI CUCTEME, U KaKyIO POJIb B 3TOM UIPAET

KOPpEKTHAs1 HaCTPOMKa Ipas jgocTyna?

2. Kakue npuHUMIIBI (HarpuMep, NPUHIUI MUHUMAJIbHBIX HPUBWIETHH, pa3zaeneHue o0s3aHHOCTEN)
cienyer coONIIoAaTh MPU CO3AaHUHM M HACTPOMKE YYETHBIX 3aluCel MOJIb30BaTeNeH, YTOObI CHU3UTh
PHUCKH KaK YMBIIIJICHHBIX, TaK U CIIy4aiiHbIX HapylIeHHH HHPOPMALlMOHHOM 6e301macHOCTH ?

3. Kakue npouenypsl HEOOXOAMMO BHEIPUTH B OPraHU3ALUU JUIsl AKU3HEHHOTO IUKJIa YYETHON 3aliCcH
N0JIb30BaTes (Co3/1aHue, U3MEHEHHE TpaB, OJIOKMPOBKA, y/IaleHue), YTOObI 00€CIIeUnTh aKTYalbHOCTh
JIOCTYTA U MPEIOTBPATUTH MOSABIIEHUE «30MON-aKKayHTOBY?

[TpakTrueckas padota 5. OGecnedeHne 6€30MaCHOCTH PECYPCOB € TMTOMOIIBIO Pa3pelIieHui GpaitioBon
cuctembl NTFS. Aynut pecypcoB 1 COOBITHI CUCTEMBI 3aIIUTHI

1. Kaxk paspemenus NTFS no3Bosnsitor peanu3oBarh ruOKyr0 MOJI€b YIIPABICHUS JOCTYIOM K ¢aiinam
U ManKaM, ¥ B 4€M COCTOUT Pa3iIMuue MEXy pa3pelleHUsIMU Ha YPOBHE «Pa3pelIUTh» U «3alpeTUTh)
IIPY HAJIMYUU HECKOJIBKUX TPYNIOBBIX YWIEHCTB?
2. Kak nHacnenoBanue paspemenuil NTFS ympomaer agMHUHHCTpUpOBaHME, M B KaKHX CIydasx
11eJIECO00Pa3HO €0 OTKIIIYATh WJIM HACTPAuBATh SBHBIM 00pa3om?
3. Kak nacrpoiika ayaura B NTFS u xypHanupoBanue coObiTHii 6e3omacHocTu (depe3 «IIpocmoTp
COOBITHI») TOMOTAIOT BBISABIAT, HECAHKIMOHUPOBAHHBbIE JEHCTBUS WM HApPYIIEHUS TOJUTHUKH
0€30MacHOCTH, ¥ KaKHe TUIBI COOBITHI HanOoiee KpUTUYHBI 11 MOHUTOPUHTA?

[TpakTtuyeckas pabora 6. HacTpoiika cuCTEMHBIX TapaMeTpoB O€30MacHOCTH
1. Kakue KkaTreropuum CHCTEMHBIX IapaMEeTpOB O€30MacHOCTH (HampuMmep, MOJUTHKU Maposie,
OJIOKMpOBKa YYETHBIX 3alMCel, ayAUT BXO/a B CHCTEMY) Hanbosiee KpUTHYHBI JUTst 3amuTel Windows-
CUCTEMBI OT HECAaHKIMOHUPOBAHHOIO JIOCTYNa, M II0YEMY HX HACTpPOMKa BaKHEE YCTaHOBKH
aHTUBUpYCa?



2. Kak uHcTpymeHT «JIoKkanpHas MOJUTHKA 0€30MacHOCTH» (Secpol.msc) WiIM TPYIIOBBIE MOJUTUKH
(GPO) nomoraroT 1eHTpaJIn30BaHHO YIPABJIATH MapaMeTpaMy 0€301MacCHOCTH B KOPIIOPATUBHOU CETH, U
KaKHe pUCKU BO3HUKAIOT MPU UX HEKOPPEKTHOM KOH(pUTyparuu?

3. B ué™ 3akiogaeTcsi NpUHIMI «Oe301acHOCTH 10 yMoi4aHuio» (secure by default), u kak HacTpoiika
CUCTEMHBIX MapaMeTpoB (OTKIIOUYEHHUE HEHYKHBIX CIIy)XO, OrpaHHYEeHHE TpaB aJAMHHHCTPATOpA,
Hactpoiika UAC) crocoOcTByeT peald3alid 3TOro MPUHIMIA B COBPEMEHHBIX OINEPaIllMOHHBIX
cucremax?

[IpakTrueckas padota 7. HacTpoiika mapamMeTpoB 0€3011acHOCTH MOAKIIYeHHS K IHTepHeT
1. Kakue Hactpoiiku Oe3zomacHOCTH BeO-Opaysepa (ympaieHue cookie, OJIOKMpPOBKa BCILIBIBAOIITUX
OKOH, PEXHM «HE OTCIICKHBATh», OOHOBIEHUS) HanOonee 3(pPEeKTUBHO 3AIUIIAIOT MOJIB30BATENS OT
CJIeXKH, (PUIIMHTA U BPEJOHOCHOTO KOHTEHTA MpH NOAKI0YeHnH K HTepHeTy?
2. Kak mactpoiika Opanamaydspa (MEXKCETEBOrO JKpaHa) U MapaMeTPOB YACTHOW/IYOINYHON CETH B
OIEpaIlMOHHON CHUCTeME BIMSET Ha YpPOBEHb 3alIUIIEHHOCTH YCTPOWCTBA MpPU MOAKIIOYEHUU K
pa3IMYHBIM THUIAM HHTEpHET-coeanHeHuil (momammnuii Wi-Fi, oOmectBennbiit hotspot, MoOMIbHAS
ceTh)?
3. Kakue nononuurensHbie Mepsl (ucnois3oBanue HTTPS, DNS-over-HTTPS, VPN, nsyxdakTopHas
ayTeHTUUKALKS) CIeAyeT NPUMEHATh MPU HACTPONKE MOAKIIOYEHHS K VHTepHEeTy Ui 3aliuThl
KOH(HUIESHIIMATPHOCTH W IEJIOCTHOCTH IaHHBIX, OCOOCHHO MpH pPabdoOTe ¢ KOPIOPATHBHBIMH WU
MepPCOHANBHBIMU pecypcamMu?

[IpakTuyeckas padora 8. PazpaboTka airOpuTMOB KpUNITOrpahuuecKOi 3aluThl
1. Kakne ocHOBHBIE Tp€60BaHI/I$[ (CTOﬁKOCTI) K aTakaM, SHTPOIIHUA KJIt04Ya, BBIYUCIUTCIIbHAA CII0KHOCTD
U JIp.) IPEeIbABIAIOTCA K KpUNTOrpadhMuecKUM aJIrOpUTMaM IIpU UX pa3paboTKe, U IOYEMY «CEKPETHOCTh
JITOpUTMay He SIBJIsSIETCs HaI&KHONH OCHOBOM Oe30macHOCTH?
2. B uém 3amouaroTcs paziMuds MeXAy pa3paboTKOW CUMMETPUYHBIX M ACMMMETPHUYHBIX
KPUIITOCUCTEM, U KAKUC MATCMATUYCCKHC HpO6JICMI)I JIe)KaT B OCHOBE MX CTOMKOCTH (HaHpI/IMep,
(bakTopu3anys, AMCKPETHBIN J0rapu@m, 3JIMITHIECKUE KPUBbIE)?
3. Kak obecrnieunBaeTcsi KOppEKTHasI pealu3anus KpUNTOrpapuueckoro ajaroputMa Ha MpaKTHKE, U
[OYEeMY JJaKe TEOPETHUECKU CTOMKHI aJlrOPUTM MOKET CTaTh YA3BUMbIM U3-3a OIIMOOK B IPOrpaMMHOM
peanu3aluy UM yrpaBIeHUH KIIOYaMu?

Pa3nes 5. YueGHo-MeToqMUYecKoe obecniedeHHe CAMOCTOATENbHOI padoThl 00y4aOUINXCH
10 JUCHMIJINHE

Hapsu:[y C YTCHUEM J'IGKIIPIfI 1 IPOBCACHUCM IMPAKTUYCCKUX 3aHATHI HEOTHEMIIEMBIM YJIEMEHTOM
y4eOHOro Ipolecca SBIseTcs camocmoamenvhas paboma. IIpu caMocTosTeTbHON paboTe JOCTUTAeTCs
KOHKpPETHOE YCBOCHHE Y4eOHOI0 MaTepuraa, pa3BUBaOTCS TEOPETUUECKHE CTIOCOOHOCTH, CTOJIb BaXKHbBIE
JUIl YCHEIIHOW MOATOTOBKM M 3aIIMTHl BBIMYCKHOM paboThl OakanaBpa. POpMBI caMOCTOSTENbHOM
paboThl, 00ydyaeMbIX MOTYT OBITH pazHO0Opa3HbiMHU. CamocTosiTeTbHAs PadoTa BKIIIOUYACT: U3YUCHUE
JUTEpaTyphl, BeO-peCypcoB, OLIEHKY, 00CYKCHUE U PEeLIeH3UPOBaHNe MyOJIUKYEMbIX CTaTeH; OTBETHI HA
KOHTPOJIbHBIC BOITPOCHI; peIcHuC 3aj1a4, CaMOTCCTHPOBAHUC. Bremomaenue BCEX BUI0B
CaMOCTOSITENIbHON PabOThI YBSI3bIBAETCS C U3yUYEHHUEM KOHKPETHBIX TEM.

Tunossle 3aJaHus JIs CaMOCTOHTCJII)HOfI, MMpEaACTaBJICHLI B (1)OHI[€ OLCHOYHBIX CpCACTB IIO
JTMCLUIUINHE.

5.1. UuauBuayabHbIE 321aHUSA A/ KyPCOBBIX padoT
KypcoBasi paGoTa 1mo3BOJsieT BBIABUTH CTENEHb BiaJeHUs 0a30BBIMU 3HAHUSIMH, YMEHHUSIMU
HEOO0XOAUMBIMU JJIs1 O0YUYEHHUsI, U ONPEACTUTh YPOBEHb BIIaICHUS] HOBBIM MaTepuasioM. PekomeHnanuu
[0 MOJTrOTOBKE, O(POPMIIEHHUIO U 3alllUTe KypCOBOM paboThl (KypCOBOIO MPOEKTa), MPEeIyCMOTPEHHOMN
y4eOHBIM TUTAHOM, U3J10KEHbI B MeTOAMYEeCKNX YKa3aHUAX 10 COOTBETCTBYIOIIEH JTUCIUITHHE.

5.1.1. IlpumepHasi TeMaTHKA KypCOBBIX padoT (IIPOEKTOB)
Kypcosasa paboma ne npedycmompena yueOHbiM NIAHOM.
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Pa3nes 6. OneHo4HbIe M MeTOANYECKHE MATEPHAJIbI 10 00pa30BaTeIbHOM NporpaMmme
(poHa OLIEHOUYHBIX CPEACTB) IJIsl MPOBeeHUs TEKYIIEero KOHTPOJISl YCIeBAeMOCTH U
NPOMEKYTOYHOM aTTecTAlMHU

B npouiecce ocBoeHust yaeOHOM AUCIUITITUHBI JIJ1s1 OLIEHUBAHUS C(POPMHUPOBAHHOCTHU TPeOyeMbIX
KOMIIETSHITMI UCIIOJIb3YIOTCS OIICHOYHBIE MaTepuabl ((POHIBI OLIEHOYHBIX CPENICTB).
TunoBble TeCTOBbIE 3aJaHUs, TUMOBbIE MPAKTUUECKHUE 33JaHUS, TUIIOBBIC 3aJaHUS AJIS1 KOHTPOJIbHBIX
paboT U Marepuanbl A AUATHOCTHYECKOW pabOThl MpEACTaBiICHbI B (DOHJIE OLIEHOYHBIX CPEJICTB IO
muctumiuHe. [IpomMexxyTodHast arTecTanus NpoBOIUTCS B popMe 3aueTa/ 3aueTa ¢ OIIeHKOM/9K3aMeHa.

6.1. MaTepna.m,l AJISl OHCHKHU pe3yjabTaToOB HpOMC)KyTO‘lHOﬁ arTreCcTalum

IlepeyeHns BONPOCOB /151 MOATOTOBKH K MPOMEKYTOYHOM aTTecTauuu (3a4éT)
. OcHOBBI HH()OPMAIIMOHHON 0€30IIaCHOCTHU: IIOHATHE, LIeJIU U 3aJauu.
. YTpo3sl HHPOPMAITMOHHOW OE30MACHOCTH U MX KIACCHU(HKAIIHSL.
. MeToap! 1 cpeacTBa 3alIUThl MHOOPMAIUH.
. Kpunrorpaguueckue MeTo b1 3a1UThl HHGOPMALIUH.
. CereBble TEXHOJIOTMH U MH(POPMaLIMOHHAs 0€30I1aCHOCTb.
. be3onmacHOCTh omepanroHHBIX CHCTEM H MPUIIOKECHHH.
. AHTHBHMpYCHas 3a1uTa U e€ pojib B o0ecrieueHMH HHPOPMALIMOHHOM 6€3011acHOCTH.
. YpaBieHue J0CTYIIOM B ayTeHTHU(HUKAIHS MTOJIb30BaTEIICH.
. Pe3epBHOE KONMpOBaHUE U BOCCTAHOBJICHUE IaHHBIX.
10. 3akoHOIATENHCTBO U CTAHIAPTHI B 001aCTH WHPOPMAITMOHHON 0€30ITaCHOCTH.
11. CoumanpHas MHKEHEPHs KaK METOJ] peaJln3aluy yrpo3 HH(POpMALMOHHON 0€30MacHOCTH.
12. Monemu OGe3omacHoctr: guckperonnas (DAC), manmataas (MAC), poneBas (RBAC) wm
atpubytHas (ABAC).
13. O6napyxenue u npenorspamenue sropxkenuii (IDS/IPS): npunune! paboTsl ¥ IPUMEHEHHE.
14. bezonacHocTth OecripoBoanbIX ceteit (Wi-Fi, Bluetooth, MmoOuiIbHBIE ceTn).
15. 3amuTa nepcoHaNbHbIX JaHHBIX: IPUHLIMIIBI, METO/IbI U TPEOOBAHMS 3aKOHOIATENbCTBA (HAa IPUMEpE
®3-152).
16. MntuaenTsl THPOPMAIMOHHOM O€30MaCHOCTH: Kilaccu(UKaIus, paccieloBaHUE U pearupoBaHHe.
17. Aynut 1 MOHUTOPUHT MH()OPMAITMOHHBIX CUCTEM: LEJIU, METOJIbl U HHCTPYMEHTHI.
18. bezomacHocTh 06maunbx Beruncienuit (laaS, PaaS, SaaS): pucku 1 Moen OTBETCTBEHHOCTH.
19. Ilpo6nemsr 6e30macuoctu B MHTepHeTe Bemiel (IoT) u BCTpoeHHBIX crcTeMax.
20. llndpoBas moanuch u SIEKTPOHHAS ayTeHTU(UKAIIUS: TEXHOJIOTHU U IPHMEHEHHE.
21. CpenctBa obecrieueHus: KOH(GUASHINATBHOCTH: MHU(pPOBaHUE TaHHBIX Ha JMCKE, B TPAH3UTE U B
MaMSITH.
22. TTonutuky MHGOPMAITMOHHON 0€30MaCHOCTH OpraHU3aIMK: pa3paboTKa, BHEJPEHUE U KOHTPOJb.
23. bezomacHocTh BeO-iprutoskeHuit: Tunuaneie ys3BUMocTa (OWASP Top 10) n MeToab! 3auTh.
24. ®umuHr, cny(uHT U Ipyrue BUAblI MOIIEHHUYECTBA B IU(PPOBOH cpee.
25. DTUYecKuil XakWHT ¥ TeCTUPOBAaHNE Ha MPOHUKHOBEHHUE (penetration testing).
26. 3amuTa KOPIOPaTUBHON CETU: MEKCETEBbIE IKPaHbl, IUII03bI, cerMeHTalus 1 DMZ.
27. YnpaBieHue ya3BUMOCTSAMHU U aTd-MeHekMeHT B UT-undpactpykrype.
28. KubepOe3zonacHOCTh KpUTUYECKH BaXKHBIX MHPOPMaIIMOHHBIX HHppacTpykTyp (KN).
29. MexnyHapoaHbie cTanaapTel nHpopMmarmoHHo# 6ezomacHoctu (ISO/IEC 27001, NIST, COBIT).
30. Bynymme BbI30BBI  MH(GOpPMAIlMOHHOM  0€30IaCHOCTH: KBaHTOBbIe BbluucieHus, MW wu
JETIEHTPaTN30BaHHBIE TEXHOJIOTHH.

OO ~NO O WN -

6.2. OueHnBaHUE OTBETOB HA BONMPOCHI U BHINMOJHEHHS 3aJaHUIi POMEKYTOUHOI
arrecTauuu
[Tpu onieHKe 3HaHUM YUUTHIBAETCS YPOBEHb CPOPMUPOBAHHOCTH KOMIETEHIINNA:
1. YpoBeHb YCBOCHMS TEOPETHUECKUX TIOJIOKEHUN AUCHUIUIMHBI, MPAaBUIBHOCT (POPMYIUPOBKU
OCHOBHBIX IIOHSITUN M 3aKOHOMEPHOCTEM.
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2. YpoBeHb 3HaHUS (HaKTHIECKOTO MaTepHaia B 00beMe MPOTrpaMMBbl.
3. Jloruka, CTpyKTypa U TPaMOTHOCTh U3JI0KEHUS BOTIPOCA.

4. YMeHue CBA3aTh TEOPUIO C TPAKTHKOM.

5. YMmenue nenatb 0000IEHNUS, BBIBOIBL.

IIIkana omeHUBaAHNA HA IK3aMCHE, 32a4Y€TEC C OIIEHKOH

Onenka

Kputepun BbicTaBJIeHUS] OLIEHKHU

OTIIMYHO

OOyJarommiicst TOJKEH:

- TPOAEMOHCTPUPOBATH TIYOOKOE€ U MPOYHOE YCBOCHHME 3HAHHIA
MIPOrPaMMHOTO MaTepHUaIa;

- HCYEepIIbIBAIOIE, TOCIE0BATEIHHO, TPAMOTHO U JIOTHYECKH CTPOUHO
M3II0KUTh TEOPETUICCKHIA MaTEpHal;

- IPaBUWJILHO (POPMYIUPOBATH OMPEICIICHUS;

- MPOJEMOHCTPUPOBATH YMEHHUS CAMOCTOSTEIBHOW paboThl C
JINTEPATYPOIl;

- YMETh CIIeNaTh BEIBOJIBI 10 U3JIaraéMOMY MaTepuany.

Xoporio

OO0yuaromuiics T0KEH:

- TPOJIEMOHCTPUPOBATH JOCTATOYHO IMOJTHOE 3HAHUE MPOTPAMMHOIO
Marepuana,

- MPOJAEMOHCTPUPOBATH 3HAHNE OCHOBHBIX TEOPETHUECKUX IMOHATHUIA;

- JIOCTaTOYHO IIOCJICIOBATEIbLHO, I'PAMOTHO M JIOTHYECKH CTPOHHO
M3JIaraTh MaTepHua,

- IPOJIEMOHCTPUPOBATH YMEHHE OPUEHTHUPOBATHCS B INTEPATYPE;

- YMETh CJIeJIaTh JOCTATOYHO 0OOCHOBAHHBIC BBIBOJIBI 10 H3JIAraCMOMY
MaTepuany.

Y 10BIIETBOPUTEILHO

OO0yuaromuiicst 10KEH:

- IPOJCMOHCTPUPOBATH 00IIIEee 3HAHUE U3y4aeMOT0 MaTepUaa;

- ITIOKa3aThb O6HIC€ BJIAACHUC HOHATUHHBIM arrmapaToM AUCHUILIIMHBI,

- YMETh CTPOHUTH OTBET B COOTBETCTBHH CO CTPYKTYpPOH H3J1aracMoro
BOIIPOCA;

- 3HaTh OCHOBHYIO PEKOMCHIYEMYH MpPOTpaMMOi  yd4eOHYIO

JUTEPATYPY.

HeynosnersopurensHo

OOyuarouiics AeMOHCTPUPYET:

- HE3HAHHE 3HAYUTEIIbHON YaCTH NIPOrPaMMHOI0 MaTepHaa;

- HE BJIaJICHUE MTOHATUHWHBIM alapaToM JUCLUILINHEI,

- CYIIECTBEHHbIE OMMOKU MPU U3JI0KEHUH y4eOHOIr0 MaTepuraa;

- HEyMEHUE CTpOUTb OTBET B COOTBETCTBUH CO CTPYKTYpPOU
M3JIaraeéMoro BOIpPOCa;

- HEYMEHHE JIeJ1aTh BBIBOJBI 110 U3J1ara€MOMY MaTepHally.

IxaJ/ia oneHUBaHHUA HA 3a4eTe

Onenka

KpnTepml BbICTABJICHHUS OLICHKU

«3a4yTeHo»

OOyuvaromuiics JOHKEH: YMETh CTPOUTh OTBET B COOTBETCTBUU CO
CTPYKTYpOH H3J1araéMoro BOIIpOca; MPOAEMOHCTPUPOBATH IPOYHOE,
JIOCTaTOYHO IIOJIHOE YCBOEHUE 3HAHWM IPOrpaMMHOr0 MaTepuaa;
MIPOJIEMOHCTPUPOBATh 3HAHHE OCHOBHBIX TEOPETHUECKUX TOHSATHUMH;
NpaBUIBHO  (OPMYJIHMPOBATH  OINpPENENIEHUS;  IOCIEI0BATENBHO,
IPaMOTHO U JIOTUYECKU CTPOIHO M3JI0KUTH TEOPETUUECKUN MaTepual;
NPOJAEMOHCTPUPOBATE ~ YMEHHUS ~ CAaMOCTOATENBbHOM  paboThl ¢
JTUTEpaTypoOu; yMETh CIeNIaTh JOCTATOYHO OOOCHOBAHHBIE BHIBOJIBI 11O
U3JIaraeMOMy MaTepuaiy.

«He 3aureno»

OOyuaronuiicss J1€MOHCTpUPYET: HE3HaHWE 3HAYUTEIbHON dYacTu
MIPOrpaMMHOT0 MaTepHajia; He BIIaJIeHHE MOHSITHIHBIM alnmnapaToM
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JUCLUIUIMHBL, CYHIECTBEHHBbIE OLIMOKHM NpPU HU3JI0KEHUH Y4eOHOro
MaTepuasa; HEyMEHHE CTPOUTh OTBET B COOTBETCTBUU CO CTPYKTYpPOI
M3J1araéMoro BOINPOCA; HEYMEHHUE JeaTh BBIBOJBI 110 H3J1araeMoMy
MaTepuaiy.

MeTtoanyeckue MaTepuaJbl, ONpeae/siiolIe Npoue1ypy oueHnBaHusl cGOoOpMHPOBAHHBIX
komnereHuuii B coorsercrenu ¢ OOII

Kauecmeo 3nanuii XxapakTepu3yeTcsi CioCOOHOCTHIO 00yYaroIIerocsi TOUHO, CTPYKTYPHUPOBAHHO
U YMECTHO BOCHPOHU3BOJUTH MH(POPMAIUIO, MOJIYUYEHHYIO B MPOILIECCE OCBOCHMS AUCLUHUIUIMHBI, B TOM
BHUJIE, B KOTOPOM OHa ObLIa M3JI0KEHA B y4eOHOM M3JIaHUM WM TPENoJaBaTeIIeM.

YMeHus, Kak mpaBwio, (OpPMUPYIOTCS Ha 3aHATUSIX CEMHUHApPCKOro TUma. 3aJlaHus,
HaNpaBJICHHBIC HA OLIEHKY YMEHUH, B 3HAUUTEIBHON CTENeHH TPEOYIOT OT 00ydJaronIerocs MposSBICHUS
CTEPEOTUITHOCTH MBIIUICHUS, T.€. CIIOCOOHOCTH BBIIOJHUTH PadOTy Mo oOpasuaM, ¢ KOTOPHIMU OH
pabortan B mporecce oOydenus. [IpermonaBaTens e OLEHHBAET CBOCBPEMEHHOCTb M IPABHIBHOCTD
BBIIIOJIHEHMS 3aJJaHUSI.

Haeviku MOXHO TPakTOBAaTh KaK aBTOMAaTU3MPOBAHHBIE YMEHMS, Pa3BUTHIE M 3aKpEIUICHHbIE
OCO3HAaHHBIM CaMOCTOSITeNIbHBIM TpyAoM. HaBbiku GOpMUPYIOTCS PU CaMOCTOSITEILHOM BBITTOJIHEHUU
O0yJaroIUMHUCS ~ TPAKTUKO-  OPUEHTUPOBAHHBIX  33JaHUH, MOJCIUPYIOIIMX  pPEUICHHE WM
MIPOM3BOJICTBEHHBIX M COIUOKYIBTYPHBIX 3a7jad B COOTBETCTBYIOIIEH 00JIACTH MPOQecCHOHATBHON
NEeSTEIbHOCTH, KaK MPaBUJIO, MPU BHIIOJHEHUM JOMAIIHUX 3a/laHui, KypCOBBIX IPOEKTOB (padoT),
HAyYHO-HCCIIEeI0BATENIbCKUX padboT, MPOXOKICHUH MPAKTUK, TIPU pabOTe MHANBUAYAIBHO UITH B COCTaBE
Ipynmnsl 4 T.1.

Yemmuwtit onpoc — 310 nponenypa, opraHuzoBaHHas Kak crieluanbHas Oecea mpernoaaBaress ¢
rpynmnoi o0ydaromuxcs (GpOHTATBHBIN ONPOC) UITU C OTACIbHBIMUA O0YHarOITUMUCS (MHANBUIYaTbHbIN
OIpOC) C IENIbI0 OIEHKH C(HOPMHUPOBAHHOCTH y HUX OCHOBHBIX TMOHSATHH W YCBOCHHS Y4e€OHOTO
MaTepuanga. YCTHBIM OINPOC MOXKET HCIOJb30BaThCSA KaK BHMJ KOHTPOJII M METOJ OLEHUBAaHUS
dbopMUpyeMbIX KOMIETEHIMHM (Kak M KadyecTBa UX (OPMUPOBAHHUA) B PaMKaX CaMbIX Pa3HBIX (opM
KOHTpOJISI, TAKUX Kak: cobeceoBaHME, KOJNIOKBUYM, 3a4€T, 3K3aMEeH 10 JUCIUIUIMHE. Y CTHBIM onpoc
(YO) no3BosieT OLEHUTh 3HAHUSA U KPYro30p OO0y4aromierocsi, yMeHue JOTUYECKH MOCTPOUTH OTBET,
BJIaJICHE MOHOJIOTHYECKOW pevbl0 M WHBIE KOMMYHUKAaTHUBHBIC HaBBIKH. YO 005amaeT OONbIIMMH
BO3MOXXHOCTSIMU BOCIIUTATENILHOTO BO3/IeHCTBUS npenoiaBatens. BocnurarensHas Gynkuus YO umeer
pSAA BaXKHBIX AacleKTOB: MPOQECCHOHATbHO-ITUUYECKUM M HPABCTBEHHBIM AacMeKThl, AUIAKTHUECKUN
(cucremMaTu3anus Marepuana Ipu OTBETE, Jydlllee 3allOMHHAHHWE MaTepHualla IpU WHTEUIEKTYaJbHON
KOHILEHTPALMK), SMOLMOHANBHBIN (PaJoCTh OT YCIEHIHOIO HPOXOXKACHHUsI coOeceoBaHMs) U Jp.
Ooyuaromias ¢pyHkuus YO COCTOUT B BBISIBICHUH A€Talel, KOTOpbIE 110 KAKMM-TO IPUYMHAM OKa3aJIHCh
HEZ0CTaTOYHO OCMBICICHHBIMHU B X0J1€ YYEOHBIX 3aHATHM U IPU MOJATOTOBKE K 3a4E€TYy WM SK3aMEHY.
YO obnanaer Takke MOTUBHpYIOIIEH (QYHKLIMEH: MpaBUIBHO OpraHU30BaHHBIE coOeceoBaHue,
KOJUIOKBUYM, 3a4€T ¥ 3K3aME€H MOT'YT CTUMYJIHPOBATh YUEOHYIO AESITEIbHOCTh CTYJIEHTA, €r0 y4acTue B
Hay4HOI1 pabore.

Tecmur aBnsAOTCA TNpocTedinel (GpopmMol KOHTpPOJISI, HallpaBI€HHON Ha MPOBEPKY BiaJleHUs
TEPMUHOJIOTHYECKUM aIllapaToM, COBPEMEHHBIMH HH(POPMALIMOHHBIMU TEXHOIOTUAMHU U KOHKPETHBIMU
3HAaHUAMU B 00JIacTH (PyHAAMEHTAJbHBIX U NPUKIATHBIX JUCHUILUIMH. TECT MOMET MpeAoCTaBisATh
BO3MOKHOCTh BBIOOPA U3 NIEpEYHsl OTBETOB (OJJMH UM HECKOJBKO MPABUIIBLHBIX OTBETOB).

Cemunapckue 3anamusa. OCHOBHOE HAa3HAUYEHUE CEMMHAPCKHUX 3aHATUM IO JUCLUIUIMHE —
o0OecreunTh TIIYOOKO€ YCBOGHHE OOYYaIOIMMHCS MaTepUajioB JICKIIWA, TPUBUBATh HABBIKU
CaMOCTOSITENIbHON pabOThI C JIUTEPATypOl, BOCHUTHIBATh YMEHUE HAXOAUTh ONTHMAJIbHBIE PEIICHHS B
YCIIOBUSIX M3MEHSIOUIMXCS OTHOIIEHHUH, (POPMUPOBATH COBPEMEHHOE NMPO(PECCHOHAIBHOE MBIIICHUE
oOyuaromuxcs. Ha ceMuHapckux 3aHATHUAX MPENoaBaTelb MPOBEPSIET BBIMOIHEHUE CaMOCTOSTEIbHBIX
3aJlaHUil M KauecTBO YCBOGHMSI 3HAHWM, YMEHMH, OIpeAenseT YpPOBEHb CHOPMHPOBAHHOCTH
KOMIIETECHIIUH.
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Pazgen 7. Meroanyeckue ykazanus 1Jis 00y4aromuxcsi 10 OCHOBAHUIO JUCUHMILIIMHbBI

OcBoenue oOyyaromuMcsi Yy4eOHOM AUCHUIUIMHBI TpeanojiaracT H3ydeHHe MaTepuanoB
JTUCHUIUIMHBL HA ayAUTOPHBIX 3aHATHUAX M B XOJE€ CAMOCTOSTEIbHOW pabOThl. AYAUTOPHbBIE 3aHSATHUS
POXOAAT B popMe JISKIIUH, CEMUHAPOB U MPAKTHUECKUX 3aHATHI. CaMmocTosTenbHas padoTa BKIIIOYAET
Pa3HOOOPa3HBI KOMIUIEKC BUIOB M (JOpM pabOThI 00yUarOIINXCS.

JUiss  yCHemrHoro OCBOCHHUsI Y4eOHOW IUCIHMIUIMHBI W JIOCTM)KCHHUS TIOCTABJICHHBIX IIeJei
He00X0IMMO BHMMATEIBHO O3HAKOMHUTHCS C HACTOALIEH paboyeil nmporpaMMbl y4eOHON JHUCHUIUIMHBI.
Crnenyer oOpaTUTh BHUMaHUE HAa CHMCOK OCHOBHOM U JIOTIOJIHUTEIILHOW JIUTEPATYPHI, KOTOPasi UMEETCs
B DOJIEKTPOHHOM OMOIMOTEHYHON cucteMe VYHHBepcuTeTa. IJTa uHPOpManus HeoOXoauma s
CaMOCTOSITENTbHOM paboThl 00y4aOIIErocs.

[Tpy TOATOTOBKE K ayIUTOPHBIM 3aHATUSAM HEOOXOAMMO IIOMHUTH OCOOCHHOCTH Kaxk 101 (hOpMBI
€ro MpOBEACHHUS.

[ToaroroBka K y4eOHOMY 3aHATHIO JIGKIMOHHOTO THMA. C IeNbl0 00ECTeYeHusl YCIEUTHOTO
oOyueHus: 00yJaroUINiics JOMKEH TOTOBUTHCS K JIEKIIUU, ITOCKOJIbKY OHA SIBIISIeTCS BayKHeHIel hopmoit
OpraHu3alK y4eOHOro mpoIiecca, IMOCKOIbKY: 3HAKOMUT C HOBBIM YY€OHBIM MaT€pPHAJIOM; Pa3bsCHIET
yueOHBIE DJIEMEHTBI, TPYAHbIC JIJIsl IOHUMAaHUS; CUCTEMaTU3UPYyeT YUeOHBIM MaTepuai;, OpUeHTUPYET B
y4eOHOM TpoLecce.

C 9T0ii LebI0: BHUMATENBHO MPOYMTANTE MaTepHall MpeablIyliel JIEKIINH; 03HAKOMbTECH C
y4eOHBIM MaTepHUaIoOM IO YU4eOHUKY M y4eOHBIM MOCOOUSM C TEMOH MPOYMTAHHOW JICKIMH; BHECUTE
JIOTIOJTHEHUS K MOJIYY€HHBIM PaHee 3HAHUSM I10 TeME JICKIIUHU Ha MOJISIX JIEKIMOHHON TeTpaJiv; 3aHIInTe
BO3MOJKHbBIE BOIPOCHI, KOTOPbIE BbI 3a/1aJUTE JIEKTOPY HA JIEKLUU IO MaTepHally U3y4eHHOMN JIEKIHH;
nocrapaiiTech ysSACHUTh MECTO HM3y4aeMoOW TeMbl B CBOEH MOJTOTOBKE; Y3HAWTE TeMy MPEACTOSIICH
JeKIH (TI0 TEeMaTHYECKOMY TIaHy, 10 HHPOPMAITUH JIEKTOPA) U 3aIUIITNTE HHPOPMALIUIO, KOTOPOH BBI
BJIaJIeeTe TI0 JAHHOMY BOIIPOCY

[IpenBapuTenbHas MOArOTOBKAa K y4eOHOMY 3aHSATHUIO CEMHHApPCKOTO THUIIA 3aKJIOYAECTCs B
M3YYEHUH TEOPETHYECKOr0 MaTepuaja B OTBEIEHHOE JJIsi CaMOCTOATEIbHOW paboThl Bpewms,
03HaKOMJIEHUE C UHCTPYKTUBHBIMU MaTepUaIaMH C II€JIbI0O OCO3HAHMS 3a/1a4 3aHATHUS.

CamocTtosTenbHas pabota. Jlns Oonee yriayOJEHHOTO W3Y4YeHHs] TeMbl 3aJaHud  JJs
CaMOCTOSITENIbHOM pabOThl pEKOMEHAYETCS BBIIOJIHATH MapaJljIeNIbHO ¢ U3yYeHUEM JaHHOU TeMbl. [Ipu
BBITIOJTHEHUH 33/IaHUN TI0 BO3MOYKHOCTH MCIIOJb3YHTE HATIISIHOE MIPE/ICTaBICHUE MaTepraa.

[lonroroBka Kk 3adery, »o5k3ameHy. K 3auery, »5Kk3aMeHy HEOOXOAMMO TOTOBHUTCH
LIeJIEHANPaBJIEHHO, PETyIspPHO, CHCTEMAaTUYECKH U C EPBbIX JHEH 00ydeHMs MO JaHHOM JAMCIUIUIUHE.
[TonbITKM OCBOUTH YUEOHYIO TUCHUIUIMHY B MEPUOJI 3a4€THO-3K3aMEHAIIMOHHON CECCUM, KaK MPaBUIIo,
INPUHOCAT HE CIUIIKOM Y/IOBJIETBOPUTENbHBIE pe3yibTaThl. IIpM MOAroTOBKE K 3adeTy oOpaTHTe
BHUMaHHUE Ha 3alIUTy MPAKTUYECKUX 3a/laHuil Ha OCHOBE TeopeTudeckoro Marepuana. [Ipu noaroroske
K 9K3aMEHy IO TEOpPETHYECKOH YacTh BBIJEIUTE B BONPOCE TIJIABHOE, CYILECTBEHHOE (MOHATHS,
MpU3HAKK, KilacCU(PUKAMKM W Tp.), NPUBEAUTE NPUMEPHI, HWIIIOCTPUPYIOLIUE TEOPETUUYECKUE
IOJIO’KEHUS.

Pa3nea 8. YueOHo-MeTOaMYecKkoe M HHPOPMANMOHHOE O00ecnieYeHHe THCIIUIITTHHBI

Ocnoenan numepamypa

1. bounapenxo, U. C. Nndopmanuonnas 6e3onacHocts: yueoHuk / M. C. bonnapenko. —
Mocksa: Uznparenbckuii JJom MUCuC, 2023. — 254 ¢. — ISBN 978-5-907560-71-0. — Texkcr:
anexktpoHHed //  IludpoBoit obOpazoBatenbHBId pecypc I[PR SMART: [caiit]. — URL:
https://www.iprbookshop.ru/137525.html

2. Tamarenko, B. A. OcHoBbl mH(OpMaMoOHHON Oe30macHOCTH: ydeOHoe rmocodue / B. A.
I"anarenko. - 3-e u3a. - MockBa: Untepuer-Yuusepcurer Mudopmarmonnsix Texnonoruit (MHTYUT),
At ITm Ap Menua, 2020. - 266 c. - ISBN 978-5-4497-0675-1. - Tekcr: anexrponnsiii // LudpoBoit
obpazoBatenbHbIi pecypc IPR SMART: [caiit]. - URL: https://www.IPRsmart hop.ru/97562.html

3. ®omun, JI. B. Undpopmanmonnas 6e3onacHocTh: yueonuk / [[. B. ®omun. — Mocksa: Aii
ITu Ap Menua, 2022. — 222 c. — ISBN 978-5-4497-1548-7. — Tekcr: anextponHbiit // Ludposoit
obpazoBatensHbIil pecypc IPR SMART: [caiit]. — URL.: https://www.iprbookshop.ru/118876.html
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Jononnumenvnasa numepamypa

1. CyBopoga, I'. M. Uadopmarmonnas 6e3onacHocTh: yueoHoe mocooue / I'. M. CyBopoBa. —
2-¢ u3n. — Caparos: By3oBckoe oOpasoBanue, 2024. — 214 ¢. — ISBN 978-5-4487-1026-1. — Texkcr:
anektpoHHeld //  IludpoBoii obOpazoBatenbHbId  pecypc IPR SMART: [caiit]. — URL:
https://www.iprbookshop.ru/142805.html

2. OBunHHUKOBa, E. A. MHbopmarmonnas 6e3onacHocTh: yaeOHoe mocodue mist CITO / E. A.
OBunnnukoBa. — CapatoB: [IpodobpazoBanue, 2024. — 166 c. — ISBN 978-5-4488-1872-1. — Tekcr:
anektpoHHeld //  IludpoBoit obOpazoatenbHbId pecypc IPR SMART: [caiit]. — URL:
https://www.iprbookshop.ru/139028.html

8.1. TpeOoBaHMsI K MATEPUAJHLHO-TEXHUYECKOMY M YUeOHO-MeTOAUYeCKOMY 0OecriedeHuIo
nporpaMmbl 0aKajaBpuaTa

8.1.1. YHUBEpCUTET pacrionaraeT MaTepHaIbHO-TEXHUYECKOM 0a301, COOTBETCTBYIOIMICH JCHCTBYIOITUM
NPOTHBONOXKAPHBIM TpaBWIaM M HOpMaM H  oOOecHeuuBaroliell IMpOBEIEHHE BCEX BHIOB
JUCHUILUTMHAPHON M MEXIUCUUIUTMHAPHONW MOJATOTOBKU, MIPAKTUYECKON U HAyYHO-UCCIIEI0BATENbCKON
paboT o0yUaronmxcs, IPeIyCMOTPEHHBIX YUCOHBIM TUTAHOM.
[TomemieHus: TPEACTABISIIOT cOOOW ydyeOHBbIE ayJUTOPUM JJs TPOBEACHHUS Y4eOHBIX 3aHSATHUH,
MPEJYyCMOTPEHHBIX TPOrpaMMoil 0OakajiaBpuaTa, OCHAIICHHbIE OOOpYIOBAaHWEM M TEXHUYECKHMHU
CpeacTBaMu O0y4YEHHS, COCTaB KOTOPBIX ONpeeNseTcs B padounx mporpaMmax AUCUUILINH (MOIYJIEH).

B VuuBepcuteTe MMEIOTCS CHENUATU3UPOBAHHBIC AYAUTOPUU JUISI MPOBEACHUS 3aHITHI IO
MH(OPMALIMOHHBIM TEXHOJIOTHSIM.

[Tomemenust U1 CaMOCTOSITENILHOW pPabOThl  OOYYAIONMIMXCS OCHAIICHBI KOMIBIOTEPHOM
TEXHHUKOU C BO3MOKHOCTBIO OJIKITFOUeHHS K ceTu "MHTepHeT" 1 0becreyeHneM J0CTyIIa K JIEKTPOHHON
MH(POPMAIMOHHO-00pa30BaTENbHON cpelie Y HUBEpCUTETA.

JJiekTpoHHasi HHGOPMANIMOHHO-00pa3oBaTeIbHAs cpela Y HUBEPCUTETa BKJIKOYAET:
1. Odurmanbueiii caint Yuusepcurera (https://wwwe.iile.ru/)
2. DnexTponHas nH(popMarmonHo-o0pa3oBarenpHas cpena «1C: Yausepcurer» gorosop ot 10.09.2018
r. NeITPKT-18281 (6eccpouno)
3. [porpammet st IBM. Cucrema auctanipoHsoro ooy4denus «Mirapolisy - JIuiieH3nonHslit 10roBop
Nel07/06/24-x ot 27.06.2024 (Cneumduxanus k JlunensmonHomy poroBopy Nel07/06/24-x ot
27.06.2024, cpok neiictus ¢ 02.07.2025 mo 01.07.2026 r.) https://impe.Ims.mirapolis.ru/mira/
4. Tlporpamma mist OBM. Bupryanbsnas komHara «Mirapolisy - Jlunensunonssiii gorosop Nel07/06/24-
K oT 27.06.2024 (Crnenuduxanusa k Jlunensuonnomy aoroBopy Nel07/06/24-x ot 27.06.2024, cpok
neiicteus ¢ 02.07.2025 mo 01.07.2026 r.) https://impe.Ims.mirapolis.ru/mira/
5. Cucrema tectupoBanus INDIGO muniensnonnoe cornamenwe (JJororop ot 07.11.2018 r. NeJ[-54792,

ngonongHuTenbHOe cornamenue Ne  J[-5479/6 o mpomonraummm goroBopa go 01.06.2026r.)
http://212.48.35.211:85/

8.1.2. VHuBepcuter oOecriedyeH HEOOXOIUMBIM KOMILJIEKTOM JIMIEH3MOHHOIO M  CBOOOJHO
pacrpocTpaHsAeMOro MporpaMMHOI0 00ecrieueHusi, B TOM YHCIIe OTEUEeCTBEHHOTO TPOU3BO/ICTBA (COCTAB
ompezensercs B pabouyux MporpamMmax JUCHMIUIMH (MOAYJNEH) M TOJJIEKUT OOHOBJICHUIO IIPH
HEO0OXOTUMOCTH).

IlepeyeHb JUIIEH3HOHHOTO MPOTPAMMHOTIO 00eceYeH s, B TOM YHCJIe 0Te4eCTBEHHOT0
NPOM3BO/ICTBA:
1. OnepanuonHas cucrema «Atiant» - Atlant Academ ot 24.01.2024 r. (6eccpouHo)
2. AutuBupycHoe mnporpammuoe obecneuenne Kaspersky Endpoint Security mis  OusHeca —
Pacmmpennsiii Russian Edition noroop-ogepra Ne Tr000941765 ot 16.10.2025 r.
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https://impe.lms.mirapolis.ru/mira/
https://impe.lms.mirapolis.ru/mira/
http://212.48.35.211:85/

8.1.3. OOyuarommmcst obecriedeH N0CTyn (yIaJIeHHBIH JTOCTYI) K COBPEMEHHBIM TTPO(eCcCHOHATBHBIM
6a3aM 1aHHBIX U HH(POPMALIMOHHBIM CIIPAaBOYHBIM CHCTEMaM, COCTAaB KOTOPBIX OMpeAeIsieTcs B pabounx
rporpamMMax JTUCHUTIINH (MOAYJIei) 1 OOHOBIIIETCS TPH HEOOXOMMOCTH, HO HE PEXKE OJTHOTO pa3 B TOJ.

IlepeyeHb coBpeMeHHBIX MPOPEeCCHOHATBHBIX 023 JAHHBIX U HHPOPMALMOHHBIX CIPABOYHBIX
cucrem:

1. Uadpopmanmonno-nonckoBasi cucrema «Koucynprant Ilmroc» - oroBop NeMU-BUII-79717-
56/2022 (6eccpouHo)
2. DnexTpoHHO-OMOmoTeyHass cucrema |IPRsmart smmensuonnwiii  goroop ot 01.09.2024 .
Nel11652/24C (cpok aeiictBus g0 31.08.2027 r.) https://www.iprbookshop.ru/
3. Hayunas snexrponnas 6ubnuoreka eLIBRARY munensuonnsiit gorobop SCIENC INDEX Ne S10 -
3079/2026 ot 30.01.2026 r. (cpox neiictBus 1o 29.01.2027r.) https://elibrary.ru

8.1.4. OOyuarommecs u3 uuciaa wuHBaIUMAOoB W Jymn ¢ OB3  obecrneueHbl  3JIEKTPOHHBIMU
o0pa3oBaTeNnbHBIMH pecypcaMu B (hopmax, alaiTUPOBAHHBIX K OTPAHIMYCHUSM UX 3I0POBBSI.

Paznen 9. MatepuajibHO-TeXHHUYECKOe o0ecieyeHne 00pa30BaTeIbLHOIO Mpouecca
VYuebnas ayauTopus Ui npoBeneHust | O0opyoBaHue: CHENHATH3UpPOBaHHAs MeOenb (Mebenb
3aHATHH JICKIIMOHHOTO THIIA, 3aHATHH | ayJAUTOPHAs (CTOJBI, CTYJIbS, JOCKA ayTUTOpHAs HAaBECHas),

CEMHHApPCKOI'0 TUIA, IPYIIOBbIX U CTOJI IIPETIO/IaBaTells, CTyJI IIPenoJaBaTers.
WH/IMBUYAJIbHBIX KOHCYJIbTAIUH, TexHuueckue cpesicTBa 00y4YeHuUs: NePCOHATbHBIN
TEKYLIEro KOHTPOJISA U KOMITBIOTEP; MYJIbTUMEIUIHOE 000pyI0BaHuE (TIPOEKTOP,
IIPOMEKYTOUHOM aTTeCTallH 9KpaH).

[Tomenienune i1 caMOCTOATENBHON Crneunanu3upoBaHHas MeOenb (CTOJbI, CTYIbS),

paboThI HEPCOHATIbHBIE KOMIIBIOTEPHI C BO3MOXKHOCTBIO

noAkItoueHus kK cetu «MuTepHeT» u obecrneueHuem
JOCTYyTa B 3JIEKTPOHHYIO HHPOPMAIIMOHHO-
00pa3oBaTeNIbHYIO Cpe/ly Y HUBEPCUTETA
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